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INTRODUCTION 

Over the past decade, anti-money laundering (AML) technology has matured 
substantially. AML software is replete with functionality to support financial institutions’ 
needs for watchlist screening, transaction monitoring, and case investigation. 
Advancements in data management enable AML systems to analyze feeds from multiple 
back end systems, making enterprise-wide AML compliance a reality. Growth in 
computing power makes it possible to monitor millions, even billions, of transactions a 
day. 

Yet, with all the progress, challenges in AML operations remain. AML systems generate 
hundreds, if not thousands, of alerts; typically with high rates of false positives. Armies of 
compliance analysts are needed to work these alerts. Entity resolution and customer due 
diligence can take minutes, hours, or even days. 

In a very real sense, the operational challenges of AML compliance and the technical 
capabilities of AML software have hit an impasse. This is leading financial institutions to 
look at new technologies such as artificial intelligence (AI) and software robotics to bring 
additional efficiencies to AML processes. Eventually, such technologies could be used to 
automate decisions that are today made by humans. 

Many financial institutions are already applying supplemental technologies to their AML 
technology stack to alleviate pain points. On the behavior analysis side, banks may run 
advanced analytic models through their transaction monitoring engines, instead of using 
the vendor-supplied scenarios. Specialized name matching, linguistic analysis software 
and predictive analytics can be used to enhance the watchlist screening process. 

To understand the pain points and where additional technology inputs can help, it is 
useful to examine the current state of workflows in AML operations. Due to its crucial role 
across the entire AML compliance chain, this paper will focus on the challenges in 
watchlist screening operations.  

BACKGROUND 

This report was commissioned by Accuity; however, the analysis and conclusions are 
Celent’s alone, and Accuity had no editorial control over report contents. 

Accuity offers a suite of innovative solutions for payments and compliance professionals, 
from comprehensive data and software that manage risk and compliance, to flexible tools 
that optimize payments pathways. With deep expertise and industry-leading data-enabled 
solutions from the Fircosoft, Bankers Almanac and NRS brands, our portfolio delivers 
protection for individual and organizational reputations. 

Part of RELX Group, a global provider of information and analytics for professional and 
business customers across industries, Accuity has been delivering solutions to banks and 
businesses worldwide for 180 years. For more information visit accuity.com. 
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THE BROAD REMIT OF SCREENING 

In recent years, watchlist (WL) screening has become the most-scrutinized area of AML 
compliance, and the area that has been hit with the most outsized fines by regulators. In 
a sense, this is simply because identifying known bad actors and understanding the 
potential risk of customers and counterparties forms the core of any anti-money 
laundering effort. 

From the operational point of view, customer screening is a crucial operation because it 
forms a central part of every stage in the AML compliance chain, from onboarding all the 
way through to case investigation.  

THE AML COMPLIANCE VALUE CHAIN 
The core mission of anti-money laundering programs is to identify risky actors and detect 
suspicious activity. This is accomplished through three key operational areas: entity 
review, payments screening, and forensics. In an effective AML program, these three 
areas will be interlocking, with risk findings from each area informing the others. 
Moreover, watchlist screening provides inputs to all three of these areas.  

Figure 1: Watchlist screening in the AML compliance value chain 
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Source: Celent 

• Entity review is fundamental to at least three compliance processes: 1) identifying 
customers during the onboarding and account opening process; 2) performing 
customer due diligence and creating a risk profile of that customer, also ideally during 
onboarding; and 3) refreshing the risk profiles of existing customers through periodic 
customer reviews. 
– Relevance of WL: Screening of customers against OFAC and other official 

watchlists, as well as commercially available enhanced entity databases that 
incorporate media and public records sources, is central to entity review. 
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• Payments screening. International payments (“wires”) are a particularly sensitive 
area for banks, which are required to ensure that neither the remitter nor the receiver 
of funds is a sanctioned entity and that the payment is not directed to a sanctioned 
country. Domestic payments including ACH, domestic wires and high-value 
payments may also be subject to OFAC checks. 
– Relevance of WL: Screening of customers has long been required for 

international wires and is increasingly being used for domestic transactions. 
 

• Forensics involves the analysis of customer and transactional data to detect 
suspicious activity. Forensics underpins transaction monitoring, which is the 
application of behavior analysis by automated systems to uncover potentially 
suspicious activity. The dispositioning of flagged transactions and entities (“alerts”) 
and the creation and investigation of cases are also (typically manual) forensic 
processes. 
– Relevance of WL: Watchlist screening is part of the analysis undertaken by 

transaction monitoring systems to assess the potential risk of financial activity. 
Alert and case investigation involves the screening of flagged customers through 
official watchlists and enhanced databases, as well as additional due diligence 
through Internet and other public sources. 
 

In this way, watchlist screening is vital to each link in the AML compliance value chain. 
Moreover, these activities span compliance operations across the front, middle, and back 
office, requiring further coordination of AML workflows. 
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THE KYC CONTINUUM: ONBOARDING BOTTLENECKS 

Onboarding is one of the most crucial processes for financial institutions, for the simple 
reason that the faster an account is approved and opened, the sooner the customer is 
ready to transact. Efficient and actionable KYC processes are therefore vitally important.  

KYC workflows form a continuum according to the type of account as well as customer 
segment. The KYC continuum ranges from highly automated and virtually instantaneous 
account opening processes on the one hand, to highly manual and time consuming 
procedures on the other. 
 
• At one end of the continuum, online banking and brokerage accounts may be opened 

in one seamless operation, enabled by various automated identification, 
authentication and screening technologies. 

• Branch-based retail banking accounts typically rely on a combination of front-office 
personnel, onboarding systems and screening technology to open accounts in a 
matter of minutes. 

• Small and midsize enterprises (SME) accounts and private banking accounts rely on 
somewhat more manual processes than mass retail accounts, and encompass 
additional processes such as determination of beneficial owner for SMEs and source 
of funds for private banking. 

• Large corporate banking accounts and institutional brokerage accounts are the most 
complex and time consuming, involving manual collection of corporate 
documentation and KYC checks on multiple parties within the client organization. For 
multinational corporations, checks may also be run on international corporate 
officers. Onboarding a large corporate client is typically a matter of weeks, not days. 

Figure 2: The KYC/ Customer Due Diligence Workflow Continuum 

 

 
Source: Celent 

Financial institutions are faced with a number of pain points and bottlenecks at every 
stage of the KYC continuum. 

• For retail and SME accounts, watchlist hits may require manual investigation, 
delaying account opening and potentially resulting in lost accounts as customers walk 
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away. This last outcome is particularly true in the case of online financial services, 
where consumers often expect a fast, seamless onboarding experience. 
– For mass retail operations, these alerts may number in the hundreds or 

thousands, requiring large AML compliance teams to resolve. 
– It is not unusual for watchlist screening systems to throw up high numbers of 

false positive alerts, further exacerbating the problem. 
• The KYC process for institutional and corporate accounts is dependent on the 

manual research and corporate discovery involved in onboarding corporate clients. 
Risk assessment of the corporation and its officers is derived from this research 
process, and risk profiles are likely to be kept in the corporate client’s customer file.  
– This may mean risk profiles are not readily accessible by downstream 

compliance systems and operations. 
– Moreover, multinational corporate accounts involving international officers may 

require screening against multiple international watchlists in addition to OFAC. 
 
The bottlenecks and pain points at both the retail and corporate ends of the KYC 
continuum point to the need for a verifiable, repeatable method to maximize efficiencies 
in the entity review process. 
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WORKFLOW CHALLENGES IN WATCHLIST OPERATIONS 

The complexity of the AML compliance value chain gives rise to a number of distinct yet 
interrelated workflows that need to be managed carefully in order to maximize accuracy, 
efficacy, and efficiency. The area of entity review alone comprises no less than seven 
interlocking workflow buckets: 

• Customer identification; 
• Customer due diligence; 
• Additional regulatory checks, such as beneficial ownership and FATCA; 
• Risk profiling and scoring; 
• Onboarding and account opening; 
• Periodic review of existing customers; and, 
• When alerts are triggered, positive identification of sanctioned entities. 
 
Each of these seven workflow buckets pose challenges that are difficult to resolve when 
relying solely on current AML technologies. The result is a continuing escalation of the 
time, effort and cost spent by financial institutions on AML compliance operations. Some 
of the challenges are described below. 

LIMITATIONS OF WATCHLIST DATA 
Perhaps the most fundamental task in AML compliance is screening customers and 
counterparties against the OFAC SDN (Office of Foreign Assets Control Specially 
Designated Nationals) list. This formidable watchlist contains nearly 27,000 records, a 
number large enough to ensure that, at many firms, customer screening will result in 
numerous hits. 

Further complicating matters, many institutions augment official watchlists such as OFAC 
with commercially available databases listing thousands or millions of entities so as to 
leave no stone unturned in the search for bad actors. Commercial watchlists are also the 
main source used by institutions in screening for politically exposed persons (PEPs). 

Yet the data in both official and commercial watchlists is, perhaps inevitably, not sufficient 
to ensure a positive identification of the alerted entity. Many entries lack basic information 
such as date of birth and address. Moreover, multiple aliases, alternate spellings, and 
other name variations are listed for many entities. This makes it more likely that hits will 
be triggered while at the same time making resolution of alerts more difficult. 

RELIANCE ON SUBJECTIVE METHODOLOGIES 
When watchlist screening raises alerts, either of the SDN or PEP variety, investigation 
and disposition of these alerts is generally processed by compliance analysts (unless 
they are handled by automated systems). It is the task of these analysts to determine 
whether the customer at hand is or is not the entity named in the watchlist. 

To arrive at their conclusions, analysts make use of a large and growing array of 
information sources. This includes the firm’s internal data, including customer details 
such as name, address and date of birth; any previous alert history; and the match score 
assigned to the alert by the watchlist screening system. 
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Because internal data is often not enough to make a final determination, or to document 
it, analysts will also work with a variety of external data sources. These may include the 
official watchlists and commercial databases discussed above, but also public databases, 
news and media sources, and even social media. 

This process is not only time intensive, it also fundamentally relies on the judgment of the 
compliance analyst who pieces together the evidence from the available sources. Alert 
and case investigation is, therefore, at its base a subjective process and moreover one 
that depends on the training and skills of each analyst, which may of course vary. 

Finally, the sheer volume of information sources makes it difficult if not impossible for 
analysts to uncover connections and associations between the customer or counterparty 
and other entities — associations that might indicate a higher level of risk. 

TICK-THE-BOX APPROACH TO RISK FACTORS 
As regulators call upon financial institutions to implement a risk based approach to AML 
compliance, risk scoring or risk profiling is an increasingly vital aspect of AML operations. 
A risk based approach can also make AML operations more efficient by allowing firms to 
focus time and resources on higher risk customers while spending less effort on the 
larger, low-risk customer base. In addition, the risk scores of customers that are 
determined at onboarding and during periodic customer reviews feed in to other aspects 
of AML compliance, like payments screening and transaction monitoring. 

Despite the importance of risk scoring, financial institutions often rely on relatively 
simplistic approaches to building risk profiles of their customers. Onboarding workflows 
generally involve scoring based on a matrix of risk factors, such as geography of the 
customer or the customer’s counterparties, business type and occupation, expected size 
and velocity of transactions, and financial products used. Risk scoring will also 
incorporate the results of screening against watchlists and news or media sources. 

While probably a necessary if not sufficient part of the risk scoring process, there are two 
issues with this approach. First, the rather generic factors that are used to build the risk 
score are easily understood by and therefore susceptible to gaming by true bad actors, 
who can create personas typical of low-risk customers and mask source of funds.  

Second, risk profiles based on such criteria are focused on understanding the a priori risk 
of a customer from a generic point of view. They are less successful in providing insight 
into the individual, distinctive characteristics of a customer, such as the customer’s 
relationships and associations that might indicate additional risk. 
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DATA AND TECHNOLOGY CHALLENGES IN WATCHLIST 
OPERATIONS 

Despite the growing need for increased efficiencies, financial institutions’ efforts to 
optimize watchlist operations have been hampered by a number of issues with data 
quality and AML technology. 
 
Challenges with data quality include: 
 
• Watchlist data. As described in the previous section, official and commercial 

watchlists present numerous data challenges. Perhaps inevitably, government 
watchlists such as OFAC are rife with incomplete and inconsistent data. Commercial 
watchlists contain massive amounts of unprioritized information, including 
unstructured data, which can be difficult for screening software to analyze. 
 

• Data from back-end systems. Source data at financial institutions invariably contain 
incomplete customer records, particularly for existing accounts that were opened 
before the industry became more rigorous about collecting customer information. 
Institutions also rely on data from multiple back-end systems with inconsistent data 
sets and formats. Larger institutions may source data from dozens of such systems, 
creating a huge data management problem. 
 

In addition, watchlist screening software can fall short in several crucial areas: 
 
• Matching algorithms. Traditional screening software is usually based on a set of 

simple, predefined and fairly static matching rules that lack the ability to execute 
complex logical instructions or effectively analyze unstructured data. Additionally, the 
Soundex algorithms that often perform the core phonetic analysis for matching 
purposes are limited in scope and focused on the English language. 
 
To overcome these limitations, rules and Soundex algorithms are often 
supplemented with additional algorithms, natural language processing (NLP) 
capabilities, and large token libraries designed to cover individual name variants, 
foreign language transliterations, non-Latin scripts, and other special situations.  

 
• Lack of advanced analytics. Despite the multiplicity of matching algorithms and 

techniques thrown at the problem, traditional screening software may lack advanced 
statistical analytics, predictive analytics, or other advanced capabilities that could 
arrive at closer matching approximations and reduce false positives. 

 
The result of these problems with watchlist and source data as well as the limitations of 
screening technology are the large numbers of false positives thrown out by watchlist 
systems, leading to increased operational burden and compliance risk. 

This situation has led to low expectations for system performance, with financial 
institutions often accepting false positive rates of 25, 50 or 70 per cent. This has had 
massive implications in the form of lowered efficiency in AML compliance operations. 
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LIMITATIONS AND PAIN POINTS OF AML TECHNOLOGY 

Although AML technology has developed and matured, a number of limitations remain 
that undermine institutions’ efforts to maximize the efficiency and efficacy of AML 
compliance operations. In the context of watchlist screening, some important issues are: 

• Challenges with data quality, including the difficulty of aggregating and analyzing 
data from multiple back-end source systems at financial institutions. 

• Difficulty in making positive identification of customers in either the SDN or PEPS 
context, due to incomplete and conflicting data in the first instance, but also to a lack 
of sophisticated analytics to fill gaps in data. 

• Reliance on rules-based screening, typically generating high volumes of alerts that 
often include a large proportion of false positives and low levels of true positives — 
precisely the opposite of the desired outcome. 

• Risk scoring protocols based on generic attributes that are easily gamed and do not 
achieve an individualized knowledge of the customer in his or her social context. 

• Dependence on manual investigation and decisioning by human analysts, which 
leads to onerous compliance costs as well as increased risk of overlooking 
information that may indicate high risk actors. 

• Slow response of technology to additional regulatory requirements such as USA 
PATRIOT Act Section 314(b) information sharing, beneficial ownership, FATCA, and 
global legal entity identifiers. 

CONCLUSION 

As financial institutions strive to optimize their anti-money laundering operations in the 
face of an ever-increasing regulatory burden, the AML technologies upon which they rely 
are hitting an impasse. Limitations in analytic capability are impacting institutions’ efforts 
to reduce false positives, accurately assess the risk of their customers, and maximize the 
efficiency and accuracy of analyst operations. 

In the area of entity review, financial institutions are facing a need for a verifiable, 
repeatable method to maximize efficiencies in the KYC process. 

These challenges are leading many institutions to explore the use of additional 
technologies to complement AML systems and enhance the capabilities of their 
compliance operations. 

These technologies include natural language processing, robotics, and artificial 
intelligence; as well as the focused analytic approaches that enable these technologies to 
solve some of the long-standing challenges in AML compliance. 

The application of emerging technologies to AML will be the subject of our next paper in 
this series. 

 
Was this report useful to you? Please send any comments, questions, or suggestions for 
upcoming research topics to info@celent.com. 

mailto:info@celent.com
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LEVERAGING CELENT’S EXPERTISE 

If you found this report valuable, you might consider engaging with Celent for custom 
analysis and research. Our collective experience and the knowledge we gained while 
working on this report can help you streamline the creation, refinement, or execution of 
your strategies. 

SUPPORT FOR FINANCIAL INSTITUTIONS 
Typical projects we support related to anti-money laundering compliance include: 

Vendor short listing and selection. We perform discovery specific to you and your 
business to better understand your unique needs. We then create and administer a 
custom RFI to selected vendors to assist you in making rapid and accurate vendor 
choices. 

Business practice evaluations. We spend time evaluating your business processes. 
Based on our knowledge of the market, we identify potential process or technology 
constraints and provide clear insights that will help you implement industry best practices. 

IT and business strategy creation. We collect perspectives from your executive team, 
your front line business and IT staff, and your customers. We then analyze your current 
position, institutional capabilities, and technology against your goals. If necessary, we 
help you reformulate your technology and business plans to address short-term and long-
term needs. 

SUPPORT FOR VENDORS 
We provide services that help you refine your product and service offerings. 
Examples include: 

Product and service strategy evaluation. We help you assess your market position in 
terms of functionality, technology, and services. Our strategy workshops will help you 
target the right customers and map your offerings to their needs. 

Market messaging and collateral review. Based on our extensive experience with your 
potential clients, we assess your marketing and sales materials — including your website 
and any collateral. 
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