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Introduction 

Accuity Proof of Value 

Proof of Value (PoV) is a strong demonstration of the superior performance and value of the 
Firco Automated Alert Reduction module and its enhancement of the Firco Trust Filter. 

This document describes the basis and reasons for the application of a PoV as well as the 
granted rights, obligations and deliverables from the parties involved.  

The purpose of a PoV is to: 

• Demonstrate the performance of the Accuity model combining matching accuracy 
through the Strength Index and the severity of a potential match through the Exposure 
Index 

• Deliver a comprehensive report of our full data profiling analysis to help your institution 
better understand your data and identify potential gaps, anomalies and inconsistencies 
within your customer data population 

• Help to identify potential “blind spots” within current processes for screening against 
sanctions, Politically Exposed Persons (PEPs) and Reputationally Exposed Persons 
(REPs)  

• Identify and improve the operational efficiencies as the result of prioritized delivery  
of alerts and significantly reduced false positive volumes 

• Demonstrate to regulators that your organization is proactive in its due diligence in 
evaluating its current programs against a state-of-the-art model 

The PoV will demonstrate the solution accomplishes the following: 

• Significant reduction in false positives while maximizing identification of high-risk 
entities 

• Exceeds performance of comparable solutions while meeting regulatory requirements 

• Improves significantly upon the current KYC/AML/SANCTIONS scanning solution 

• Offers unparalleled Return on Investment (ROI) opportunities for use across the 
institution 
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Options 

Private Cloud Proof of Value 

Accuity offers a secure private cloud offering. We manage the architecture and all of the  
profiling of the client customer data and scanning against requested watchlists is conducted  
within the client’s own dedicated private cloud environment.  

The Accuity IT security team works closely with our clients to ensure satisfaction with our 
protocols and the overall security of the environment. The following are brief descriptions  
of the Accuity IT Security and Compliance areas of responsibilities:  

• IT Security – We offer governance (e.g., security program, security policies, risk 
assessments, asset classification / handling, management reporting), security 
operations (threat and vulnerability reporting, logging and alerting, etc.), incident 
management & response, physical security (e.g., CCTV and door access),  
and training & awareness 

• Third Party Vendor Management - We validate the security posture of the vendor via 
required due diligence (e.g., SOC 2, ISO compliance, security questionnaire, etc.)  

• Customer Vendor Management - We work in partnership with prospect (e.g., RFI / 
RFP) and existing customers’ vendor management teams for all vendor requests  
(e.g., customer security assessments, privacy, insurance, incident management, BCP) 

• Compliance – We provide compliant internal policy framework and structures including: 
patching cadence, configuration hardening, network penetration, web application 
penetration, policy alerts. Additionally, we offer the guidance to contribute toward  
your compliance with customer security requirements including ISO27002, GDPR,  
and SOC 2 

• Business Continuity Management - We investigate your applications, services and 
systems to ensure your system is accessible 

Accuity data protection standards maintain a high level of strict security and procedure:  

• Data is protected in-transit and at-rest using multiple encryption schemes 

• The server resides on a secure subnet with access restricted solely to those performing 
the PoV analysis 

• No back-ups or other instances of the client data or PoV results will be created. 
Complete data destruction at conclusion of engagement will take place and certificates 
will be provided to certify media destruction where applicable 
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Benefits of using the private cloud POV include:  

• Significantly lower impact to client resources required beyond generation and delivery 
of a usable customer data file. (You send us a file and we will do everything else.) 

• Ability to initiate and deliver the results of the PoV quickly  

• Rapid Accuity response to adjustment of any potential data quality issues in client 
customer records 

On-Premises Proof of Value 

Accuity also offers an on-premises PoV. For on-premises, we will prepare a full software 
package for executing the data analysis, tuning and scanning. This software package can be 
delivered and installed on premises, or it can be brought onsite via a secure laptop. The secure 
laptop will have all external media and wireless functionality disabled. In partnership with the 
client IT security team, client data will be uploaded onto the laptop, with the laptop remaining in 
a single client location, under supervision of the client. Upon completion, we will either destroy 
the hard-drive or provide it to the client in accordance with client requirements.  

Client considerations of the on-premises PoV include: 

• Greater client resources required  

• On-premises work space needed for the Accuity team for the length of the engagement 

• Potential challenges in pivoting to adjust any potential data quality issues, which may 
impact timelines 

• IT security impact may be lower 

 

Proof of Values Procedures 

Shared Responsibilities 

Listed below are the procedures and responsibilities for both Accuity and the client. 

• Parties will sign a Non-Disclosure Agreement (NDA), and a PoV Statement of Work  
or other agreement. Procedures described below may be superseded by the details  
of any such agreement. 

• Parties agree on a project plan and success criteria for the engagement. Ownership 
and governance of the project, including an assigned project manager, will be provided 
by Accuity and include regular status touch points and reports. The plan will include the 
requirements, deliverables and expected completion dates. A template project plan and 
status report are provided in the Supporting Documentation section. 

• The client’s Information Security department may review the Accuity Data Security 
program with Accuity providing assistance and responses to queries as needed. 
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• The client will create a sample customer data file with Accuity assistance that will 
include the targeting of available data elements, and determination of file format and 
data layout.  

• For private cloud, both parties will exchange public pgp encryption keys for the 
decryption of encrypted data sent between institutions, and perform a whitelisting of 
external-facing IP addresses. (Accuity to establish credentials for SFTP transmission 
and deliver to the client). 

• For on-premises, Accuity will work in partnership with the client during the provisioning 
of the secure laptop for the exercise.  

Client Responsibilities 

Prepare Sample Data File 

Sample data file is prepared for Accuity analysis along with description of the data (i.e., header, 
tags, etc.). See “Best Practices for Data File Formatting”. 

*Added Value: 

If the client has been using a name blocker and has hits with prior analyst decisions, a separate file with 

decisioned/labeled hits can be provided to Accuity for additional analysis in order to evidence how the Firco 

Automated Alert Reduction module (1) aligns with historic analyst decisions for operational efficiency, and (2) 

identifies potential vulnerabilities by contrasting with analyst decisions that may have been incorrectly labeled. 

Deliver Sample Data File 

Sample data file is delivered securely to Accuity for either private cloud solution or on-premises. 

Accuity Responsibilities 

• We perform an analysis and profiling of the sample client data and schedules a 
presentation of the data profiling results to the client. See “Sample PoV Deliverables” 

• We screen the data sample against the watch-list data of the selected reference 
subsets. Scanning will typically be divided by sanctions, PEPs and REPs 

• We generate estimates of result set sizes for various tuning scenarios so that the client 
can extrapolate result set sizes to their own screening process 

• We select from the results a set of examples of alerts of different risk and matching 
strength (according to the Exposure Index collective risk ranking and the Strength Index 
scoring model) for inclusion in the PoV report 

• We will schedule an on-site or secure web-based presentation of the results 
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Best Practices for Data File Formatting 

Listed below are the best practices for generation of a customer data file. 

• Inclusion: This includes all relevant data available on the customer. This includes  
any data that can be used by the filter (scannable data), as well as data that may  
be useful to analysts reviewing alerts (“non-scannable data”). 

• Normalization: All data should be separated into logical components to the greatest 
extent possible. Example: Geographic information should be presented as Street 
Address | City | State | Zip | Country, in separate fields. 

• Ideally there should only be a single person or company/entity per row (except in the 
case of providing employer or related party information). 

• Name field should contain only the legal name, and not words like “Mr.” or “Mrs.”,  
or titles like “Dr.” or “Esq.” (unless part of the legal name of a corporate entity),  
to a possible extent. 

• Name should ideally be presented in the same way it is stored. 

• If it is stored in separate fields, present it that way. 

• If stored in a single field in the format of “First Middle Last”, e.g. “William Jefferson 
Clinton,” present it that way,  

• Multiple addresses for each record are acceptable 

• Always include all available geographic information related to an account, including 
domicile and mailing address(es), country (or countries) of citizenship and previous 
addresses 

• Along with geographic information, include any account event dates and dates that  
may be associated with addresses in the record. Example: Include the account opening 
date, most recent account opened/product acquired, and the dates of addresses 
changes, if collected 

• Including employer and occupation information where available is recommended 

• Tax IDs are valuable for data profiling and analysis and for entity resolution. However, 
they are not a required field 

• When records have no information for certain fields, it is preferable to leave the field 
blank rather than inserting “unknown” or “not given”, for example, or “00/00/0000” for 
missing birthdays 

• Minimum required fields for scanning are a unique record key and name. However,  
it is highly recommended that all available information for a record is presented 
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• List of minimum recommended fields: 

• Unique ID 

• Name 

• Street address 

• City 

• State/Province 

• Postal code 

• Country 

• Country of citizenship 

• DOB 

• Mailing, previous and other 
addresses, broken up as described 
above 

• Related parties/accounts 

• Customer risk score/category 

• Line of business/financial product 
(if account) 

• Employer 

• Occupation 

• Account status (i.e. active/inactive) 

• Account open date  

• The preferred formats for transmitting 
customer data to Accuity are: 

• XML 

• Delimited text file 

 

Sample Deliverables 

Accuity is committed to delivering a comprehensive report to evidence the scanning results  
of the PoV. The results of the of the data profiling analysis are reviewed in order to (1) better 
understand the completeness and quality of your data, (2) perform de-duping and data 
cleansing of records where applicable, (3) most effectively tune the model in order to ensure 
optimal scanning, (4) identify any potential gaps or irregularities within your customer data 
feeds and articulate how they were compensated for in the scanning. 

 



            

            Proof of Value 

 

9    // Proprietary & Confidential 

 

Examples of Accuity deliverables within the PoV report include:  

De-duplication Analysis 

 

The above chart shows a data completeness report that analyzes each of the data fields  
in the customer feed. Accuity uses these reports to understand the level of completeness  
within each data point that are ultimately used to tune the scoring model for optimal scanning. 
This and other reports are also utilized as part of the client’s model validation process. 
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Citizenship Histogram 

 

Confirmation of Distribution Alignment with Banking Age Customers 

 

Accuity also reviews the distribution of each data point that is used for scanning in order  
to understand the quality of the data and to spot any trends. Attributes such as location,  
date of birth, and names can be analyzed to determine how to improve scanning results. 
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Validation of Expected Date of Birth Distribution 

 

As part of the PoV, we use our tools to uncover and analyze any anomalies in the data.  
The chart above shows that an unusually large number of dates of birth occurred on the first  
of January (01/01). This pattern may exist because of data migrations from legacy systems  
or other system events. This type of information strengthens the Accuity methodology to 
scoring alerts by considering a date of birth match to an anomalous date differently than others. 

 



            

            Proof of Value 

 

12    // Proprietary & Confidential 

 

Sample Location Quality Validation 

 

Accuity uses a number of tools to analyze the accuracy of data points. The above chart shows 
the quality of the locations within a customer’s data feed. We use logic to condense the number 
of distinct locations down and analyze how the locations can be used to match against a given 
watch list. 
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Statistical Results of Hit Volumes 

 

After performing extensive profiling and analysis of the customer list, Accuity is able  
to reduce the number of alerts to a small slice of the hit population. We order the space and  
present the most probable records to review. 

Sample PEP Hits 

 

Sample Adverse Media Hits 
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Supporting Documentation 

This section provides examples of supporting documentation for this PoV. 

Proof of Value Sample Plan 
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Proof of Value Project Status Report 
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Disclaimer 

The information provided in this document is owned by Reed Business Information  
Limited (“RBI”).  The contents of this document shall be treated as confidential and  
proprietary information and the document should not be shown, read or used by  
any third party other than you and your employees on a need-to-know basis. 
Ideas and concepts contained in this document shall only be used with  
written permission from RBI. 

All intellectual property rights in this document remain vested in RBI and any references  
to third party trade names or trademarks in our document, save where expressly provided,  
is neither an assertion of ownership or representation of an association with the owners  
of such trade names or trademarks.  

The information contained in this document may be obtained from public sources and 
information that our customers have provided to RBI. Any analysis, forecasts, projections  
and opinions are based on such information and RBI have not verified the accuracy and 
completeness of the information. In no event shall RBI be liable for any indirect, consequential, 
special or incidental damages which may arise from the use of the information, even if advised 
of such possibility. 

This document is subject to contract and all warranties whether express or implied by  
statute, law or otherwise are hereby disclaimed and excluded to the extent permitted at law.  
In the event that the scope of the services change, this document may require corresponding 
amendments. Any rights and obligations that may arise under this document shall be governed 
by the laws of England and Wales and the Courts of England and Wales shall have non-
exclusive jurisdiction to adjudicate any disputes arising hereunder. 
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