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How can public service organisations manage risk effectively 
when central government is cutting grants by more than a  
billion pounds? 

One tempting solution is simply to trim down existing measures to fit the 
new financial constraints. However, these kind of short-term savings are 
often wiped out by the creation of serious long-term liabilities and costs.

For example:

   Outsourcing without adequate controls can reduce direct costs for organisations,  
but increase their exposure to health and safety or data control failings.

   Cutting premiums by increasing deductibles (the amount of any claim paid by the 
organisations) can lead to long-term and often significant costs.

   Operational shortcuts can be a false economy – for instance, switching off speed cameras  
not only increases the risk of road accidents, but also means traffic officers have to be diverted 
from other duties.

Organisations that want to reduce costs while controlling risks face tough dilemmas. However,  
we have worked with organisations that are delivering sustainable savings through:

    Identifying the total cost of risk. Around 80% of risks are non-insurable, and identifying  
rapidly increasing risks such as fraud and climate change can deliver the biggest savings.

      Taking a whole life approach to risk, to ensure that short-term savings do not have  
a long-term detrimental effect on the community. 

   Assessing partners and suppliers thoroughly. For example, asking if insurers have the capacity 
to react adequately to a major incident such as a flood, or assessing the ability of partners 
throughout the supply chain to conform to adequate health and safety standards.

     Thinking radically about risk. There may be areas where organisations are better off self-
insuring than relying on traditional insurance. For example, an organisation may choose to insure 
buildings in-house and use some of the resources it has saved to adopt a robust approach to 
dealing with the loss of a major building. This would include securing prompt access to alternative 
facilities for both principal users and other community groups.

   Achieving economies of scale though tailored solutions. Insurers can create a range of  
covers for a consortium of local authorities that will ensure that each authority only pays for the 
insurance it needs.
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1.1 Market dynamics 1.2  Why understanding 
the cost of risk is 
important today

Over the next 4 years, public service organisations will see a significant 
cut in funding. This challenging target follows hard on the heels of 
the previous Government’s ‘more for less’ policy for public service 
organisations, the recent credit crisis and the wider economic recession.

    Public service organisations are under considerable financial pressure and will be required to 
review spending across the whole range of their activities and services. The result is an almost 
unprecedented period of review and change. Many senior leaders must make significant decisions 
regarding the very purpose of the organisation, which services are core and noncore, and in what 
‘organisational shape’ to move forward.

    An inevitable corollary of change is risk. Risk can increase as a result of change in organisational 
models. Increased outsourcing, partnership working and shared services result in a change to 
the operational model; where responsibility is passed on but the accountability remains. Climate 
change, fraud, the compensation culture and reputational risk are all increasing at a time when 
capacity will reduce. All these impact the risk profile of an organisation.

    Risk is a strategic, board room issue and must not be delegated. Having a clear understanding 
of the objectives and capabilities of the organisation and the risks that may de-rail delivery, is 
absolutely critical. In this regard, a risk mitigation programme is an essential control and insurance 
is a part of the overall strategy. To treat insurance therefore as an operational issue, simply 
undermines the risk programme and preparedness of the organisation.

     Most public sector risks are not insurable. Understanding the total cost of risk and the dynamics  
of the changing risk environment is crucial in ensuring that cost minimisation strategies address 
those areas that will produce the greatest sustainable savings.

    A risk programme that simply addresses strategies for reducing the immediate cost of insurable 
risks may prove to cost more than it saves in the long-term. Currently, there  
seems to be a disconnect between insurance and strategic risk considerations.

For both the public and private sectors, managing risk is an essential 
part of managing their business. In a time of financial restrictions, 
organisations can only achieve sustainable cost reductions in their risk 
programmes by understanding their total cost of risk and the factors  
that affect it. Otherwise they are in danger of making decisions that 
reduce costs today but result in measurable and unacceptably high  
cost increases tomorrow.

    Public service organisations have to view their risks from two perspectives. First, there are  
the direct costs and additional impact that a risk event could have on their own organisation. 
Second, there are the costs and impact of such an event on the community that they serve.

   As well as providing services to the community, delivering community objectives and desired 
outcomes, public service organisations are accountable for the stewardship of risk in the 
community service users and the associated impacts. The potential result of budget cuts,  
general resources constraint and skill gaps (not having people who take a strategic view of risk),  
is failure to deliver these roles and targets. An effective risk management programme is crucial  
in fulfilling the organisation’s stewardship and outcome delivery roles. Achieving such a 
programme is only possible with a full understanding of the total cost of risk to both the 
organisation and stakeholders.

    Although the environment in which public service organisations operate is markedly different  
from that of the corporate sector, ongoing pressure to reduce costs means that to some extent 
they have to take a ‘commercial’ approach. They should avail themselves of the strategies 
established as best practice in the commercial sector, such as establishing risk appetite, and learn 
lessons from the impact of the financial crisis on commercial businesses and financial institutions 
where overly paring down costs had some disastrous consequences.

     In addition to budget cuts, local authorities also face an undoubtedly riskier environment,  
with the impact of climate change, increased attritional losses, (for example relating to fraud,  
etc) and increasing claims costs stemming from the ‘compensation culture’. In this environment,  
it is important to focus on the potentially major cost centres where action can make the  
most difference.

1  Reducing the Government 
deficit, HM Treasury, 2010

ZurICH MunICIpAl InSIgHT rEpOrT

4 5

Climate change, fraud, the compensation culture and reputational 
risk are all increasing at a time when capacity will reduce.

The cost of risk in an era of austerity

SECTIOn 1

As well as providing services to the community, delivering community 
objectives and desired outcomes, public service organisations are 
accountable for the stewardship of risk in the community service 
users and the associated impacts. 



The total cost of risk – a technical perspective

SECTIOn 2

Relatively small ‘quick wins’ (for example, reducing insurance premiums 
by increasing deductibles – the self-insured amount of claims) or opting 
for cheaper insurance without considering the effect on claims handling 
or coverage can lead to long-term and often quite significant costs. 

   Breadth of activities and responsibilities means that decisions made to achieve savings benefits  
in one area can have unintended consequences in another. Risks and the way they manage them 
affect not only themselves but also the communities they serve – not just immediately but in the 
years ahead as well.

   Concentrating on short-term ‘wins’ and failing to take a long-term approach to designing 
and implementing an effective risk programme can lead to greater costs in the long-term. 
These may be associated with increased claims, subsequent higher premiums and significant 
unplanned major incident costs. The whole life approach, advocated by Government procurement 
recommendations, means measuring value for money across the long-term. Taking a balanced 
whole life approach to risk will avoid falling foul of a false economy; saving on procurement  
today but paying a far greater cost financially, socially and reputationally over the whole life  
of the contract and beyond.

    Considering the long-term implications of what may sometimes appear fairly minor decisions  
is intrinsic to the whole life approach. Examples where short-term based decisions may be  
costly are: 

–   Switching off fixed speed cameras to save money, following the Government’s ending  
of central funding for speed cameras2. This has already provoked criticism from police on the 
grounds that use of cameras significantly reduces casualties – a criticism which is borne out by 
an early cost benefit analysis of traffic light and speed cameras. This found that: accidents fell by 
28% (or 1.23 accidents) per year per site; the use of camera technology released traffic officers 
for other duties; camera technology can contribute to the investigation and detection of other 
crime; and both speed and traffic light cameras generated a significant net cost benefit.

   Simply focusing on immediately driving down insurance costs endangers long-term cost savings, 
organisational capability and community outcome delivery. Organisations need to consider the 
impact of the costs of uninsured losses, major incident costs above the insured policy cover limits, 
legal and claims fees and other critical cost centres.

How do you define the total cost of risk? There is no simple answer. 
There are as many different definitions of the cost of risk as there are 
perspectives. Each person’s view will depend largely on their responsibility 
for managing risk within their organisation. Every risk and cost profile is 
different. For example, in an area with high flood exposure, associated 
potential costs will be high but may not be an issue for other areas.

    In the public sector, the risk manager or insurance buyer should regard the cost of risk as 
comprising the following tangible costs:

  Insurance premiums.

   Risk management department  
running costs and other internal 
administrative expenses.

  Broking fees and commissions.

  Audit and consulting fees.

  Legal and claims expenses.

   Losses which fall within the self-insured 
deductible, usually the single, largest  
component part.

  Risk improvement costs.

  Uninsured loss costs.

   Uninsured major incident/catastrophic  
event costs which impact the budget, such  
as clean-up and infrastructure.

   Additional uninsured major incident/
catastrophic event costs which affect  
the community ‘bottom line’.

   The cost of ‘betterment’ where a  
damaged or destroyed building is rebuilt  
to a better or different specification to  
meet changed needs.

   Potential legal penalties, for example the 
Information Commissioner’s Office (ICO) 
has the authority to fine organisations 
up to £500,000 for data losses in certain 
circumstances.

   This outline provides some understanding of the fundamental cost of risk to the organisation  
but reflects just one perspective. 
 
The whole life or total cost of risk also comprises the following costs, some of which  
are intangible:

  Major incident capacity and capability.

  Reputational damage.

  Uncertainty of achieving the objectives.

   Delivery and effectiveness of the  
supply chain.

   Costs to the community through risk impact 
on service delivery.

   Costs of ensuring organisational 
resilience and capabilities as if Category 1 
responders3.

   Potential for reputational damage costs 
which could result in loss of income, loss  
of key staff and costs associated with 
restoring reputation, such as public  
relations expenditure.

    A sophisticated approach that takes all the various cost centres into account can contribute to 
better strategic decisions, including more efficient allocation of financial and human resources, and can 
enhance value for both the stakeholders and the community it serves.

   Saving costs in risk programmes necessitates reviewing all the cost centres and then creating 
the optimum whole risk approach balance to minimise overall costs to the balance sheet and the 
community. The visible or upfront cost of insurable risk represents only a small portion of the total 
cost of ownership of the risk. Therefore, taking a purely transactional, insurance premium based 
view of the cost of risk today could transfer costs to future generations – in contradiction to the 
intended aim of minimising insurance spend.

2  Cost benefit analysis 
of traffic light & speed 
cameras, Home Office Police 
Research Group, 1996 3  Civil Contingencies Act, 2004
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1.3  Short-termism 
versus the long-tail 
of risk

2.1  Overview of 
the various 
cost centres

Concentrating on short-term ‘wins’ and failing to take a long-
term approach to designing and implementing an effective risk 
programme can lead to greater costs in the long-term.



Considering insurable 
and non-insurable 
risks – impact on 
local authority and 
community

The costs of non-insurable risks are growing. Zurich Municipal estimates 
that uninsured/uninsurable risk can account for some 80 per cent of a 
total cost of risk. In the current environment, factors such as increasing 
regulation, growing attritional (high frequency/relatively low cost) claims 
costs (for example relating to fraud) and the effects of climate change are 
likely to increase this proportion still further.

     In addition to the intangible costs referred to earlier, organisations face costs associated with non-
insurable strategic risks such as supplier failure and project management failure. Major incidents 
associated with catastrophic events such as widespread flooding can also result in significant 
uninsured losses, for example associated with damage to infrastructure and the costs of support 
for uninsured households.

     While some organisations may have a contingency fund set aside for uninsured losses resulting 
from major incidents, this has to be funded from their budgets, and such costs should be included 
in the total cost of risk calculation. 

   Currently, there is considerable focus in the public sector on the options available for buying 
insurance. While risk transfer mechanisms clearly warrant consideration4, the route chosen is 
unlikely to have a major impact in reducing the total cost of risk for two reasons. First, as stated 
earlier, the proportion of insurable risk is minor in comparison to overall cost of risk. Second, the 
risk transfer mechanism chosen has no impact on the insured risk itself. The risk still remains as  
a potential loss that must be paid for, regardless of how – and whether – it is insured.

     There is a significant danger in the standardisation of risk programmes implicit in some ‘bulk-
buying’ models. As stated earlier, risk profiles will be significantly different, reflecting the location, 
the demographics and the economic circumstances of the community they serve. A standardised 
approach contributes to the current disconnect between insurance and tailored risk strategies and 
contradicts the Government’s localism agenda, ie responding to local needs and building their 
organisational activities and models around these unique local needs.  
 
 There is a lack of understanding on the role insurance plays as part of a whole cost risk strategy. 
Insurance is not a commodity and unfortunately its value becomes apparent, often when its too 
late – at the point of a major loss. Too much focus is placed on marginal cost savings without 
appreciation of the experience, capability and track record of the insurer when dealing with a 
major loss that has significant implications on the authority and the community. For instance, 
consider how vital a role the insurer’s response plays during a major fire or widespread flood.

Insurable risks Non-insurable risks

Direct 
impact 
on local 
authority

  Employers’ Liability

  Public Liability

  Property

  Motor

   Personal Accident &  
Business Travel

  Directors’ & Officers’ Liability

  Business Interruption (BI)

  Fidelity Guarantee

  Terrorism

   Pollution (*limited  
available cover)

  Statutory & corporate governance 

   Organisational change – e.g. downsizing; 
transformation

  Service failure 

   Financial – e.g. investment  
risk; fraud 

   Labour relations –  
e.g. employment tribunals

   Supply chain and partnership working –  
e.g. supplier failure

   Shared service – e.g. incomplete  
knowledge transfer

  Economic cycles

  Climate change

   Fines and penalties – e.g. Health & Safety 
violations, corporate manslaughter

  Political and regulatory change

  Data loss/security breach

  Reputational damage

   Workforce planning issues –  
e.g. talent management; skill development; 
absenteeism; rehabilitation

   Community 
impact

   Volunteering –  
public liability

  Trustee liability

  Community asset transfer

  Public health issues

  Service failure

  Target outcome failure

   Social – e.g. civil unrest; loss of  
community cohesion

   Financial – e.g. loss of community-generated 
funding streams

   Data loss – e.g. exposure of sensitive child  
care information

  Partnership working

   Supply chain – e.g. outcome-based  
payment contracts

   Reputational damage –  
e.g. community reputation

   Climate change – flooding;  
CO2 emissions

  Pollution

  Impact of demographic change

  Public health issues

4  See Zurich Municipal’s 
‘Optimum Approach to Risk 
Transfer’ Paper, 2010
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2.2  Insurable and non-
insurable costs

There is a significant danger in the standardisation of risk 
programmes implicit in some ‘bulk-buying’ models.



Risk considerations unique to the public sector

SECTIOn 3

Identifying and understanding the total cost of risk is the essential 
basis for effective ‘whole life’ decision making and ensuring budgetary 
pressures do not result in hasty decisions that do not provide value for 
money but may in the long-term cost more than they save.

     Value for money and the need for ‘whole life costing’ have been recurrent themes in Government 
advice to organisations on procurement strategies. For example, the Office of Government 
Commerce (OGC) says, ‘Value for money is the primary driver for public procurement. It usually 
means buying the product or service with the lowest whole life costs that is ‘fit for purpose’ and 
meets specification. Where an item is chosen that does not have the lowest whole life costs, then 
the additional ‘value added’ benefit must be clear and justifiable.’5

    Risk management guidance notes from the Institute of Public Finance remind local authorities 
that the Local Government Act 1999 requires them to embed sustainability principles into their 
procurement processes. ‘This means buying goods and services that deliver value for money 
and meet the needs of the local community – not just now, but over the long term. Best value 
procurement is sustainable procurement.’6 

    In the emerging public sector context and risk environment, an increasing number of risks  
and incidents are unforeseen and unplanned. These are often the incidents that have a significant 
impact on the priorities and core operations of the organisation and can represent by far the greatest 
share of its total cost of risk. Further, since many such risks will not be insured, the organisation 
needs to manage these in order to minimise their potentially substantial financial impact.

    The principal areas that need to be managed because they can produce significant  
risk costs are:

–  uninsured or uninsurable major incident and catastrophic loss costs

–  retained (non insurable) risk costs, for example damage to infrastructure

–  risk transfer costs relating to insurance premiums

–  non-financial risk costs, such as reputational damage.

5  An introduction to public 
procurement, Office of 
Government Commerce

6  Risk management guidance 
notes No 12 – Procurement 
risk management, Institute 
of Public Finance, 2006

Organisations are unique in terms of the range of services and 
responsibilities they have before, during and after a risk incident.  
They have a pivotal role to play in community leadership and emergency 
event planning. Their risk programmes need to reflect these duties. 
Organisations must also build capabilities around these issues, 
understanding the unique exposures, the associated implications  
and potential control options and/or methods.

     Local authorities have a statutory role to act as of community risk. In 2002, the Cabinet Office 
recognised that Government is responsible for managing risk in a broad capacity – within the 
community as a steward, as well as across various risk levels within its own organisation7. It stated 
that the Government needs to be able to handle risk at three levels: strategic, programme and 
operational – and across three layers: organisational, supply chain and community.

    Local authorities, health and police and fire authorities are statutorily required to respond 
to catastrophic and major incidents in their role as Category 1 responders under the Civil 
Contingencies Act 2004. They are expected to provide leadership to the community when 
emergencies occur, and failure to do so could result in significant reputational damage.  
Their responsibilities include; assessing the risk of emergencies occurring and using this to  
inform contingency planning; putting in place emergency plans and business continuity 
arrangements and providing advice and assistance to businesses and voluntary organisations  
about business continuity management. The Cabinet Office is currently reviewing Part 1 of  
the Civil Contingencies Act8.

    As representatives of central Government, local authorities have responsibilities under the 
National Flood Emergency Framework9. These have increased as a result of the Flood and Water 
Management Act 2010 and include developing local strategies for managing local flood risk and 
protecting assets which help manage flood risk.

     It will become increasingly important organisations to lead on risk in the community, given the 
Government’s drive to introduce place-based budgets. The initiatives – local public services working 
together to improve outcomes and eliminate waste and duplication – are currently being piloted 
in 13 areas. Risk will be increasingly spread across many public and private organisations – where 
some organisations will have a marginal understanding of risk management (at best).

   The organisation’s own risk programme and implicit within this, insurance programme,  
will determine the effectiveness of their preparedness to deal with these issues.

7  Risk: improving 
Government’ capability to 
handle risk and uncertainty, 
Cabinet Office, 2002

8  Civil Contingencies Act 
Enhancement Programme, 
Cabinet Office, 2010

9  The National Flood 
Emergency Framework  
for England, Defra
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2.3  The requirement for 
whole life costing

Value for money and the need for ‘whole life costing’ have been 
recurrent themes in Government advice to organisations on 
procurement strategies. For example, the Office of Government 
Commerce (OGC) says, ‘Value for money is the primary driver for 
public procurement...’

3.1 Risk stewardship

It will become increasingly important organisations to lead on  
risk in the community, given the Government’s drive to introduce 
place-based budgets. 



Most insurance claims fall within the attritional category; these are  
likely to be self-insured. Generally, the true value of their insurance cover 
lies in its protection of less frequent but larger and unexpected losses, 
for example those arising from the June 2007 Gloucestershire and Hull 
floods, the flooding in Cumbria in 2009 and, sadly, the more regular 
losses of schools through arson. These are unpredictable, both  
in frequency and cost terms.

    Major incidents, such as the Cumbrian floods, affect whole communities. In such situations, 
organisations have to cope with both the impact of the disaster on themselves and its effects  
on their tenants, their properties and their services. The capability to respond is crucial.

    Discussing in advance possible scenarios that could result in a major incident, and looking at  
ways of mitigating and managing any risks that occur, could help towards reducing the total  
cost of risk, as well as minimising the organisation suffering any reputational damage. It 
also ensures that it meets its obligations as a Category 1 responder under Part 1 of the Civil 
Contingencies Act.

    Dealing cost-effectively with major incidents is dependent upon risk partners’ expertise and ability 
to respond quickly and help reduce costs. A relationship that is purely transactional is unlikely to 
produce maximum cost savings – nor minimise the impact  
on the community.

As stated earlier, cost-cutting decisions in the risk programme and the 
impact of major incidents can produce a huge toll on a local community, 
public services users, tenants etc. Even a relatively low-level loss that 
involves just one building can have wide repercussions. Experience that 
Zurich Municipal has seen is:

     Following the destruction of a local authority’s town hall by fire, there are immediate  
questions as to where people should go to pay rent, collect housing benefits, submit planning 
applications, etc.

     Loss of a school by fire has both direct consequences on the need to provide alternative education 
facilities for pupils during the reinstatement period, and indirect consequences because the school 
may have operated as a community centre. For example, third parties may have been using its 
leisure facilities while its hall could have been hired out for events, so there could have been an 
additional loss to the community.

There is increasing scrutiny on how organisations spend public money. 
They have a duty to ensure the most effective allocation of funds  
which means obtaining value for money rather than going for the 
cheapest option.

    In 2009, in its publication, ‘Protecting the public purse’10, the Audit Commission identified fraud 
as a key area where local authorities can act to safeguard public money. It said that, although 
authorities had accomplished much in some areas, they needed to tackle fraud relating to housing 
tenancy, council tax discounts and recruitment more vigorously. The Commission also predicted 
that fraud is likely to increase because of the recession, as economic distress can increase the 
incentive to commit fraud, and controls to prevent and detect fraud can come under pressure  
as councils reduce their costs.

   This prediction is borne out by statistics from the Association of British Insurers11 which  
show that 122,000 fraudulent insurance claims12 were uncovered in 2009, up 14% on 2008.  
The value of these claims, at £840m, rose by 14% on the previous year. Many of the 8,500 
dishonest liability claims exposed involved bogus personal injuries, for example falsely alleging falls 
over potholes and trips over loose pavements. This should be a particular concern for local 
authorities contemplating cuts in their highways maintenance spending as these could reduce the 
effectiveness of the statutory defence and lead to more successful fraudulent (and genuine) claims.

    Fraudulent claims waste public money which would be better spent elsewhere and add to the 
cost of the risk for organisations. It is in both their’s and their insurers’ interests to work together 
to combat this trend. As the Audit Commission implied, cutting an organisation’s expenditure on 
prevention and detection could prove a false economy.

10  Protecting the 
public purse – 
Local government 
fighting fraud, Audit 
Commission, 2009

11  Bogus Britain – insurers 
expose over 2,300 
fraudulent claims every 
week, Association of 
British Insurers, 2010

12  Includes fraudulent motor 
and household claims
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3.3  The social costs 
of cost cutting 
decisions and  
major incidents

3.4  Defending the  
public purse

Fraudulent claims waste public money which would be better spent 
elsewhere and add to the cost of the risk for organisations. It is in 
both their’s and their insurers’ interests to work together to combat 
this trend. 

3.2  Catastrophic and 
major incident costs 
to the community



Insurance is part of a local authority’s strategic risk programme but most 
of the issues that contribute to the total cost of risk are not transferable. 
Some are likely to grow in importance in the period 2012 – 2015.

   Supply chain – Organisations are increasingly entering into a broad range of relationships,  
many of which underpin critical operations and service delivery. Each has its own attendant risks 
and challenges. In a recent Zurich Municipal survey – Tough Choices: Different perspectives on 
long term risks facing the public sector and wider civil society (2010), we found that for local 
authorities, educational institutions, and charities, one of the top 3 risks was partnership working 
and supply chain management.

   Climate change – Climate change, including commitments on mitigation, adaptation and 
emissions, will continue to be a major strategic challenge for public services. In addition to 
influencing local action on CO² emissions, local authorities are expected to lead local flood and 
water risk management programmes and recovery operations – a role that will grow in importance 
and cost with the anticipated growing incidence of extreme weather events.

     Data protection – In 2009, the Information Commissioner’s Office warned that the number of 
incidents of loss or theft of personal data had risen to an ‘unacceptable’ level in the past year13. 
NHS hospitals holding private medical records were among the worst offenders. The development 
of a growing number of new relationships and outsourcing of services is likely to increase risks 
associated with data privacy and protection.

    Changing regulatory risk environment – Civil claims are likely to increase as a result of the impact 
of capital expenditure cuts on maintenance, renovation and repair. The impact of workforce 
cuts on management capabilities may reduce good governance, audit, risk management and 
organisational capability. In addition, as stated earlier, a cut in security measures could increase  
the incidence of fraud.

   Reputational damage – Risks that are poorly managed, especially those involving social and public 
health issues, can escalate into reputational damage issues. For example, ‘The Times’ in 2009 
published a devastatingly-critical report on care homes for the elderly14 and, later that year, TV 
programme ‘Panorama’ was similarly critical about home-based care for the elderly15.

    As well as non-insurable risks, the cost of those attritional risks that organisations choose to 
self-insure is likely to increase. Further, in addition to the growing impact of known risks in 
2012 – 2015, new and unknown risks could well emerge, for example from increasing social 
fragmentation as a result of financial pressures.

    Local authorities and other public service organisations may also be looking to reduce their asset 
portfolios which will affect their insurance needs with implications for their future cost of risk.

The new working relationships that have developed – and will continue 
to develop – between public sector organisations and private sector 
businesses can make it difficult to identify or establish which of the 
parties involved actually ‘owns’ the risk and exposures for a particular 
service or function.

   Where organisations operate a shared service, they need to ask who is actually running it and 
what happens should things go wrong. Outsourcing presents similar considerations. Where volunteer 
organisations and similar groups are involved, organisations need to ensure that these fully 
understand risk and health and safety standards.

   The huge organisational changes taking place in the public sector are serving to ‘blur the  
edges’ and could create the potential for serious gaps in understanding as to who is insuring  
and managing the risks. The results could be costly – lack of insurance compensation for losses, 
conflicts which run up significant legal and management expenses, as well as damage to reputation.

Increasing budgetary pressures mean that organisations must scrutinise 
all budgetary spend to find ways to achieve cost savings. Inevitably, risk 
expenditure will fall within this scrutiny, but it is only by taking a broad 
approach to risk that organisations will successfully reduce their total  
annual financial cost of risk.

    The estimated cost of insurable risk for local authority insurance is somewhere in the region of 
£400m. This constitutes external spend but most risk costs are not transferable to the insurance 
market and we estimate the total cost of risk to be in excess of ten times this amount.

    Reducing the total cost of risk is not just a matter of focusing on risk transfer strategies. Decisions 
on what risks to retain or transfer (risk appetite), risk retention strategies (risk management and 
captive insurance) and how to most efficiently transfer risk all lead to lower overall cost of risk. But 
the insurance premium represents only a minor part of the total picture.

   Bearing in mind statutory and non-statutory responsibilities, Zurich Municipal suggests 
organisations should consider the following strategies to reduce their total cost of risk.

   Consider how they price the major  
incident capability of a risk carrier. How 
important is the ability to defend fraudulent 
claims to defending the public purse? 
These are challenging issues with no 
straightforward answers.

    Review and consider target uninsured 
(retained) loss costs; major incident 
response/recovery costs, legal and claims 
expenses, audit and consulting fees, risk 
management department running costs, 
and brokerage fees. In addition, major 
incident response and recovery costs, 
whilst not an annual budgetary item, are 
often unplanned and can prove significant, 
possibly running into seven figures.

   Take account of the financial and 
non financial cost and benefits to 
the community associated with the 
effectiveness of their risk programmes.

   View risks broadly, addressing tangible  
risks (such as damage to buildings) and 
intangible risks (such as loss of data) –  
also considering uninsurable and insurable 
risk, and the annual costs and whole life 
costs from events such as major incidents 
both to the organisation itself and to  
the community.

   Adopt a comprehensive resilience 
management risk approach to give them  
the tools to minimise, in a sustainable 
manner, the cost of risk in four key cost 
centres: uninsured major incident and 
catastrophic losses; retained risk; risk  
transfer premiums, and non-tangible risk 
costs (e.g. reputational damage).

13 ‘ Unacceptable’ level of 
data loss, BBC, 2009

14  ‘Care homes: a system 
in crisis’, Times Online, 
January 2009

15  Panorama, BBC television, 
April 2009

5.1 Considerations
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Reducing the total cost of risk is not just a matter of focusing on 
risk transfer strategies. Decisions on what risks to retain or transfer 
(risk appetite), risk retention strategies (risk management and 
captive insurance) and how to most efficiently transfer risk all lead 
to lower overall cost of risk.

4.1  Increasing non-
insurable costs and 
emerging risks

4.2  Blurring the lines  
of risk ownership

Future dynamics in the cost of risk, 2011 – 2015 Opportunities for reducing the total cost of risk

SECTIOn 4 SECTIOn 5



Catastrophic risk events are likely to increase with the impact of climate 
change. Five million people in Britain live on flood plains, and in recent 
years there has already been a marked increase in the frequency of 
flooding, as illustrated by the 2009 Cumbrian floods.

    Public service organisations and their insurers must redefine their concepts of what constitutes a 
‘major incident’ in the light of new developments and technology. Today’s major incident risks are 
not just those ‘traditional’ civil contingencies emergencies that affect tangible property but can also 
include occurrences that affect intangible assets, such as information. These new emerging major 
incidents can arise from incidents as diverse as utility failure, IT systems failure, loss of sensitive 
electronic records, and compromised IT security.

   As organisations move to become ‘strategic commissioners of services’, the margins for error are 
becoming less. Major incident threats such as partner failure, arising from an increasingly-complex 
supply chain, can pose a considerable catastrophic risk.

    Major incidents and catastrophes are relatively rare but organisations need to plan for them 
because of their potentially devastating impact. Expanding business continuity management 
from the civil contingencies emergency arena into a wider risk programme can drive considerable 
cost savings when confronted by a potentially costly challenge to the local authority, its target 
outcomes and the community.

    An integrated risk and business continuity programme can produce significant savings in respect 
of major incidents and catastrophes by: identifying potential tangible and intangible threats; 
minimising financial risk associated with suppliers and partners; minimising incident response time 
and associated costs; minimising the incident recovery (disruption) period – reducing both direct 
costs as well as indirect costs such as impact on outcome delivery and reducing subsequent impact 
on claims history and future premium costs.

Most risks that local government faces are either non-insurable or 
more cost-effective to self-insure. Recognising this is key to establishing 
appropriate self-insurance financial controls and processes, such as 
budgeting for unexpected and expected losses.

   Adopting an integrated risk approach minimises retained risk costs. The organisation can focus on 
mission-critical high impact/high cost risks while also taking a full cycle risk management approach.

    Key priorities and operations represent the highest potential areas of financial loss and cost for 
organisations. Focusing on resilience identifies these priorities and operations as the primary focus 
for control and response measures. Risk prevention and reduction techniques, combined with 
response and recovery measures, can manage down the potential cost.

    A resilience approach also reduces the cost of retained risk because it overlays a full cycle 
risk management approach that recognises that many retained risks are simply not insurable. 
Organisations need to identify and manage these in a way that will reduce the probability of events 
and potential costs. Should the risk occur, the organisation should have continuity plans in place to 
minimise response and recovery costs.

Risk transfer premiums should be a core consideration for public service 
organisations as they represent a guaranteed annual cost. While they only 
account for a minor portion of the total annual spend on risk control, 
managing insurance premiums to achieve predictability and cost savings 
is important.

    A public service organisation can measure its risk appetite by obtaining information from its  
various risk centres. This allows it to design its risk programme effectively in terms of the amount  
and type of risk that it wants to transfer and that which it is prepared to self-insure.

   An integrated risk programme can drive future cost savings by:

–   enhancing the quality of the risk; – effective risk management makes a risk more attractive  
for insurers with a consequent reduction in premium

–   enabling more informed risk transfer decisions through robust information

•   identifying those risks that can be safely retained in-house minimises the amount of 
insurance cover required

–   identifying business continuity measures that can reduce business interruption  
related premiums.

   Again, risks that can be managed safely in-house do not need to be insured, while insured business 
interruption risks that are being effectively managed will result in related reduced premiums

–   reducing claims experience through more holistic risk management – lower claims 
frequency and size of claims earn a sustainable long-term reduction in insurance premiums.

Non-tangible risks, such as reputational damage, can represent 
potentially significant non-financial costs for organisations. Destruction 
of confidence in the organisation and its management undermines the 
potential to drive delivery of community outcomes, the loss of which 
imposes a potentially very significant cost on local society, stakeholders, 
and service users.

    Reputational damage also usually presents a significant range of secondary costs as the public 
service organisation and/or management attempt to protect their position, incurring potentially 
expensive legal and media management fees. Management time devoted to combating potential 
reputational damage can also affect function of day-to-day activities.

    Focusing on resilience proactively prepares the local authority to handle situations of reputational 
risk. In the absence of planning, costs tend to multiply – e.g. ‘last minute’ assistance of media and 
public relations services can prove very expensive.

    A resilience approach also recognises the importance of stakeholder management – fundamental 
to risk and business continuity management. Putting in place both internal measures with staff and 
potential external continuity plans minimises reputational erosion.
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5.2  Reducing  
uninsured major 
incident and 
catastrophic  
loss costs

5.4  Sustainability 
in reducing risk 
transfer costs

5.5  Reducing non-
tangible risk costs

5.3  Reducing retained 
risk costs

A public service organisation can measure its risk appetite by 
obtaining information from its various risk centres. 



Recommendations

SECTIOn 6

Organisations place at risk cost savings, organisational capability and 
community outcome delivery when the overriding criteria within risk 
procurement is the price of the premium. The actual price – and the 
organisations’ actual spend – is a broader calculation, including the 
costs of uninsured losses, major incident costs above the contracted 
settlement, legal and claims fees.

   Over the whole life of an insurance contract, the premium represents only a portion of the 
organisation’s total cost of risk. Short-term thinking when procuring a risk programme often leads 
to greater costs in the long-term due to the unique dimensions and dynamics of managing the 
cost of risk.

   Reduction in committed risk management resources and measures often leads to increased claims 
in the long-term – and a subsequent rise in premiums.

   Lack of robust and proper continuity planning imposes significant additional recovery costs during 
the incident response and recovery stage.

   Reduced policy coverage – for the sole intention of saving premium cost – can lead to an even 
more significant rise in self-insured claims paid out by the authority.

    Minimising the amount of annual spend on risk is about understanding these dynamics and 
achieving a balanced approach through the whole risk management and continuity cycle. Financial 
risk costs and impact for an organisation and the local community or stakeholders are controlled 
and efficiencies achieved through:

–  continuous horizon scanning for emerging risks and ‘known unknowns’

–  the balance of cost-efficient risk treatment measures

–  proper preparation for the untreatable risks and ‘unknown unknowns’.

   Without such an approach, a public service organisation will run the risk of saving on the 
procurement today, but paying out – in a financial and non-financial sense – more over the  
whole life of the contract. Organisations that understand and manage the total cost of risk in  
a sustainable, whole life fashion will reap the benefits in substantially reducing their costs over  
the long-term.

Public service organisations need to drive down the total cost of risk. 
Zurich Municipal believes that the insurance market can help them  
to do this by:

    Focusing on identifying and quantifying the elements that make up their total cost of risk in order 
to prioritise those where they can make the greatest cost savings.

    Including potential risk impact in their decision-making to assess the long-term cost effects (both 
internally and externally) to ensure that short-term savings do not have a long-term detrimental 
effect on costs and the community.

   Working both internally and with their strategic partners to identify and address, with appropriate 
risk management, those areas likely to have the greatest impact on their assets and services.

    Instituting proactive ways of addressing and mitigating areas where risk costs are increasing, such 
as fraud and climate change. For example, some insurers have developed sophisticated methods of 
detecting fraudulent claims which can produce significant savings.

   Working in partnership with insurers to strip away assumptions about their risks. Insurers, whose 
business is dealing with and quantifying risk, have tools and techniques that can help authorities 
understand the fundamental drivers of cost of risk. These include understanding risk appetite 
and capital allocation, including risk quantification and uncertainty analysis, and assistance with 
management of retained and strategic risks. 

   Reducing insurance premium spend by:

–   reducing insurable asset base and exposure

–   implementing consortia frameworks that reflect local risk challenges and the Government’s 
community budget/procurement efficiencies agenda

–  innovative risk transfer approaches.
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5.6  The mistake of 
focusing on the  
up-front premium

Working in partnership with insurers to strip away assumptions 
about their risks. Insurers, whose business is dealing with and 
quantifying risk, have tools and techniques that can help authorities 
understand the fundamental drivers of cost of risk.
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