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Our purpose today is put the Payment Card Industry Data Security Standard (PCI DSS) into context for those 
entities that support customer contact centres that take voice and non-voice payments from customers.

These entities include UCaaS and CCaaS vendors, other contact centre application vendors, all resellers of 
those technologies, as well as the outsourced contact centre community.

The slides or exhibits in this document will be referenced by our panel during conversation so that we can 
avoid a slide show, but at the same time provide content that will help your understanding of the question 
being asked and / or, the topic being discussed.

Our objective is to ensure that your organisation is given the best possible support during and after this 
session, enabling you to better support your customers own obligations to comply with the PCI DSS.

Please ask questions using the chat function during the session, or if not viewing live, please feel free to 
reach out directly after the event.

We hope you enjoy the conversation.

Purpose and objective
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1. Secure payments ecosystem
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Industry-driven, flexible and effective  
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Helping businesses detect, mitigate and
prevent criminal attacks and breaches

2. PCI Security Standards Council
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3. Four Pillar of Activity
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4. Fourteen International Standards
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5. Evolution of the PCI DSS



6. The PCI DSS v3.2.1
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf
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7. Relationship to data protection
https://icosearch.ico.org.uk/s/search.html?query=pci+dss&collection=ico-meta&profile=_default

9

https://icosearch.ico.org.uk/s/search.html?query=pci+dss&collection=ico-meta&profile=_default


8. Definitions – TPSP

Third Party Service Provider (TPSP) definition. Page 13.

A business entity that is not a payment brand, directly involved in the processing,
storage, or transmission of cardholder data on behalf of another entity. This also
includes companies that provide services that control or could impact the security
of cardholder data. Examples include managed service providers that provide
managed firewalls, IDS and other services as well as hosting providers and other
entities. If an entity provides a service that involves only the provision of public
network access—such as a telecommunications company providing just the
communication link—the entity would not be considered a service provider for that
service (although they may be considered a service provider for other services).
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9. Third Party Assurance
(March 2016 – Figure 1 High-level TPSP Engagement Process)
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10. Third Party Assurance
(March 2016 – Figure 2 Example  of due-diligence process)
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Requirement 12. Managing 3rd parties supporting card processing 
11. PCI DSS Requirement 12.8
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12. Guidance on scoping
(May 2017 – Figure 1 PCI DSS Scoping Categories)
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13. SAQ’s applicable to contact centres 
https://www.pcisecuritystandards.org/documents/SAQ-InstrGuidelines-v3_2_1.pdf?agreement=true&time=1642398801609
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Requirement 2
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supplied defaults for 
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and other security 
parameters
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25 Controls across 5 PCI DSS Requirements. 
Applies  when all payment card functions outsourced. No spoken payment card data in the merchant environment.

Requirement 1

Install and maintain 
a firewall 
configuration to 
protect cardholder 
data

N/A  when no access to CHD exists and no media stored reducing to 1 Requirements and 6 Controls 

14a. SAQ A for contact centres – No spoken CHD  
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14b. SAQ A qualification criteria
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105 Controls across all 12 PCI DSS Requirements. 
Applies to  merchants  using a virtual terminal with agents listening to spoken payment card  data . Applies when merchants 
have deployed pause & resume tech’  - which only takes call recorder & recording storage out of scope.

15. SAQ C for contact centres – Spoken CHD  
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356 Controls across all 12 PCI DSS Requirements. 
Applies to  all Third Party Service Providers. Applies when spoken  or typed cardholder account data is transmitted across 
the entities infrastructure i.e. when a Cardholder Data Environment exists.

16. SAQ D SP for TPSP – Spoken CHD  
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17. Visa classifications of TPSP
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PCI DSS compliance in contact centres - delivered. 21

18. Table 5 - Entities in scope  



19. Definitions – TSP

Telephone Service Provider (TSP) definition. Glossary.

Company providing telecommunications services such as telephony and data 
communications access.

Also known as: communication service provider (CSP), digital service provider 
(DSP), telephone company, telco, or telecommunications operator. 

Includes Unified Communication as a Service (UCaaS) and Contact Centre as a Service (CCaaS)
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20a. Diagram 6 – Demarcation points
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Section 2.5 Telephony considerations and demarcation points. 
Page 14. Protecting telephone-based card payment data.
Where “voice” traffic from the public telecommunications network 
(i.e. carrier) terminates on equipment owned and operated by the 
entity or a service provider and is then sent (regardless of whether 
it is analog, digital, or VoIP transmission) to a third-party service 
provider, the demarcation point is the equipment owned by the 
entity or the third-party service provider and should be considered 
in scope for PCI DSS. 

20b. Diagram 6 – Demarcation points
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PCI DSS compliance in contact centres - delivered.

PCI DSS requirements apply wherever payment card account data is stored, processed, or transmitted. While PCI DSS does not explicitly 
reference the use of VoIP, VoIP traffic that contains payment card account data is in scope for applicable PCI DSS controls, just as other IP 
network traffic containing payment card account data would be. VoIP transmissions originating from an external source and sent to an entity’s 
environment are not considered within the entity’s PCI DSS scope until the traffic reaches the entity’s infrastructure. This is because an entity 
cannot control the method of inbound phone calls that their customers and other parties may make, including whether any payment card 
account data sent over that transmission is being adequately protected by the caller. An entity is considered to have control over the 
transmission, storage and processing of VoIP traffic within their own network and up to the external perimeter of their infrastructure. The 
following guidance is intended to assist with PCI DSS scoping for VoIP in different scenarios.

Internal transmissions: VoIP traffic containing payment card account data is in scope for applicable PCI DSS controls wherever that traffic is 
stored, processed or transmitted internally over an entity’s network.

External transmissions to other business entities (business-to-business): Where an entity uses VoIP for transmission of payment card account 
data to another business—for example, a service provider or payment processor—the entity’s systems and networks used for those 
transmissions are in scope. Where an entity has end-to-end control over the VoIP connection, the transmission is also in scope for applicable 
PCI DSS controls. Where an entity cannot control the entire connection—for example, where the transmission passes through multiple 
telephone carriers between the two entities—the VoIP transmission is within the entity’s scope only while the transmission is under control of 
the entity’s infrastructure. This is because the entity does not control how the VoIP traffic will be routed outside of the entity’s infrastructure or 
if all the telephone carriers can support secure connections.                                           

External transmissions to/from cardholders: Where VoIP is used for transmissions of payment card account data between a cardholder and an 
entity, the entity’s systems and networks used for those transmissions are in scope. Securing the VoIP transmission outside of the entity’s 
infrastructure is not considered within the entity’s scope, as the entity cannot control the methods used by the cardholder to make and receive 
phone calls. This applies regardless of whether the transmissions are initiated by the entity or the cardholder.

21. Clarity in VoIP – FAQ 1153 
https://www.pcisecuritystandards.org/faqs
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22. Diagram 5 – Merchant CDE 
(Cardholder Data Environment)
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23. Diagram 9 - Pause resume

Section 6.5. Pause Resume positioning.
Page 36.
“Pause-and-resume technologies may be
manual or automated, and whilst a properly
implemented pause-and-resume solution could
reduce applicability of PCI DSS by taking the
call-recording and storage systems out of
scope, the technology does not reduce PCI DSS
applicability to the agent, the agent desktop
environment, or any other systems in the
telephone environment as shown in the
Diagram 9"
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PCI DSS compliance in contact centres - delivered.

24a. Appendix C – Page 50
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PCI DSS compliance in contact centres - delivered.

24b. Appendix C – Page 50
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TELEPHONY
SOLUTIONS

DIGITAL
SOLUTIONS

ATTENDED UNATTENDED

• Fully automated IVR – Press 1, Press 2
• Automated Voice Recognition / BOT
• Agent pass call to automated IVR to
progress payment part of the call without
agent present on the call (even if
telephony connection remain intact)

• Network based DTMF – All call traffic
• On-Premis DTMF – All call traffic
• On-Premis DTMF – Payment calls only
• Hosted DTMF – All call traffic
• Hosted DTMF – Payment calls only
• Pause Resume – Manual & Automated

• Agent initiated secure hyperlinks via 
SMS and / or email

• Agent initiated secure hyperlinks via 
web chat

• Agent initiated secure hyperlinks via 
social media

Agent present for entire duration of the transaction Agent NOT present for entire duration

• Embedded secure hyperlinks via 
electronic documents or email

• Automated secure hyperlinks via SMS 
and / or email

• BOT driven secure hyperlinks via SMS, 
chat and / or social media

© Compliance3 Limited. All rights reserved. 

25. Technology classifications - examples
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A third party is any entity 
“that provide services 
that control or could 

impact the security of 
cardholder data”

Legal Governance –
correct clauses and 

responsibility matrices, 
rights to audit  and 

fourth party outsource

Listing with Card 
Brands as a PCI Level 1 

compliant service 
provider

Current QSA signed 
valid Attestations of 

Compliance that cover 
“relevant works”

Reading the small print is 
critical

Engaging expert (QSA) 
support to run pre 

assessment, reviews of 
attestation again scope 
and/or to conduct in life 

reviews

26a. Merchant check list when engaging TPSP

1. 2. 3. 

4. 5. 6. 
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Understand the TPSP 
definition. Commit  

stakeholders to 
timelines,  resources 

and budgets 

Engage specialist 
expertise to establish a 

scope reduction 
strategy, minimising 

cost, time effort and risk

Review contract terms 
to enable clients to 

meet their legal 
governance obligations

Communicate with 
clients (merchants) and 

help them 
communicate progress 

to their acquirer 

Engage expert support 
to select appropriate 

technologies and help 
select and/or work with 

your QSA

Turn a cost into a 
benefit and support 

your client's data 
security and PCI DSS 

compliance obligations.

26b. Actions for entities who are TPSP

1. 3. 2. 

5. 4. 6. 
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ThirdPartySecurityAssurance_March2016_FINAL.pdf 
(pcisecuritystandards.org)

Protecting_Telephone_Based_Payment_Card_Data_v3-0_nov_2018.pdf 
(pcisecuritystandards.org)

Protecting Payments While Working Remotely (pcisecuritystandards.org)

FAQ 1494: For personnel working from home, is the work-from-home 
environment considered a “sensitive area” for PCI DSS Requirement 9?

FAQ 1495: Is an assessor required to visit work-from-home environments to 
determine if personnel are meeting PCI DSS requirements?

FAQ 1496: Are entities expected to do onsite audits of personnel work-from-
home environments?

27. Other helpful PCI SSC reference doc’s
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https://www.pcisecuritystandards.org/documents/ThirdPartySecurityAssurance_March2016_FINAL.pdf?agreement=true&time=1623935125789
https://www.pcisecuritystandards.org/documents/Protecting_Telephone_Based_Payment_Card_Data_v3-0_nov_2018.pdf?agreement=true&time=1623935208408
https://blog.pcisecuritystandards.org/protecting-payments-while-working-remotely
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/For-personnel-working-from-home-is-the-work-from-home-environment-considered-a-sensitive-area-for-PCI-DSS-Requirement-9?q=SAQ&top=1&l=en_US&fs=Search&pn=1
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/Is-an-assessor-required-to-visit-work-from-home-environments-to-determine-if-personnel-are-meeting-PCI-DSS-requirements?q=SAQ&top=1&l=en_US&fs=Search&pn=1
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/Are-entities-expected-to-do-onsite-audits-of-personnel-work-from-home-environments?q=SAQ&top=1&l=en_US&fs=Search&pn=1


28. Participating organisations 
https://www.pcisecuritystandards.org/get_involved/participating_organizations
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If you have any questions about the content 
within these slides or would like to discuss 

your payment security requirements contact :-

john.greenwood@contactcentrepanel.com

www.contactcentrepanel.com

mailto:john.greenwood@contactcentrepanel.com
https://www.contactcentrepanel.com/
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