
November 2017

Representation
Influence
Impact

Data Protection and the GDPR  
Key Principles  

This Key Principles document has been developed  
with the legal input and support of Mills and Reeve LLP



1. Objective

This document is intended to summarise 
the key legal and regulatory issues 
that arise in relation to data protection, 
particularly in the context of the reforms 
being introduced in May 2018 under the 
General Data Protection Regulation (the 
GDPR). The intention is to prompt and 
support AIHO member organisations into 
considering the key issues, by highlighting 
the central principles, and to help to 
signpost some areas where compliance 
may be challenging. AIHO members are 
encouraged to carry out audits of their 
own activities and develop policies and 
procedures to address the principles in 
this document.

2. Context - Overview of 
Data Protection Obligations 
and the GDPR

Data protection laws were first introduced 
in the UK in 1984, and extended in 1995 
through a European Union (EU) initiative. 
This body of law applies to all organisations 
and bodies across the EU that collect, store 
and process information about individuals. 
It aims to protect individuals from undue 
intrusion into their private affairs and 
unwarranted use of information about 
them, for example for commercial or fund-
raising purposes. It also requires security 
measures to avoid unnecessary disclosure 
of individuals’ private information, and 
regulates international data transfers.

As we advance into the information age, 
with increasing amounts of data about 
individuals being harvested, stored and 
used, legislators recognised the need to 
update and strengthen data protection 

laws to keep pace. Revised legislation was 
settled at EU level in 2016 in the form of 
the General Data Protection Regulation 
(GDPR). Due to take effect on 25 May 
2018, it extends the scope of organisations 
covered, the obligations they must observe 
and the scale of penalties and liabilities that 
may result from a breach of the GDPR. 

Most organisations have become familiar 
with the obligations of the existing law, 
enacted in the UK as the Data Protection 
Act 1998. They will recognise many of 
the same principles and procedures in 
the new GDPR. But while evolutionary, 
rather than revolutionary, the extent of 
the changes is significant. This means that 
any organisation involved in the collection, 
use and storage of data about individuals, 
be they service users, existing or potential 
clients or employees, must analyse their 
policies and procedures and take steps to 
ensure timely compliance.
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The concept of personal data is 
broader than you might think. 
In addition to information like 
names, addresses, dates and 
account details it extends to other, 
perhaps surprising, categories 
of information about a person. 
An individual’s web browsing 
history can be personal data, as 
can itemised telephone bills and 
even CCTV imagery enabling 
an individual to be tracked. The 
GDPR adds new categories of 
personal data including genetic 
and biometric information.



3. What are the main 
principles and requirements 
of the GDPR?

The GDPR requires those who collect, 
store or process information about 
identifiable individuals, personal data,  
to follow six core principles:

a)   Processing should be lawful, 
fair and transparent to the data 
subject (lawfulness, fairness and 
transparency)

b)   Collection for specified, explicit and 
legitimate purposes and not processed 
in a manner that is incompatible with 
those purposes (purpose limitation)

c)   Data should be adequate, relevant 
and limited to what is necessary 
for the processing purpose (data 
minimisation)

d)   Data should be accurate, kept up 
to date and inaccurate data should 
be erased or rectified without delay 
(accuracy)

e)    Data should be kept for no longer than 
necessary to fulfil the purpose, with 
some exceptions for archiving and 
research (storage limitation)

f)    Data should be kept secure and 
protecting against accidental or 
illegal loss or access (integrity and 
confidentiality).

The GDPR includes a range of other 
obligations and requirements that will 
impact on different organisations to 
varying degrees, but the overall objective 
is to recognise that data about individuals 
belongs to them, and they should be 
entitled to determine how it is used. 

4. What are the permitted 
grounds for processing 
personal data?

Processing of personal data is only 
permitted if it falls within one of the six 
permitted purposes. These are:

a)   the data subject has given consent to 
the processing of his or her personal 
data for one or more specific purposes

b)   processing is necessary for the 
performance of a contract to which the 
data subject is party or in order to take 
steps at the request of the data subject 
prior to entering into a contract

c)    processing is necessary for 
compliance with a legal obligation to 
which the controller is subject

d)    processing is necessary in order to 
protect the vital interests of the data 
subject or of another natural person

e)    processing is necessary for the 
performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the controller

f)    processing is necessary for the 
purposes of the legitimate interests 
pursued by the controller or by a 
third party, except where such interests 
are overridden by the interests or 
fundamental rights and freedoms of the 
data subject which require protection 
of personal data, in particular where 
the data subject is a child. This 
purpose is not available where a public 
authority carries out processing in the 
performance of their tasks.
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5. What rights do data 
subjects have?

Data subjects already have extensive rights 
in relation to processing of their personal 
data, but these will be substantially 
enhanced under the GDPR. The main 
rights for individuals under the GDPR are:

a)   The right to be informed: Data 
subjects have the right to be told about 
who will be processing their data and 
for what reasons. The GDPR sets out 
the information that must be supplied, 
both where information is obtained 
directly from the data subject and when 
it is obtained via a third party.  
In addition, information must be:

      concise, transparent, intelligible  
and easily accessible

      written in clear and plain language, 
particularly if addressed to a child, 
and

      free of charge.

b)   The right of access: As with the 
existing legislation, data subjects have 
the right to access their personal data. 
However, the GDPR enhances this 
right, removing the £10 subject access 
fee for most requests, and restricting 
the response time to one month.

c)   The right to rectification: Data 
subjects are entitled to have personal 
data rectified if it is inaccurate or 
incomplete. Responses should be given 
within one month.

d)   The right to erasure: Also referred 
to as ‘the right to be forgotten’, 
individuals may request the deletion 
or removal of personal data where 
there is no compelling reason for its 
continued processing.

e)   The right to restrict processing: As 
under existing rules, individuals have a 
right to ‘block’ or suppress processing 
of personal data. For example, where 
an individual contests the accuracy of 
the data, a controller should restrict 
the processing until its accuracy has 
been verified.

f)   The right to data portability: Data 
subjects are entitled to obtain and 
reuse their personal data for their own 
purposes across different services. 
Information must be provided free of 
charge, in a structured, commonly used 
and machine readable form.

g)   The right to object: Individuals have 
the right to object to:

      processing based on legitimate 
interests or the performance of a 
task in the public interest/exercise of 
official authority (including profiling)

      direct marketing (including profiling), 
and

      processing for purposes of scientific/
historical research and statistics.

There may be exemptions from the 
requirement to stop processing, for 
example where the processing is for the 
establishment, exercise or defence of 
legal claims.

h)   Rights in relation to automated 
decision making and profiling: 
Individuals are given various 
safeguards against the risk that a 
potentially damaging decision is taken 
automatically. Generally, individuals 
will be entitled to 

     obtain human intervention

     express their point of view, and

      obtain an explanation of the decision 
and challenge it.
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6. What does the GDPR mean 
for the Independent Sector?

Any organisation involved in providing 
healthcare services will be involved in the 
collection and management of particularly 
sensitive data about individuals. Note 
that personal data is not just information 
about names, addresses and telephone 
numbers. Providers are likely to gather and 
hold extensive health-related data, and 
may also collect genetic information and 
details of racial or ethnic origin, religious 
or philosophical beliefs and sex life or 
sexual orientation. All of these are classed 
as special category data, commanding a 
higher level of protection and care.

Processing of special category data must be 
justified on the basis of one of ten specific 
reasons. These justifications include: 

As a result, providers will need to be 
particularly vigilant in their safeguarding 
of the information that they hold about the 
health and treatment of individuals.

Many members will hold and process 
information about children. This also 
attracts special treatment. For example, 
privacy notices given to children must be 
written in a clear, plain way that a child 
will understand.

7. What do AIHO members 
have to do, practically, to 
comply?

Members should begin with an analysis of 
the data about individuals that they gather, 
hold and use. Once current activities have 
been audited and mapped, these should 
be reviewed for compliance with the 
data protection principles and permitted 
reasons for processing. These should be 
documented to demonstrate in the event 
of an inspection that proper practices and 
procedures have been followed. 

   processing necessary to protect the 
vital interests of the data subject or 
of another natural person where the 
data subject is physically or legally 
incapable of giving consent

   medical diagnosis and the 
provision of healthcare within the 
responsibilities and obligations of a 
healthcare professional, and 

   a higher level of informed consent 
referred to as explicit consent. 
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Data concerning health is defined 
as personal data related to the 
physical or mental health of a 
natural person, including the 
provision of health care services, 
which reveal information about 
his or her health status.

Genetic data is defined as 
personal data relating to the 
inherited or acquired genetic 
characteristics of a natural person 
which give unique information 
about the physiology or the 
health of that natural person 
and which result, in particular, 
from an analysis of a biological 
sample from the natural person 
in question.



Essential elements of compliance will 
include the following:

  Providers should implement 
appropriate technical and 
organisational measures that ensure 
and demonstrate compliance. This 
may include internal data protection 
policies such as staff training, internal 
audits of processing activities, and 
reviews of internal HR policies

  Providers should maintain 
relevant documentation on their 
processing activities

   Where appropriate, providers should 
appoint a Data Protection Officer 
(DPO). Although a DPO is not an 
automatic requirement under the 
GDPR, providers are likely to carry 
out large scale processing of special 
categories of data, such as health or 
genetic information, which will mean 
that a DPO is required

   Providers should implement 
measures that meet the principles of 
data protection by design and data 
protection by default. Measures 
could include: 

     Data minimisation

     Pseudonymisation

     Transparency

     Allowing individuals to monitor 
processing, and

     Creating and improving security 
features on an ongoing basis.

   Providers should use data 
protection impact assessments 
where appropriate, for example 
where a new type of marketing 
campaign is planned. 

8. What the GDPR is not – 
dispelling common ‘urban 
myths’

“We already comply with data protection  
law and nothing much is changing.”

Although the core principles of data 
protection law will remain, there are 
important changes being made by GDPR. 
You’ll need to make sure that you have 
understood what this means for your 
organisation. There may not be much that 
needs changing, but you won’t know unless 
you check.

“The biggest threat to organisations from  
the GDPR is massive fines.”

The potential for very large fines is there, but 
the purpose of the new rules is to protect 
individuals. The Information Commissioners 
Office (ICO) has emphasised its “commitment 
to guiding, advising and educating organisations 
about how to comply with the law will not 
change under the GDPR” adding “We have 
always preferred the carrot to the stick.”

“GDPR will stop healthcare providers 
ringing patients to remind them about 
appointments.”

Organisations will need to take care to ensure 
that they understand the reasons for which 
they keep and use data about individuals, and 
communicate that to their clients and other 
contacts, but proper use of data for genuine 
reasons will not suddenly become illegal.

“You must have consent if you want to 
process personal data.”

While consent is one of the six permitted 
ways to make processing lawful, it is not 
always the most appropriate. And consent 
may not be permitted as a justification for 
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processing in a situation where there is an 
imbalance between the data subject and 
the controller making genuine freedom of 
choice impossible, such as an employment 
relationship. Providers need to analyse the 
real reasons for processing activities and 
document their conclusions. 

9. What will compliance  
with the GDPR look like?

   Board level engagement with data 
privacy as an essential part of the 
organisation’s activities

   A well-informed and active DPO 
involved across the provider’s business

   Clear and easily accessible policies 
so that staff, service users and other 
individuals can readily understand what 
data processing is carried out and why

   Systematic documentation  
procedures so that compliance  
can be demonstrated if required

   Staff training to enable everyone across 
the organisation to understand what 
data privacy means and their role in 
supporting it

   Clear and understandable information 
given to service users so that they 
understand what will happen to their 
data and how they can object or 
withdraw consent

   Appropriate security measures to 
protect information from inadvertent  
or malicious disclosure

   Contracts with external data processors 
that comply with the GDPR, for 
example, in defining permitted 
processing and requiring appropriate 
levels of security and confidentiality.

10. What happens if a  
provider gets this wrong?

If a security breach occurs, data controllers are  
obliged to inform the ICO promptly, normally  
within 72 hours after they become aware of it. 
Cooperation with the ICO is essential.

In many instances, notification of the  
affected individuals will also be necessary.

The most likely impact of a provider failing to comply 
with the GDPR would be action by the ICO calling 
for an improvement to processes and procedures. 
ICO enforcement action is normally published, 
leading to adverse publicity and press attention. 

Serious or persistent breaches are likely to be 
penalised with fines appropriate to the scale of  
the breach.

11. References

Data Protection Directive 95/46/EC  
http://eur-lex.europa.eu/legal-content/ 
EN/TXT/HTML/?uri=CELEX:31995L0046 

Data Protection Act 1998 
http://www.legislation.gov.uk/ 
ukpga/1998/29/contents 

The General Data Protection Regulation  
(EU) 2016/679  
http://eur-lex.europa.eu/legal-content/ 
en/TXT/?uri=CELEX%3A32016R0679

Information Commissioner’s Office  
Overview of the GDPR 
https://ico.org.uk/for-organisations/data-
protection-reform/overview-of-the-gdpr/

12. Document review date

November 2018 or reactive in the event  
of regulatory change.
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Representation
Influence
Impact

AIHO is the trade association for independent healthcare 
hospitals across the UK. It provides a voice for the sector  
to stakeholders, media and government.

AIHO represents over 250 hospitals that provide services to 
insured, self-pay and NHS funded patients. AIHO members  
are a wide range of private and charitable providers. Members 
vary from large hospital groups to smaller, specialist providers 
of specific surgeries and treatments.

For more information about this key principle document,  
please contact AIHO at: 
T: 020 3713 1740  
E: info@aiho.org.uk




