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EU	General	Data	Protection	Regulation	(GDPR)	
	

Making	sense	of	GDPR	—	An	Executive	Summary	
		
The	 EU's	 General	 Data	 Protection	 Regulation	 (GDPR)	 is	 the	 culmination	 of	 four	 years	 of	 efforts	 to	
update	data	protection	for	the	21st	century,	 in	which	people	regularly	grant	permissions	to	use	their	
personal	information	for	a	variety	of	reasons	in	exchange	for	'free'	services.	
	
GDPR	seeks	to	give	people	more	control	over	how	organisations	use	their	data,	and	introduced	hefty	
penalties	for	organisations	that	fail	to	comply	with	the	rules,	and	for	those	that	suffer	data	breaches.	It	
also	ensures	data	protection	law	is	almost	identical	across	the	EU.	

This	document	explains	how	GDPR	applies	to	The	Agora	group	of	companies.	It	is	not	a	full	summary	of	
the	regulations	—	elements	that	have	no	bearing	on	the	Agora	businesses	will	not	be	addressed.	
	
If	you	are	operating	within	The	Agora	group	of	companies	then	GDPR	will	either	affect	your	business,	
or	 is	highly	 likely	to	 impact	your	business.	 In	both	 instances,	your	business	will	need	to	take	steps	to	
ensure	it	is	GDPR	compliant	by	25	May	2018.	
	
This	note	is	broken	into	sections	by	topic.	Each	topic	contains	a	summary,	a	grading	of	the	likely	impact	
it	will	have	(low,	medium	and	high),	action	points	and	available	resources.	 	 	
	
Not	all	topics	will	be	relevant	to	everyone,	but	at	a	minimum	we	recommend	you	read	sections	1	to	3	
and	each	summary.	 	 	
	
An	on-line	data	protection	tool,	OneTrust,	is	being	rolled	out	across	the	Agora	group	of	companies.	 	 It	
will	help	us	become	and	remain	GDPR	compliant,	and	it	will	also	help	automate	some	processes	we	are	
already	doing	(or	that	we	had	hoped	to	do	for	a	while).	
	
The	tool	allows	us	to	identify	areas	where	we	do	not	yet	comply	with	GDPR	and	the	steps	we	need	to	
take	 to	get	 there	 (a	data	mapping	exercise).	 	 It	 also	has	 some	ongoing	practical	 tools	 to	assist	with	
data	 security,	 cookie	 disclosures,	 data	 protection	 impact	 assessments,	 data	 breach	 notification,	 and	
data	subject	access	requests.	 	 	

There	are	two	main	driving	forces	behind	the	introduction	of	GDPR:	

1.	To	bring	data	protection	law	in	line	with	how	people's	data	is	being	used,	especially	considering	that	firms	
like	Amazon,	Google,	Twitter	and	Facebook	offer	their	services	for	free,	as	long	as	people	offer	their	data	to	
these	tech	giants.	The	dangers	of	granting	such	vast	permissions	is	currently	clearly	illustrated	by	the	
ongoing	Cambridge	Analytica	scandal,	where	countless	Facebook	profiles	were	harvested	to	influence	the	
2016	US	election.	

2.	The	desire	to	give	organisations	more	clarity	over	the	legal	environment	that	dictates	how	they	can	
behave	when	it	comes	to	the	harvesting	and	use	of	an	individual’s	data.	
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Even	those	businesses	which	aren’t	directly	impacted	by	GPDR	will	be	using	OneTrust	as	it	will	help	us	
track	our	data,	the	third	party	vendors	who	have	access	to	our	data,	and	assist	us	in	responding	to	any	
data	security	breaches.	

1. Nature	and	scope	of	GDPR	
	

GDPR	applies	to	businesses	established	in	the	EU	(even	if	the	personal	data	they	collect	 is	processed	
outside	the	EU),	and	businesses	offering	goods	or	services	(free	or	paid)	to	data	subjects	in	the	EU.	 	 	
	
In	 order	 to	be	 “offering	 goods	 and	 services”	 to	data	 subjects	 in	 the	 EU	a	 company	must	 “envisage”	
offering	 goods	 and	 services	 into	 the	 EU.	 	 Indicators	 that	 a	 business	 “envisages”	 offering	 goods	 and	
services	 in	 the	EU	 include	offering	goods	and	services	 in	an	EU	 language,	 taking	payment	 in	Euro	or	
another	 European	 currency,	 marketing	 to	 European	 websites	 and/or	 lists	 (including	 selecting	 EU	
countries	for	Google	campaigns),	and	marketing	or	products	specifically	addressing	EU	customers.	
	
An	 additional	 indicator	 may	 be	 local	 EU	 laws	 which	 prohibit	 non-EU	 registered	 businesses	 doing	
business	 in	 the	 EU,	 for	 example,	 the	 Irish	 and	 UK	 financial	 services	 laws	 which	 prohibit	 non-EU	
registered	financial	services	businesses	marketing	to	residents	 in	their	 jurisdiction	(criminal	sanctions	
apply).	
	
GDPR	also	applies	to	businesses	monitoring	the	behaviour	of	data	subjects	where	that	behaviour	takes	
place	in	the	EU	(monitoring	includes	cookies	or	other	devices	tracking	online	behaviour).	 	 The	use	of	
cookies	by	a	company	which	doesn’t	envisage	offering	goods	and	services	in	the	EU	shouldn’t	pull	that	
company	into	the	scope	of	GDPR	(provided	the	cookie	use	is	for	the	purpose	of	providing	those	goods	
and	services).	
	
The	 scope	 is	 technology	 neutral	 -	 it	 applies	 to	 processing	 which	 is	 wholly	 or	 partly	 by	 automated	
means,	as	well	as	any	non-automated	processing	as	long	as	the	data	forms	part	of	a	filing	system.	
		
Where	 controllers	 and	 processors	 are	 not	 established	 in	 the	 EU,	 an	 EU	 representative	 must	 be	
appointed.	 	 Agora	Publishing	Services	 (Ireland)	Limited)	will	be	 the	designated	Agora	 representative	
for	affiliates	without	an	EU	presence.	 	 	
	
Agora	 will	 have	 just	 one	 European	 regulator,	 the	 Irish	 data	 protection	 authority	 (the	 Office	 of	 the	
Information	 Commissioner,	 the	OIC).	 	 Although	 this	may	 change,	 to	 date	 the	OIC	 has	 been	 a	 fairly	
pragmatic,	light	touch	regulator	compared	with	other	European	regulators.	 	 	

2. Definitions	
	

The	 data	 controller	 determines	 the	 purposes	 and	 means	 of	 the	 processing	 of	 personal	 data.	 The	
controller	can	act	jointly	with	others	so	there	can	be	more	than	one	controller.	Most	of	the	obligations	
fall	on	the	controller.	
		

A	processor	is	a	natural	or	legal	person	which	processes	personal	data	on	behalf	of	a	data	controller.	
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Personal	 data	 is	 any	 information	 relating	 to	 a	 data	 subject.	 	 It	 includes	 personal,	 employment,	
medical,	financial	and	contractual	details	(including,	goods	and	services	provided	to	a	data	subject).	 	 It	
extends	to	IP	addresses,	cookie	identifiers	and	other	identifiers	like	RFID	tags	(i.e.	any	traces	left	by	an	
individual	when	operating	online	which	can	be	used	to	create	profiles	of	individuals	and	identify	them).	
	
A	“data	subject”	is	the	identified	or	identifiable	person	to	whom	the	personal	data	relates.	 	 A	person	
is	 identifiable	 if	 they	 can	 be	 identified	 directly	 or	 indirectly.	 	 It	 includes	 data	 sets	 which	 when	
combined	would	identify	a	person.	
		
Processing	is	very	broadly	defined	as	carrying	out	“any	operation	or	set	of	operations”	on	the	data.	 	 It	
includes	 collection,	 storage,	 adaptation	 or	 alteration,	 retrieval,	 consultation,	 use,	 transmission,	
dissemination,	alignment	or	combination,	restriction	(i.e.	marking	stored	data	with	the	aim	of	limiting	
its	processing	in	the	future),	erasure	and	destruction.	
	
Pseudonymised	data	 is	personal	data	that	has	been	processed	so	 it	can	no	longer	be	attributed	to	a	
specific	data	 subject	 (any	additional	 information	 that	 identifies	 the	 individual	must	be	kept	 separate	
from	 the	 pseudonymised	 data).	 	 GDPR	 regards	 pseudonymsation	 as	 a	 data	 security	measure	which	
allows	 data	 controllers	 and	 processors	 to	 show	 compliance	 and	 reduce	 risk,	 but	 pseudonymsation	
doesn’t	remove	the	requirement	to	comply	with	other	data	protection	measures.	
	
Sensitive	data	is	personal	data	which	relates	to	racial	or	ethnic	origin,	political	opinions,	religious	and	
philosophical	 beliefs,	 trade	 union	 membership,	 genetic	 data,	 biometric	 data,	 sex	 life	 and	 sexual	
orientation,	and	criminal	records.	Processing	of	this	type	of	data	is	subject	to	additional	restrictions.	

3. Data	protection	principles	
	

GDPR	 sets	 out	 a	 number	 of	 principles	 that	 data	 controllers	 and	 processors	must	 comply	with	when	
processing	personal	data.	 	 The	individual	principles	are	addressed	below	in	more	detail.	
	
The	principles	are:	
		
• Lawfulness,	 fairness	and	transparency:	Personal	data	must	be	processed	lawfully,	fairly	and	in	a	

transparent	manner	in	relation	to	the	data	subject.	

• Purpose	 limitation:	 Personal	 data	 must	 be	 collected	 only	 for	 specified,	 explicit	 and	 legitimate	
purposes.	It	must	not	be	further	processed	in	any	manner	incompatible	with	those	purposes.	

• Data	minimisation:	Personal	data	must	be	adequate,	relevant	and	limited	to	what	is	necessary	in	
relation	to	the	purposes	for	which	it	is	processed.	 	 	 	

• Accuracy:	 Personal	 data	 must	 be	 accurate	 and,	 where	 necessary,	 kept	 up	 to	 date.	 Every	
reasonable	 step	 must	 be	 taken	 to	 ensure	 that	 data	 that	 is	 inaccurate,	 having	 regard	 to	 the	
purposes	for	which	it	is	processed,	is	erased	or	rectified	without	delay.	

• Storage	limitation:	Personal	data	must	not	be	kept	in	a	form	which	permits	identification	of	data	
subjects	 for	 longer	 than	 is	 necessary	 for	 the	 purposes	 for	 which	 the	 data	 is	 processed	 (this	
includes	satisfying	legal	obligations	such	as	tax	and	audit).	

• Integrity	 and	 confidentiality:	 Personal	 data	 must	 be	 processed	 in	 a	 manner	 that	 ensures	 its	
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appropriate	security.	 	 Appropriate	technical	or	organisational	security	measures	must	be	used.	

• Accountability:	 The	 data	 controller	 is	 responsible	 for,	 and	 must	 be	 able	 to	 demonstrate,	
compliance	with	the	other	data	protection	principles	–	this	includes	responsibility	for	the	actions	
of	processors	or	controllers	acting	on	its	behalf.	

4. Lawfulness	of	processing	–	Legal	Bases,	Sensitive	Data	and	Objections	

	

A	data	controller	must	be	able	to	 justify	the	processing	of	personal	data	before	 it	will	be	considered	
lawful.	 	 A	 record	 of	 the	 “legal	 basis”	 for	 collection	 must	 be	 retained	 and	 must	 be	 provided	 to	 a	
regulator	on	request.	 	
		
A	data	controller	must	only	process	personal	data	on	the	basis	of	one	or	more	of	the	following	 legal	
grounds:	

• The	data	subject	has	given	their	consent	to	the	processing	for	one	or	more	specific	purposes	
(e.g.	 they’ve	 consented	 to	 receive	 third	 party	marketing	 by	 ticking	 a	 box	 to	 opt	 in	 for	 third	

Summary:	We	must	be	able	 to	demonstrate	 (on	an	on-going	basis)	a	 legal	basis	 for	each	 type	of	
processing	of	personal	data.	We	need	to	be	able	to	provide	the	legal	basis	to	a	regulator	on	request.	 	
	
There	are	 four	 legal	 bases	 that	are	 relevant	 to	Agora	 -	 consent,	 contractual	 necessity,	 complying	
with	legal	obligations,	and	legitimate	interests.	Consent	and	contractual	necessity	are	the	primary	
bases	for	us	(the	legitimate	interests	basis	is	limited	in	scope).	Additional	rules	apply	to	processing	
of	Sensitive	Data.	
	
Consent	must	be	a	clear,	affirmative	action	(silence	and	pre-ticked	boxes	don’t	amount	to	consent).	
Consent	can’t	be	conditional	or	bundled	(consent	is	needed	for	each	type	of	processing).	 	 Consent	
must	be	as	easy	to	withdraw	as	give.	
	
Impact:	HIGH	
	
Actions:	Review	of	legal	basis	for	collection	of	data	(re-opting	in	names	if	necessary).	Reviewing	and	
updating	 collection	methods	and	unsubscribe	 functionality.	 	 Updating	privacy	and	 cookie	notices	
and	 consent	 wording	 in	 marketing	 and	 on	 websites.	 	 Provide	 link	 to	 privacy	 notice	 on	 order	
form/sign	up.	
	
Documentation/Resource:	 	
	 	

• To	ensure	consents	are	correct	–	refer	to	the	“GPDR	–	Tips	for	Marketers”	note.	 	 It	contains	
sample	 consent	 wording	 for	 marketing	 opt	 ins	 (and	 examples	 of	 what	 is	 not	 GDPR	
compliant).	 	 	

• To	ensure	privacy	and	cookie	notice	pages	on	websites	are	up	to	do	date	–	refer	to	the	“Draft	
Privacy	Notice”	and	“Draft	Cookie	Notice”	documents.	 	 	

• For	recordkeeping	and	to	be	able	to	demonstrate	 legal	basis	 for	processing	-	complete	the	
data	mapping	Questionnaires	on	OneTrust.	 	 	
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party	 marketing,	 or	 they’ve	 in-put	 their	 email	 address	 to	 sign	 up	 for	 a	 free	 service	 and	 at	
sign-up	we’ve	explained	that	that	service	is	funded	by	advertising);	

• It	 is	 necessary	 for	 entering	 or	 performing	 a	 contract	 with	 the	 data	 subject	 (e.g.	 they’re	
receiving	a	free	email	because	it	was	offered	as	part	of	a	Premia	set	when	they	subscribed);	

• It	 is	necessary	 for	compliance	with	a	 legal	 obligation	 to	which	 the	data	controller	 is	 subject	
(e.g.	information	is	retained	for	a	number	of	years	to	comply	with	tax	and	audit	requirements);	
and	

• It	is	necessary	for	the	purposes	of	legitimate	interests	pursued	by	the	data	controller,	this	can	
include	commercial	interests	so	long	as	the	data	subject	would	reasonably	anticipate	the	data	
being	used	for	those	purposes	(e.g.	using	applications	which	allow	us	to	personalise	a	visit	to	a	
website	or	customise	marketing).	 	 This	basis	can	be	overridden	by	other	 regulation	such	as	
the	 E-Privacy	 Directive	 (which	 requires	 data	 subjects’	 prior	 consent	 for	 electronic	 direct	
marketing)	 or	 by	 the	 interests	 or	 the	 fundamental	 rights	 and	 freedoms	 of	 the	 data	 subject	
(where	data	subjects	would	not	reasonably	expect	further	processing).	 	 	

4.1. Legal	basis	-	Consent	 	
	

Consent	must	be	a	“freely	given,	specific,	informed	and	unambiguous”	indication	of	the	data	subject’s	
wishes.	 	 It	 must	 be	 by	 a	 statement	 (written	 or	 oral)	 or	 a	 clear	 affirmative	 action	 that	 signifies	
agreement.	 	 Consent	cannot	be	implied.	
		
The	rules	differ	in	relation	to	marketing	of	a	company’s	own	goods	and	services	and	the	marketing	of	a	
third	party’s	goods	and	services.	 	 A	“third	party”	 includes	other	 legal	entities	 in	 the	Agora	group	as	
well	as	non-Agora	third	parties.	
	
A	 company	 can	market	 its	own	goods	and	 services	 to	 its	own	 subscribers,	 even	where	 those	names	
haven’t	consented	to	receive	marketing.	 	 This	includes	dedicated	marketing	emails.	
	
A	company	can	market	a	third	party’s	goods	and	services	if:	

• the	name	has	consented	to	receive	third	party	marketing	(e.g.	they’ve	ticked	a	box	agreeing	to	
receive	 third	party	marketing,	or	 in	 relation	 to	a	 free	 service,	 they’ve	 consented	by	 inputting	
their	email	address	where	we’ve	explained	that	the	service	is	funded	by	advertising	and	that	by	
giving	their	email	address	they’re	consenting	to	receive	third	party	marketing.)	

• the	 marketing	 is	 in	 an	 email	 which	 is	 part	 of	 the	 editorial	 service	 and	 that	 email	 contains	
valuable	 editorial	 (i.e.	 it’s	 an	 ad	 in	 an	 email	which	 isn’t	 a	 dedicated	marketing	 email,	 think	 a	
newspaper	or	magazine	which	carries	advertising	on	its	pages);	 	

• in	relation	to	a	paid	service	(a	less	common	example),	we	offer	that	service	at	two	prices	–	one	
at	a	higher	price	where	subscribers	receive	no	third	party	marketing	(unless	they’ve	separately	
consented	to	receiving	it)	and	one	at	a	lower	price	which	is	subsidised	by	third	party	marketing	
(and	we	make	that	clear	to	subscribers	when	they	choose	between	the	services).	

	
Affirmative	actions	which	signify	consent	include:	

• Ticking	a	box	to	sign	up	for	third	party	marketing.	
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• Providing	an	email	address	when	signing	up	for	a	free	email	service.	 	 	

• Choosing	technical	settings	for	an	online	service.	

• Any	other	conduct	that	clearly	indicates	(in	that	context)	the	data	subject’s	acceptance	of	the	
proposed	processing	of	their	personal	data.	

	
In	each	case,	 it	must	be	clear	 to	 the	data	subject	 that	 the	action	amounts	 to	consent	 to	 the	specific	
processing.	 Consent	 must	 be	 informed,	 so	 the	 data	 subject	 should	 be	 aware	 of	 at	 least	 the	 data	
controller’s	identity	and	the	intended	purposes	of	the	processing.		
	
When	 the	 processing	 has	 multiple	 purposes,	 consent	 should	 be	 given	 for	 all	 of	 them	 (it	 can’t	 be	
bundled	consent,	e.g.	by	ticking	here	you	consent	to	receiving	marketing	by	email	and	SMS),	and	the	
giving	of	consent	must	be	distinguishable	from	other	matters.	
	
Silence,	 pre-ticked	boxes	 or	 inactivity	 do	 not	 constitute	 consent.	 	 Consent	must	 be	 freely	 given	 -	 it	
can’t	be	conditional.	 	 	
	
Data	 subjects	must	 be	 able	 to	withdraw	 their	 consent	 at	 any	 time	 (this	 doesn’t	 affect	 lawfulness	 of	
processing	 before	 the	 withdrawal),	 and	 it	 must	 be	 as	 easy	 to	 withdraw	 consent	 as	 to	 give	 (so,	 for	
example,	we	can’t	require	people	to	write	in	if	they	ticked	a	box	to	give	consent,	they	should	be	able	to	
click	an	unsubscribe	link).		

4.2. Legal	basis	–	Contractual	Necessity	 	
	
Processing	 is	 permitted	without	 express	 consent	where	 it	 is	 necessary	 for	 entering	 or	 performing	 a	
contract	 with	 the	 data	 subject.	 	 This	 would	 include	 using	 their	 email	 address	 to	 send	 them	 a	 free	
email	service	where	that	free	email	was	included	as	part	of	the	Premia	set	when	they	subscribed	to	the	
service.	 	 (It	would	not	include	sweeping	a	name	onto	that	list	after	subscription	–	they	would	need	to	
consent	to	receive	that	service,	i.e.	tick	a	box	or	consent	by	inputting	their	name).	
	
It	 is	 limited	 to	 the	data	 required	 to	perform	 the	 contract.	Non-essential	 data	 requires	 another	 legal	
basis	for	lawful	processing	(e.g.	the	use	of	phone	or	date	of	birth	data).	

4.3. Legal	basis	–	Legitimate	interests	of	the	data	controller	
	
Processing	 is	 permitted	 for	 legitimate	 interests	 pursued	 by	 the	 data	 controller	 (or	 a	 vendor	 on	 our	
behalf),	 except	where	 these	 interests	 are	overridden	by	 the	 interests	or	 the	 fundamental	 rights	 and	
freedoms	of	the	data	subject.	“Legitimate	interests”	include	direct	marketing.	
	
When	determining	whether	the	data	subject's	interests	or	fundamental	rights	and	freedoms	override	
our	legitimate	interests,	we	need	to	take	into	account	the	reasonable	expectations	of	the	data	subject	
based	 on	 our	 relationship	 with	 them,	 including	 whether	 they	 would	 reasonably	 expect	 further	
processing	of	the	data.	 	
	
A	Legitimate	 Interests	Assessment	(“LIA”)	must	be	conducted	where	you	 intend	to	rely	on	 legitimate	
interests	 as	 a	 basis	 for	 your	 processing.	 	 It	 should	 be	 updated	 in	 anticipation	 of	 new	 processing	
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activities	or	before	a	material	change	to	an	existing	process.	
	
In	the	LIA	you	must:	

• identify	the	legitimate	interest	(and	confirm	that	it	is	the	appropriate	legal	basis);	

• show	that	the	processing	is	necessary	to	achieve	it;	and	

• balance	it	against	the	individual’s	interests,	rights	and	freedoms.	
	
Example	of	legitimate	interests	processing	might	include	using	their	data	to	improve	their	experience	
when	using	our	services	or	to	optimise	offers.	 	 	
	

Data	subjects	can	object	to	processing	that	is	conducted	on	the	basis	of	legitimate	interest	(see	point	
4.5	below).	 	 If	they	have	objected,	they	can	ask	that	processing	be	suspended	(see	point	11	below).	

4.4. Legal	basis	–	Complying	with	Legal	Obligations	 	
	

Processing	is	permitted	where	it	is	necessary	for	compliance	with	a	legal	obligation	to	which	the	data	
controller	 or	 our	 vendors	 are	 subject.	 	 This	 would	 include	 complying	 with	 tax,	 audit	 and	 other	
regulatory	obligations.	

4.5. Right	to	Object	to	Processing	 	

Data	subjects	have	a	right	to	object	to	processing	for	direct	marketing	purposes	 (including	profiling),	
and	processing	that	is	being	conducted	on	the	basis	of	the	legitimate	interest	of	the	data	controller	or	a	
third	party.	 	

The	data	controller	must	explicitly	bring	the	right	to	object	to	the	data	subject’s	attention	at	the	time	
of	the	first	communication	with	the	data	subject.	 	 It	must	be	presented	clearly	and	separately	 from	
any	other	information.	 	 They	must	be	able	to	exercise	their	right	to	object	by	automated	means.	

Where	the	objection	is	to	processing	for	direct	marketing,	the	processing	must	stop.	 	

Summary:	Data	subjects	have	a	right	to	object	to	processing	for	direct	marketing	purposes	(if	so,	
direct	marketing	processing	must	stop).	 	 They	can	also	object	to	“legitimate	interests”	processing,	
and	unless	we	can	defend	it,	that	processing	must	stop	too.	

Impact:	HIGH	

Actions:	Ensure	free	emails	contain	an	unsubscribe	link.	 	 Update	privacy	notice	if	necessary	
(details	of	the	types	of	processing	activity	must	be	set	out	in	the	privacy	notice).	Provide	link	to	
privacy	notice	on	order	form/sign	up.	

Resources:	For	form	of	privacy	notice	and	disclosures,	see	“Draft	Privacy	Notice”	and	“Draft	Cookie	
Notice”	documents.	
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Where	the	basis	 for	processing	 is	 legitimate	 interests,	the	processing	must	stop	unless	the	controller	
can	demonstrate	compelling	 legitimate	grounds	 for	 the	processing	which	override	 the	data	subject’s	

rights	and	freedoms.	

4.6. Processing	of	Sensitive	Data	 	

Additional	 conditions	 apply	 where	 sensitive	 data	 is	 processed.	 	 Processing	 is	 only	 permitted	 if	 the	
following	conditions	apply:	

• The	data	subject	has	given	explicit	consent	to	the	processing	for	one	or	more	specific	purposes	
(except	where	consent	to	that	type	of	processing	is	prohibited).	

• Personal	data	must	not	be	disclosed	to	anyone	outside	that	entity	without	the	data	subject’s	
consent.	

• Processing	relates	to	personal	data	that	is	manifestly	made	public	by	the	data	subject.	

• It	 is	 necessary	 for	 carrying	 out	 obligations	 or	 exercising	 specific	 rights	 (e.g.	 employment,	
disability),	to	assess	the	working	capacity	of	the	employee,	and	to	establish,	exercise	or	defend	
of	legal	claims.	 	

Sensitive	data	carries	higher	risk	to	data	subjects	and	when	determining	appropriate	security	measures	
that	needs	to	be	taken	into	account.		

5. Transparency	-	information	to	be	provided	to	the	data	subject	

Summary:	Processing	of	sensitive	data	is	permitted	in	limited	situations.	Security	measures	need	to	
reflect	the	risk	sensitive	data	poses	to	the	data	subject.	

Impact:	HIGH	

Actions:	Limit	collection	of	sensitive	data	(consider	whether	it’s	necessary	to	collect	it).	Ensure	
consent	obtained	to	its	processing.	Assess	security	measures.	 	 	

Summary:	At	or	before	individuals	provide	personal	data	they	must	understand	who	we	are,	what	
we	will	do	with	the	personal	data	including	who	we	will	share	it	with.	Most	of	the	information	can	
be	set	out	 in	a	 linked	privacy	statement.	 	 We	are	also	required	to	report	any	data	breaches	that	
are	likely	to	result	in	a	high	risk	to	the	data	subject.	 	 	

Impact:	HIGH	

Actions:	Update	privacy	notice	 if	necessary	(details	of	the	types	of	processing	activity	must	be	set	
out	in	the	privacy	notice).	Provide	link	to	privacy	notice	on	order	form/sign	up.	

Resources:	For	form	of	privacy	notice	and	disclosures,	see	“Draft	Privacy	Notice”	and	“Draft	Cookie	
Notice”	documents.	
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The	data	controller	must	provide	 the	data	 subject	with	certain	 information	at	 the	 time	 the	personal	
data	is	collected.	 	 It	can	be	set	out	in	a	Privacy	Notice	on	our	websites	as	long	as	there	is	a	link	to	that	
page	at	the	point	the	data	is	collected.	

Required	information:	

• The	identity	and	contact	details	of	the	data	controller	(and	its	representative);	

• The	intended	purposes	of,	and	the	legal	basis	for,	the	processing;	

• Where	the	processing	is	based	on	“legitimate	interest”,	the	legitimate	interest	basis;	 	

• Any	recipients	(or	categories	of	recipients)	who	we’ll	provide	or	may	make	the	data	available	
to;	 	

• Where	 applicable,	 the	 fact	 that	 personal	 data	will	 be	 transferred	 outside	 the	 EEA,	 [and	 the	
existence	 or	 absence	 of	 a	 Commission	 adequacy	 decision	 or	 information	 about	 the	
appropriate	or	suitable	safeguards	adduced	to	secure	the	data	and	the	means	to	obtain	a	copy	
of	them	or	where	they	have	been	made	available];	 	

• The	period	for	which	the	data	is	stored	or	the	criteria	used	to	determine	that	period;	

• Where	processing	is	based	on	the	data	subject’s	consent,	the	right	to	withdraw	that	consent	at	
any	time;	

• The	existence	of	the	data	subject’s	other	rights	(right	of	access,	rectification,	erasure	and	data	
portability,	 right	 to	 object	 to	 processing	 and	 to	 lodge	 a	 complaint	 with	 the	 supervisory	
authority).	

• Whether	 the	 provision	 of	 personal	 data	 is	 a	 statutory	 or	 contractual	 requirement	 or	 a	
requirement	necessary	to	enter	into	a	contract.	The	data	subject	must	be	informed	about	any	
obligation	to	provide	personal	data	and	of	the	consequences	of	a	failure	to	do	so.	

	
It	must	be	in	writing	(or	in	electronic	form)	and	be	concise,	transparent,	intelligent	and	easily	accessible	
form,	using	clear	and	plain	language.	
		
If	 the	personal	 data	 is	 obtained	 from	a	 third	party,	we	must	provide	 the	 same	 information	within	 a	
reasonable	period	after	obtaining	the	personal	data	(up	to	a	maximum	of	one	month)	unless	providing	
the	 information	would	 involve	disproportionate	effort.	 	 If	the	data	 is	used	to	communicate	with	the	
data	subject,	we	must	provide	the	information	at	the	time	the	first	communication	is	sent.	
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6. Processing	is	limited	to	the	purposes	for	which	it	was	collected	

The	data	controller	must	limit	processing	to	the	specified,	explicit	and	legitimate	purposes	notified	to	
the	data	subject	on	collection	of	the	data.	Further	processing	of	the	data	beyond	that	is	only	permitted	
if	the	new	processing	activity	is	not	incompatible	with	the	original	purpose.	

In	 deciding	 whether	 further	 processing	 is	 compatible	 with	 the	 original	 purpose,	 the	 following	
(non-exhaustive)	list	of	criteria	must	be	taken	into	account:	

• Any	 link	between	 the	purposes	 for	 the	original	 collection	and	 the	purposes	of	 the	 intended	
further	processing.	

• The	 context	 in	 which	 the	 personal	 data	 has	 been	 collected,	 in	 particular	 regarding	 the	
relationship	between	the	data	subjects	and	the	controller.	

• The	nature	of	the	personal	data	(e.g.	sensitive	data).	

• The	possible	consequences	of	the	intended	further	processing	for	data	subjects.	

• The	existence	of	appropriate	safeguards,	which	may	include	encryption	or	pseudonymisation.	

If	 the	 further	 processing	 is	 incompatible	 with	 that	 for	 which	 the	 data	 was	 originally	 collected	 the	
controller	must	notify	the	data	subject	of	its	intention	to	use	the	data	for	the	new	purpose	and	must	
not	process	the	data	for	the	new	purpose	until	it	has	obtained	consent	to	do	so.	

7. Data	subject	access	requests	 	

Summary:	 Processing	 of	 data	 is	 limited	 to	 the	 purposes	 for	 which	 it	 was	 collected.	 	 Further	
processing	which	is	incompatible	with	the	initial	purpose	may	only	occur	if	the	data	subject	would	
reasonably	expect	the	further	processing,	or	if	consent	to	that	further	processing	is	obtained.	 	

Impact:	HIGH	

Actions:	Check	consents/contractual	necessity	uses	match	actual	processing.	Discontinue	processing	
or	obtain	further	consent	it	necessary.	

Documentation/Resource:	 See	 “GDPR	 –	 Tips	 for	 Marketers”	 document	 for	 examples	 of	 consent	
wording.	 	
	

Summary:	Individuals	have	the	right	to	request	copies	of	personal	data	we	hold.	Note	this	includes	
European	based	employees.	 	

Impact:	It	is	likely	to	have	limited	impact	on	Agora	(the	right	already	exists	in	the	EU	and	Agora	very	
rarely	receives	access	requests).	
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Data	 subjects	 have	 the	 right	 to	 obtain	 confirmation	 from	 the	 data	 controller	 as	 to	 whether	 or	 not	
personal	data	relating	to	them	is	processed.	
		
If	the	data	controller	processes	the	data	subject’s	personal	data,	it	must	provide	the	data	subject	with	
access	to	the	data.	It	must	also	provide	the	following	information:	
		
• The	purposes	of	the	processing.	

• The	categories	of	personal	data	concerned.	

• The	recipients	or	categories	of	recipient	to	whom	the	personal	data	has	been	or	will	be	disclosed,	
in	particular	recipients	in	third	countries	or	international	organisations.	

• Where	possible,	the	envisaged	period	for	which	the	personal	data	will	be	stored	or,	if	not	possible,	
the	criteria	used	to	determine	that	period.	

• The	right	to	request	from	the	controller	rectification	or	erasure	of	personal	data	or	restriction	of	
processing	of	personal	data	concerning	the	data	subject	or	to	object	to	such	processing.	

• The	right	to	lodge	a	complaint	with	a	supervisory	authority.	

• Where	the	personal	data	is	not	collected	from	the	data	subject,	any	available	information	as	to	its	
source.	

If	the	data	controller	or	data	processor	transfers	the	personal	data	to	a	third	country,	they	must	inform	
the	data	subject	of	the	appropriate	safeguards	in	relation	to	the	transfer.	
		
The	 controller	 must	 also	 provide	 the	 data	 subject	 with	 a	 copy	 of	 the	 personal	 data	 undergoing	
processing.	The	first	copy	of	the	information	must	be	provided	free	of	charge.	For	any	further	copies	
requested	 by	 the	 data	 subject,	 the	 controller	may	 charge	 a	 reasonable	 fee	 based	 on	 administrative	
costs.	

8. Right	to	rectification	
	

The	data	subject	has	the	right	to	request	the	data	controller	rectify	any	personal	data	relating	to	them	
that	is	inaccurate	and	to	complete	any	incomplete	data.	
	
The	data	controller	must	communicate	any	rectification	to	any	vendors	who	process	 the	data	unless	
this	proves	impossible	or	involves	disproportionate	effort.	 	 	
		
	
	

Summary:	Individuals	have	the	right	to	request	the	correction	of	personal	data.	 	

Impact:	LOW	IMPACT	
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9. Right	to	erasure	 	

Data	controllers	must	erase	personal	data	without	undue	delay	at	 the	 request	of	 the	data	 subject	 if	
one	of	the	following	grounds	applies:	
		
• The	data	subject	objects	to	the	processing	of	their	data	for	direct	marketing	purposes	(including	

profiling	to	the	extent	that	it	is	related	to	direct	marketing).	

• The	 data	 is	 no	 longer	 necessary	 for	 the	 purposes	 for	 which	 it	 was	 collected	 or	 otherwise	
processed.	

• The	data	subject	withdraws	consent	on	which	the	processing	is	based,	and	there	is	no	other	legal	
basis	for	the	processing.	

• The	data	subject	objects	to	the	processing	of	personal	data	and	there	are	no	overriding	legitimate	
grounds	for	the	processing.	

• The	personal	data	has	been	unlawfully	processed.	

• The	personal	data	has	to	be	erased	for	compliance	with	a	legal	obligation	under	EU	or	the	national	
law	to	which	the	data	controller	is	subject.	 	

	
Compliance	with	 legal	obligations	trumps	the	right	to	erasure	(eg:	complying	with	tax,	audit	or	other	
regulatory	reasons).	
	
The	data	controller	must	communicate	any	erasure	to	vendors	who	process	that	data.	

10. 	Right	to	be	forgotten	 	

	
Where	personal	data	is	in	the	public	domain,	the	data	controller	must	erase	data	on	the	data	subject’s	
request.	 	 The	 controller	 must	 inform	 other	 controllers	 of	 that	 data	 that	 the	 data	 subject	 has	
requested	erasure	by	them	of	any	links	to,	or	copies	of,	that	data.	 	

The	original	data	controller’s	obligation	only	applies	to	the	extent	that	the	steps	it	would	be	required	to	
take	to	erase	the	data	are	reasonable.	 	

Summary:	Individuals	have	the	right	to	request	the	erasure	of	personal	data.	 	 Requests	are	subject	
to	us	complying	with	other	obligations	we	might	have,	for	example	audit,	tax	and	other	regulatory	
obligations.	 	 To	the	extent	we	can	erase	data,	we	should	do	so.	 	

Impact:	LIKELY	LIMITED	ON	AGORA	BUSINESSES	 	 	

	

Summary:	 Individuals	 have	 the	 right	 to	 request	 the	 removal	 of	 publicly	 available	 personal	 data.	 	
Requests	are	subject	to	freedom	of	speech	rights.	
	
Impact:	LIMITED	 	
	



 

 13 
 

The	right	to	be	forgotten	does	not	apply	where	it	clashes	with	the	exercise	of	the	right	of	freedom	of	
expression	or	information	(including	Agora’s	right	to	freedom	of	speech).	 	

11. Restriction	of	processing	(request	to	suspend	processing)	

In	certain	circumstances	data	subjects	have	the	right	to	restrict	the	processing	of	their	data.	
		
The	right	exists	where	one	of	the	following	conditions	applies:	
		
• The	 data	 subject	 has	 objected	 to	 processing	 pending	 verification	 as	 to	 whether	 the	 legitimate	

grounds	of	the	controller	override	those	of	the	data	subject.	

• The	data	subject	contests	the	accuracy	of	the	data.	The	data	subject	can	request	for	the	data	to	be	
restricted	for	a	period	enabling	the	data	controller	to	verify	the	information.	

• The	processing	is	unlawful	and	the	data	subject	opposes	the	erasure	of	the	data	and	chooses	their	
restriction	 instead.	This	could	be	the	case	where	the	data	subject	wishes	 to	secure	the	data	 for	
evidential	purposes.	

• The	controller	no	 longer	needs	the	data	for	 its	own	purposes	but	 is	required	to	retain	 it	 for	the	
establishment,	exercise	or	defence	of	legal	claims.	

If	 a	 restriction	 applies	 the	 data	 controller	 has	 the	 continued	 right	 to	 store	 the	 data,	 but	 may	 only	
process	it	with	the	data	subject’s	consent	or	to	exercise	or	defence	of	legal	claims.	
	
Where	a	data	subject	has	obtained	a	restriction,	the	data	controller	must	inform	him	or	her	before	the	
restriction	is	lifted.	
	
The	data	controller	must	communicate	any	restriction	to	vendors	who	have	that	data.	 		

12. Right	to	data	portability	 	

The	data	subject	has	the	right	to	obtain	a	copy	of	all	personal	data	which	they	have	provided	to	the	
controller,	 provided	 the	processing	 is	 based	on	 the	data	 subject’s	 consent	 or	 on	 a	 contract	 and	 the	
processing	 is	carried	out	by	automated	means.	Where	technically	 feasible,	 they	can	request	that	the	
data	be	transmitted	directly	from	one	controller	to	another.	

Summary:	 In	certain	circumstances	data	subjects	can	request	that	the	processing	of	 their	data	be	
suspended.	

Impact:	LIMITED	

	

Summary:	 	 Data	subjects	have	the	right	to	port	their	data	from	one	provider	to	another.	The	right	is	
intended	to	increase	competition	by	preventing	data	subjects	being	locked-in	with	a	provider.	
	
Impact:	 	 LITTLE	IMPACT	
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There	is	a	restriction	to	the	extent	that	portability	“adversely	affects	the	rights	and	freedoms	of	others”	
including	intellectual	property	rights.	This	provision	is	closely	linked	to	a	claim	by	online	providers,	who	
see	 the	 personal	 data	 they	 collect	 about	 their	 customers	 (and	 particularly	 the	 structured	 format	 in	
which	this	data	is	held),	as	one	of	their	main	business	assets.		

13. Vendors	&	Vendor	Contracts	

	
Data	controllers	are	responsible	for	the	actions	of	data	controllers	and	data	processors	they	appoint.	
Data	controllers	are	required	to	take	reasonable	steps	to	ensure	their	appointees	comply	with	GDPR	–	
this	includes	pre-contract	data	protection	impact	assessments	and	regular	audits.	
	
Data	controllers	are	required	to	have	in	place	contracts	with	each	processor	they	use.	 	 The	contracts	
must	impose	the	following	obligations	on	the	processor:	
		
• Process	 the	 personal	 data	 only	 on	 our	 documented	 instructions	 (including	 with	 regard	 to	

international	 data	 transfers	 to	 a	 third	 country),	 and	 use	 sub-processors	 only	 with	 our	 prior	
permission.	

• Comply	with,	and	assist	us	in	complying	with	GDPR	security	obligations.	

• Assist	with	dealing	with	data	subject	requests	(access,	erasure	etc).	

		
At	the	data	controller’s	request,	the	data	processor	must	also	delete	or	return	all	personal	data	to	the	
controller	at	the	contract	end.	 	 They	must	be	able	to	demonstrate	compliance	with	their	obligations	
and	allow	for	audits	and	inspections.	
		
They	 must	 not	 appoint	 sub-processors	 without	 the	 written	 consent	 of	 the	 data	 controller,	 and	 if	
appointed,	 the	 contract	 must	 reflect	 the	 GDPR	 obligations	 set	 out	 in	 the	 contract	 between	 the	
controller	and	the	processor.	

Summary:	We	are	liable	for	the	acts	and	omissions	of	vendors	we	work	with	who	have	access	to	our	
personal	data.	 	 We	need	to	take	reasonable	steps	to	ensure	they	are	(and	remain)	GDPR	compliant.	
We	are	 required	 to	have	written	contracts	 in	place	with	each	vendor	which	contain	GDPR	compliant	
provisions.	

Impact:	HIGH	

Actions:	 Details	 of	 third	 party	 vendors	 should	 be	 added	 to	 OneTrust	 as	 part	 of	 the	 data	 mapping	
exercise.	 	 Contracts	with	vendors	need	to	be	reviewed	and	updated	as	required.	Contracts	to	be	put	in	
place	 where	 contractual	 relationship	 is	 undocumented.	 Speak	 with	 IT/Paul	 Xu	 when	 contemplating	
working	with	a	new	vendor.	

Resources:	 See	 Third	Party	Contracts	Briefing	note	 for	 the	 types	of	 contract	 clauses	 the	agreements	
need.	 Helen	 Hunsperger	 and	 Dimitra	 Alexopoulou	 in	 the	 legal	 team	 can	 assist	 with	 updating	 and	
amending	contracts.	
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The	data	controller	must	inform	the	data	subject,	on	request,	about	the	vendors	to	whom	it	has	made	
the	data	available.	

14. Record-keeping	requirements	

	
Data	controllers,	and	the	data	controllers	they	appoint,	must	maintain	a	record	of	all	their	processing.	
This	record	must	include	at	least	the	following:	

• The	name	and	contact	details	of	the	controller,	or	any	joint	controller	or	processor,	and	of	the	EU	
representative,	if	any.	

• The	purposes	of	the	processing.	

• A	 description	 of	 categories	 of	 data	 subjects	 and	 of	 the	 categories	 of	 personal	 data	 relating	 to	
them.	

• The	recipients	or	categories	of	recipients	of	the	personal	data	(that	is	the	data	controller	and	any	
vendors	who	have	access	to	data).	 	

• Details	of	transfers	to	a	third	country.	

• A	general	indication	of	the	time	limits	for	erasure	of	the	different	categories	of	data.	

• The	 description	 of	 the	 technical	 and	 organisational	 security	 mechanisms	 the	 data	 controller	
employs.	

	
In	 addition	 to	 the	 information	 set	 out	 above,	 a	 data	 processor	 must	 also	 maintain	 a	 record	 of	 all	
categories	or	processing	activities	carried	out	on	behalf	of	a	controller	
		
		
	
	
	
	

Summary:	We,	and	the	vendors	we	appoint,	are	required	to	maintain	records	of	all	processing	that	is	
undertaken.	 	 The	records	must	set	out	the	legal	basis	for	the	processing.	The	records	need	to	be	kept	
up	to	date	and	must	be	provided	to	the	regulator	on	request.	
	
Impact:	HIGH	
	
Actions:	Complete	the	data	mapping	exercise	on	OneTrust.	 	 Keep	OneTrust	up	to	date.	
	
Resources:	 OneTrust	 can	 be	 used	 to	 generate	 the	 required	 reports.	 	 Paul	 Xu	 and	 Gill	Mackay	 can	
assist	with	queries.	
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15. Data	protection	impact	assessments	

	
Data	 controllers	must	 conduct	 a	Data	 Protection	 Impact	Assessment,	 (a	 “DPIA”)	 before	 undertaking	
any	processing	that	presents	a	privacy	risk	by	virtue	of	its	nature,	scope	or	purposes.	 	 	
		
The	DPIA	must	cover	at	least	the	following:	
		
• A	 systematic	 description	 of	 the	 envisaged	 processing	 and	 the	 purposes	 of	 the	 processing,	

including	where	applicable	the	legitimate	interest	pursued	by	the	controller.	

• An	assessment	of	the	necessity	and	proportionality	of	the	processing	operations	in	relation	to	the	
purposes.	

• An	assessment	of	the	risks	to	the	rights	and	freedoms	of	data	subjects.	

• The	measures	 to	 address	 the	 risk,	 including	 safeguards,	 security	measures	 and	mechanisms	 to	
ensure	protection	of	personal	data	and	demonstrate	compliance	with	GDPR.	

Guidance	is	expected	on	processing	operations	for	which	a	DPIA	is	not	necessary.	

We	must	address	the	findings	of	the	DPIAs.	

16. 	 Data	protection	by	design	and	by	default	–	data	minimisation	&	period	of	retention	

	

Summary:	Before	we	use	new	vendors	or	adopt	or	change	a	process	which	could	pose	a	data	risk	we	
need	 to	conduct	a	data	protection	 impact	assessment.	 	 We	need	 to	address	 the	 findings	of	 those	
assessments.	
	
Impact:	HIGH	
	
Actions:	Complete	Data	Protection	Impact	Assessments	using	OneTrust.	
	
Resources:	OneTrust	DPIA	questionnaires.	
	

Summary:	 Data	privacy	 and	protection	 should	 be	 taken	 into	 account	when	designing	and	 selecting	
systems	and	processes.	 	 The	minimum	amount	of	data	should	be	processed	(data	minimisation),	and	
it	 should	 be	 retained	 only	 for	 so	 long	 as	 required.	 	 To	 the	 extent	 possible,	 the	 data	 should	 be	
pseudonymised.	 	

Impact:	HIGH	

Actions:	Keep	OneTrust	up	to	date	in	relation	to	new	processing.	 	 Complete	DPIAs	each	time	a	new	
process	is	introduced.	

Resources:	 	 OneTrust.	 	 Speak	with	 IT/Paul	 Xu	when	 contemplating	working	with	 a	 new	 vendor	 –	
they	can	provide	guidance	on	points	to	be	considered.	
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The	 data	 controller	 must	 implement	 data	 protection	 measures	 “by	 design	 and	 default”	 when	
processing	 personal	 data.	 This	 means	 the	 controller	 must	 implement	 appropriate	 technical	 and	
organisational	measures,	 like	 pseudonymisation,	 in	 an	 effective	manner,	 to	 ensure	 compliance	with	
data	protection	principles.	
		
To	this	end,	data	controllers	must	take	into	account	the	following:	
		
• The	state	of	the	art.	

• The	cost	of	implementation.	

• The	nature,	scope,	context	and	purposes	of	processing.	

• The	risks	of	varying	 likelihood	and	severity	 for	 rights	and	 freedoms	of	natural	persons	posed	by	
the	processing.	

Data	controllers	must	take	measures	to	ensure	that,	by	default,	only	personal	data	which	is	necessary	
for	each	specific	purpose	of	the	processing	is	processed	(data	minimisation).	 	

That	 obligation	 applies	 to	 the	 amount	 of	 personal	 data	 collected,	 the	 extent	 of	 its	 processing,	 the	
period	 of	 its	 storage	 and	 its	 accessibility.	 The	 measures	 must	 protect	 the	 data	 subject	 from	 the	
unauthorised	 sharing	 of	 their	 data	 with	 an	 indefinite	 number	 of	 third	 parties	 by	 default.	 	 To	 the	
extent	possible,	the	data	should	be	pseudonymised.	
		
Data	 controllers	 may	 use	 approved	 certification	 mechanisms	 to	 demonstrate	 compliance	 with	 this	
obligation.	

17. Data	security	

Data	 controllers	 and	 data	 processors	 must	 implement	 appropriate	 technical	 and	 organisational	
measures	to	ensure	a	level	of	security	appropriate	to	the	risks	represented	by	the	processing	and	the	
nature	of	the	personal	data	to	be	protected.	
		
Controllers	and	processors	must	ensure	that	anyone	acting	under	their	authority	who	has	access	to	the	
personal	data	does	not	process	it	except	on	their	instructions	(unless	required	to	do	so	by	law).	
		
Measures	 data	 controllers	 and	 data	 processors	 may	 take	 include	 or	 have	 the	 following	

Summary:	Data	controllers	and	processors	must	implement	appropriate	technical	and	organisational	
measures	to	ensure	a	level	of	security	appropriate	to	the	risks	represented	by	the	processing	and	the	
nature	of	 the	personal	 data	 to	be	protected.	 	 An	appropriate	action	 includes	pseudonymisation	of	
data.	 	
	
Impact:	HIGH	
	
Actions:	Review	data	security	(physical	as	well	as	digital).	 	
	
Resources:	Speak	with	IT	and	Paul	Xu	when	contemplating	implementing	new	technical	measures.	
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features/functionalities:	
		
• The	pseudonymisation	and	encryption	of	personal	data.	

• The	ability	to	ensure	the	ongoing	confidentiality,	integrity,	availability	and	resilience	of	processing	
systems	and	services.	

• The	ability	to	restore	the	availability	and	access	to	personal	data	in	a	timely	manner	in	the	event	
of	a	physical	or	technical	incident.	

• A	 process	 for	 regularly	 testing,	 assessing	 and	 evaluating	 the	 effectiveness	 of	 technical	 and	
organisational	measures	for	ensuring	the	security	of	the	processing.	

	
Controllers	and	processors	must	take	account	of	the	nature,	scope,	context	and	purposes	of	processing	
as	well	as	the	risk	of	varying	likelihood	and	severity	for	the	rights	and	freedoms	of	data	subjects.	
		
When	assessing	the	appropriate	level	of	security,	controllers	and	processors	must	take	account	of	the	
risks	 presented	 by	 processing,	 in	 particular	 from	 accidental	 or	 unlawful	 destruction,	 loss,	 alteration,	
unauthorised	disclosure	of,	or	access	to	personal	data	transmitted,	stored	or	otherwise	processed.	

18. Data	security	breach	–	notification	to	regulators	and	data	subjects	

Data	 controllers	 must	 notify	 personal	 data	 breaches	 to	 their	 national	 supervisory	 authority	 and,	 in	
certain	instances,	the	data	subject.	
		
The	 controller	 is	 required	 to	 notify	 breaches	 to	 their	 national	 supervisory	 authority	 without	 undue	
delay	and	in	any	event	within	72	hours	of	becoming	aware	of	them	where	there	is	a	risk	to	the	rights	
and	freedoms	of	natural	persons.	 	
	
Processors	 must	 inform	 their	 controller	 “without	 undue	 delay	 after	 becoming	 aware”	 of	 a	 breach,	
including	prescribed	information.	
		
The	controller	must	document	any	personal	data	breach,	including	its	effects	and	any	remedial	action	
taken.	
		

Summary:	 Data	 breaches	 which	 present	 a	 risk	 to	 the	 rights	 and	 freedoms	 of	 individuals	 must	 be	
reported	to	the	regulator	within	72	hours	of	discovery	of	the	breach.	 	 If	the	risk	is	high,	data	subjects	
must	be	notified	without	undue	delay.	
	
Impact:	HIGH	 	
	
Actions:	Nominate	 key	people	within	 your	business	who	need	 to	be	notified	 in	 the	event	of	 a	data	
breach.	Adopt	the	Data	Incident	Response	Process.	
	
Resources:	Data	breaches	should	be	reported	immediately	using	the	OneTrust	solution	(this	contacts	
key	people	and	sets	a	timer	running	in	respect	of	notification	obligations).	
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If	the	personal	data	breach	is	likely	to	result	in	a	high	risk	to	the	rights	and	freedoms	of	data	subjects,	
the	controller	must	also	communicate	the	personal	data	breach	to	them	without	undue	delay.	
		
The	 notice	 must	 describe	 in	 clear	 and	 plain	 language	 the	 nature	 of	 the	 personal	 data	 breach	 and	
contain	at	least	information	about:	
		
• The	 identity	 and	 contact	 details	 of	 the	 contact	 point	 at	 Agora	where	more	 information	 can	 be	

obtained.	

• The	consequences	of	the	personal	data	breach.	

• The	measures	proposed	or	taken	by	the	controller	to	address	the	personal	data	breach.	

	
There	is	no	need	to	inform	data	subjects	of	the	breach	if	any	of	the	following	conditions	are	met:	
		
• The	 controller	 has	 implemented	 appropriate	 technical	 and	 organisational	 protection	measures,	

and	those	measures	were	applied	to	the	personal	data	affected	by	the	personal	data	breach,	 in	
particular	those	that	render	the	personal	data	unintelligible	to	any	person	who	is	not	authorised	
to	access	it,	such	as	encryption.	

• The	controller	has	taken	subsequent	measures	which	ensure	that	the	high	risk	to	the	rights	and	
freedoms	of	data	subjects	is	no	longer	likely	to	materialise.	

• It	would	involve	disproportionate	effort.	In	such	a	case,	there	must	be	a	public	communication	or	
similar	measure	whereby	the	data	subjects	are	informed	in	an	equally	effective	manner.	

19. Cross-border	data	transfers	

	
GDPR	restricts	transfers	of	personal	data	outside	the	EU	in	order	to	ensure	that	the	level	of	protection	
of	individuals	afforded	by	the	GDPR	is	not	undermined.	
		
Personal	data	can	only	be	transferred	outside	the	EU	to	third	countries	if	the	EU	has	determined	that	
country’s	 data	 protection	 is	 adequate	 (the	 country	 will	 appear	 on	 an	 EU	 “adequacy”	 list)	 or	 in	
compliance	 with	 certain	 other	 conditions,	 for	 example	 the	 execution	 by	 the	 data	 controller	 of	 EU	
standard	form	data	transfer	agreements.	 	 	

Summary:	 Unless	 data	 is	 transferred	 to	 a	 country	 the	 EU	 regards	 as	 having	 appropriate	 data	
protection	 law	 (the	 US	 is	 not	 on	 that	 list),	 the	 data	 controller	 must	 put	 in	 place	 a	 data	 transfer	
agreement	where	data	is	transferred	out	of	the	EU.	 	 The	same	rule	applies	for	subsequent	onward	
transfers.	 	 If	it	is	necessary	for	the	performance	of	a	contract	with	the	data	subject	or	the	data	to	be	
transferred	out	of	the	EU	(and	that	is	obvious	to	the	data	subject),	a	data	transfer	agreement	is	not	
required.	 	
	
Impact:	HIGH	-	in	relation	to	third	party	vendors	 	
	
Actions:	 Data	mapping	 exercise	 to	 understand	data	movements	 and	whereabouts.	 	 Data	 transfer	
contracts	to	be	put	in	place	if	required.	
	
Resources:	Standard	form	data	transfer	contracts	available	from	legal.	
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This	rule	applies	to	the	onward	transfer	of	data	from	those	countries	by	us	and	our	vendors.	
	
There	are	some	exceptions	to	the	requirement	to	have	a	data	transfer	agreement	 in	place,	 including	
the	transfer	is	necessary	for	the	performance	of	a	contract	between	the	individual	and	the	organisation	
or	 for	 pre-contractual	 steps	 taken	 at	 the	 individual’s	 request.	 	 This	 would	 include	 a	 data	 subject	
entering	into	a	contract	direct	with	a	US	based	business.	

20. Consequences	of	non-compliance	
	

The	 GDPR	 provides	 data	 subjects	 and	 national	 supervisory	 authorities	 with	 significant	 powers	 to	
enforce	its	provisions	and	obtain	compensation	for	its	breach.	 	
	
Among	 other	 things,	 supervisory	 authorities	 are	 granted	 a	 number	 of	 investigative,	 corrective	 and	
authorisation	and	advisory	powers,	and	the	power	 to	 impose	administrative	 fines	on	controllers	and	
processors.	

Data	subjects	have	a	right	 to	 lodge	a	complaint	with	the	competent	supervisory	authority.	They	also	
have	a	right	to	an	effective	 judicial	 remedy	against	 infringing	controllers	and	processors	 (injunctions,	
compensation	etc).	

Breach	of	the	GDPR	can	result	in	fines	for	businesses	of	up	to	EUR	20,000,000	or	up	to	4%	of	the	total	
worldwide	annual	turnover	of	the	group	in	the	preceding	financial	year,	whichever	is	higher.	
		
Data	Protection	Officer	(DPO)	
	
We	 are	 not	 required	 to	 appoint	 a	 data	 protection	 officer	 (DPO)	 because	 (i)	 we	 are	 not	 a	 public	
authority,	(ii)	our	core	activities	do	not	comprise	regular	and	systematic	monitoring	of	data	subjects	on	
a	large	scale,	and	(iii)	our	core	activities	do	not	consist	of	processing	sensitive	data	on	a	large	scale.		
	
	

Summary:	The	regulator	can	issue	fines	of	up	to	E20	million	or	up	to	4%	of	the	total	worldwide	annual	
turnover	of	the	group	 in	the	preceding	financial	year,	whichever	 is	higher.	 In	addition	data	subjects	
can	obtain	redress.	 	
	
Impact:	SUPER	HIGH	
	
Actions:	 Nominating	 a	 Privacy	 Manager	 (and	 them	 appointing	 “data	 champions”	 within	 their	
business).	Introduction	of	an	internal	facing	Privacy	Standards	Policy	(high	level	data	protection	rules	
for	 each	 business)	 and	 Privacy	 Processes	 (the	 practical	 steps	 employees	 are	 required	 to	 take	 to	
implement	 the	 terms	 of	 the	 Privacy	 Standards	 Policy).	 Data	 Protection	 training	 (and	 subsequent	
refresher	 trainer).	Regular	 reviews	of	data	protection	processes	 (this	 can	be	done	by	 reviewing	 the	
previously	completed	questionnaires).	
	
Resources:	Draft	Privacy	Standards	Policy,	Draft	Privacy	Process.	
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FINAL	NOTE	OF	IMPORTANCE:	
	
GDPR	comes	into	force	on	25	May	2018.	 	 The	regulations	are	in	final	form	but	the	EU	continues	to	
publish	 guidance	 on	 how	 they	 should	 be	 interpreted.	 	 We	 will	 update	 this	 note	 as	 guidance	 is	
published.	
	
A	 number	 of	 people	 are	 working	 on	 the	 GDPR	 project.	 	 The	 legal	 side	 is	 being	 led	 by	 Helen	
Hunsperger,	and	the	roll	out	and	subsequent	management	of	 the	OneTrust	application	by	Paul	Xu.	 	
Input	 has	 been	 given	 by	 Myles,	 Laura,	 Erika,	 Daryl,	 Jason,	 Martin,	 Enrico,	 Suzanne,	 and	 Tracey	
(amongst	others).	
	
The	GDPR	project	team	will	be	working	closely	with	each	of	you	in	the	lead	up	to	May	2018.	 	 They	
will	 be	 looking	 to	 you	 to	 nominate	 an	 individual	 or	 individuals	 in	 your	 business	 who	 can	 be	
responsible	for	the	GDPR	and	One	Trust	project	within	your	business	unit	–	a	privacy	manager.	
	


