
Buyer’s Guide
Security Awareness Training & Simulated Phishing Platform



KnowBe4 is the world’s most popular integrated platform for 
security awareness training and simulated phishing. The 
document explains everything that is included as a part of the 
KnowBe4 Security Awareness Training and Simulated Phishing 
platform. 

Executive Summary
Security Awareness Training & Simulated Phishing Platform 

Problem 
Your employees are the weak link in your IT Security. Social 
engineering is the number one security threat to any 
organization. The alarming growth in sophisticated 
cyberattacks makes this problem only worse, as cybercriminals 
go for the low-hanging fruit: employees. Numerous reports 
and white papers show U.S. organizations are exposed to 
massive increases in the number of cyberattacks over the past 
five years.

Overview
KnowBe4 is the world’s most popular integrated Security 
Awareness Training and Simulated Phishing platform with over 
8,000 customers. Based on Kevin Mitnick’s 30+ year unique 
first-hand hacking experience, you now have a platform to 
better manage the urgent IT security problems of social 
engineering, spear phishing and ransomware attacks. Starting 
January 2017, KnowBe4 provides you with the world's largest 
library of security awareness training content; including 
interactive modules, videos, games, posters and newsletters.

With world-class, user-friendly new-school Security Awareness 
Training, KnowBe4 gives you self-service enrollment, and both 
pre-and post-training phishing security tests that show you the 
percentage of end-users that are Phish-prone. KnowBe4’s 
highly effective, frequent, random Phishing Security Tests 
provide several remedial options in case an employee falls for 
a simulated phishing attack.

Our platform allows you to create a fully mature security 
awareness program.

"People are used to 

having a technology 

solution [but] social 

engineering bypasses 

all technologies, 

including firewalls. 

Technology is critical, 

but we have to look at 

people and processes. 

Social engineering is a 

form of hacking that 

uses influence tactics." 

– Kevin Mitnick
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You also have the option to compliment these phishing emails with monthly “hints and tips” to increase end 
user security awareness related to a variety of social engineering tactics. Executives get the insight they need 
to maximize training ROI and track security compliance.

This platform is created “by admins for admins,” designed with an easy to navigate UI and taking minimal time 
to deploy and manage. The infrastructure is highly scalable and can handle 100,000+ end users with ease. For 
organizations with their own LMS, training can be delivered in industry standard formats such as SCORM and 
AICC. Our system also includes support for single sign-on so that users do not have to log in multiple times, 
using Security Assertion Markup Language (SAML).

Prerequisites
No prerequisites are required other than normal end user level knowledge of email and operating an internet 
browser. End users need a PC with sound, however, the core training modules are fully subtitled to suit all 
environments in compliance with the Americans with Disabilities Act.

Who Should Attend 
All employees in your organization who use a computer, email and internet, from the mail room to the board 
room.

Training Access Levels
We offer three Training Access Levels: I, II, and Unlimited, giving you access to our content library of 300+ 
items based on your subscription level. 

To easily deliver this new content library to customers, KnowBe4 has launched a new ‘Module Store’. 
Customers will be able to use the ModStore to search, browse and preview this new content and -- depending 
on their subscription level -- move modules to their KnowBe4 account. 

Training Modules

Kevin Mitnick Security Awareness Training (45-min)
This is a high quality, 45-minute web-based interactive training using common traps, live demonstration 
videos, short tests and the new scenario-based Danger Zone exercise. Kevin Mitnick Security Awareness 
Training specializes in making sure employees understand the mechanisms of spam, phishing, spear phishing, 
malware, ransomware and social engineering, and are able to apply this knowledge in their day-to-day job. 
The training is split in 4 modules that an employee can do over time. This module is available in English, 
Spanish, German, and British.

Kevin Mitnick Security Awareness Training (25-Min)
This 25-minute module is a shorter version of the full 45-minute training session. It covers the mechanisms of 
spam, phishing, spear phishing, spoofing, malware hidden in files, with an interactive test at the end, as well as 
a fresh videos.

Kevin Mitnick Security Awareness Training (15-min)
This 15-minute module is an advanced, condensed version of the full 45-minute training, often assigned to 
management. It covers the mechanisms of spam, phishing, spear phishing, spoofing, malware hidden in files, 
and Advanced Persistent Threats with an interactive “Red Flags” phishing test at the end, including email best 
practices. This module is now available in 26 languages.

Included in Training Access Level I
Kevin Mitnick Security Awareness Training
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Training Modules

Also included in Training Access Level II 
KnowBe4 Training Modules

KnowBe4 Basic Security Awareness Training Course
Our new KnowBe4 Basic Security Awareness 
Training is 30 minutes long. It has the “Your Role” 
section from our 45 min. course. It also contains the 
shortened Red Flags section and a new "Common 
Threats" section that covers the fake Excel/CEO 
fraud threat as well as ransomware, and has a 
10-question assessment at the end. 

Basics of Credit Card Security
This 20-minute module covers the basics of credit 
card security. It is meant for all employees in any or-
ganization who handle credit cards in any form, 
whether taking orders on the phone, swipe cards on 
terminals or through devices connected to smart 
phones. It teaches employees to handle credit card 
information securely to prevent data breaches. 
Different types of cards are covered, which specific 
elements the hackers are after, and explains how 
malware like keyloggers, password crackers, and 
spyware can endanger credit card information. 
Employees are taught the rules for paper copies of 
credit card data, and things to remember during da-
ta entry, including things NOT to do like sending 
credit card information through email and text and 
more. A quiz ends off this module.

Strong Passwords
This 10-minute module covers the rules of how to 
create and use strong passwords in both an office 
environment and at the house. Employees learn the 
10 important rules for safer passwords, minimum 
password length, how to remember long passwords, 
get trained in best practices like using pass phrases 
and how to use a different password for every 
website.

Handling Sensitive Information Securely
This 15-minute module specializes in making sure 
your employees understand the importance of 
safely handling sensitive information, like Personally 
Identifiable Information (PII), Protected Health 
Information (PHI), Credit Card data (PCI DSS), 
Controlled Unlimited Information (CUI), including 
your organization’s proprietary information and are 
able to apply this knowledge in their day-to-day job 
for compliance with regulations.

Mobile Device Security
This 15-minute module specializes in making sure 
your employees understand the importance of 
Mobile Device Security. They will learn the risks of 
their exposure to mobile security threats so they are 
able to apply this knowledge in their day-to-day job.

CEO Fraud
In this 10-minute module, employees are quickly 
brought up to speed to inoculate them against what 
the FBI calls "Business Email Compromise" and what 
is commonly known as CEO Fraud.  Concepts like 
social engineering, email spoofing, and the two ways 
that CEO Fraud is being perpetrated are covered.  
There is a short video with a live demo of an infected 
Excel file, and a short quiz to test understanding at 
the end. Downloadable PDF Resources: Social 
Engineering Red Flags, and Security Awareness: Best 
Practices.

Safe Web Browsing
This 10-minute module takes employees through 
the basics of safe web browsing. They will learn how 
to avoid common dangers and the "do's and 
"don'ts" of safe web browsing. This module is set up 
to be fully interactive and could be presented as a 
quiz to take and "see how much you know".

Ransomware
This course takes an employee through the basics of 
what ransomware is, how it came to be, and what 
the risks of ransomware are. It has a lot of the 
information of the immensely popular Ransomware 
Hostage Rescue Manual that KnowBe4 publishes for 
free. It's 25 minutes long and has a 10-question 
assessment at the end that needs to be passed with 
an 80% score.

Ransomware For Hospitals
Hospitals are currently targeted by cyber criminals, 
penetrating their networks and locking patient files 
with crypto-ransomware so that no data is 
accessible for any hospital worker. This short 
(7-minute) module gives anyone working in a 
hospital the basics of ransomware, email security 
and Red Flags they need to watch out for to help 
prevent very expensive attacks like this.

PCI Compliance Simplified
This 30-minute module uses real examples of credit 
card fraud, and how to protect your organization 
against this by being PCI compliant. This course is 
for anyone that’s responsible for handling credit 
cards in your organization and qualifies as Security 
Awareness Training. Especially owners, the CFO or 
Controller, managers and IT people in charge of 
credit card processing should take this course. After 
the training, you are able to download essential 
references regarding being or becoming PCI 
compliant.
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Training Modules

Financial Institution Physical Security 
(for Financial Institutions only)
This 20-minute module covers the protection of 
your employees, your customers and their funds, 
the premises, any security devices, computers, and 
networks, from physical circumstances and events 
that could cause serious losses or damage. This 
includes protection from robbery, kidnap/extortion, 
bomb threat, fire, natural disasters, burglary, and 
nuclear emergencies.

GLBA Compliance Course 
(for Financial Institutions only)
In this module, employees of financial institutions 
are stepped through the concepts of “Non-Public 
Personal Information”, or NPPI, best practices for 
protecting customers’ personal information, the 
employee's role in ensuring protection of NPPI, what 
is social engineering and how not to get tricked, how 
to protect against unauthorized access and misuse 
of protected information, and how to provide notice 
of an incident that may compromise customer 
information security.

Credit Card Security (Part 1)
This 5-minute micro-module covers why it's so 
important to protect credit card information; what 
hackers are after, how employees are a key factor 
in keeping credit card information secure; and how 
malware can be used to capture this information.

Credit Card Security (Part 2)
This 5-minute micro-module covers the rules for 
safely storing credit card information, the danger in 
texting credit card numbers, the rules for staying 
secure while working remotely, and the dangers of 
using Wi-Fi.

Danger Zone Exercise Micro-module
This 5-minute micro-module is an interactive 
course all about phishing. There are four scenarios 
where the learner is asked to spot the potential 
threat. Each scenario provides valuable feedback 
based on the learner's responses. There are two 
versions of this course, one with sound and one 
without.

Email Spoofing
This 5-minute micro-module covers the very 
important topic of email spoofing. It defines social 
engineering and shows how hackers can infiltrate 
an organization and create spoofed emails that 
trick unsuspecting employees. It also covers a 
real-life example of just how dangerous email 
spoofing can be.

Handling Sensitive Information Securely (Part 1)
This 5-minute micro-module covers the basics of 
safely handling sensitive information and goes into 
Personally Identifiable Information (PII).

Handling Sensitive Information Securely (Part 2)
This 5-minute micro-module covers part 2 of safely 
handling sensitive information and goes into 
Protected Health Information (PHI).

Ransomware
This powerful 5-minute micro-module takes an 
employee through the basics of ransomware, the 
different methods used to infect a machine, and 
how hackers trick unsuspecting users into 
downloading infected files.

Safe Web Browsing
This 5-minute micro-module takes employees 
through the basics of safe web browsing. 
Participants will learn how to avoid common 
dangers and discover the "dos and don'ts" of safe 
web browsing. This module is fully interactive with 
a quiz at the end.

Social Engineering
This 5-minute micro-module defines social 
engineering and describes what criminals are after. 
It covers the three main areas of attack: digital 
attacks, in-person attacks, and phone attacks.

Social Media Best Practices
This 5-minute micro-module provides a brief 
overview of best practices that businesses and 
employees can implement to prevent attacks and 
protect sensitive information from social media 
hackers.

Strong Passwords
This 5-minute micro-module covers the rules of 
how to create and use strong passwords in both an 
office environment and at home. Employees learn 
the 10 important rules for safer passwords, 
minimum password length, and how to remember 
long passwords.

USB Attack
This 5-minute micro-module covers the risks of 
picking up a USB stick and plugging it into a 
workstation.

Also included in Training Access Level II  (and each around 5 minutes)
KnowBe4 Training Micro-modules
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Training Modules

Cyber Security Awareness Interactive Learning 
Modules
Data Classification ILM 
Human Firewall ILM 
Understanding and Protecting PII ILM 
Computer Security & Data Protection ILM
OWASP Top Ten ILM 
Call Center & Help Desk Awareness ILM 
Phishing Andrew's Inbox ILM 
Ransomware ILM

Cyber Security Concepts Modules
Data Classification 
Human Firewall 
Identification & User Authentication 
Malware 
Mobile Security Basics 
Non-Technical Security 
Password Basics 
Privacy 
Secure Online Behavior 
Security Triads
Social Engineering 
The Top 10 Security Awareness Fundamentals 
Call Center & Help Desk Awareness 
Phishing Awareness 
Understanding and Protecting PII 
Top Ten Security Awareness Issues for New Hires 
Computer Security & Data Protection 
Executive Awareness and Leadership Module 
Workplace Violence and Safety 
Active Shooter & Physical Incident Response

Cyber Security Awareness Compliance Modules
FERPA (Education) 
FFIEC (Financial Compliance) 
GLBA (Finance) 
HIPAA (Healthcare)
PCI-DSS (Retail Compliance) 
Sarbanes-Oxley (Accounting) 
Workforce Safety & Security Awareness

30+ Cyber Security Awareness Games

120+ Cyber Security Awareness Posters

Also included in Training Access: Unlimited
Security Awareness Company Content Library

Cyber Security Awareness Videos (2-5 mins)
A Day of Bad Passwords 
APTs 
Back Up 
Being a Human Firewall 
Beyond Phishing 
Cyber Crime Starts with You 
Data Breaches and You 
Data Classification Overview 
Data Loss and Insider 
Dumpster Diving 
Email Spoofing 
Examples of Insider Jobs 
Examples of Phishing 
Firewalls 
Free Wifi 
Human Firewall and Data Classification 
Introduction to the Cloud 
Making Strong Passwords 
Mobile Cyber Crime 
Mobile Security Overview 
Mouse Overs 
Non Technical Security Skills 
Password Security 
Phishing Contest Winner 
Phishing From Facebook 
Phishing From Netflix 
Phishing From Your Bank 
Phishing in Action 
Physical Security Threats 
PII and Compliance 
Pretexting 1 (Fake Fraud Protection) 
Pretexting 2 (Fake Help Desk) 
Pretexting: Fake Executive to I.T. 
Pretexting: From Fake Credit Card Company
Pretexting: Fake Employee to Help Desk 
Pretexting From Fake I.T. 
Privacy Vs. Security 
Proper Hard Drive Disposal 
Safe Surfing 1: HTTP vs HTTPS & Online Authentication 
Security Myths Busted 
Definition of Social Engineering 
Social Media Data Mining 
Spam 
The CIA Triad 
The Domains Triad 
The Many Lives Triad 
Types of Social Engineering 
What Does a Social Engineer Look Like? 
What is I.D. Theft 
What is PII? 
Why Security Awareness? 
Low-Tech Hacks to Steal Your ID 
The Many Lives of PII 
Social Networking Do's and Don’t's 
Social Media 
Understanding Encryption 
10 Ways to Avoid Phishing Scams 
10 Ways to Keep PII Private 
10 Ways to Stay Safe on Social Media 
Incident Response 101 
Your Security Awareness Journey 
NonTech and Phys security tips and tricks 
Dangers of USBs 
Catching Malware 
Hide Your Passwords 
Introduction to Ransomware 
Data Breach Overview 
The Human Firewall's Top Concerns in All Three Domains
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Dashboard
Our Phishing and Training Dashboard allows you to see how your end users are doing at-a-glance.

Sample Phishing and Training At-a-glance

Dashboard
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Phishing Platform
You have the ability to schedule and send an unlimited number of Simulated Phishing Security Tests (PSTs) to 
your users during the subscription period. 

Our extensive library of templates allows you to use the platform for “turnkey phishing”. You can be up and 
running in less than 30 minutes. Our library of templates includes emails in the following categories: Banking, 
Social Media, IT, Government, Online Services, Current Events, Healthcare, and many more. There is a 
community section where you can swap templates with thousands of other KnowBe4 customers.

Samples of System Phishing Templates 

Simulated Phishing
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Phishing Template Customization
You also have the ability to customize any system template as well as include simulated attachments 
and macros.
 

Sample of Creating Custom Phishing Templates

Credit Card Security (Part 1)
This 5-minute micro-module covers why it's so 
important to protect credit card information; what 
hackers are after, how employees are a key factor 
in keeping credit card information secure; and how 
malware can be used to capture this information.

Credit Card Security (Part 2)
This 5-minute micro-module covers the rules for 
safely storing credit card information, the danger in 
texting credit card numbers, the rules for staying 
secure while working remotely, and the dangers of 
using Wi-Fi.

Danger Zone Exercise Micro-module
This 5-minute micro-module is an interactive 
course all about phishing. There are four scenarios 
where the learner is asked to spot the potential 
threat. Each scenario provides valuable feedback 
based on the learner's responses. There are two 
versions of this course, one with sound and one 
without.

Email Spoofing
This 5-minute micro-module covers the very 
important topic of email spoofing. It defines social 
engineering and shows how hackers can infiltrate 
an organization and create spoofed emails that 
trick unsuspecting employees. It also covers a 
real-life example of just how dangerous email 
spoofing can be.

Handling Sensitive Information Securely (Part 1)
This 5-minute micro-module covers the basics of 
safely handling sensitive information and goes into 
Personally Identifiable Information (PII).

Handling Sensitive Information Securely (Part 2)
This 5-minute micro-module covers part 2 of safely 
handling sensitive information and goes into 
Protected Health Information (PHI).

Ransomware
This powerful 5-minute micro-module takes an 
employee through the basics of ransomware, the 
different methods used to infect a machine, and 
how hackers trick unsuspecting users into 
downloading infected files.

Safe Web Browsing
This 5-minute micro-module takes employees 
through the basics of safe web browsing. 
Participants will learn how to avoid common 
dangers and discover the "dos and don'ts" of safe 
web browsing. This module is fully interactive with 
a quiz at the end.

Social Engineering
This 5-minute micro-module defines social 
engineering and describes what criminals are after. 
It covers the three main areas of attack: digital 
attacks, in-person attacks, and phone attacks.

Social Media Best Practices
This 5-minute micro-module provides a brief 
overview of best practices that businesses and 
employees can implement to prevent attacks and 
protect sensitive information from social media 
hackers.

Strong Passwords
This 5-minute micro-module covers the rules of 
how to create and use strong passwords in both an 
office environment and at home. Employees learn 
the 10 important rules for safer passwords, 
minimum password length, and how to remember 
long passwords.

USB Attack
This 5-minute micro-module covers the risks of 
picking up a USB stick and plugging it into a 
workstation.



9

Sample Landing Pages

Scheduling Phishing Security Test
Scheduling a Phishing Security Test is incredibly easy; everything is designed to mimic real world phishing 
attacks.

Sample Phishing Campaign Creation

Cyber Security Awareness Videos (2-5 mins)
A Day of Bad Passwords 
APTs 
Back Up 
Being a Human Firewall 
Beyond Phishing 
Cyber Crime Starts with You 
Data Breaches and You 
Data Classification Overview 
Data Loss and Insider 
Dumpster Diving 
Email Spoofing 
Examples of Insider Jobs 
Examples of Phishing 
Firewalls 
Free Wifi 
Human Firewall and Data Classification 
Introduction to the Cloud 
Making Strong Passwords 
Mobile Cyber Crime 
Mobile Security Overview 
Mouse Overs 
Non Technical Security Skills 
Password Security 
Phishing Contest Winner 
Phishing From Facebook 
Phishing From Netflix 
Phishing From Your Bank 
Phishing in Action 
Physical Security Threats 
PII and Compliance 
Pretexting 1 (Fake Fraud Protection) 
Pretexting 2 (Fake Help Desk) 
Pretexting: Fake Executive to I.T. 
Pretexting: From Fake Credit Card Company
Pretexting: Fake Employee to Help Desk 
Pretexting From Fake I.T. 
Privacy Vs. Security 
Proper Hard Drive Disposal 
Safe Surfing 1: HTTP vs HTTPS & Online Authentication 
Security Myths Busted 
Definition of Social Engineering 
Social Media Data Mining 
Spam 
The CIA Triad 
The Domains Triad 
The Many Lives Triad 
Types of Social Engineering 
What Does a Social Engineer Look Like? 
What is I.D. Theft 
What is PII? 
Why Security Awareness? 
Low-Tech Hacks to Steal Your ID 
The Many Lives of PII 
Social Networking Do's and Don’t's 
Social Media 
Understanding Encryption 
10 Ways to Avoid Phishing Scams 
10 Ways to Keep PII Private 
10 Ways to Stay Safe on Social Media 
Incident Response 101 
Your Security Awareness Journey 
NonTech and Phys security tips and tricks 
Dangers of USBs 
Catching Malware 
Hide Your Passwords 
Introduction to Ransomware 
Data Breach Overview 
The Human Firewall's Top Concerns in All Three Domains



Phishing Reply Tracking
KnowBe4’s new Phishing Reply Tracking allows you to track if a user replies to a simulated phishing email and 
can also capture the information in the reply for review within the KnowBe4 administrative console.

We have created a new category of system phishing templates called “Reply-To Online” which are specifically 
designed to test whether users will interact with “the bad guys” on the other end. However, the Phishing Reply 
Tracking also works with any of our 500+ phishing templates. 

Phishing Reply Tracking is simple to use, it’s on by default for new phishing campaigns via the “Track replies to 
phishing emails” option.

Additional options for this feature include:

 • Store the reply-to content, this is on by default, but may be disabled.
 • Customizable reply-to address sub-domain, making the reply-to address look similar to your actual 
    domain.
 • Track out of office replies to find out if your users are including company directories and other 
    information with their OOF messages.
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New Social Engineering Indicators (SEI)
Patent-pending technology, turns every simulated phishing email into a tool IT can use to instantly train 
employees. When a user clicks on any of the 700+ KnowBe4 simulated phishing emails, they are routed to a 
landing page that includes a dynamic copy of that phishing email showing all the red flags. 

You can also customize any simulated phishing email and create your own red flags. 

Users can then immediately see the potential pitfalls and learn to spot the indicators they missed in the future.
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Phish Alert Button
Employees Report Phishing Attacks With One Click

KnowBe4’s Phish Alert add-in button gives your users a safe way to forward email threats to the security team 
for analysis and deletes the email from the user's inbox to prevent future exposure. All with just one click!

 • When the user clicks the Phish Alert button on a simulated Phishing Security Test, this user’s correct 
    action is reported.
 • When the user clicks the Phish Alert button on a non-simulated phishing email, the email will be directly 
    forwarded to your Incident Response team.
 • Has fully customizable button text and user dialog boxes.
 • Clients supported: Outlook 2007, 2010, 2013, 2016 & Outlook for Office 365, Exchange 2013 & 2016, 
    Chrome 54 and later (Linux, OS X and Windows)
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Outlook Toolbar
Adds a Phish Alert button for your users

Office 365 Add-in Pane
Adds a Phish Alert link for your users

Gmail Extension
Adds a Phish Alert button for your users



EZXploit™
EZXploit has patent-pending functionality that allows you to do an internal, fully automated "human pentest" at a 
fraction of the cost to do this manually. 

EZXploit takes your simulated phishing attacks to the next level. You can now find out which of your users can 
actually be exploited by hackers.
 
Using EZXploit, you can launch a simulated phishing attack on (groups of) users that contains a link to a web page – 
which if clicked on – is recorded as a ‘failure’ in your admin console, but then takes an extra step and comes up with 
a secondary ruse like a Java popup that the user is social engineered to click on.

If the user clicks on the secondary action, another ‘failure’ is recorded in your admin console and their workstation 
can be scanned for several things like user name, IP address and other data related to that user's workstation and 
Active Directory information as specified by you in the admin console.
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Advanced Phishing Features



No malicious action is performed on the user’s system and all private data is deleted upon campaign deletion. 
Within your KnowBe4 admin console you can view the result data collected by EZXploit in a timeline preview as well 
as a full download of the data gathered.

EZXploit gives you a new, automated way to pentest your users and prevent hackers from owning your network. 
 

14



USB Drive Test™ 
Allows you to test your user’s reactions to unknown USBs, on average 45% of users will plug in USBs they find!

You can easily create your USB Drive Test from the KnowBe4 admin console and download a special, 
"beaconized" Microsoft Office file(s). You can also rename these files to entice employees to open them. Then 
place the files onto any USB drive, which you can then drop at an on-site high traffic area.

If an employee picks up the USB drive, plugs it in their workstation, and opens the file, it will "call home" and 
report the fail as well as information such as access time and IP address. Should a user also enable the macros 
in the file, then additional data such as username and computer name is also tracked and made available in 
the admin console.

GEO-location
See where your simulated phishing attack failures are on a map, with drilldown capability and CSV-export 
options.

15



Vulnerable Browser Plugin Detection
Information about vulnerable plugins your users have installed on their browsers is automatically gathered 
during a phishing campaign. When a user fails and clicks on your phishing test, they arrive on our landing page 
which will gather information on what plugins are installed on that user's browser. We look at the results and 
compare them to a database of known vulnerable plugins and report it back to you.

You can see a detailed list of what vulnerable plugins a user has installed. This view will also provide a link to 
any additional information we can provide about that vulnerable plugin.
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Example of Detailed Report
Showing Vulnerable Plugins

Example of Detailed Report
Showing Potentially Vulnerable Plugins



Training Campaigns
Allows you to fully automate the roll out of your training, including scheduled automated reminder emails for 
all of your end users.

Our Console Allows You To Schedule Multiple Training Campaigns Which Can Overlap

Sample Training Reports
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Training Campaigns
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Active Directory Integration 
KnowBe4’s NEW Active Directory Integration allows you to easily upload user data and saves you time by 
eliminating the need to manually manage user changes. Once the ADI is configured, users will be added, 
changed and archived in sync with changes made within AD automatically. You can also upload users with 
CSV files.

User Management
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Reporting Per User is Also Available for Annual Employee Evaluations

Ability to Download all Clickers Over all Campaigns as an Easy to Sort CSV File

Reporting
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Custom Phishing Templates: The ability to create custom phishing email templates from scratch or by 
changing our existing templates to send to your users. You can now go even further and customize scenarios 
based on public and/or personal information, creating targeted spear phishing campaigns, which replace 
fields with personalized data. 

Custom Phish Domains: Phish Domain is the name we’ve given to the URL that populates in the lower left 
hand corner of your screen when you hover your mouse over a link in a suspicious email. We have a variety of 
different phish domains you can select from so the URL that populates is always changing, keeping your end 
users on their toes. Custom phish domains may be added upon request. 

Simulated Attachments: These customized phishing templates can also include simulated attachments in 
the following formats: Word, Excel, PowerPoint and zip, and they can have macros in them (also zipped 
versions of these files).

Custom Landing Pages: Each phishing email template can also have its own custom landing page, which 
allows for point of failure education and landing pages that specifically phish for sensitive information. 

Tracking Options: Campaigns can be set up to be either “click only” or traditional data-entry of sensitive 
information (credential theft).

Anti-Prairie Dog: KnowBe4’s unique "anti-prairie dog” feature allows you to send random phishing templates 
at random times throughout the Phishing Campaign, mimicking real life phishing attacks. You also have the 
ability to skip weekends during Phishing Campaign runs.

Phish Alert Button: Employees now have a safe way to forward email threats to the security team for analysis 
and have the email deleted from the user’s inbox to prevent future exposure. All with just one click. 

Phishing Reply Tracking: Allows you to track if a user replies to a simulated phishing email and can capture 
the information sent in the reply.

Social Engineering Indicators: Patent-pending technology, turns every simulated phishing email into a tool IT 
can use to dynamically train employees by instantly showing them the hidden red flags they missed within 
that email.

Security Awareness Training: The world's largest library of security awareness training content; including 
interactive modules, videos, games, posters and newsletters. (Diamond level)

Training Campaigns: Within the admin console you can quickly create ongoing or time-limited campaigns, 
select training module by user groups, auto-enroll new users, and automate “nudge” emails to your users who 
are complete.

Detailed Reporting: Reporting for phishing campaigns is conveyed as a general overview of the last 5 
campaigns, as well as specific reporting on single and recurring campaigns. Reporting can be further focused 
on a particular email that went out as part of the campaign, allowing you to see exactly who clicked on what 
email, what operating system they’re using, what browser and browser version they’re on. Our reporting also 
tracks whether end users attempt to download any attachments included as part of a Phishing Security Test 
and whether they input any sensitive information on select landing pages. This information is all available as a 
.csv download as well. Reporting per individual user is also available. 

Advanced Phishing Reporting:  Provides a lot of powerful features, for instance a report of Phishing failures 
by group or manager and many more reports.

Global Reporting: Global reporting allows you to view click through percentages for your entire organization 
over a specific, adjustable, window in time. Compare each of your groups Phish-prone™ percentage to see 
how your departments match up against each other.  
 
Top 50 ‘clickers’ Report: This is a list of the worst of the worst, your 50 most Phish-prone users. This report is 
available per phishing campaign or over all campaigns for particular window in time. Both reports are 
available as an easy to export .csv file.

EZXploit: Patent pending functionality that allows an internal, fully automated "human pentest".

USB Drive Test:  Allows you to test your user’s reactions to unknown USBs they find. 

GEO-location: See where your simulated phishing attack failures are on a map, with drilldown capability and 
CSV-export options.

Vulnerable Browser Plugin Detection: Within your console, you can now automatically detect what 
vulnerable plugins any clickers on your phishing tests have installed in their browsers.

Active Directory Integration : Allows you to easily upload user data and saves you time by eliminating the 
need to manually manage user changes.

Key Features
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Our SaaS subscription is priced per seat, per year. We offer Silver, Gold,
Platinum or Diamond levels to meet your organization’s needs.  

Silver Level: Training Access Level I which includes the Kevin Mitnick Security Awareness Training in the full 
45-minute module, the shortened 25-minute module, and the executive 15-minute version. In addition to 
unlimited Simulated Phishing Tests and enterprise-strength reporting for the length of your subscription. 

Gold Level: Includes all Silver level features plus Training Access Level II which includes all 27+ KnowBe4 
training modules. Gold also includes monthly Email Exposure Check (EEC) Reports and Vishing Security Test. 
     • Email Exposure Check monthly reports show you which email addresses from your domain are 
       exposed on the Internet and are a target for phishing attacks
     • Vishing Security Tests using IVR attacks over phone (available for U.S. and Canada)

Platinum Level: Includes all features of Silver and Gold. Platinum also includes our Advanced Phishing 
Features; EZXploit, USB Drive Test, Vulnerable Browser Plugin Detection and landing page Social Engineering 
Indicators. 
     • EZXploit™ is a patent-pending functionality that allows an internal, fully automated "human pentest" 
       (available for U.S. and Canada) 
     • USB Drive Test™ allows you to test your user’s reactions to unknown USBs they find
     • Vulnerable Browser Plugin Detection reports on browser / device used to open a phishing email and 
       vulnerable browser plugins the user has installed
     • Social Engineering Indicators patent-pending technology, turns every simulated phishing email into a tool 
       IT can use to dynamically train employees by instantly showing them the hidden red flags they missed 
       within that email

Diamond Level: Includes all features of Silver, Gold and Platinum. Diamond also includes Training Access 
Level: Unlimited, giving you full access to our content library of over 300 items including interactive modules, 
videos, games, posters and newsletters. In addition, you will have access to AIDA our bleeding-edge Artificial 
Intelligence-driven Agent (available for U.S. and Canada). 

Subscription Levels 

Admin Management Console

Unlimited Phishing Security Tests

Security ‘Hints & Tips’

Training Access Level I

Automated Training Campaigns

Crypto-Ransom Guarantee

Phish Alert Button

Active Directory Integration

Phishing Reply Tracking

Training Access Level II

Monthly Email Exposure Check

Vishing Security Test

EZXploit™ - “Automated Human Pentesting”

USB Drive Test™

Vulnerable Browser Plugin Detection

Priority Level Support

Social Engineering Indicators

Training Access Level: Unlimited

AIDA™ Artificial Intelligence-driven Agent BETA

FEATURES SILVER GOLD PLATINUM DIAMOND
MOST POPULAR



After years of helping our customers train their employees to better manage the urgent IT security problems of 
social engineering, spear phishing and ransomware attacks, we decided to go back, and look at the actual 
numbers over a 12 month peroid. 

We aggregated the numbers and the overall Phish-prone™ percentage drops from an average of 15.9% to an 
amazing 1.2% in just 12 months.  The combination of web-based training and very regular simulated phishing 
attacks really works.

“Social Engineering is information security’s weakest link.”
– Kevin Mitnick, ‘The World’s Most Famous Hacker’, IT Security Consultant

Visible Proof The KnowBe4 System Works
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