
 
 

 

DATA PROTECTION AND CONFIDENTIALITY POLICY 

 

Approved by: Group Risk & Compliance Committee 

Effective date: 01/03/2017  Review date: 31/03/2018 

Author & responsible officer: Head of Governance and Assurance 

Status: Approved Version: 5.00 

 

1 Introduction 

1.1 Aim 

This policy aims to protect and promote the rights of individuals, the Group 

and its associates by setting out the principles to be observed when 

collecting and using information. 

The lawful and proper treatment of personal information by the Group is 

extremely important to the success of our business and in order to maintain 

the confidence of our customers, employees and other stakeholders. 

 

The principles within this policy apply to any information of a personal nature 

relating to living individuals that is not a matter of public record. This 

information may be held on paper or in electronic form, including CCTV 

footage.  

 

The duty of confidentiality also extends to any sensitive commercial 

information relating to the Group or its associates. 

 

1.2 Corporate Plan 

Compliance with the Data Protection Act and other relevant legislation will 

support our corporate objective of ensuring our business model is 

sustainable and that Aster has no regulatory intervention. 

1.3 Compliance Framework 

Legislation relevant to this policy includes: 

 The Data Protection Act 1998 (the DPA) 

 The Human Rights Act 1998 (the HRA) 

 Privacy and Electronic Communications Regulations 2003 (PECR) 

 General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) 

(Adopted April 2016, application May 2018.  Replaces DPA 1998). 
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2 Policy statement 

2.1 This policy forms part of an enabling Data Protection Framework that 

supports lawful, proportionate and relevant information sharing. Processing 

which includes collecting; using; protecting and disclosing personal 

information will be carried out in compliance with the eight principles as set 

out in the DPA which state that data must be: 

 processed fairly and lawfully 

 obtained and processed for a specific purpose 

 adequate, relevant and not excessive 

 accurate and up to date 

 held for no longer than necessary 

 processed in accordance with the rights of the data subjects 

 kept secure from unauthorised processing or disclosure 

 not transferred outside the EEC area unless the same safeguards apply. 

2.2 In implementing these principles we will: 

 collect and process only the information we require to fulfil operational 

functions or to comply with legal requirements; 

 ensure we collect the right information and that we keep it up to date; 

 ensure that paperwork and computer records are not held for longer than 

is necessary; 

 take appropriate technical and organisational security measures to 

safeguard all personal information; 

 ensure that the rights of people about whom the information is held can 

be fully exercised (see 4.1 below). 

2.3 All employees will receive appropriate training to ensure they understand that 

good data protection practice is their responsibility. 

2.4 Access to personal information will be restricted to those employees who 

need to use it in the course of their work. 

2.5 Only in exceptional circumstances will information be shared with third 

parties without the prior knowledge of the individual concerned (see 4.2 

below). 

2.6 Those who entrust information to us will be told why it is needed, how it will 

be used and who will have access to it. Where sensitive personal information 
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(see 4.3 below) is required we will seek explicit consent to process it before it 

is recorded. 

2.7 When new or more intrusive technology is to be employed the impact of the 

change in terms of data protection will be assessed and, where possible, 

steps will be taken to reduce the effect. 

2.8 Corporate and commercial information, which is deemed to be sensitive, will 

be treated as confidential and safeguarded accordingly. 

2.9 Secure methods of disposal will be used when personal or sensitive 

commercial information is no longer required. 

2.10 Any breach of this policy will be investigated and this may result in 

disciplinary action being taken.  

2.11 Privacy risks should be identified and managed through the Privacy Impact 

Assessment (PIA) process. Further guidance is available from the 

Governance and Assurance team. 

2.12 Aster is committed to being compliant with the General Data Protection 

Regulation at the point of application in May 2018, and will ensure the 

regulations requirements are considered when reviewing or amending any 

process which involves personal data.  

3 Policy Implications  

3.1 Service/Performance Standards 

Training in data protection is given to all employees: 

• a self-learn module is completed by all office based employees within 4 

months of employment 

• the self-learn module is repeated every year 

• non-office based colleagues will receive regular training via alternative 

means, tailored to their role 

• regular awareness initiatives will support the formal learning 

• the above is monitored by the Governance and Assurance Team. 

 

3.2 The Data Protection Working Party meets, at a minimum, three times a year 

to review the implementation of this policy. 

3.3 Notifications to the Information Commissioners Office are reviewed regularly 

to ensure that they are accurate. 

3.4 Risk 

Failure to comply with the Data Protection Act places Aster at risk of action 

from the regulator – the Information Commissioners Office (ICO), which may 

include enforcement action, significant monetary penalty or prosecution. 
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4 Supporting Information 

4.1 Under the DPA individuals who provide us with personal information have: 

 a right of access to a copy of the information comprised in their personal 

data;  

 a right to object to processing that is likely to cause or is causing damage 

or distress;  

 a right to prevent processing for direct marketing;  

 a right to object to decisions being taken by automated means;  

 a right in certain circumstances to have inaccurate personal data rectified, 

blocked, erased or destroyed; and  

 a right to claim compensation for damages caused by a breach of the Act.  

 

4.2 Exceptional circumstances in which personal information may be shared 

without the prior knowledge of the individual concerned include: 

 for the prevention or detection of crime or the capture or prosecution of 

offenders; 

 for the assessment or collection of tax or duty; 

 to comply with the law or a court order; 

 where there is a clear health or safety risk; 

 in connection with court proceedings or statutory action to enforce 

compliance with tenancy conditions; 

 anonymously, for statistical research purposes. 

 

4.3 Sensitive Personal Information means personal data consisting of information 

about: 

 the racial or ethnic origin of the data subject; 

 political opinions; 

 religious beliefs or other beliefs of a similar nature;  

 whether the individual is a member of a trade union (within the meaning of 

the Trade Union and Labour Relations (Consolidation) Act 1992); 

 physical or mental health or condition; 

 sexual life; 

 the commission or alleged commission by the individual of any offence; 

 any proceedings for any offence committed or alleged to have been 

committed by the individual, the disposal of such proceedings or the 

sentence of any court in such proceedings. 

Related Policies and Procedures 

 

5 Related Documents 

5.1 Related Policies and Procedures 

5.2 This policy should be read alongside  
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 Data Protection Guidance 

 

5.3 The following are associated policies and procedures and support 

compliance to the Data Protection and Confidentiality Policy 

 Document Retention Policy  

 Document Retention Procedure 

 Customer Verification Policy 

 Customer Verification Procedure 

 Data Protection – Dealing with Data Breach Procedure 

 Data Protection – Dealing with Data Subject Access Requests Procedure 

 Computer Use Policy 

 Computer Use Guidance 

 

5.4 Further reading 

Further information can be found on the ICO’s website 

https://ico.org.uk/for-organisations/guide-to-data-protection/ 

 

https://ico.org.uk/for-organisations/guide-to-data-protection/

