
NATO’s mission is to enhance the national security of its individual member states through collective action. The basic 
premise which undergirds this effort is that the allies are condemned to live in a world in which security challenges 
will always be too universal, persistent and complex to be handled by the nation state alone. Success requires the 
balanced application of both military capabilities and skillful diplomacy, and this can come only from the potential for 
common threat analyses, capacity building and mutual assistance in crisis and conflict that an organization like NATO 
can offer. Yet today and seventy years on from the creation of the alliance, NATO faces a set of far more complex and 
multi-dimensional challenges that make the premise of “all for one and one for all” far more relevant. Here expertise 
matters more than size; innovation helps more than muscle; and knowledge and situation awareness rather than tanks 
and artillery are the first line of defense.

Conflict has always been about denying an adversary 
what is important to him and seizing or controlling what 
is important to you. States needed to think long and hard 
and weigh all the risks before they resorted to aggres-
sion with all its severe consequences and uncertainties. 
Today, by contrast, social and technological change have 
transformed this situation. Warfare has become less se-
vere but also more permanent and easier to resort to. If 
conflict was always about weakening your adversary and 
gaining political control or leverage over him, then the 
advent of the Information Age where data and know-how 
are more valuable than physical resources has created a 
situation where what is truly important to our societies is 
harder to defend and easier to attack. 

Cyberspace exemplifies this shift. Information technolo-
gy has connected everything to everyone with the result 
that for the first time in history anything can be attacked 
by anyone from anywhere at any time. The benefits of 
geographical remoteness from conflict zones or of dec-
larations of neutrality have been erased by this shift. Cy-
berspace also greatly multiplies the number of potential 

targets as an aggressor is no longer limited to state as-
sets, such as military bases or railway hubs, but can go 
almost anywhere within the victim’s society. The private 
sector, political parties, election campaigns, critical in-
frastructure, political critics and opponents: all can be 
disrupted. 

Cyber weapons are also highly versatile. The same mali-
cious computer code and malware can be re-programmed 
for espionage, disinformation and influence campaigns, 
disruption or actual physical destruction of information 
networks and automated control systems according to 
what the attacker wishes to achieve - or feels he can 
get away with. The attacker can stay in the virtual world 
of cyberspace (to steal or corrupt data or to send a po-
litical message) or cross over into the physical world to 
inflict even more damage. We have seen this with the 
Stuxnet attack against Iranian centrifuges a decade ago, 
with the destruction of the Saudi Aramco computerized 
administration system or more recently the IT network of 
the German Bundestag. 
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Unlike a kinetic attack a cyberattack can be disguised 
by using proxies such as criminal gangs or by routing the 
attack through a complex myriad of innocent third parties 
(bots or zombies in the jargon) who do not even know 
that they have been kidnapped for this purpose. Hence 
the cyberattack against banks and government minis-
tries in Estonia in 2007 seemed initially to be coming 
from computers in the United States. Of course, states 
generally know who is behind these cyberattacks, but, 
unlike with a kinetic action, gathering all the intelligence 
information and establishing proof takes time. 

As a result, it is cyberspace that has above all facilitated 
the emergence of the grey zone in modern conflict and 
what we now call hybrid warfare. For the aggressor, the 
exploitation of an adversary’s cyberspace appears low 
risk and potentially high gain. These attacks are low cost 
and easy to carry out. They do not require the massive 
mobilization of resources necessary for conventional and 
nuclear deterrence and war fighting in the three tradi-
tional domains of land, sea and air. States with weak 
or ageing conventional capabilities can invest instead in 
offensive cyber to strike back at their perceived adver-
saries in a David-versus-Goliath mode, as Iran and North 
Korea have repeatedly demonstrated. Indeed, North Ko-
rea uses its Lazarus hacking organization to rob banks 

(such as the National Bank of Bangladesh) and to steal 
Bitcoin precisely to help fund the modernization of its 
armed forces. 

Cyber offensive activity poses a double headache for the 
NATO allies in that it is targeted but also indiscriminate 
and random at the same time. Take for instance the Not-
Petya attack against Ukraine in 2017. The target was 
the Ukrainian MDoc corporate tax filing system, but as 
part of the collateral damage from this attack the Danish 

shipping and container delivery company, Maersk, had its 
global logistics tracking system taken down. Reports in-
dicate that it cost Maersk around US $ 200 million to fix 
this problem, and Lloyd’s of London calculated that the 
overall financial loss to companies from the spread of 
NotPetya was in the region of US $ 8 billion. Thus, cyber-
attacks may well be the first form of aggression in which 
the unintended victim of the attack suffers considerably 
more than the actual target. 
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Information technology has connected everything to everyone with the result that for the first time in history anything can be attacked by anyone from anywhere at any time. 
The benefits of geographical remoteness from conflict zones or of declarations of neutrality have been erased by this shift (image: FraneStockFootages/Shutterstock.com)

Cyberattacks may well be the first form of 
aggression in which the unintended victim of 
the attack suffers considerably more than the 
actual target.



CHALLENGES	TO	NATO

The emergence of cyberspace and the resulting weaponi-
zation of the internet have posed a number of challenges 
for NATO. Some of these are not particularly new. For 
instance, the advent of a new technology often offers 
enormous promise for the military as a wonder weapon 
or force multiplier which can give it a decisive edge in a 
future conflict. But very soon the adversaries also ac-
quire the same technology and the advantage turns into 
a headache as commanders need to switch their thinking 
from how to use the new technology to how to prevent it 
from being used. We have seen this with nuclear weap-
ons and earlier with ballistic missiles or chemical and 
biological weapons. 

By contrast what is new for NATO is that command of cy-
berspace increasingly conditions the success of military 
operations in the other domains as well as in cyberspace 
itself now that it has been recognized by the alliance at 
its Warsaw summit in 2016 as a fourth domain of opera-
tions in its own right. I would add that this applies equally 
to NATO’s latest and fifth operational domain - space - 
which was declared by NATO’s leaders at their summit in 
London last December. Space has more in common with 
the three traditional domains of land, sea and air than 
with cyberspace and was being used for military purpos-
es (such as observation, navigation, positioning, early 
warning and targeting) long before the arrival of the inter-
net. Space exploitation also depends overwhelmingly on 
physical assets such as satellites, launch vehicles and 
ground terminals, and it is disrupted primarily by conven-
tional military kinetic capabilities such as anti-satellite 
missiles or maneuverable attack satellites, such as the 
one that the United States has recently accused Russia 
of testing in low-altitude orbit. 

Like the three traditional domains, space is also high-
ly vulnerable to cyber disruptions such as spoofing or 
jamming that can turn satellites or interfere with their 
trajectories or block their transmissions. Moreover, cy-
berattacks can be directed at the satellites themselves 
but also at the ground stations or at the up and down 
links between the two, offering once again a rich attack 
surface. The large scale and increasing dependence of 
NATO’s military forces on cheaper, smaller and lighter 
low-orbit commercial satellites that have less cyber pro-
tection and hardening than military satellites only adds 
to the cyber defense challenge here. In sum, the novelty 
is that the alliance now has to proceed from the premise 
that all future conflict will have a major cyber dimension 
and across all five operational domains - the four physi-
cal and the one virtual. Figuring out which ones present 
the best advantages and/or the greatest vulnerabilities 

in view of the need to both deter and punish aggression 
and how to best exploit the first while minimizing the sec-
ond is a crucial test for NATO today. 

Yet this war-fighting challenge above the Article Five 
threshold of an armed attack, already difficult in itself, is 
compounded by a second challenge: that of securing the 
critical societal infrastructure of the NATO allies against 
cyberattack. Hybrid warfare has shifted the center of 
gravity of modern conflict away from land and borders 
towards control of key economic assets, critical supply 
chains and the political psychology of populations, in-
cluding what they choose to believe and how they per-
ceive reality. It makes no sense for NATO to build a con-
ventional Maginot Line of defense vis-à-vis Russia along 
its Polish and Baltic borders if at the same time Russia 
is going under, over and around that line with multiple 
hybrid attacks and intimidation and influence campaigns 
to divide democratic societies and undermine their po-
litical processes. This would be akin to handing Russia 
the fruits of victory without it ever having to risk all in a 
major conflict. 

Accordingly, when the alliance took its two major deci-
sions on cyber (declaring in Wales in 2014 that a cyberat-
tack could be considered as the equivalent of an armed 
attack and the previously mentioned decision in Warsaw 
to make cyberspace an operational domain) it was not 
just identifying a new adversary weapon to be matched 
(such as a new tank, stealth aircraft or missile) but em-
bracing a whole new concept of security: moving from 
the defense of territory to the defense of populations, 
from the protection of mainly military assets to the se-
curity of core economic and governmental infrastructure, 
and to operating both below and above the traditional 
Article Five threshold, which is increasingly losing its for-
mer exclusivity as the principal trigger for collective NATO 
action. So, the alliance’s initial cyber defense policies 
and action plans (modest though they were at the time) 
In fact marked not just a new activity but the creation 
of a new alliance, one more invested in the non-military 
threats and one prepared to act and respond much earli-
er in the spectrum from total peace to total war. 

HOW	WELL	IS	NATO	EQUIPPED?

So, what has this shift in NATO’s conceptual gears meant 
for the evolution of the alliance and how well and quickly 
has it adjusted to address a growing and more sophisti-
cated cyber threat?  In the first place, NATO has had to 
create the right political context for proper consultations 
and information sharing to take place on cyber vulner-
abilities and threats. If allies assess these challenges 
differently, collective responses and burden sharing in 
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developing the requisite capabilities become far more 
problematic. When cyber first came on to the NATO agen-
da in 2006, those allies with serious capabilities were 
unwilling to share details about these with other allies 
whom they were reluctant to trust with such sensitive 
information, given that cyber has until recently been the 
domain of covert rather than publicly acknowledged oper-
ations (as US silence on the Stuxnet attack against Iran 
underscored). On the other hand, those allies who had 
awakened late to the cyber threat and had neglected to 
make the right plans and investments were reluctant to 
discuss cyber in NATO for fear that their negligence would 
be exposed. It has taken time to create the trust and 
common understanding at the political level for common 
standards and projects to be feasible. The creation of a 
Cyber Defence Committee has been invaluable in estab-
lishing a structured format for such regular information 
sharing and consultations to identify common strategies 
and training and capability-development requirements. 

A second area involves assistance to allies, whether this 
be in the longer-term development of cyber expertise, 
skills and capabilities or in the response to attacks on 
individual allies, as happened to Estonia in 2007. NATO 
can help by sending rapid-response teams or the expert 

support of its NATO Communications and Information 
Agency.  A NATO Cyber Incident Response Coordination 
Centre (NCIRC) collocated at SHAPE at Mons provides 
useful threat analysis and forensics plus access to a 
number of industry partnerships and the expertise of cy-
ber security companies. It also provides 24/7 protection 
and coverage of those civilian and military networks on 
which NATO depends for its own operations whether in 
Europe or missions in Afghanistan, Iraq, the Mediterra-
nean and the Balkans. The alliance also holds cyber-de-
fense-specific exercises, such as Locked Shields and 
Cyber Coalition hosted by Estonia, which train national 
cyber defense specialists in the full range of skills and 
against the full spectrum of identified attack modes. Cy-
ber scenarios have been increasingly integrated into the 
alliance’s crisis-management exercises so that senior 
NATO diplomats and military planners can better under-
stand how cyberattacks could impact on their security 
and military contingency planning both below and above 
the Article Five threshold.  In this way, they can derive 
a better grasp of the appropriate responses whether 
through retaliatory cyber means or even kinetic meas-
ures and at what degree of severity a cyberattack could 
be considered as an armed attack and trigger the Article 
Five collective defense clause of the NATO treaty. 

Speech by NATO Secretary General Jens Stoltenberg at the Cyber Defence Pledge Conference in 2018 (Ecole militaire, Paris). The Cyber Defence Pledge was adopted in Warsaw 
in 2016 (photo: Flickr/NATO North Atlantic Treaty Organization)
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In third place, NATO can set standards for cyber defense 
efforts at the national level. The Cyber Defence Pledge 
adopted in Warsaw in 2016 is entering its fifth annual 
cycle of implementation. It has encouraged allies to be 
more transparent with each other regarding their national 
threat landscapes, strategies and their investments and 
capability-development plans. In this way, NATO Head-
quarters can have a fairly comprehensive overview of 
the cyber resilience of its individual member states, vital 
given that in cyberspace you are only as strong as your 
weakest link. NATO can then tailor its capability programs, 
such as those contained in the NATO force goals or its 
Smart Defence pooling and sharing projects, to those al-
lies that need to make improvements. The fact that allies 
share their annual assessments with each other as part 
of a review process is an additional incentive to show a 
good performance. 

Fourth and finally, the alliance has realized that cyber 
defense is the ultimate team sport. More than in the 
conventional defense area where you can develop most 
of your capability requirements in house and through gov-
ernment contracts, cyber security needs a complex set 
of relationships involving government, the private sector, 

the scientific and technological community and frequent-
ly former hackers and hacktivists who have turned into 
white knights and are willing to contribute their insider 
knowledge (the solution to the WannaCry attack came 
from one such individual).  Building this extensive cyber 
defense ecosphere is not easy as it extends well beyond 
the alliance’s traditional networks in the foreign and de-
fense ministries of its member states. The private sector 
can be more diverse, too, than the main defense compa-
nies as the innovation comes often from the social me-
dia tech giants as well as from start-ups. NATO has made 
a good start by establishing an industry partnership and 
a cyber range and innovation hub where new products 
and techniques can be tested and evaluated.

CONCERNS	FOR	THE	FUTURE

Thus far, NATO’s ambition to become a comprehensive 
cyber defense community has shown some creditable 
results. The alliance has agreed four policy documents, 
each building on the previous one, and the fusion of the 
intelligence, planning and operational branches has been 
impressive. Yet as NATO moves forward, three particular 
unresolved issues need to be addressed. 
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Maryland National Guard cyberwarriors supported their Estonian counterparts during Exercise Hedgehog 2018, also known locally and by NATO as Exercise Siil 2018 
(photo: Army National Guard/Maj. Kurt Rauschenberg)
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The first concerns the military uses of cyberspace in con-
flict. It is important that the alliance has clarified already 
that the international law of armed conflict applies to the 
cyber domain. But now the actual utility of cyber instru-
ments to achieve classical military objectives needs to 
be properly determined. Are they potential war winners 
or only force multipliers?  In which situations and against 
which targets would they be optimal?  What are the pros 
and cons of using offensive cyber as opposed to con-
ventional weapons?  The collateral damage implications 
mentioned earlier are a complicating factor here, as is 
the issue of whether a cyber impact is sufficiently long 
lasting to be of military value. It is easier to reconstitute 
a network than to rebuild a port or an airfield. After de-
claring cyber as a domain and thereby authorizing its mil-
itary commanders to begin to assess these questions, 
NATO has established a Cyber Operations Centre (CyOc) 
inside SHAPE to formulate the military doctrine and re-
quirements and to assess what the alliance needs on 
the military side to become capable of war fighting (and 
prevailing) in cyberspace. 

It is helpful that a number of allies have agreed to ad-
vance this effort by announcing their willingness to con-
tribute their sovereign national cyber offensive capabil-
ities to NATO. These public declarations can enhance 
the alliance’s cyber deterrence, but the arrangement 
also has its drawbacks. NATO has ruled out possessing 
its own offensive cyber capabilities, choosing to rely on 
these voluntary national contributions. This allows the 
alliance to state that its cyber posture is a defensive 
one, but as the importance of cyber operations in mod-
ern warfare increases, this position may not be tenable 
for long. As in the nuclear field, NATO will need a declar-
atory policy for the offensive use of cyberspace backed 
up by the collective use of offensive capabilities under 
rules of engagement set collectively by the alliance with 
adequate force-generation and burden-sharing arrange-
ments, and subject to proper guidance and request from 
the NATO military commanders. Otherwise, the current 
arrangements may inhibit rather than facilitate the use of 
offensive cyber effects by splitting the allies into for and 
against camps.

A second challenge concerns the cyber-response tool-
box. In other words, the set of diplomatic and econom-
ic measures that the alliance can adopt in response to 
cyberattacks of strategic significance. Of course, these 
will depend on effective attribution of these attacks in a 
way that commands confidence among the allies. Attribu-
tion is a national responsibility, but NATO could look at 
the standard criteria and the nature of the evidence on 
which a collective NATO-wide attribution could be based. 
The head of the National Security Agency in the United 

States, Paul Nakasone, has advocated a policy of “per-
sistent engagement” in responding in a predictable and 
consistent way to cyberattacks so that deterrence is built 
up over time as the benefits of attacks gradually diminish 
and the costs to the aggressor gradually increase. It is 
not easy to quickly assess the impact on the aggressor 
of these retaliatory measures so inevitably there will be a 
period of trial and error while we assess which measures 
(for instance the criminal pursuit of individuals, economic 
sanctions or asset freezes and travel bans) work best. At 
all events, the EU is moving in the same direction with 
its cyber diplomatic toolbox. Given the EU’s considerable 
financial and economic leverage, as well as the overlap-
ping membership of both organizations, it makes sense 
for NATO to try to synchronize its own responses with the 
other side of Brussels (as happened after the Salisbury 
attacks).

Finally, cyberspace has been used - as said earlier - not 
simply to paralyze an adversary’s critical IT and infrastruc-
ture capabilities but also to shape narratives and spread 
disinformation. As our lives move increasingly online - a 
trend accelerated by COVID-19 lockdowns and remote 
working practices - our exposure to twisted versions of 
the truth, conspiracy theories and social-engineering 
campaigns via the social media only increases. Certainly, 
NATO needs to grasp technology trends faster and to in-
tegrate innovation more widely in its military posture, but 
equally it needs to use that technology to shape its own 
public narrative and ability to reach younger and more 
diverse audiences. It needs to operate effectively in cy-
berspace and the social media to debunk myths and fake 
news and promote greater popular identification with the 
values and objectives of the alliance. Beyond the high 
politics of NATO summits and military budgets and ar-
maments programs it needs to communicate the every-
day of the alliance with its hundreds of useful projects, 
partnership activities and consultations to bring human 
beings together and improve security for the common cit-
izen. In short, NATO must not see cyberspace as another 
thing to be defended but as a dynamic space in which 
to develop adroitly its political role and public diplomacy. 
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