
26   Atlantisch perspectief

INTERVIEW

As Dutch society has found itself stepping more and more into the cyber realm, our dependence upon it has grown 
accordingly. This simultaneously means that society has become increasingly susceptible to the threats that come 
with cyberspace. More and more states, including Russia, China, and Iran, are using cyberspace as a tool to commit 
espionage and sabotage. Recognizing these threats, the Dutch government formed the Netherlands Cybersecurity 
Agenda making some 95 million euros systematically available to counter these threats.i These funds are committed 
to a struggle that is being waged, unseen by most people. Though it plays underneath the surface, it has the potential 
to cause massive repercussions and even evolve into open warfare. The law enforcement and security authorities are 
meant to check this environment, safeguarding it from lawlessness by holding transgressors to account. But how do 
they deal with these problems in such a fast-changing environment in which many of the old parameters that form the 
building-blocks of the legal order seem to blur? 

This blurring of lines is epitomized by what is commonly 
described as ‘gray zone’ conflict, a phenomenon 
described by the U.S. Special Operations Command as 
‘’competitive interactions among and within state and 
non-state actors that fall between the traditional war 
and peace duality.’’1 This mode of competition has been 
heavily applied to the digital realm and was exemplified in 
infamous cyberattacks such as the Stuxnet attack against 
Iran’s nuclear infrastructure in 2010, or cyberattacks on 
state and non-state institutions in Ukraine in 2014 and 
2016. How does the government cope with these evol- 
ving and increasingly dramatic dangers? To provide 
insight into this environment, Gerben Stormbroek and 
Bart Brouwers of the Netherlands Atlantic Association 
interviewed Brigadier General (Army Legal Service) Paul 
Ducheine, professor of Cyber Warfare at the Netherlands 
Defence Academy who also holds an endowed chair in 
the Law of Military Cyber Operations at the University of 
Amsterdam.  

FOUR	DIFFERENT	RULE	BOOKS

How do governments deal with these attacks, like 
those on Iran and Ukraine, and arethey even equipped 
to deal with these seemingly escalatory acts of cyber 
warfare? 
“Starting off, you have to ask yourself the question – are 
we really talking about cyber warfare? To illustrate what 
I mean, it might be useful to look at cyber as if it were 
a sport. As in any sport, everybody thinks they know 
something about it; if someone sees the rough shape 
of a ball, lots of people immediately think of football 
and start to make a judgment on that basis. But then, 
upon closer inspection, you see that people are hitting 
that ball with a stick. Does that make it hockey? Or is it 
maybe golf? These distinctions are of great importance 
as different rules apply to each game. Cyber security is 
no different. Everyone thinks they know something about 
security in cyberspace, but oftentimes people make a 
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judgment on the basis of the wrong book of rules.” 

“Cyber security is governed by roughly four different 
rule books (see Figure 1). These are ICT protection, 
law enforcement, intelligence operations, and conflict. 
These four different rulebooks can be considered 
to be in completely different paradigms from one 
another. Depending on the paradigm, there are different 
organizations that are involved, each with a different set 
of goals, rules and actions available to it. This makes it 
all the more important to establish what type of action 
you are dealing with. Establishing this means that you 
have to look at what actor initiated the action, what this 
action encompasses and what the goal behind it is. Was 
the ‘attack’ meant to inflict damage? Then we are talking 
about a cyber-sabotage. Depending on who committed 

this act and a government’s response, this could move 
it to either the paradigm of law enforcement, or even to 
the conflict paradigm. However, if this same actor were 
to break into a system to gather information without 
inflicting damage, then it moves into the intelligence 
paradigm.” 

In light of these paradigms, how would you judge the 
capabilities of the Netherlands in tackling these threats 
coming from the cyber domain? 
“The Netherlands has a lot of structure and organizations 
to deal with these threats. But, what characterizes 
the Dutch approach to these threats is its horizontal 
coordinating mechanism. To form an image of what I 
mean by this, you can compare the Netherlands to France 
or the United Kingdom. In contrast to the Netherlands, 

Brigadier General (Army Legal Service) Paul Ducheine, professor of Cyber Warfare at the Netherlands Defence Academy who also holds an endowed chair in the Law of Military 
Cyber Operations at the University of Amsterdam (photo: Deborah Roffel)
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these countries have a predominantly vertical structure 
for coordination that seeps through into the way their 
organizations handle cyber threats. You can also see this 
in their systems of government where a powerful head 
of state has far-reaching powers; it is a predominantly 
vertical organizational structure. This enables these 
states to act fast and decisively in response to cyber 
threats. The Netherlands, on the other hand, has a 
prime minister who is relatively equal to his ministers. 
This somewhat inhibits his options for responding 
quickly and decisively, but it offers different strengths of 
its own. Institutions are the primary beneficiaries of this 
horizontal organizational structure. As they are not so 
geared to one single center of command, they are more 
capable of cooperating with each other. Over the last 
decades, every one of these institutions has developed 
its own way of dealing with cyber threats. The police force, 
for example, is always on its guard to deal with cyber 
threats. The armed forces take the opposite approach: 
action is the exception as they spend time preparing to 
act against threats. Interinstitutional cooperation allows 
these two (and many other) institutions to learn from 
one another and the paradigms in which they operate.”

INSTRUMENTS	OF	POWER	

Tim Maurer,  Co-Director  of  the  Carnegie  Cyber  Policy  
Initiative,  stated  in  February  2020  that  democracies  
are  especially  susceptible  to  the  undermining  of  
institutions  on  account  of  their  democratic  values.  Do  
you  agree  with  this  statement?
“It is true that the Netherlands is always accountable to 
democratic rules of the game. There will always be a chain 
of command wherein the execution of a cyber operation 
or gathering intelligence has to be ultimately accountable 
to a democratically elected government. Let’s be clear: I 
would not want to have it any other way. What you do see 
is that, in the world, be it a democracy or a police state, 
societies place their security on a triangular spectrum. 
On the one side of this spectrum lie safety and security, 
on the other we find privileges and freedoms, whilst the 
third side relates to the benefits such as welfare and 
well-being. Too much of either of the first two sides will 
turn society into either a police state or anarchy. In the 
Netherlands, we attach a lot of value to individualism and 
personal freedom, which is why the judicial parameters 
are not geared towards the maximum protection of its 

Figure 1: This shows cyber security and its (roughly) four different rule books (on top, from left to right) and how they are related to the goal of an actor (from top to bottom.) 
Depending on who committed an act and a government’s response, this could move between the different paradigms of the four rule books (Figure: Paul Ducheine/Nether-
lands Atlantic Association)
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citizens and society as a whole. Rather, it tries to ensure 
a reasonable trade-off between the security and liberty 
of its citizens, with individual and collective benefits, a 
mode that carries over to the cyber realm. Societies that 
heavily value security and control their citizens in the 
cyber realm, such as China, are just as much bound to 
this spectrum; it’s just that their societies allow different 
parameters. Actors such as these do seem to be able to 
switch more easily between their instruments of power, 
employing them with extreme coordination and in a 
holistic strategy. One way in which this is expressed is 
the ease with which they shift between the four different 
paradigms. As these separations are more difficult to 
discern, it also becomes more difficult to ascertain the 
relation between an actor who initiates an action in the 
cyber terrain and the state’s government.” 

In the face of these difficulties, do you think that the 
government has the means to adapt to this situation? Or 
might it be necessary to set up a new rule book on the 
basis of an international treaty, specifically for the cyber 
realm?
“No, I do not think this is necessary. The law is adaptive, 
as are laws in war; it is written with this adaptability 
in mind. Take the first initiatives in Geneva and The 
Hague in the second half of the 19th century and early 
years of the 20th as an example; they were written in 
a time when the idea of aerial warfare hardly existed. 
In spite of that, these laws were able to provide a legal 
framework that was appropriate in two World Wars which 
saw the advent of massive aerial bombing campaigns 
and the nuclear bomb. The principles remain the same: 
when a state moves to the paradigm of conflict (i.e. as 
soon as it is engaged in “armed conflict”) it becomes 
accountable to the rules of the international conventions 
that established the laws of war. That means that a state 
would be allowed to attack an enemy army’s computer 
systems to make them unable to pay their soldier’s 
wages. If it were to attack a system that shuts down 
a hospital, then the state is committing a war crime. 
The same rules apply, meaning that a state is allowed 
to attack only military targets and is forbidden from 
attacking hospitals.”

Are the charters of international organizations such as 
NATO or the UN, equally adaptive to these developments? 
Has NATO explicitly stated whether article 5 can be 
invoked in case of a cyberattack?
“There is a great deal of discussion concerning the cyber 
realm in both organizations. The UN, for example, has 
brought together several multinational expert groups 
that are attempting to reach a consensus on rules (of 
conduct) in cyberspace. There is definitely a call for this 
amongst states. But in these discussions you can also 

see the different parameters that people place on the 
spectrum of freedom to security. This leads to difficult 
discussions.” 

“With regards to NATO, these talks have already 
taken place and NATO has taken a resolute posture: 
a cyberattack can most definitely be considered a 
justification to invoke article 5. As such, a cyberattack 
could lead to a response in kind in the cyber realm, but 
could also potentially lead to a conventional response.”  

What  type of cyberattacks would we have to think of that 
could form the basis for an escalation into a conventional 
war? 
“The point is that you don’t have to respond in kind; so, 
to escalate is a matter of interpretation. If a cyberattack 
is interpreted as an armed attack, then the choice is 
open to react through any means open to that particular 
paradigm of the law. The Corona-virus pandemic for 
example increased the chance of cyberattacks on health 
care facilities in a significant way. It shows the essential/
crucial role of health, and exposes a vulnerability in our 
national security. If one chooses to create digital havoc 
in health care IT systems, the damage (injury, death) 
could be massive, which could potentially lead to an 
armed response and ‘escalation’ into a conventional 
war. Chances are small though! But the impact could be 
high.”

Gerben Stormbroek is the editor of Atlantisch Perspectief.

Bart Brouwers worked as an intern for the Netherlands Atlantic Association.   

Would you like to react?
Mail the editor: redactie@atlcom.nl.
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