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ANALYSIS

 “One of the most drastic changes since the start of the century is the exponentially progressive development, and 
massive and global dispersion of digital technology” notes the update of the Netherlands Defence Cyber Strategy of 
February 2015.1 The development of digital technology is both a blessing and a curse.2 People around the world are 
becoming more interconnected via internet and social media, and commercial enterprises are no longer limited to lo-
cal or national markets. But the emergence of digital technology and especially the interconnectedness of electronic 
devices also have downsides: ranging from nuisances like cyber bullying, via Denial-of-Service-attacks and Islamic 
State YouTube-footage of decapitations, to sophisticated incursions into government or military systems, public util-
ities or commercial businesses of sovereign States, with ‘NotPetya’- or ‘Stuxnet’- cyber operations resulting in real 
world physical destruction of (cyber) infrastructure.3 

From a military and security perspective cyberspace is not 
merely a virtual dimension that needs to be reckoned with; 
cyberspace itself is a domain of operations in which de-
fensive and offensive operations can and will take place. 
NATO recognized the importance of cyberspace during the 
2016 Warsaw Summit and aligned cyberspace with other 
domains such as air, land and sea.4 The focus of NATO lies 
on cyber defense, though the first initiatives from individual 
Member States to develop offensive cyber capacities have 
commenced.

Are operations in cyberspace not merely old wine in new bot-
tles? On the contrary. Though there are many similarities 
between operations in all domains, cyberspace enlarges and 
levels the playing field for States and non-State actors to 
influence persons, groups or other audiences. New oppor-
tunities – and threats – emerge to unleash State power to 
disclose or destroy data in cyberspace or to manipulate peo-
ple’s perceptions. 

The goal of this article is to describe the potency of gener-
ating effects in or through cyberspace, making a distinction 
between hard- and soft-cyber operations. The next section 

will dissect cyberspace as an area of operations within the 
information environment and pinpoint possible targets within 
cyberspace, in order to portray hard- and soft-cyber opera-
tions in the last section. 

CYBERSPACE	

Information is omnipresent. Information is used to commu-
nicate, to gain knowledge, to gather intelligence, or to per-
suade. Ultimately it can be weaponized in an attempt to in-
fluence the understanding and decision-making of a targeted 
audience.  

The information environment, essentially the world we live in, 
can be conceptually divided into three dimensions. The phys-
ical dimension encompasses the globe, and furthermore, 
every conceivable tangible object. The cognitive dimension 
entails our individual and collective knowledge, perception, 
understanding and wisdom. The virtual dimension is the digi-
tal, imaginary reflection of the two other dimensions. 
The information environment can also be dissected into sev-
en layers as depicted in Figure 1 though this division is not 
set in stone. Cyberspace can then be regarded as a part of 
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the information environment. Virtual personas allow real per-
sons or organizations to access cyberspace via, inter alia, a 
username, alias, email-address or website. Such virtual per-
sonas enable access to the second, logical layer. This logical 
layer includes all non-tangible elements manifested in data 
or code (‘zeros and ones’), such as operating systems, pro-
tocols, applications, or other software and data components. 
The logical layer cannot function without the third, physical 
network layer. (Non-physical) data is produced, transmitted, 
processed and stored in physical parts and information flows 
through physical components of various networks. The three 
layers of cyberspace include the possible targeting objects 
for defense or attack in military cyber operations. 

CYBERSPACE	CHARACTERISTICS	

Operations in cyberspace differ fundamentally from regular 
operations in the land, sea or air domain. Traditional military 
factors such as time, space and range take on new meaning. 
Five factors differ significantly from the other domains:5

Reach. As cyberspace has a pervasive global reach and con-
nectivity, attackers can create effects in other parts of the 
world. This allows targeting from the tactical to the strategic 
level.

Time and speed. In contrast to ‘ready-to-fire’ weapons, so-
phisticated cyber effects may need to be tailored to the mis-
sion. The period between the decision to create effects and 
the actual use of the cyber capability could be significantly 
longer than when using traditional weapons. On the other 
hand, within milliseconds cyber actions in one country can 
have remote direct digital effects in multiple other States, 
whereas indirect effects in the physical world might follow 
soon thereafter.

Versatility and reusability. The broad menu of potential var-
ying effects can be designed to be temporary and reversible, 

as well as permanent and irreversible. These effects may be 
used against a wide scope of possible targets. Cyber means 
can be reused and re-engineered, to be exploited by the ad-
versary against its originator or other targets.6

Asymmetric effects. An attacker with the appropriate moti-
vation, resourcing and technical capability could conduct a 
cyberattack with strategic and/or large-scale effects, dispro-
portionate to the size and relative strength of the attacking 
entity.

Anonymity. The virtual dimension of cyberspace enables de-
ception and often allows attackers to mask their origin and 
their intent. Despite technological developments cyber oper-
ations are often difficult to trace and often deniable.

These characteristics make cyber operations particularly 
suitable for States or State-controlled actors to use in sit-
uations which require covert operations below the level of 
armed conflict.
 
ATTACKING	TARGETS	VIA	THE	VIRTUAL	DIMENSION

Modern technology-dependent armed forces find themselves 
operating in increasingly interconnected environments, in 
particular the information environment and cyberspace. 
Armed forces rely heavily on digital systems to perform tasks 
critical to mission success. Military equipment such as bat-
tle tanks, fighter jets, naval vessels or radar systems are 
computerized systems which are largely digitally connected. 
The same applies to critical national infrastructure, industrial 
control systems, command and control systems, communi-
cations or logistics systems. 

The virtual dimension reflects all these computerized phys-
ical means. Obviously, in times of conflict military objects 
have always been possible targets for kinetic attacks, but 
nowadays the computer hardware and software components 

Figure 1: The information environment including cyberspace (source: Jelle van Haaster)
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inside the military arsenal are additional targets, vulnerable 
to (cyber) attacks. This constitutes an additional (cyber) at-
tack avenue.

Persons, groups or organizations themselves are neither 
computerized nor interconnected and, therefore, not an in-
tegral part of cyberspace. They can, however, use computer 
hardware and software, virtual identities and networks to 
get connected and to exchange information in or through 
cyberspace. The virtual dimension can also reflect individu-
al thoughts or social networking. Though not part of cyber-
space, people can certainly be reached by means of comput-
ers and various (social media) networks. This is yet another 
possible attack avenue. 

HARD-	AND	SOFT-CYBER	OPERATIONS

The challenge of modern States is to use and protect their 
power not only in the traditional domains but also apply it to 
the fluid, ubiquitous and opaque cyber domain. However, this 
also provides opportunities. States can target objects in cy-
berspace – the virtual persona, logical and physical network 
layers - to influence the behavior and attitude of others to 
comply with the State’s will. The influencer can make use of 
two cyber-related avenues to pursue its goal: in or through 
cyberspace, i.e. hard-cyber or soft-cyber operations. 

Hard-cyber operations

Hard-cyber operations directly target the objects which are 
found in cyberspace itself. Virtual identities, virtual objects 
(such as software or data), computer hardware and network 
infrastructures therefore represent the wide range of poten-
tial targets to be directly attacked with a ‘cyber-weapon’ (ma-
licious software which creates harmful effects). Although the 
effects of hard-cyberspace operations may be aimed initially 
at the elements inside cyberspace, their objective is to influ-
ence the physical objects in the real world and subsequently 
the will, perception and behavior of their users: the targeted 
audiences. 

The target ‘virtual or online identities’ may encompass user 
profiles in e.g. social networks, online businesses, internet 
fora or websites. Such identities may be attacked creating a 
variety of effects, ranging from non-availability of accounts 
or websites by means of denial-of-service or ransomware at-
tacks, to modification of their content. A more sophisticated 
method is ‘deepfake’ technology in which a combination of 
artificial intelligence and deep (machine) learning methods 
is used to tamper with audio and video messages to create 
images of fake events of politicians or other influential public 
figures. 

NATO recognized the importance of cyberspace during the 2016 Warsaw Summit and aligned cyberspace with other domains such as air, land and sea. Pictured is NATO Secretary 
General Jens Stoltenberg during this summit (photo: dominika zara/Shutterstock.com)
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‘Virtual objects’ as a target encompass the non-tangible el-
ements that are related to or embedded in hardware. Think 
of firmware (software embedded in hardware), software, pro-
tocols, operating systems or data which are produced, trans-
mitted or stored. 7

During hard-cyber operations, the attacker employs its cyber 
capability to affect the confidentiality, integrity or availability 
of the virtual or physical network layers in cyberspace by 
denying, deceiving, destroying or disclosing data. 

Real world examples of hard-cyber operations are the (alleg-
edly US – Israeli) 2010 cyberattack on an Iranian uranium 
enrichment facility, the (allegedly Russian) 2015 – 2016 cy-
berattacks on the Ukrainian power grid and elections infra-
structure, as well as the 2016 email-hack of the US Dem-
ocratic National Committee; and the (allegedly Chinese) 
long-running cyberespionage activities in the US, which pre-
sumably started in 2003.

Soft-cyber operations

Unlike hard-cyber operations, soft-cyber operations do not di-
rectly target the objects within cyberspace. Instead, they use 
cyberspace merely as a vector to transmit messages. This 
time the content of the message is the weapon. 

The soft-cyber operation aims to persuade, manipulate or 
influence the behavior or attitude of groups by conscious, 
but above all subconscious, means of communication. The 
latter, making use of the limitations of the human cognition, 
is particularly suitable in cyberspace. Due to the (micro)
targeted abundance or withholding of information and the 
limits in time to process the information, the human mind 
will be forced to make short cuts in its understanding and 
decision-making. The aim of subconscious and psychological 
influence operations is to make use of inherent heuristics 
and biases to generate reflexive judgements, rather than 
rely on clear deliberate understanding and autonomous de-
cision-making. 

To understand this process, one only needs to look at how 
commercial businesses persuade people daily to consume 
their products. Marketing makes use of inherent preferences 
and heuristics of people such as the cognitive notions of en-
dowment and anchoring or the social heuristics of authority.8 
It is not about reality or truth; it is about perception. Soft-cy-
ber operations tend to influence precisely those perceptions 
in order to change the behavior of targeted audiences.

Though the phenomenon of influencing people is common to 
all eras, what is new is that modern cyberspace allows for 
much faster and virtually unlimited spread of information. 
And what is also new is that disseminating information is no 

longer the exclusive realm of the traditional (mass) media. 
Hence, any actor could influence other persons worldwide by 
means of computers and the internet. Known adversaries 
such as China and Russia have already added this instru-
ment of power to their arsenal, but also NATO has developed 
military doctrine for information operations, psychological 
operations or strategic communications. 

Today, cyberspace and its wide variety of related digital social 
media give each individual with a computer and an internet 
connection a voice: worldwide, 24 hours a day and seven 
days a week. This may start with posting harmless text mes-
sages, images or videos from activists, opinion leaders, influ-
encers or decision-makers through internet fora, vlogs, blogs 
or podcasts. It becomes more worrying when people hide be-
hind anonymous or fake identities and manipulate others to 
produce alternative facts, to make up fake news, or to mere-
ly gather classified information (‘social engineering’). Origi- 
nal messages may be copied, modified and re-posted, by 
automated computer programs (web-robots or algorithms), 
or hybrid human-web armies, also known as troll factories. 
Propaganda, hoaxes, rumors, deceiving or misleading infor-
mation about general discussion points such as politics, 
climate, economy, privacy and human rights, or more mili-
tary-related issues such as casualties, executions, torture, 
rape, refugees and collateral damage may easily fuel hatred 
and division between adversaries. In doing so, a malicious 
actor may saturate the information environment with specific 
inflammatory messages. Perhaps words may not directly kill, 
but their consequences may certainly have a polarizing effect 
and sow social discord. 

The soft-cyber operation targets the cognitive dimension of a 
particular audience via their digital reflections in cyberspace, 
e.g. influencing voters via their profiles on social media.9 
Real world examples are the influencing operations in the 
aftermath of the 2014 MH17 downing in the Ukrainian air-
space, and influencing operations during the 2016 US presi-
dential elections and the 2016 UK European Union Member-
ship referendum. During the two latter events both foreign 

Figure 2: Reflection of physical objects and cognitive functions In the virtual dimen-
sion (source: Dutch Ministry of Defense)
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and domestic disinformation, leaking and trolling operations 
targeted the social media profiles of potential voters. 
 
Overview

Figure 3 shows various differences, but also a similarity be-
tween soft- and hard-cyber operations. The similarity lies in 
the use of cyberspace as a platform to deploy cyber-weapons 
and to create effects. The main difference lies in the weap-
ons to be used, or rather the payloads (content versus data) 
that create desired effects. 
 
Hard- and soft-cyber operations can be combined. The 2016 
DNC hack was a hard-cyber operation in which hostile actors 
pilfered numerous mails (data) via a spear-phishing ploy. The 
leaking of the mails of the DNC employees was a soft-cyber 
operation, making use of the cyber domain but in no way al-
tering it. The aim of the leaking operation was to manipulate, 
influence or persuade the US audience, hence the cognitive 
dimension of the targeted audience. 

CONCLUSION

The free flow of data and the seamless functioning of net-
work structures have become critical for military forces and 
civil society at large. States and non-State actors seek to 
exploit vulnerabilities in military and non-military digital sys-
tems and networks to gain advantage. The goal of this article 
is to describe the potency of cyberspace as a new domain 
of engagement, including for military actors such as NATO. 

Cyberspace can be defined as a three-layer realm with virtu-
al persona, logical and physical network layers. The digital 
reflections of tangible objects and the digital reflections of 
persons or groups are possible targeting objects for military 
cyber operations. 

A hard-cyber operation is an operation in cyberspace with 
the aim of destroying, disrupting or deforming data or digital 
reflections in cyberspace. The hard-cyber operation can have 
an indirect disruptive or destructive effect on the materiel in 
the physical domain or on the human psyche in the cognitive 
domain.

The soft-cyber operation is an operation through cyberspace 
with content as a weapon. It uses, but does not tamper with, 
the data or digital reflections in cyberspace. The aim is to 
manipulate, persuade or influence the cognitive dimension 
of individuals or groups by means of conscious or subcon-
scious messages, pictures, flashes or other stimuli delivered 
via digital reflections of persons and groups in cyberspace. 

All things considered, hard- and soft-cyber operations are 
both a threat and an opportunity of which we must take se-
rious account in times of conflict and even times of peace.

ANALYSIS
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Figure 3: Soft-cyber versus hard-cyber operations (source: Dutch Ministry of Defense)


