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ANALYSIS

The Outer Space Treaty is the ‘Magna Carta’ of international space law. It details the most fundamental rules and 
principles applicable to activities related to the space domain. Outer space is the ‘province of all mankind’ and is 
to be used for peaceful purposes only. At the same time, however, space has always been a militarized environment. 
In recent years, the militarization of space seems to be really taking off.1 If this trend continues, space might just 
become the new battlefield. Various states possess anti-satellite (ASAT) weapons, and testing these results in a 
significant amount of space debris (junk that orbits around earth). NATO recently formulated an overarching space 
policy and officially recognized space as an operational domain of warfare. After years of debate in the United States 
Congress, President Trump launched the Space Force in December 2019. France and several other states have similar 
plans. Clearly, states are becoming increasingly proactive when it comes to the (further) militarization of outer space. 

In this short paper, my goal is to draw attention to the 
gap between the idealist space-law regime and the pro-
gressive militarization and weaponization of space.2 
First, I will discuss a few foundational principles of in-
ternational space law, and I will subsequently outline 
various recent developments regarding military uses 
of space. Do we need to be concerned about an (up-
coming) arms race in outer space? And if so, what can 
prevent the use of those weapons? I will argue that it 
is precisely this gap between rules and practice that is 
problematic; it makes it very difficult to adequately reg-
ulate military activities in space and the deployment of 
space weapons. Such weapons are not limited to orbit-
al ASAT weapons and ground-based missiles equipped 
with kinetic warheads; they can also take the shape of 
cyberattacks on space infrastructure. 

As noted in other articles in this special edition of  
Atlantisch Perspectief, the cyber domain has created 
new dynamics in competition between rivalling states. 
That means that vital infrastructure, not only on earth 

but also in its orbit, is vulnerable to cyberattacks, at-
tacks which might eventually lead to conventional con-
flict, as noted by Paul Ducheine in this issue. As the 
cyber domain and the space domain are strongly related 
to each other, regulation of military activities in space is 
needed. It is vital to further develop and strengthen the 
legal framework, in light of military-technological devel-
opments. To prevent the hostile use of space weapons, 
and even actual space warfare, clear and specific rules 
are required (although those cannot guarantee that 
space will necessarily be used in a peaceful way).

THE	PEACEFUL	USE	OF	OUTER	SPACE

Space law “comprises all the law that may govern or ap-
ply to outer space and activities in and relating to outer 
space.”3 It is a special branch of public international 
law developed to deal with potential problems related 
to the exploration and use of space. While there are 
many sources of space law, the core is made up of five 
multilateral treaties, drafted under the auspices of the 
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United Nations. The 1967 Outer Space Treaty was the 
first of these and is a foundational treaty; it contains 
general principles that lay the foundation for the body of 
international space law.4 

The preamble of the Outer Space Treaty emphasizes the 
common interest of all mankind in the peaceful use of 
space. The general goal of international peace and se-
curity is “pursued through the specific requirement that 
space is to be used for exclusively peaceful purposes.”5 
The “peaceful purposes” principle binds states as a 
rule of customary international law. Article I determines 
that the use of outer space must be carried out for the 
benefit of all countries, and “shall be the province of 
all mankind.” International cooperation in scientific re-
search is encouraged. Article IV is the most important 
space disarmament provision. It prohibits the placing 
of nuclear weapons or other weapons of mass destruc-

tion in space. In addition, it specifies that the Moon 
and other celestial bodies can be used only for peaceful 
purposes. Establishing a military base on celestial bod-
ies, testing weapons, or otherwise engaging in military 
activities not directly related to scientific activities is not 
allowed.
 
The Outer Space Treaty reflects a significant dose of 
aspiration and idealism. Safeguarding global security is 
central; states are stimulated to explore and use space 
in a responsible and peaceful way, keeping in mind the 
interests of the global population as a whole. The spirit 
of the law is very much one of peacefulness, coopera-
tion, transparency, and an equitable enjoyment of the 
benefits of space. Despite this spirit, however, the Out-
er Space Treaty nonetheless allows for many military 
activities. For example: conventional weapons in space 
are not explicitly prohibited; a nuclear warhead on a bal-

Satellites are targeted by cyberattacks, and relatively inexpensive disruptive methods (such as jamming and spoofing) pose a growing military threat (photo: Vadim Sadovski/
Sutterstock.com)
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listic missile that goes through space (instead of being 
placed there) does not seem to be prohibited; and vari-
ous military activities are permitted, just as long as they 
do not take place on celestial bodies.

Moreover, since the Outer Space Treaty consists mainly 
of general principles, the practical meaning and impli-
cations of the treaty can be unclear,6 leaving the cru-
cial question: What exactly does “peaceful purposes” 
mean? In legal circles, the precise meaning of this term 
has been debated for decades. This discussion was 
initially focused on determining whether peaceful pur-
poses should be interpreted as non-military activities. 
Today, it is assumed (based on accepted state practice) 
that military activities in space are permitted, as long as 
they are non-aggressive (i.e. passive or defensive). The 
question that legal experts are now concerned with is 
whether (a certain way of) weaponizing celestial bodies 
and/or space is prohibited, or whether the prohibition 
applies merely to aggressive military activities in viola-
tion of article 2.4 UN Charter (the prohibition on the use 
of force in international relations).7 There are relevant 
differences between militarization, weaponization, and 
the use of force. While space has been used for military 
purposes since mankind began its exploration of space, 
force has not (yet) been used between states. An inter-
esting question is whether (and to what extent) space 
is weaponized. 

AN	ARMS	RACE?

Space weapons have been actively developed since the 
1960s. Recently, however, there seems to be renewed 
interest in the prospects and opportunities offered by 
the space domain. Space is seen as the military high 
ground. Space infrastructure is a critical enabler for a 
variety of military activities on earth. Spy satellites are 
used to gather valuable intelligence (reconnaisance). 
New types of ASAT weapons are developed and tested. 
Mysterious satellites are maneuvered to different orbits 
and/or launch smaller objects into space. For example: 
Russian Cosmos 2542 suddenly deviated from its fixed 
orbit earlier this year and launched Cosmos 2543, after 
which both satellites maneuvered dangerously close to 
an American spy satellite.8 Aside from potential coun-
ter-reconnaissance purposes, such positioning enables 
the infliction of damage to the satellite – e.g. physically, 
with laser, or electromagnetic pulse. Such close-prox-
imity operations, therefore, cause a good deal of anxi-
ety in the international community. Moreover, all space 
infrastructure depends on cyber technology, and ex-
perts warn states about vulnerabilities to cyber threats 
in space.9 In 2019, the USA used offensive cyber ca-
pabilities to launch a cyberattack on Iranian weapons 

systems in retaliation for a shot-down drone, disabling 
the computer systems in control of rocket and missile 
launchers.10 

Since many objects in space are dual-purpose (combin-
ing military and civilian functions) and states are not 
always transparent regarding the nature and purpose 
of their activities in space, it is difficult to assess the 
degree to which space is currently weaponized. None-
theless, two renowned think tanks recently published 
elaborate studies mapping the proliferation of different 
types of ASAT weapons.11 These reports confirm that 
quite a number of states possess kinetic anti-satellite 
weapons, designed to physically strike a target. The 
USA, Russia, China, and India have tested such weap-
ons on their own satellites. Some of these ASAT tests 
created large amounts of space debris: junk that now 
orbits around the Earth. Furthermore, non-kinetic, so-
called ‘soft kill weapons’ are increasingly common. Sat-
ellites, ground systems and the communication links 
between them are targeted by cyberattacks. Relatively 
inexpensive disruptive methods (such as GPS jamming 
and data spoofing) pose a growing military threat. While 
the progressive weaponization of space seems real, it 
remains hard to determine whether this can be charac-
terized as an actual arms race.

RISKS	

Against the backdrop of today’s rising geopolitical ten-
sions, it is obvious that these developments lead to se-
rious risks either directly, through an intentional attack 
on space infrastructure, or indirectly by causing addi-
tional space debris.12 According to ESA estimates, there 
are currently already 5500 satellites in space. About 
half of those are functional. A total of around 34,000 
pieces of debris measuring over 10 cm can be found in 
space.13 An intentional attack or a collision with a piece 
of debris can prevent armed forces from flying drones, 
guiding missiles to targets, determining the location of 
troops, or monitoring human rights violations and ref-
ugee flows, but can also disable commercial aviation, 
weather predictions, telecommunication, electrical 
grids, and financial transactions. For both the military 
and the civilian populations, space infrastructure has 
become essential. 

It is therefore vital to mitigate these risks. The most 
obvious way to achieve that is by having a solid legal 
framework in place, with specific, coherent, and clear 
rules to guide state behavior. Such a framework can 
guide space policy, shape military doctrines, and re-
duce political tensions by shaping expectations regard-
ing acceptable state behavior. This, however, is exactly 
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what seems to be missing. There is a significant gap 
between the idealist spirit of the law and state prac-
tice – the military uses of space that need to be regu-
lated. Due to space law’s focus on peaceful purposes, 
it does not provide sufficiently specific rules that apply 
to the weaponization and use of force in space.14 Of 
course, should an armed conflict break out, the laws 
of war would apply. However, while armed conflicts are 
regulated by a wide range of conventions and treaties, 
there are no specific rules for warfare in space. And 
given the unique features of the space domain – the ab-
sence of physical boundaries, lack of sovereignty, rapid 
technological developments, variety of actors, and du-
al-purpose of space objects – the existing laws of war 
cannot simply be applied to space warfare. According to 
Christopher Johnson, space lawyer for the Secure World 
Foundation: “In the space domain we don’t know what 
the rules are. Literally, we do not have any conventions 
or rules for conflict in space.”15 This lack of a solid legal 
framework allows unwanted wiggle room for states to 

(further) weaponize space, and it thereby increases the 
likelihood of space warfare.  

THE	WAY	FORWARD	

The existing legal framework needs to be strengthened 
and further developed by specifying abstract principles, 
creating new legal norms, eliminating incoherencies, 
and integrating the unique characteristics of the space 
domain. Cyber security in space and military-techno-
logical developments require special attention in that 
regard. Ideally, a new binding treaty would be drafted. 
This, however, seems not to be feasible: it has proved 
rather difficult to reach agreement between states, and 
various multilateral initiatives have ended in disappoint-
ment. In spite of that, the framework can still be devel-
oped in a different way. It is rather common for a group 
of independent experts to clarify how existing interna-
tional law (especially humanitarian law) applies in a par-
ticular context. An example is the Tallinn Manual on the 

All space infrastructure depends on cyber technology, and experts warn states about vulnerabilities to cyber threats in space. For both the military and the civilian population, 
space infrastructure and its worldwide connectivity has become essential (photo: NicoElNino/Shutterstock.com)
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International Law applicable to Cyber Warfare (2012). 
Two groups of experts are currently working on manuals 
for warfare in the space domain. The Woomera Manual 
on the International Law of Military Space Operations is 
led by the University of Adelaide and Exeter University, 
and the MILAMOS Manual (Manual on International Law 
Applicable to Military Activities in Space) by McGill Uni-
versity in Canada.  Both are likely to appear in 2021. 
Manuals like these are not strictly binding, nor can they 
be enforced. Nonetheless, they do carry weight, and are 
relied on by governments and armed forces. As such, 
they have the potential to guide space policy and mili-
tary doctrines, and thereby help prevent the hostile use 
of space weapons.

CONCLUSION	

Regardless of whether or not we should be concerned 
about an arms race in outer space, the risk of progres-
sive weaponization and space warfare is becoming ever 
more real. Space technology is developing rapidly. Ex-
isting space law has not kept pace with these develop-
ments; it is based on an idealized conception of space 
as common heritage, to be used for peaceful purposes 
in the interest of all mankind. This gap between rules 
and practice is problematic; often it is simply unclear 
what is or is not permitted. Close-proximity operations, 
cyberattacks on space infrastructure, and ASAT tests 
are not adequately regulated.16 On top of that, the ex-
isting framework would not provide definitive answers 
should states engage in space warfare. Strengthening 
the legal framework increases the chance that outer 
space will be used responsibly in the future. Therefore, 
as I have argued, it is of utmost importance to further 
develop and strengthen the existing legal framework to 
make it future-proof. 
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