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More than 17,000 attendees meet annually at the Black Hat conference in Las Vegas. Black Hat (after the nickname 
for someone who violates the security and integrity of computers or networks with malicious intent) began nearly 25 
years ago as an underground event where young laptop-carrying enthusiasts in black T-shirts gathered to experience 
and exchange “the most brutal” hacks. At the conference game consoles were manipulated and robots built. But 
Black Hat had a more serious side as well: vulnerabilities in critical systems were openly discussed. By looking under 
the hood of commonly used systems and networks, Black Hat participants worked together in the City of Sin to help 
secure our digital world.

Today, the Black Hat conference has become a leading 
multi-day exhibition for information security where compa-
nies show their latest applications, where you can have a 
picture taken with well-known hackers, and where national 
and foreign security services come to collect information. 
This evolution, or commercialization according to some 
former participants of Black Hat, is characteristic of the 
way in which cyber security has evolved in recent years. 
Where in the past lone hackers, like modern-day Don 
Quixotes, battled large companies like Microsoft, Google 
or Cisco by exposing vulnerabilities in their systems or 
networks, many other actors are now involved. Multinati-
onals, small business entrepreneurs, governments, and 
NGOs are stepping up their security game, in some cases 
even in cooperation with the hackers who targeted them 
in the past.

What has changed? On the one hand, public naming and 
shaming by hackers of organizations with poor security 
has resulted in a wake-up call.1 In addition, increased 
regulations and thus liability in the event of security in-
cidents have given a boost to cyber-security guidelines, 
especially in the private sector. A more important develop-
ment, however, is the realization that cyber security is too 
important to be left to just some passionate individuals. 

Information Technologies make up the most important in-
frastructure we have today. As a result of the near comple-
te digitization of almost every critical process and nearly 
every critical system, an incident in a network or system 
can lead to a chain of events and ultimately the failure of, 
for example, gas supply, water supply or electricity supply. 
Due to the almost complete disappearance of analogue 
alternatives and the absence of fallback options, depen-
dence has grown to such an extent that even a seemingly 
local incident can easily lead to serious disruptive da- 
mage.2 

PUBLIC	GOOD	/	FIFTH	DOMAIN

The great dependence on information technologies me-
ans that we have increasingly come to regard them as a 
public good.3  But protecting this public good is not easy, 
because who is responsible? It seems obvious that we 
cannot just leave it to the hacker community, but what can 
we expect from the private sector, or from governments as 
the traditional guardians of public goods?

The question of who is responsible has led to interesting 
developments in recent years. The private sector has laun- 
ched a number of collaborations to share knowledge and 
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expertise in the field of cyber security, such as The Coali-
tion to Reduce Cyber Risk (CR²), the Open Source Security 
Foundation and the CyberSecurity Coalition. Steps have 
also been taken at state level. The cyber domain has, for 
example, been adopted by NATO as the fifth domain of 
warfare, in addition to the domains of land, sea, air and 
space. This is a clear statement that the Alliance sees 
an important role for itself in protecting and defending 
digital infrastructure. Also on a national level various go-
vernment bodies, such as ministries, but also municipa-
lities and independent administrative bodies, have been 
looking to do ‘something’ in securing the cyber domain. 
In the Netherlands alone the number of cyber task forces 
within these organizations has reached the double digits.

However, the fact that individuals, companies, states and 
organizations recognize the cyber domain as a public 
good does not necessarily mean that one of the parties 
can just take the lead in protecting it. ‘Cyber’ is extremely 
difficult to manage. Due to the multitude of users, sys-
tems, networks and data, the domain is often conside-
red vague and complex. It is widely known that the cyber 
domain does not adhere to geographical boundaries, but 
there are more problems. Unlike the other domains of 
land, sea, air and space, cyber is not a force of nature 
where the laws of physics and constitutional laws apply. 
In addition, the domain is not static, but continuously 
evolving. The applications, scope and size of the domain 
change day by day. Cyber is a purely man-made infrastruc-

An incident in a network or system can lead to a chain of events and ultimately the failure of, for example, gas supply, water supply or electricity supply. Due to the almost 
complete disappearance of analogue alternatives and the absence of fallback options, dependence has grown to such an extent that even a seemingly local incident can easily 
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ture, which also makes it finite. In the end, it is people 
who keep the infrastructure up and running. This is an 
important attribute as there is nothing to stop us from 
cancelling or replacing the domain if it no longer meets 
our requirements. And finally, unlike the other domains, 
the cyber domain is not owned by governments, but is in 
the hands of large corporate enterprises. 

FINDING	YOUR	OWN	ROLE

Because of the unique characteristics of the cyber do-
main, its protection cannot be organized in the same way 
we protect ‘traditional’ public goods. Cyber security can-
not be compared to border controls that guard national 
borders, submarines that protect shipping routes or a 
radar installation that monitors airspace. Concepts such 
as ownership, boundaries, legislation, supervision or in-
tervention cannot easily be translated into cyber equiva-

lents. Furthermore, the complexity of the infrastructure 
means that perpetrators and attackers in the domain 
are hard to trace and even more difficult to identify. The 
question whether a hacker who attacks our public good 
is a criminal, whistleblower, spy, terrorist or a soldier from 
another state is therefore not easy to answer. And even 
if we could know the motives of our adversary, it would 
be challenging to respond because security operations or 
repercussions can lead to unforeseen chain effects due 
to the interconnectedness of the infrastructure.

The inherent challenges of the cyber domain force actors 
willing to step up their cyber security game to look beyond 
their traditional security roles. What can soldiers, diplo-
mats and politicians do when, for example, multinationals 
seem to be involved in installing back doors in commonly 
used IT systems? Or when globally branched networks 
of criminal hackers seem to be pursuing state agendas 
as proxies? And what duty do companies still have regar-
ding the systems, products and networks they built, which 
have become the backbone of so many critical processes 
in society?

In search of fitting roles and responsibilities in cyber se-
curity, strange initiatives sometimes arise. The dialogue 
that the then Dutch special ambassador for cyber issues, 
Uri Rosenthal conducted in 2015 with Chinese represen-
tatives about a digital non-aggression treaty between Eu-
rope and China, immediately led to parliamentary questi-
ons.4 It was not clear on behalf of whom and with what 
mandate Rosenthal, currently working as a crisis advisor 
for two Chinese research institutes, wanted to negotiate 
with China. 

The questions to what extent a state party ‘handles’ the 
cyber domain and to what extent individuals, companies 
or states can actually be identified as perpetrators in 
the cyber domain, also arise when reviewing the recent-
ly presented EU sanctions regime for cyber criminals.5   
Through this regime, travel restrictions are imposed on 
hackers and foreign entities and their assets are frozen. 
Stef Blok, the Dutch Minister of Foreign Affairs stated in 
July 2020 that with the regime “the price to pay for bad 
behavior [in cyber] is being increased, because the bad 
guys still get away with it too often.”6  How this regime 
should be implemented (or to what extent a bad online 
hacker will be affected by geographic travel restrictions) 
is yet to be seen.

That the confusion about roles and responsibilities in the 
protection of the cyber domain can sometimes lead to 
Wild West scenarios is perhaps best illustrated by the 
hack on the Hollywood-based private entertainment com-
pany Sony Pictures (subsidiary of the Japanese Sony com-
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pany). In 2014, the hacker group “Guardians of Peace” 
stole confidential information from Sony after the an-
nouncement of a comedy film about Kim Jong-un. In res-
ponse to the suspicion that the hackers were supported 
by North Korea, then President Obama indicated that he 
would avenge the hack: “We will respond proportional-
ly and we will respond in a place and time and manner 
that we choose.”7 A month after the hack, the whole of 
North Korea suffered an internet blackout that lasted al-
most ten hours. It was suggested that this was a covert 
sabotage operation ordered by the US president. Later 
North Korea was openly punished by the US government 
for the feud between the hackers and the entertainment 
company. In early 2015, President Obama imposed addi-
tional economic sanctions on the country on top of the 
already existing sanctions regime as a direct response to 
the hack.8 As a well-known Hollywood meme notes: “Well, 
that escalated quickly.”

MAKE	CYBER	SMALL	AGAIN

The dilemmas surrounding sanctions or to what extent 
hackers can be grounded are indicative of the public-pri-
vate tensions in the hard-to-grasp cyber domain. In recent 
years, several think tanks, panels and forums have the-
refore been set up to bring the various public and private 
stakeholders in the domain closer together. With the best 
intentions themes such as internet governance, ethics in 

cyberspace and voluntary security regimes are explored 
by the participating parties and sometimes promising let-
ters of intent are being signed. But that’s about it.

Albeit understandable, this public-private-dialogue ap-
proach once again demonstrates traditional thinking 
on how to protect a public good. Recalling the inherent 
characteristics of the cyber domain: man-made, dynamic, 
finite, and in private hands, its protection should be much 
more practical and feasible. The cyber domain is a tech-
nical infrastructure and can therefore, despite the fact 
that this infrastructure has now become a lifeline, be ma-
naged and repaired by its builders, administrators and 
users. So, let’s not make cyber bigger than it is. Or rather, 
let’s try to make it smaller than it is, or at least reduce it 
to the correct proportions.

Research by renowned cryptologist and cyber-security 
guru Bruce Schneier has shown that almost all succes-
sful cyberattacks in the past ten years have had two cau-
ses. Either the attacks were the result of poor updating/
patching policies on the part of the affected parties, or 
they resulted from poorly organized authentication pro-
cesses (ways in which systems can be accessed).9  Exag-
geratedly, you could say that the causes of successful 
cyberattacks are essentially the result of technical (and 
preventable) failure. Not the result of lack of governance 
or non-aggression treaties.

Space has been marked by a courageous government policy to put a human on the moon by the end of the 1960s. This type of leadership is currently lacking in the cyber 
domain. It is high time for a Big Audacious Goal in Cyber (illustration: Dan Collier/Shutterstock.com)
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With these causes in mind, the companies who build and 
own the domain are ideally placed to make an effort to 
keep it secure. And sometimes they are doing just that. In 
2018, for example, Google took a big step to promote the 
use of HTTPS encryption for secure communication. With 
the release of Chrome 68, websites that use HTTP in-
stead of HTTPS are automatically accompanied by a secu-
rity warning to visitors. Such a step is a very effective way 
to get web developers to implement the HTTPS standard 
and persuade competitors to do the same. A similar, big 
leap in security was started by several large companies, 
such as Apple, PayPal and Facebook, by pushing two-fac-
tor authentication processes for users to gain access to 
applications. The number of successful hacks on these 
applications has since decreased dramatically.

The impact that a small number of large companies can 
have on the overall security of the cyber domain cannot 
be underestimated. It is therefore noteworthy that during 
the opening speech of the Black Hat conference in 2018, 
it was founder and well-known hacker Jeff Moss who spe-
cifically addressed the private sector, and not his hacker 
community. According to Moss, there are maybe 20 com-
panies around the world that are in a position to really 
do something to increase security and resilience for all 
of us.10 The ball is therefore in their court. The public 
sector was not mentioned by Moss, and to be fair, under-
standably so. With well-intentioned statements and panel 
discussions cyber security has hardly, if at all, improved. 

CHANGE	COURSE

The impact of the HTTPS standard and multi-factor proto-
cols demonstrates how much we depend on the goodwill 
and insights of commercial superpowers to protect our 
critical infrastructure. The key question is therefore how 
the private ‘owners’ of the cyber domain can be seduced 
to truly excel in cyber security. Let this be precisely where 
the traditional four domains offer an answer. Because no 
matter how big the differences between these domains 
and the cyber domain, for the latter a very valuable lesson 
can be learned from history when it comes to who can 
take up the gauntlet. This lesson derives from the fact 
that in the domains of land, sea, air and space, the stra-
tegic roles of government and private sector were rever-
sed. Ambitions and improvements in security in these do-
mains were founded on an initially dominant government 
position, only to be taken over by the private sector later.

For example, dominance (and, with that, security) in 
the maritime domain has been primarily dictated by po-
werful fleets and ‘gunboat diplomacy’, while space has 
been marked by a courageous government policy to put 
a human on the moon by the end of the 1960s. In other 

words, within these traditional domains, a bold govern-
ment formulated and managed to achieve a daring tech-
nical ambition. This type of leadership is currently lacking 
in the cyber domain. Rather than passively waiting to see 
what the influential, but also unpredictable and greedy, IT 
behemoths will come up with next, a bold stance toward 
these companies could shift the current imbalance. While 
a happy few in the private sector can build what we need, 
it is up to us to tell them what we want. Let this be the 
challenge for governments and their citizens. It is high 
time for a Big Audacious Goal in Cyber.
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