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ANALYSIS

Which is more important: 

online privacy or 
national security?

Some governments have been more explicit on the is-
sue of encryption than others. While there is an ongo-
ing debate between tech companies and governments 
on what the former should do to limit terrorist use of 
their platforms, many governments seem to avoid official 
standpoints on encryption. There is one exception: the 
Netherlands. In 2016 the Dutch government published 
a statement that supported encryption in principle, and 
opposed interference with encryption methods. This was 
a somewhat remarkable departure from Dutch develop-
ments in the 1990s, when a draft law proposed to ban 
cryptography from those without an official license.2

THE	DEBATE	ON	ENCRYPTION

Encryption is a fundamental technology that underpins 
the Internet and cyber security as a whole. It helps en-
sure that the transmitter and designated recipient of per-
sonal messages (or the holder of certain data) remain 

the only parties that have access to the content. For a 
government, gaining access to communications is some-
times necessary to safeguard (national) security or as 
a part of law enforcement. There are various names for 
concepts that facilitate ex ante access, including golden 
keys, use of key-escrow and backdoors. While these work 
in different ways, they all result in a third party being able 
to access the content of two other parties’ communica-
tions. This option has to be built into the product. Other 
methods for ex post access include the traditional wire-
tap and decryption orders. Both, however, can be prob-
lematic. Lawful interception of communications that are 
end-to-end encrypted is impossible; even the telecommu-
nication providers do not possess the cryptographic key 
to unlock content. As for decryption orders, these can 
violate the privilege against self-incrimination, a funda-
mental right in many jurisdictions. Moreover, this meth-
od is more suited to law enforcement, and is generally 
predicated on having the suspect (and device) available. 

Following a wave of terrorist attacks in 2015, most notably the Charlie Hebdo shooting in Paris, the issue of encryption 
again became subject to political debate in various Western countries. The debate, like earlier debates in the 1970s 
and 1990s, focused on which types of encryption should be available to the general public and whether government 
agencies should have access to the public’s encrypted data, by means of a special access backdoor. On one side, law 
enforcement agencies and/or intelligence and security services have argued that encryption has prevented them from 
accessing terrorists’ and criminals’ communications. In political discourse this has been described as terrorists hav-
ing “safe spaces” online, with law enforcement agencies “going dark.”1 On the other hand, digital rights movements 
and academics, particularly from the technical community, have pointed out how weakening encryption affects not 
just the target group of terrorists and criminals, but also negatively impacts everyone using encrypted services. This 
debate is still ongoing, with several governments espousing the contradictory position of emphasizing the importance 
of encryption, while at the same time seeking to compel service providers to undermine it by building in special ac-
cess measures.  
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This is often not the case in intelligence work, where, for 
example, a possible terrorist suspect is not yet a suspect 
as defined by criminal law. 

The position towards encryption varies significantly 
amongst nation states. Three main categories can be 
identified. First, there are countries like Russia and Chi-
na that force service providers to comply with stringent 
national laws. Russia banned the messenger application 
Telegram in 2018, although it remains widely accessible 
through Virtual Private Networks (VPNs) and the number 
of users has actually increased since. A second cate-
gory consists of countries that emphasize the dangers 
of encryption to national security and law enforcement, 
and propose legislation to prevent their agencies “going 
dark.” Examples are Australia, France, the U.K. and the 
U.S. The third category involves nations that have clearly 
stated that strong encryption is a positive development 
and resist calls to support the incorporation of back 
doors. The Estonian government agency that coordinates 
cyber security, for example, has argued that building back 

doors into e-services would significantly reduce trust in 
the digital state, and therefore opposes it in principle. 
The Netherlands, however, seems to be the only country 
that has to date formulated an official government stand-
point on the issue. 

THREE	PRISMS	ON	ENCRYPTION

From a conceptual standpoint, three overarching prisms 
can be distilled through which actors approach encryption 
technologies. These encompass economics, national se-
curity, and privacy. Each of these three core concepts is 
impacted by encryption. When used as a singular prism 
for analyzing its effects, they determine to a large extent 
the position taken in the debate. The arguments tran-
scend national frontiers, although the behavior of states 
and the role of geopolitics influences practicalities. After 
all, the technical and business community, as well as the 
non-governmental sector that promotes (digital) human 
rights, are international in their outlook and advocacy. 
Each community or sector has specific interests to de-

Most notably after the Charlie Hebdo shooting in Paris (2015), the issue of encryption again became subject to political debate in various Western countries. In the days after 
the attack the steps in front of the office were covered in flowers (photo: Eric Isselee/Shutterstock.com)
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fend in the debate on encryption, and their particular ar-
guments and concerns merit an in-depth analysis.

The economic arguments for strong encryption can re-
volve around demand, supply and the ability of states to 
regulate the behavior of global (technology) companies. 
From the perspective of demand, encryption technology 
forms the basis of much of the trust in today’s econom-
ic contracts. Online banking and shopping depend on it. 
Besides business requirements, demand for encrypted 
personal communication increased significantly after the 
Snowden revelations starting in 2013. Whether warrant-
ed or not, perceptions of mass government surveillance 
have led to a new market for end-to-end encryption.3 In 
general, though, the primary goal of strong encryption is 
to protect users against cybercrime, rather than against 
government eavesdropping.  On the supply side, the com-
panies that provide encrypted services need to abide 
by different national laws. While governments have the 
formal ability to obligate backdoors in encryption, this 
faces significant practical hurdles. Technology compa-
nies like Facebook, Apple, Google and Amazon have an 
influence that can surpass those of nation states. By im-
plementing end-to-end encryption, Apple can effectively 
set the world standard for communication security. The 
U.S. could force Apple to comply with new U.S. laws on 
backdoors, but as of yet the American executive branch 
has been extremely reluctant to regulate the digital be-
hemoths. These market leaders share a strong position 
that supports encryption and rules out back doors. If the 
technology sector unambiguously implements end-to-end 
encryption, there is little that states, especially small 
ones, can do to prevent this. 

The national security prism produces the most outspo-
ken proponents of curbing encryption technologies. From 
a principled view, there has never been a space, area or 
communication platform that has been inaccessible to 
government when deemed necessary and in accordance 
with a warrant. Privacy, after all, while a fundamental hu-
man right, is not an absolute one, and in some cases 
must be weighed against other collective values. As the 
the former Australian Prime Minister Malcolm Turnbull 
argued, “the privacy of a terrorist can never be more im-
portant than public safety. Never.”4 Whether opening let-
ters, accessing properties and planting microphones / 
cameras, or eavesdropping on communications, govern-
ments have always possessed lawful access, and have 
often handled it in legally correct fashion, ensuring that 
the infringement on privacy was targeted, limited and 
proportional. Now, many crimes are coordinated through 
encrypted services, leaving security and law enforcement 
agencies in the dark. In 2016, James Comey, Director of 
the FBI, described this as an increasing shadow in the 

room: “First six months of this fiscal year, FBI examin-
ers were presented with over 6,000 devices for which we 
have a lawful authority search warrant or court order to 
open and 46 percent of those cases we could not open 
those devices with any technique. That means half of the 
devices that we encounter in terrorism cases, in counter-
intelligence cases, in gang cases, in child pornography 
cases, cannot be opened with any technique. That is a 
big problem. And so the shadow continues to fall.”5 
 
The privacy prism renders encryption with a backdoor 
equivalent to no encryption. Privacy advocates advance 
three main arguments against lawful access; one based 
on principle and two on the practical downsides and im-
plications of such a policy. The first focuses on trust: 
should the government be entrusted with such a capabil-
ity in the first place, and can it be trusted to use it only 
in exceptional circumstances and after proper authority? 
There is a risk that governments will be unable to resist 
the temptation of misusing such a powerful capability. 
Why restrict its use to a few counterterrorist cases, when 
it can also be used to combat fraud? Secondly, once a 
backdoor has been installed in a communication service 
or platform, all governments would want access. This 
would oblige the company to devise a cryptographic sys-
tem with hundreds of additional keys (one for every agen-
cy per country that must execute exceptional access 
warrants) on top of the single pair of private and pub-
lic keys per user that they would normally design. This 
would enormously complicate the software, and from a 
technical perspective, weaken its security. Third, these 
cryptographic keys would be a prime target for hackers, 
whether nation state or criminal. Both the NSA and CIA, 
arguably amongst the most technically advanced and se-
cure organizations in the world, have already had their 
top-secret offensive toolkits leaked or stolen. The leaked 
NSA exploits such as Eternal Blue were later used in the 
WannaCry and NotPetya Malware that struck a multitude 
of victims in 2017 and caused billions of dollars of dam-
age across the world. A compromise of decryption keys 
would have an even greater destructive effect: it would 
render the whole encryption system useless. 

FORMULATING	A	DUTCH	POSITION

On the 4th of January 2016, the Dutch Minister of Secu-
rity and Justice sent a letter to Parliament outlining the 
Cabinet’s position on encryption. The five-page paper de-
scribed the different dilemmas involved, the importance 
of the topic and the potential impact of certain choices 
on Dutch society. It concluded with the official position 
that the government promised to extol internationally. 
The letter was signed by two ministers—the Minister of 
Security and Justice, and the Minister of Economic Af-
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fairs. The final paragraph stated the official position: “The 
cabinet endorses the importance of strong encryption for 
Internet security to support the protection of personal 
privacy of citizens, for confidential communication of the 
government and companies and for the Dutch economy. 
The cabinet is therefore of the opinion that at this point 
in time it is not desirable to take restrictive legal meas-
ures as regards the development, availability and use of 
encryption in the Netherlands.”6 From an international 
perspective, the Dutch Cabinet position remains unique. 
In other countries, there has been no shortage of govern-
ment departments, Cabinet ministers and Parliamentary 
representatives giving statements on the merits or risks 
of encryption. The policy process in the Hague weighed 
all the different governmental and societal interests to 
come up with an integrated and comprehensive stand-
point, that was then communicated to Parliament (and 
abroad) as the official Dutch position. 

Parliament played an important role as a catalyst for the 
government position. In its introduction, the government 
letter stated that the official standpoint was a follow-up 
to a pledge made during two Parliamentary debates. In 
the debate on 10 June 2015, Kees Verhoeven, a mem-

ber of Parliament for the D66 party, asked for the Dutch 
Cabinet’s reaction to the French and U.K. governments’ 
proposition that encryption should have a backdoor. The 
Minister of Economic Affairs answered that he needed 
time to formulate a position on encryption, and started 
the governmental process to achieve one. This did not 
prove to be easy, and the initial plan was to have the 
letter ready before Christmas; in the end it appeared in 
early January 2016. The discussions started out from 
different “entrenched positions” and these only softened 
as the negotiations advanced. The Ministry of Economic 
Affairs was concerned about the market’s free access to 
encryption technologies, and the reputation of the Nether-
lands in safeguarding Internet freedom. Were backdoors 
to be made compulsory, the Ministry feared this would 
damage the Netherlands’ international reputation and 
reduce its attractiveness to international IT companies. 
The NGO Bits of Freedom (BoF) was consulted extensive-
ly and helped answer questions raised during the pro-
cess. The NGO claimed it represented a wide consensus 
against backdoors from different areas of the market, 
including hardware providers, service providers, and no-
tably, the provider of cybersecurity solutions to the Dutch 
government; Fox-IT. The Ministry of Defence focused on 

Former Australian Prime Minister Malcolm Turnbull argued, “the privacy of a terrorist can never be more important than public safety. Never.” (photo: photocosmos1/Shutterstock.com)
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supporting the encryption of its own communications, 
and enabling the interception of (predominantly) foreign 
communications by the MIVD. At that time, the new law 
for intelligence services was under consultation in Parlia-
ment, offered the intelligence services new possibilities 
for bulk interception and use of metadata in targeted col-
lection.7 This law has since been passed, and Defence 
did not push for backdoors in encryption. 

CONCLUSION

As surprising as its announcement was in January 2016, 
the Dutch Cabinet position on encryption was the result 
of a long process of interdepartmental alignment and 
coordination. Surprisingly, the different ministries in-
volved did not follow dogmatic reliance on the positions 
inherent in three prisms. Perhaps the Dutch culture of 
political consensus—the so-called polder model—con-
tributed. This can be compared to a multi-stakeholder 
model where different stakeholders are involved in the 
decision-making process. Considering the unique context 
of political systems and cultures, it is therefore difficult 
to extrapolate conclusions from the Dutch case to oth-
er countries. Differences in exposure to terrorism may 
also have allowed for a less heated debate in the Neth-
erlands. While the country did suffer terrorist acts, the 
frequency and scope of these were more limited than in 
countries like the U.S, France, and the U.K. This could 
have contributed to a more balanced political dialogue. 
The Dutch situation highlights that a policy process is 
possible where NGOs and technical experts are included, 
and that broader, national interests can prevail over pa-
rochial ones. Nonetheless, a multi-stakeholder approach 

frequently implies a slow and difficult process, culminat-
ing in a trade-off or compromise between different par-
ties. It is therefore remarkable that the Dutch govern-
ment decision was in no way a compromise, and clearly 
ruled out backdoors in encryption.
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