
US-fueled suspicions

In order to illustrate the EU perception with regard to 
Chinese 5G infrastructures, it is important to clarify the 
accusations made against China and the two largest Chinese 
telecom corporations: Huawei and ZTE. In a recently released 
report discussing possible security issues with Huawei and 
ZTE, the US government stated that both companies “cannot 
be trusted to be free of Chinese state influence and thus pose 
a security threat”.3 Moreover, the CIA contends that, though 
substantial evidence is yet to be presented, the Chinese 
government directly funds Huawei.4 These concerns are shared 
by multiple other states, which has led to the banning of 
Huawei in for example Australia, New Zealand and Japan.5 It 
is important to stress, though, that as of yet there has not 
been any public factual evidence that the Chinese govern-
ment is in fact backing Chinese telecommunication compa-

nies. Still, the US keeps pleading with the EU not to trust 
Chinese 5G networks as it holds that they are a threat to EU, 
and by extension, US security.

The EU clearly faces pressure from the US, where the latter 
wants the EU to adopt a similar policy towards China since 
the high-tech sector is a key battleground in the strategic 
clash between China and the US. It must be pointed out that 
there are only five equipment manufacturers in the world 
that can roll out 5G infrastructures. None of these manufac-
turers come from the US. Therefore, the reason for the US to 
influence the EU with regard to Chinese telecom companies 
is not primarily that they lose business to China, but due to 
distrust about security. Next to potential security threats, the 
US contends that the EU has a certain obligation to support 
its policy against China. The US argues that it is significantly 
supporting the EU in terms of military power. Almost none 
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of the EU member states meet the agreed national expenses 
on defense, 2% of a NATO state’s GDP (only France, Turkey 
and Greece in 2018). Therefore, the US uses loyalty as an 
argument, both because it supports the EU militarily, and the 
agreed defense expenses are not met. Nevertheless, the EU 
perception of China’s security threats is not coherent with the 
US. The US has not been successful in making the EU perceive 
its concerns with China coherently on a political level. The 
EU thus far prioritizes lower costs over geopolitical dynamics 
concerning China. Besides, the EU aims to find a balance bet-
ween China and the US: on the one hand preserving its trade 
relationship with China while on the other hand perpetuating 
the transatlantic alliance with the US. 

Moreover, with regard to the transatlantic relationship, 
parallel to the changes in EU-China relations, President Trump 
has had his share in driving the EU perception. The President 
of the US is negatively influencing the transatlantic alliance 
by alienating the EU. From an EU perspective, mainly from 
France and Germany, the EU does not accept Trump’s undiplo-
matic, or dictating, language towards the EU apropos China. 
This is done, for example, by threatening to leave NATO6 
or refusing to share intelligence when the EU rolls out 5G 
infrastructures with Huawei. Therefore, Trump’s relative power 
in the EU has decreased and EU-US relations have eroded. 
Consequently, the EU has no collective societal answer yet 
on how it should position itself with regard to the rollout 
of Chinese 5G networks. In the following sections, the EU 

perception of Chinese 5G infrastructures will be analyzed, for 
which nine interviews with leading China- and/or telecom 
experts have been conducted.

Security

Regarding potential security risks with 5G infrastructures, the 
aspect that receives the most attention in the contemporary 
debate is the possible installation of ‘backdoors’. With these 
backdoors, “an outside entity could intercept all data and 
even install new software updates allowing broader access”.7 
Being suspected of cybercrime in the past, multiple states 
have made clear that they don’t want to increase their depen-
dency on a 5G network which is based in China. Yet regarding 
these security risks, multiple telecom experts argue that the 
danger of exposure with the rollout of Huawei 5G infrastruc-
tures is overblown. They contend that making a distinction 
between European, Chinese or American equipment is not 
convincing since the equipment is so complex that it will 
always have vulnerabilities. The most severe security risks lie 
with hackers, who not necessarily have anything to do with 
Chinese telecom corporations. Eventually, the EU needs to 
keep two conditions in mind concerning security with Chinese 
5G infrastructures. First, the opportunity will be present to, 
for example, build in backdoors or enable espionage. Howe-
ver, this is as much true for Huawei as for any other supplier 
since no telecom company can build a 100% secure network. 
The second aspect is the assessment of potential motives: 
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will Chinese telecom companies like Huawei not have the 
motive to exploit the opportunities that come forward in the 
first aspect?

Economic implications

As stated earlier in this article, the EU perception on Chinese 
5G infrastructures is not only driven by security concerns. The 
strength of a state’s 5G infrastructure will have a substan-
tial impact on overall national economic competitiveness.8 
Consequently, the worst thing that the EU can do from an 
economic perspective is to exclude China from the 5G rollout: 
both times it means that the rollout is severely delayed. Mo-
reover, delaying the rollout creates a risk of falling behind on 
innovation. The economic argument is vital for the EU. Mobile 
network operators in Europe have stated that banning Huawei 
would result in a delay as long as three years before 5G can 
be rolled out. Therefore, EU member-states will probably not 
exclude Huawei or ZTE from the radio access network. Some 
member states might exclude Chinese telecom companies 
from their core network but they will not be banned. Multiple 
telecom experts have given the same prediction: the EU will 
roll out 5G infrastructures with Huawei, being the cheapest 
and best player on the market. This can be explained by 
the fact that Huawei and ZTE have a significant advantage 
relative to their competitors on their domestic market. China 
has the largest domestic market size, and this market is not 
easy to enter for Western telecom companies. Furthermore, 
Western companies have a certain fixed percentage from 
their annual revenue which is invested in for example R&D or 
finance. Huawei can leave these margins out, with the costs 
compensated by the state. Therefore, the break-even asking 
price for 5G infrastructures of Ericsson and Nokia is higher 
than Huawei’s.

Controlling the technological standard

As became clear with the launch of ‘Made in China 2025’, Chi-
na aims to be the next global technological leader. The actor 
controlling the technological standard of the 21st century will 
be the strongest actor in the new, emerging world system. 
Historically, the United Kingdom controlled it in the 19th 
century; the US did so in the 20th century. Now, China has the 
potential to control the technological standard of the 21st 
century.9 As argued in its recent policy brief, the EU charac-
terized the Chinese state as a systemic rival in 2019. This 
development is met with apprehension. US Secretary of State 
Pompeo stated that “the Chinese behavior is aggressive along 
every dimension of international power (…)”.10 
Pompeo contends that the Chinese government is building 
global influence through predatory economic practices, with 

deals “that will ultimately be bad for the people of those 
countries”. However, the EU is primarily concerned about 
Chinese investments in the high-tech sector. It fears that 
Chinese dominance can grow to an extent where the EU has 
no control over its assets. Indeed, China has been expanding 
its influence in the EU. This became clear in 2016 when a 
Chinese corporation announced the takeover of KUKA, a 
global leader in industrial robotics. The takeover initiated a 
sentiment where Europe fears that China is taking over its 
innovative technology.

Why the sour turn in EU perception?

Why would the EU fear China for taking over certain corpo-
rations while it could even be in the former’s economic inte-
rest? First of all, the fact that China does not commit itself 
to the same principles in the world economy, not adhering to 
WTO-regulations, started European distrust. Moreover, the EU 
is concerned about what will happen with ‘their’ data when 
Chinese 5G infrastructures are rolled out throughout Europe. 
Due to the National Intelligence Law, Chinese companies 
are obliged to provide the government with information in 
certain circumstances. Laws such as the National Intelligen-
ce Law amplify the concerns of Huawei’s potential access 
to EU data. “Falling onto President Xi’s broader ambition to 
strengthen ‘Party Leadership’ over society, around 70 per cent 
of Chinese private enterprises now also have mandatory CCP 
officials present”.11 All and all, this has initiated a shift in 
perception in the EU with respect to cooperation with China. 
Where the former used to emphasize cooperation and engage-
ment, it now sees China as a systemic rival. Besides, it also 
has a normative component. The EU always reasoned that the 
Chinese political system was in the process of democratizati-
on. The idea that China and Europe could improve transport 
links and trade through the “Belt and Road Initiative”, as 
launched by Xi in 2016, was received with approval in many 
EU member states. However, concerns have come up with 
regard to political influencing and ‘debt diplomacy’.12 Under 
Xi, China has tried more and more to challenge and alter the 
liberal “rules of the game”, increasingly putting China’s own 
interests front and center. The Chinese constitutional revision 
in 2018, making Xi ‘President for life’, appears to have been 
the final straw, leading to an overall idea in the West that 
Chinese democratization has failed.

Concluding EU perception

The objective of this article has been to explain the EU per-
ception concerning Chinese 5G infrastructures. Firstly, it has 
become clear that the EU is concerned with China’s growing 
assertiveness as it seeks to become a leader in high-tech, 
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China’s National People’s Congress. Should the EU see the rise of China and increased assertiveness on the world stage as a 

threat, or should it embrace the opportunities it brings? (photo: Wikimedia Commons)

being an actor not complying to WTO-regulations. Moreover, 
as technology is an essential sector for the EU, it fears that 
the above could lead to a Chinese run on EU assets in that 
industry. Another important factor is the fact that Chine-
se companies are by law obliged to provide the CCP with 
information in potential future circumstances. These Chinese 
companies obtain a certain competitive advantage relative 
to their Western competitors, receiving government support. 
Therefore, the EU seems to be apprehensive when Chinese 
corporations, such as Huawei, maneuver within the EU-mar-
ket.

Additionally, the implications of Xi’s policy show rigorous 
changes with impact on the EU. The EU first approved of 
strengthening trade relationships with China. However, 
following the announcements of an indigenous innovation 
policy, the 19th National Congress of the CCP in 2017, and Xi’s 
‘presidency for life’ in 2017, the EU perception has changed, 
raising concerns with regard to China’s political influencing 
and ‘debt diplomacy’. It is clear that the US, a long-time 
ally of the EU, is attempting to convince the EU of Huawei’s 
dangers. Moreover, the US tries to convince the EU not to roll 
out Chinese 5G infrastructures since the former does not want 
EU-China relations to improve. It does so by appealing to the 
EU’s moral obligation to support ‘their ally’ who also supports 
them. Nevertheless, even though the double folded US-appeal 
to the EU (security arguments and political arguments) has 
been important, the EU perception is not coherent with the 
US. Simultaneously, the EU does not intend to damage its 

relationship with the US, yet also won’t degrade its potential 
new era of trade relationship with China.

The right question

It has become clear that the EU is on the one hand skeptical 
of Chinese corporations, being afraid of China as a technolo-
gical and potentially world leader. However, the EU does not 
want to exclude Huawei’s 5G infrastructures. While China’s 
competitiveness and the EU’s security threat have led to 
a more skeptical EU perception with regard to Chinese 5G 
infrastructures, transatlantic dynamics and economic advan-
tages are drawing the EU and China closer together. The EU 
will not ban China as it analyses how much damage it will do 
to its alliance with the US if it rolls out Chinese 5G infra-
structures compared to the benefits it could give. Moreover, 
EU-US relations have eroded due to undiplomatic communica-
tions. China is the rising power and a credible next hegemon. 
Consequently, when combining this development with the US, 
being an unpredictable ally who has been promoting domes-
tic protectionism and the eroding transatlantic relationship, 
China becomes a more important geopolitical actor and a 
potential new partner for the EU. Due to Huawei’s compe-
titiveness as the best and cheapest player, possible due to 
government support, it seems unlikely that EU members will 
not roll out 5G infrastructures with Huawei. Moreover, ruling 
out Huawei could have negative implications for technologi-
cal development in the EU. Multiple experts contend without 
doubt that the EU will adopt Chinese 5G networks, as the 



security risks do not necessarily lie with the Chinese telecom 
companies themselves. Therefore, the scope of perceived 
security concerns as presented by the EU concerning Huawei 
are inadequate.

At the end of the day, it seems that the wrong question is 
being discussed in both politics and media, which is: ‘do we 
find Huawei a trustworthy equipment manufacturer?’ Through 
simply connecting everything to the internet and 5G net-
works, by definition our industry and our society become 
more vulnerable. The EU should consider the fact that new 
security issues and complex risk landscapes arise in a highly 
connected industry and that new protocols, policies and 
smart mitigating measures are necessary in order to cope 
with these risks. Therefore, the more relevant question should 
be: ‘How will the EU anticipate on Chinese 5G infrastructu-
res?’
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