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Cloud Has Become The New Normal
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AWS Summit Barcelona 2015

+1,000 asistentes

22 sesiones
14 exposiciones de partners
8 ponencias de clientes
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Agenda del AWS Summit

09:00 — 10:00 Registro y Expo Partners
08:30 — 18:00 Hands-on Labs
10:00 - 11:30 Bienvenida y Keynote- re:Invent Update

Guillem Veiga — AWS Country Manager, lberia
Jeff Barr — Chief Evangelist of Amazon Web Services

11:30—-11:45 Coffee Break y Expo Partners
11:45-12:30 Keynote de Seqguridad en AWS
Bill Murray — Director of AWS Security Programs

12:30-18:00 Tracks
13:30 — 14:30 Almuerzo y Expo Partners
18:00 — 20:00 Battle of the Startup Bands



12:30-13:30

13:30-14:30

NUEVOS SERVICIOS

Construyendo
Integracién de Back Ends escalables
Infraestructuras Hibridas para loT y
Serverless Mobile

Comida y Expo de Partners

LIVE DEMOS

Todo lo que Necesitas
Saber sobre Autoscaling

Gestionando Containers
a Escala

ZONA STARTUP

Mesa Redonda de Negocio:
10 Consejos para que

tu idea crezca en el Cloud y
Testimonios de Clientes

14:30-15:30

15:30-16:30

16:30-17:00
17:00-18:00

18:00-20:00

De Arquitecturas
Monoliticas a Microservicios: Introduccién
Desarrollando los Patrones a AWS loT
de Arquitectura en el Cloud

Creando una Cultura de LaAggﬁ“hg?ggg E;Si:da

Gestion de Costes de Crear Aplicaciones
en tu Organizacion en AWS

Coffee Break y Expo de Partners

Amazon EC2
Desplegando Escritorios Container Service:

Virtuales a Escala _Aplicaciones
Distribuidas a Escala

Battle of the Startup Bands & Drinks

Despliegue Continuo en AWS
Amazon QuickSight:

Business Intelligence
basado en el Cloud

Amazon API Gateway

Utilizando Instancias
Spot de Amazon EC2

Amazon Elastic Filesystem

Amazon Machine Learning

Financiacién y "Pitching":
Cémo Hacerlo Correctamente

Crecimiento Empresarial:
Manteniendo el ADN
Cuando Crece tu Negocio

Tracks— Agenda dentro de la Acreditacion




Tracks y Ponentes Invitados

Keynotes

DATA & ANALYTICS

Bussines track - Patrocinadas por nuestro partner LinkelT

SCHIBSTEL
& 4 SPAN

jobandtalent
ATRAPALO ﬂ j Abengoa
a | business
Creando una Cultura de > school Microservicios: Desarrollando Desplegando Escritorios
Gestion de Costes en tu Integracion de los Patrones de Arquitecturaen  Virtuales a Escala
Organizacion Infraestructuras Hibridas el Cloud

Live Demos - Patrocinadas por nuestro parner Palo Alto Networks

Nuevos Servicios — Patrocinadas por nuestro partner CloudMas
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Bronze Sponsors

Osas A, socialpoint

THE POWER TO KNOW;

o ¢®) TREND redislabs

atsistemas -
Securing Your Journey to the Cloud


http://www.socialpoint.es/
http://www.socialpoint.es/
https://redislabs.com/
https://redislabs.com/
http://www.sas.com/es_es/home.html
http://www.sas.com/es_es/home.html
http://atsistemas.com/en/
http://atsistemas.com/en/
http://aws.trendmicro.com/
http://aws.trendmicro.com/

I\
=
Lapside =

ledge.
af the digital society GlObal KHOW g


http://capside.com/
http://capside.com/

Zonas del Summit




iVen a hablar con nosotros!
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Cuéntanos
tu Proyecto

Negocio Cuéntas tu Proyecto Técnico



claranet

hosting | redes | aplicaciones

Zona Técnica de AWS

Tendremos un ‘bar' de Solutions Architects donde seras atendido por un equipo de lideres técnicos de
AWS y Partners de nuestra APN. Las sesiones duraran hasta 20 minutos por asistente, sin necesidad de

reservar tu plaza.



Certificacion y Formacion de AWS

Cursos guiados por Videos y Laboratorios
Instructores Online

Certificacion

Empieza a utilizar los Aprende a diseiar, desplegar, y Valida tus habilidades
servicios de AWS en minutos gestionar aplicaciones altamente técnicas en la plataforma de
con los videos formativos y disponibles, seguras y AWS y obtén reconocimiento

laboratorios online gratuitos econdmicamente eficientes en AWS de tu experiencia



Cloud Skill Demand

Unfilled cloud jobs in 2012 projected jobs in three years

20%

Job Trends from
Indeed.com

A
Amazon Web Services ¢/ /

Internal champions
= faster adoption

% of matching job postings
(=Y
o
S

Jan '06 Jan ‘15

amazon

webservices



Hands-On Labs

Obtén experiencia de primera mano en la AWS Management Console sobre los casos
de uso mas comunes, proporcionandote practica en entornos reales de AWS. Abierto
08.30-18:00



Ya estas certificado?

Recoge tu Regalo en la Zona de Certificacion

No estas certificado aun?

20% de descuento en todos los examenes de nivel
‘Associlate’ para los asistentes al Summit



BATTLE OF THE

amazon
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Battle of the Startup Bands

El User Group de AWS organizara una Batalla de Bandas de Musica de Startups
(Battle of the Startup Bands) al final del Summit (18:00 — 20:00). jUnete para disfrutar
de bebida, comida y musica en directo!
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AWS re:Invent re:Cap

Jeff Barr
Chief Evangelist

@jeffbarr
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How Quickly Things Change (Only 8.5 Years)

2007 PAONRS

AWS v Services v Edit v

mazon Web Services

# webservices



Thinks to Think About Today

* The cloud is expanding rapidly

— Locations, services, features

« Even the vocabulary changes

— New words, new concepts

— Microservices, containers, serverless architectures, 10T

* You need a new learning model -l

'I’I
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re:lnvent 2015 Overview

 Fourth annual event
 Held in Las Vegas
 Focus on education

Attendees
— Customers — Cx0O, Dev[Ops], Architect
— Partners — Consulting & ISV
— Journalists — Domestic and international
— Analysts
— AWS employees
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Cloud Computing has Become the New Normal

DEPLOYING NEW
APPLICATIONS TO THE CLOUD
BY DEFAULT

MIGRATING EXISTING
APPLICATIONS AS QUICKLY
AS POSSIBLE

g
mwiramazon
NF webservices



Some AWS Metrics

e QOver 1 million active customers

(non-Amazon accounts with activity in last 12 months, including free tier)

* 95% increase in EC2 instance usage YoY (Year over Year)
(Q2 2014 vs. Q2 2015)

e 120% Increase in S3 data transfer YoY
(Q2 2014 vs. Q2 2015)

« 127% increase in database service usage YoY

Now a $1B annual revenue run-rate business
(Q2 2014 vs. Q2 2015)

NN
s amazon

NP webservices



AWS Customers

o Startup
 OIl & Gas

* Financial Services
 Health Care

« Manufacturing

* Technology
 Media

* Public Sector

CartoDB

& socialpoint




Inside Out

CartoDB

A overview of a geospatial analysis platform

Luis Bosque - Systems Lead at CartoDB
Github: @luisbosque
Twitter: @luisico



CartoDB helps decision making based on data



Visualise data for PR purposes
showing how users react to events globally



view
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The cholera
map.that
changed the

world

John Snow’s map of cholera outbreaks from
nineteenth century London changed how we
saw adisease - and gave data journalists a
modelof how to work todaye

Analyzing diseases
propagation patterns
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Helps organizations and governments

to control deforestation



Helps media to follow
live elections voting count




Dynamic mapping is hard.
One map vs millions of them



User expectations
when data changes




> 100M dynamic

Map Map Map Map
req UeStS / day render render render render
They.get multiplied during Map Map Map Map
elections render render render render
It’s hard to process random user queries v M M y
ap ap ap ap
-CPU +10 DB peaks - render render render render

It’s hard to render random styled user

maps tiles

SR peakor DB DB DB DB DB DB
CartoDB needs a elastic provider

Platform based on AWS services




The CartoDB platform

Editor
Ul CartoDB.|s
APls Data Services
Maps Geocodings
SQL Data library

Databases
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Strong points of AWS at CartoDB

e Route 53 + Healthchecks

e EC2 multitype instances

e EBSgp2volumes with burst performance are great for
database peaks cache backed

e Snapshots backups + PostgreSQL WAL streaming for fast

recovery

e S3tosupportthe dataimport flow




Some numbers

e > 100M dynamic requests/day

e > 30 people working on product technical development

(Most of them put new code every day in production platform)

e ~10new production releases per day

e > 500K current maps published

e >200GBservedeveryday




THE FUTURE

Bringing Location intelligence
to the masses

e Bigdatabecomes normal
e Make maps more actionable

e Visual analysis tool

e Dataaugmentation




Thanks!

e Growing the ecosystem
e Weare hiring

e Welove partners



Why Are Companies Flocking to the Cloud?

Move from capital expense Lower variable expense
to variable expense than they could achieve on their own
Increased agility Stop guessing capacity
Remove undifferentiated heavy lifting Go global in minutes

.l’l’l
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Broad and Deep Functionality
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Re:lInvent Announcements



Day 1
Announcements

Amazon QuickSight

Fast, easy-to-use, cloud-powered
business intelligence

Amazon QuickSight is a fast, cloud-
powered business intelligence (BI) service
that makes it easy to build visualizations,
perform ad-hoc analysis, and quickly get
business insights from data. Amazon
QuickSight integrates with AWS data
stores, flat files, and third-party sources,
and it remains super-fast and responsive
while seamlessly scaling to hundreds of
thousands of users and petabytes of data.

re:lnvent

Amazon Kinesis Firehose

Easily load streaming data into S3 &
Redshift

Amazon Kinesis Firehose is the easiest way
to load streaming data into AWS. It can
capture and automatically load streaming
data into Amazon S3 and Amazon Redshift,
enabling near real-time analytics with
existing business intelligence tools you’re
already using today. It is a fully managed
service that requires no ongoing
administration.

AWS Import/Export
Snowball

Petabyte-scale data transport solution

AWS Import/Export Snowball uses
secure appliances to help accelerate
petabyte-scale data transfers into and
out of AWS. Using Snowball addresses
common challenges with large-scale
data transfers including high network
costs, long transfer times, and security
concerns. Transferring data with
Snowball is simple, fast, secure, and
can be as little as one-fifth the cost of
high-speed Internet. a5

°.° amazon

A# webservices



Amazon QuickSight

A Very Fast, Cloud-Powered Business Intelligence Service For 1/10™ the Cost of
Traditional Bl Software

Get Started Quickly

* Requires no IT effort or complex dimensional modeling
« Auto-discovery of all AWS data sources
* Reduces time to first visualization down to a minute
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BDBVA

DATA & ANALYTICS

Juan Carlos Plaza

juancarlos.plaza@bbvadata.com

César Silgo

cesar.silgo@beeva.com



¢QUE ES COMMERCE360?

BBVA

£Qué te parece la nueva vista de Andlisis? Danos tu opinién
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¢QUE ES COMMERCE360?

BBVA Commerce 380 o Q %

DATA & ANALYTICS
Favoritos €360 PRO Cuenta Videos

MI NEGOCIO:

Q Buscar zona o tienda...

Restaurante Miguel

C/EJEMPLO, 20, 28005 MADRID

Hoy qulero ver... Analisis 5) () Datos Médulos Imprimir Guardar posicion [EVTEE T

¢Conoces cuadl es tu base de clientes?

Hay 174 clientes (un 16,10%) que compraron en tu establecimiento hace 6
meses y no han vuelto desde entonces. Por el contrario, 246 clientes
nuevos te han visitado en Septiembre, lo que supone un 22,76% de tus
clientes totales de este semestre.

jAtencién al Domingo!

El Domingo es el dia de la semana en el que hay una mayor diferencia
entre el porcentaje de gasto realizado en Bares y restaurantes de 28005 y
el realizado en tu establecimiento. iLa diferencia es del 6,70%!

Descontando a unos y a otros, se estima que tienes una base de 661
clientes fidelizados, un 61,15% de tus clientes totales.

1=

NUESTRA SUGERENCIA

Para fidelizar a tus clientes puedes pedirles que te sigan en las redes
sociales de tu negocio, a cambio de alguna promocién especial. Asi es
mas facil que conozcan tus novedades, o incluso que te recomienden a
otras personas. {Cémo de activo es tu negocio en redes sociales?

NRRY,

NUESTRA SUGERENCIA

Prueba a estimular tus ventas el Domingo con descuentos o eventos
especiales ese dia de la semana, como por ejemplo un 2x1.

Valorar & Valorar

La fidelidad de tus clientes disminuye En Septiembre han bajado los precios...

BBVA

DATA & ANALYTICS

“S"BEEVA

Alertas y
recomendaciones

personalizadas



COMMERCE360 PRO BBVA ~~BEEVA

Transaccién media T

Visualizar Del perlodo Con los datos de Entidad emisora Del segmento de clientes
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COMMERCE360 PRO

Procedencia de tarjetas 52

BBVA

“S"BEEVA

Visualizar Del perlodo Con los datos de Entidad emisora Del segmento de clientes
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RETO: ESCALABILIDAD BEVA ~BEEVA

200M de transacciones por mes

Millones de comercios geolocalizados
Tablas de hechos con miles de millones de registros

Cientos de millones de agregaciones espacio-temporales



RETO: PATRONES DE USO BEVA ~BEEVA

Analitica intensiva

Picos de computacidon cada mes/semana
Informacion en bruto accesible para los analistas

Datos precalculados accesibles mediante API REST



SOLUCION: AWS

s

TRANSFORMACION

REDSHIFT
e . 7
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ANALISTAS

CALCULO

DYNAMODB

BBVA

DATA & ANALYTICS
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AUTO-SCALING

.H@

APPs

APIFICACION



BBVA A~NSBEEVA

ALGUNOS NUMEROS

36 clusters EMR

gl 209 instancias - 9 clusters Redshift
W 8,47TBRAM 8-16 instancias c/u
1054 CPUs

+100 tablas Dynamo @ 90% aprox
. ~60.000 WU/s ahorro de costes
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Amazon Kinesis Firehose
Easiest Way to Load Streaming Data into AWS

FIREHOSE @ REDSHIFT

A il i a B o ¥ s ~n Ardc ctroar st
Capture & submit Firehose loads streaming data

7 e i ¥ R e R Analyze streaming data using your favorite Bl tools
streaming data to Firehose continuously into S3 and Redshift

« Zero administration - Capture and deliver streaming data into S3, Redshift, and
other destinations without writing any applications or managing infrastructure.

» Direct-to-Data Store Integration - Batch, compress, and encrypt streaming data
for delivery into data destinations in as little as 60 secs using simple
configurations.

« Seamless Elasticity - Seamlessly scales to match data throughput without _ _NaNE
intervention. "a5samazon



AWS Import/Export Snowball Appliance

* Rugged & portable

« Tamper-resistant enclosure
* E ink shipping label

« 256-bit encryption

« Chain-of-custody tracking

« 50 TB per appliance

- o
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Using AWS Import/Export Snowball

AWS WILL MOVE
CREATE A JOB CONNECT THE SNOWBALL COPY TO THE SNOWBALL YOUR DATA TO S3

i y oy g . I ) - ’
_reate a new aata transjel ONNe 1€ ¢ an 0 your hetwol e clien rypt ana lrack t Am us via
Create a new ¢ transfer Connect the ppliance to your net Nork The client will enc rypt and rack the job status vi

job in the AWS Management and set the IP address. Download the copy data to the a /U?/mm‘@ at Amazon SNS, text messaging
Console. AWS will ship you one Snowball client and job n fest from high speed. Once complete, or directly in the Console
or more Snowball appliances the Console, run the client to connect the E ink shipping label will

based on the amount of data. and identify data to transfer. automatically update.

JoB JoB
COMPLETED

CREATED

# webservices




Day 1
(continued #2)

AWS WAF

Filter malicious web traffic

AWS WAF is a web application firewall
that helps to protect web applications
from attack by blocking common web
exploits like SQL injection and cross-
site scripting. AWS WAF integrates
seamlessly with Amazon CloudFront,
our global content delivery network, and
includes an API that you can use to
automate the creation, deployment, and
maintenance of web security rules.

AWS Config Rules

Cloud governance & compliance

AWS Config Rules is a new set of cloud
governance capabilities that allow IT
administrators to define guidelines for
provisioning and configuring AWS
resources and then continuously
monitor compliance with those
guidelines. AWS Config Rules ensures
EBS volumes are encrypted, EC2
instances are properly tagged, and
Elastic IP addresses (EIPs) are
attached to instances.

Amazon Elasticsearch Service
Easily run Elasticsearch in AWS

Amazon Elasticsearch Service is a managed
service that makes it easy to deploy, operate,
and scale Elasticsearch in the AWS Cloud.
Elasticsearch is a popular open-source search
and analytics engine for use cases such as log
analytics, real-time application monitoring, and
clickstream analytics. You can get started with
Amazon Elasticsearch Service as part of the
AWS Free Tier.

ﬁﬁ
Vevlmazon

ﬁ ebservices



AWS WAF (Web Application Firewall)

AWS WAF is a web application firewall that runs together with CloudFront at
every edge location

Helps protect web applications from common web exploits that could affect
application availability, compromise security, or consume excessive resources

Create custom rules to block common attack patterns designed specifically
for a web application — rules deploy in minutes

Filter web requests based on IP addresses, HTTP headers, or URI strings

’ oy
legitimate g

N
HSers LT\ i CloudFront

NS

Edge

banned IP, other

Customer Environment

Location
adversaries (7\ SQL Injection \ /

attacks

N - samazon
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Using AWS Config Rules

Rules > Add rule

© Add custom rule

encrypted-volumes cloud-trail-enabled

incoming-ssh-disabled instances-in-vpc

Ensures that ming Checks that insta

restricted-common-ports

Viewing 8 of 8 managed rules

eip-attached

required-tags

Status

(2]

Rules > Configure rule

Add AWS managed rule

Set up thiz

Trigger

Rule parameters

Description

Managed rule name

Trigger type*

Scope of changes*

Resources*

[
ramazon

webservices




Day 1
(continued #3)

”ﬂnvent

Amazon EC2 Dedicated Hosts

A physical server dedicated to your use

An Amazon EC2 Dedicated Host is a physical server
with EC2 instance capacity fully dedicated to your
use. Dedicated Hosts can help you address
compliance requirements and reduce costs by
allowing you to use your existing server-bound
software licenses.

==
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A socialpoint

Social Point in AWS

Marc Canaleta (CTO &
CO-Founder)

NAaviearnhardON1 =



Socilal Point: the company

 Mobile “Free to Play” Gaming Company

* Founded in Barcelona in 2008

« 250 employees

« 2 Hits: Dragon City and Monster Legends
* > 6 million of DAUs




The business: How does
SQGEL@J. ﬁn@elrnrte MJVLgrE !gn?pend money inside the game to

get exclusive items, move faster, ...

Games as a Service: we don'’t sell games, we serve fun to our users!

[
BUILD PUBLISH SERVE OPERATE MONETIZE
iOS client iTunes App Games as a Acquire users In-app

Android client Store service '?\l”e%:lyg:n?;:? purchases
Backend API Google Play AWS Customer support
Store Community
Amazon App management
Store

4'

,I L ,I T
.l amazon .' amazon
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We serve our games using AWS. Our entire business relies on AWS!



AWS: Social Point Operations

Social Point facts in AWS:

« 2011: A small team of unexperienced developers launches and grows a game up to 1M DAUs on AWS
* 2015: A small team of 4 (1.6% of Social Point) talented systems engineers (or better call them cloud
engineers?) maintain 7 multiplatftorm games (+1000 EC2 servers). They still manage to invest almost 50%

of their time in future projects!

To do this 10 years ago you would have needed a team of experts in hardware, networking, systems, ...

2005 (estimated)

Estimated scenario of operating current Social Point infrastructure
with 2005 technology (data center based)

big team (127?) of experts - hardware, networking,
systems, ...

complex organization with lots of dependencies

slow

operations, provisioning, changes, ...

2015

Operate current Social Point infrastructure with 2015 technology
(AWS)

small team (4 talented cloud engineers)

simple organization with few dependencies

fast

operations, provisioning, changes, ...




Social Point stack

Players of mobile games Component

EC2 based
Load Balancer Layer Component

Application Layer

Event Queues Layer Other AWS
. . t d:
Realtime Event Processing Layer components tise
. ] Route53
Redshift Analytics Data Layer

SQS

Application Data Layer

>-1>0

PHP Analytics Application Layer

CloudFormation

; RDS
v ‘f 8“ D Social Point teams accessing data
-




Recent success story: GolLang
L 0 {10 B = ol ool

* This summer we launched our first feature in production using DynamoDB

 The usage of DynamoDB allowed us to focus on developing the feature, and no longer need to
worry about database management

The feature includes (all realtime - this is why we chose golang):
* Chat / Messaging
+ Player Team Management
* Realtime Matchmaking

Some numbers:
« 35 K concurrent connections per server
« 80 K goroutines per server
* 165M daily Web Socket messages




Recent success story: GolLang
+olysamoDB

High Availability and Seamless Scaling
« Ready to use SDK for all the languages in our stack
* Flexible data schema, support for both documents and key-value structures
« Advanced features (Streams, Triggers, etc...)
« But most important: very robust and predictable

DynamoDB Tips
« Develop local, but be sure to test also with the real service (the local version differs from the
DynamoDB service in some ways)
Design for uniform data access across items in your tables
Take advantage of indexes, mainly sparse indexes
Use One-to-Many Tables Instead Of Large Set Attributes
Break up large attributes across multiple items



Success story: Redshift

Redshift is the core of our analytics since 2013.
We use redshift to:

» Store ALL events generated from the game = erm ) | P
« Generate reporting tables (ex: users table)  cowe oo o . B \/\W\
. . Granularity: Day
» Calculate daily metrics —
« Give direct access to data to anybody in e -
Query g 25k
the company e "

» Feed our SP Backoffice (custom analytics ——
tool) s

Percentage of PvP = —
attackers - @
H H H - M H PVP Battle Init 16.Aug 18.Aug 20.Aug 22.Aug 24.Aug 26.Aug 28.Aug  30.Aug 1. Sep 3.Sep 5.Sep 7.Sep 9. Sep 11.Sep  13.Sep
How Big is Big Data in Social Point? sk A
Lo Attackers = Active Users - se - fb [ ctr=AR] —— Active Users - se - fb [ ctr=BR] - Active Users - se - fb [ ctr=CO] —— Active Users - se - fb [ ctr=ID ]
» 3 Billion events generated every day Thambmaraiann ThANlEaisnh] SRR ST, A e e bl armR]
° 1 Save folder
25 redis servers (queues) - Camomions | | Toagesaes
» 15 python consumers (processors) e
» 20 terabytes of redshift data

170K charts displayed in our tool



Success story: Redshift

Pros of Redshift
« Extremely simple operations (clicks in the console)
* No need of sysadmins, DBAs, ...
 Horizontally scalable
 High performance
» Pay per use: No licenses, investments, negotiations, ...

Redshift Tips
« Remember to do do weekly vacuums to keep performance!
* Use columns compression for performance
 Don’t load data too often (we do it hourly)
« Split into 1 redshift instance per product (per game in SP) - increase concurrency




Goal for 2016: containers

We are already using docker in development. Why containers?
« No more differences between environments *doc ker
* Isolation of components
* Developers have much more autonomy

Ambitious goal: Delegate ownership of the infrastructure to the development teams:
» Split our 1 big AWS account into 1 account per team
* Build (end the development) a tool to manage docker based infrastructures
 Basedin docker, cloudformation, and will evaluate also ECS
* Provides management components by default: nagios, collectd, kibana, consul, ...
« 1lunique infrastructure definition for all environments (local, dev, prod, ...)
 We will try to open source this tool
* Use only AWS managed databases -> DynamoDB, S3, ElastiCache, ...
* Much simpler operations, and docker with persistence is not good
* Focus systems team on training, supporting and providing tools



2 socialpoint

Thanks!
Social Point is hiring talent!

Data Scientists
Backend Engineers
Mobile Engineers

and much more in www.socialpoint.es/jobs!



http://www.socialpoint.es/jobs

Day 2

Announcements

AWS loT

AWS loT is a managed cloud
platform that lets connected devices
easily and securely interact with
cloud applications and other
devices. AWS |oT can support
billions of devices and trillions of
messages, and can process and
route those messages to AWS
endpoints, such as AWS Lambda
and Amazon Kinesis, and to other
devices reliably and securely.

AWS Mobile Hub

AWS Mobile Hub is the fastest way
to build mobile apps powered by
AWS. It lets you easily add and
configure features for your apps,
including user authentication, data
storage, backend logic, push
notifications, content delivery, and
analytics — all from a single,
integrated console, and without
worrying about provisioning, scaling,
and managing the infrastructure.

Amazon CloudWatch
Dashboards

With CloudWatch Dashboards, you
can monitor operational metrics with
custom graphs of your AWS
resources from a single pane of
glass. You can create text-based or
graphical widgets, add custom text
annotations and links to graphs,
change the time range, resize and
reorganize widgets, and reuse and
share dashboards.

,lll’l
.l amazon
A# webservices



CloudWatch Dashboards

e Customized dashboards for CloudWatch
metrics

» Display multiple metrics and accessorize
with text and images

* Pull metrics from multiple regions for global
status dashboard for complex, multi-region
applications and deployments

* Resizable graphs you can interact with

* Link graphs and correlate between metrics,
and zoom and take other actions across all
linked graphs




AWS CloudWatch Dashboards

- Actions ¥ Add widget Save dashboard Hours ~

Our Awesome Dashboard

wiramazon

A# webservices




Day 2
(continued #1)

AWS Lambda

You can now develop your AWS

Lambda function code using Python,

maintain multiple versions of your
function code, invoke your code on
a regular schedule, and run your
functions for up to five minutes.

Amazon WorkSpaces

Amazon WorkSpaces allows you to
easily provision cloud-based
desktops and provide users access
to the documents, applications, and
resources they need from any
supported device including Windows
and Mac computers, Chromebooks,
iPads, Kindle Fire, and Android
tablets. Amazon WorkSpaces now
supports encryption and lets you
bring your existing Windows 7
Desktop Licenses by providing
physically dedicated hardware.

re-lnvent

Amazon EC2 Spot Instances

You can now request Amazon EC2
Spot instances to run continuously,
for up to six hours, at a flat rate that
saves you up to 50% compared to
On-Demand prices. This enables you
to reduce costs when running finite
duration tasks such as batch
processing, encoding and rendering,
modeling and analysis, and
continuous integration jobs.

==

,II I
.' amazon
AF webs

services



Day 2
(continued #2)

Amazon EC2 Container Registry  Amazon EC2 Container Service Amazon Inspector

Amazon EC2 Container Registry (ECR) is a You can now use the Amazon ECS CLI uicklv and easilv assess the
fully-managed Docker container registry that with Docker Compose to easily launch gecuri%;, of your A)\/NS
makes it easy for developers to store, manage multi-container applications. We have also for f [

y At ’ ' added availability zone awareness to the ~ €SOUrCes ior forensics,
and deploy Docker container images. Amazon — Amazon ECS service scheduler, allowing ~ troubleshooting or active
ECR is integrated with Amazon EC2 Container the scheduler to spread your tasks across ~ auditing purposes at your own
Service (ECS), simplifying your development to availability zones. pace.

production workflow. Amazon ECR eliminates
the need to operate your own container
repositories or worry about scaling the
underlying infrastructure. Integration with AWS
Identity and Access Management (IAM)

provides resource-level control of each 'g;nazon
repository. ﬁ Wi

ebservices



Other re:Invent Announcements

CloudFormation Visual X1 + t2.nano Instances Amazon RDS for MariaDB
Designer , , . -

: : New instance types are in the works. The Another database option for RDS (joins
Created and edit CloudFormation X1 instances will provide up to 2 TB of Aurora, MySQL, SQL Server, Oracle
templates inside the Web Console. memory and over 100 cores. Database, and PostgreSQL).

Simply drag and drop your AWS

resources to the design surface and see The t2.nano will have half of the memory of Variant of MySQL with increased customer
your CloudFormation appear in the the t2.micro, and will offer the same ability demand.
JSON editor to burst to full-core processing power on an

as-needed basis. Does not require an enterprise license for

access to advanced features.

ﬁﬁ
ramazon
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Moving Fast and Staying Safe In
the AWS Cloud

Bill Murray
AWS Security Programs

November 5, 2015
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1) Why Is security such a hot topic?

ik

Because it's important, and it's hard

’l N
ramazon
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2) Why Is enterprise security traditionally so hard?

Because so much planning is needed



3) Why does planning take so long?

Because it requires SO many processes



4) Why so many processes?

o

T

Because mistakes are easy to make and hard to correct

NN
wiramazon
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5) Why are mistakes so hard to correct?

4 [
/& -
a )
—.-
Lack of visibility Low degree of automation



So where does AWS come In?

AWS makes security Lets you move fast while
more agile staying safe



Security Is Job Zero

‘PEOPLE & PROCESS

"NETWORK '___fﬁffC_ NASDAQ Ffzor
P H Y S | 0 A L Lo % Bristol-Myers Squibb TOKYO

STOCK EXCHANGE

Familiar security model Validated by security experts Every Customer Benefits
Collaboration on Enhancements

Physical Network Platform People &
Security Security Security Procedures

NF webservices
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SECURITY IS SHARED

AWS Enterprise Summit



Build everything on a constantly improving security baseline

oy £ qant I J/Qﬁ = 2 GXP
] ISAE 3402 v i ; J {l \\ ISO 13485
v AR D \Q\0.8, 2/ HIPAA asoi100
: > g nummnmn:nssnnmnnnrmmumc ISO/TS 16949
= cloud ey

FedRAMP NS A

s CIR secunty E1ISMA

alliances s

AWS is
Compute Storage Database Networking responsible for
amazon the security OF
Availability Zones the Cloud

Edge Locations

Regions

. .l’ (1]
wiramazon
A# webservices



Security & compliance is a shared responsibility

Platform, Applications, Identity & Access Management

Customers have
their choice of

Operating System, Network, & Firewall Configuration _secur_lty
configurations IN

Client-side Data Server-side Data Network Traffic
the Cloud

AWS is
Storage Database Networking responsible for
amazon the security OF
Availability Zones the Cloud
Edge Locations
Regions o j ]
TG
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SECURITY IS FAMILIAR

AWS Enterprise Summit



Security I1s Familiar

« We strive to make security at AWS as familiar as
what you are doing right now
— Visibility
— Auditability
— Controllability
— Agility



AWS Marketplace: One-stop shop for familiar tools

Advanced Application Identity and Server & Network Encryption & | Vulnerability
Threat Security Access Mgmt Endpoint Security Key Mgmt | & Pen Testing
Analytics Protection

eivieerw | (4) SOPHOS

ﬂ ALERTLOGIC CIPHERGRAPH .
_ f®) TREND. | pemprinET
FEATINET | g secureauTH

CSJafeNet
: tenable

& netwe

@uaLysGuarp:

g . & CheckPoint | \/ormetric
Ve Secure the Intermnat Ceta Socurity Simplifiod
1_ H intel) secur ity @
\ & Barracuda

ALIEN VAULT

M-Pin SSO aloatta @.,_ -
getworks TRUST

L
wiramazon
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NiE

SECURITY REQUIRES VISIBILITY

AWS Enterprise Summit



VISIBILITY

HOW OFTEN DO YOU MAP YOUR NETWORK?

WHAT'S IN YOUR ENVIRONMENT
RIGHT NOW?
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ECZ2 Management Console
B https://console.aws.amazon.com/ec2
Services v  Edit ~
EC2 Dashboard
Events

Tags

Instances
Spot Requests

Reserved Instances

AMIs
Bundle Tasks

Volumes

Snapshots

Security Groups
Elastic IPs

Placement Groups

Amazon W

2/homefregion=eu-west-1#Instances

Connect

Launch Instance

Filter Allinstances v

Name Instance |

git i-157cd45d
adrien i-38eaB477
mail i-4e507502
minecraft i-bee14ef3

<

Instance: i-157c445d

Description Status Checks

Instance ID

Instance state

Instance type

Availability zone

Security groups

Scheduled events

ffiliates. All right

All instance types v

Actions v

D -
m1_small
m1.medium
t1.micro
m1. large

1

Meonitoring

1-157c445d

running

m1.small

eu-west-1b
Git_Repository. view
rules

No scheduled events

Privacy Policy

Instance Type

Q, Search Instances

Availability Zone

eu-west-1b
eu-west-1b
eu-west-1a

eu-west-1c

Tags

Terms of Use

admin

X

Instance State
() running
running

@
@ running
@

running

Public DNS: ec2-46-137-170-115.eu-west-1.compute.amazonaws.com

Public DNS

Elastic IP
Private DNS

Private IPs

Secondary private IPs

VPCID

0+ Irelandv Help~

o # @

11to 4 of 4 Instances

Status Checks Alarm Status

& 22 check None
& 22 check
@ 272 check

@ 22 check

MNomne
MNomne

MNone

ec2-46-137-170-115.eu-
west-1.compute.amazonaws.com

46.137.170.115
ip-10-55-77-33.eu-
west-1.compute.internal
10.55.77.33

Feedback




Security Is Visible

* Who is accessing the resources?

* Who took what action?
— When?
— From where?
— What did they do?
— Logs Logs Logs




New tools to move fast and stay safe

 Amazon Inspector

« AWS WAF

 AWS Config Rules




Amazon Inspector (Preview)

Security assessment tool analyzing end-to-end
application configuration and activity



Why Amazon Inspector?

* Applications testing key to moving fast bust staying
safe

« Security assessment highly manual - resulting in
delays or missed security checks.

» Valuable security subject matter experts spending
too much time on routine security assessment



Amazon Inspector Features

LT
amazon
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Amazon Inspector Rule Sets

‘I N
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Amazon Inspector Benefits

Increased Agility

Embedded Expertise

Improved Security Posture

Streamlined Compliance




Getting started

Install Run Analyze

Install Inspector agent on your EC2 instances. Run an assessment for your application. Review your findings and remediate security issues.

Leam more Learn more Learn mone

__usis
wiramazon
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Prioritized Findings

Amazon Inspector - Findings

Inspector findings are potential security issues discovered during Inspector's assessment of the specified application. Learn more.

Severity
High @
High @
High @
nformational €@
nformational @
nformational €@
nformational €@
nformational €@
nformational €@

nformational €@

Application

Customer Processing
Customer Processing
Customer Processing
Customer Processing
Customer Processing
Customer Processing
Customer Processing
Customer Processing
Customer Processing

Customer Processing

Assessment

Comprehensive-Assessment
Comprehensive-Assessment

Comprehensive-Assessment

nitial app

nitial app

Comprehensive-Assessment
Comprehensive-Assessment
Comprehensive-Assessment

Comprehensive-Assessment

nitial app

Rule package

Authentication Best Practices

Common Vulnerabilities and Ex...

Authentication Best Practices
PCI DSS 3.0 Readiness

PCI DSS 3.0 Readiness

Operating System Security Best...

PCI DSS 3.0 Readiness
Network Security Best Practices
PCI DSS 3.0 Readiness

PCI DSS 3.0 Readiness

2| &
Viewing 1-10 of 24

Finding

Instance i-aac4c46f is configure
Instance i-aac4c46f is vulnerabl
Mo password complexity mecha
Instance i-aac4c46f was found

The machine i-aac4cdbf was fo
Mo potential security issues fou
The machine i-aac4c46f was fo
Mo potential security issues fou
Instance i-aac4c46f was found

A machine with Instance ID i-aa

ramazon

webservices




Detalled Remediation Recommendations

Finding for application - Customer Processing

Application name

Assessment name

Assessment start

Assessment end

Status

Rule package

Finding

Severity

Description

Recommendation

Customer Processing

Comprehensive-Assessment

Today at 3:51 PM (GMT-4)

Today at 4:12 PM (GMT-4)

COMPLETED

Authentication Best Practices

Instance i-aac4c46f is configured to allow users to log in with root credentials over SSH. This increases the likelinood of a successful brute-force attack.
High @

This rule helps determine whether the SSH daemon is configured to permit logging in to your EC2 instance as root.

It is recommended that you configure your EC2 instance to prevent root logins over SSH. Instead, log in as a non-root user and use sudo to escalate privileges
when necessary. To disable SSH root logins, set PermitRootLogin to "no” in fete/sshisshd_config and restart sshd.

wiramazon
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AWS WAF (Web Application Firewall)
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AWS WAF Features
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AWS WAF Benefits

(

L

Increased Protection
Against Web Attacks

( )
\ J

Ease of Deployment and
Maintenance

( i )
\ J

Security Embedded In
Development Process




AWS WAF in Action
)

o =
M
AWS Management
Console

Admins

Define rules

AWS WAF

0,0
ot

Deploy
protection
Developers AWS API

1D
Ly L

R
N
Web App in
CloudFront
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AWS WAF Partner integrations

;\ ALERTLOGIC

Security. Compliance. Cloud.

« Alert Logic, Trend Micro & Imperva integrating with AWS WAF
« Offer additional detection and threat intelligence
« Dynamically modify rulesets of AWS WAF for increased protection



AWS Config Rules



AWS Config Rules Features

LT
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AWS Config Rules

Broad Ecosystem of solutions

o/ evident.io




AWS Config Rules Benefits

r

Continuous monitoring for
unexpected changes

~\

Shared Compliance
across your organization

J

Simplified management of

configuration changes




AWS Config Rules

AWS v Services v

Clinton Ford v Oregon v  Support ¥
| Rules

Status @
Resources t if any rule that app ihe resource is currently non-compliant. You

" c any res i ope of the rule is currently non-compliant
© Add rule(s)

Rule name

ettings

Compliance status Edit rule Rules overview at Aug 18th 2015 4
1 Non-compliant resour &
1 Non-compliant resoure

B Non-compliant
W compliant

® Feedback @ English

Privacy Policy ~ Terms of Use .-.-
2>




Putting it all together: Before

Develops Reviews Fixes Deploys WAF ~ Updates Reviews  Fiyes
app app app rules app app broken
WAF

rules

Auditor:
?27?77?

’l N
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Putting it all together: After

Defines
WAF
[ES
% N \Y/
Develops Fixes
Defines RUNS .

standards security environment

tests
X
O
Rapid updates Auditor has
full visibility

.l’l’l
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Making Life Easier



Security by Design (SbD)

_ NS
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Security by Design - SbD

AWS KMS

1 '
/ L. CloudTrail

AWS IAM

NS
AWS =
]
CloudHSM —’
AWS
Config

e Systematic approach to ensure security
* Formalizes AWS account design
« Automates security controls
« Streamlines auditing.

» Provides control insights throughout the
IT management process

L
"asamazon
web
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SbD - Scripting your governance policy

« Set of CloudFormation Templates that
accelerate compliance

« Result: Reliable technical implementation of
administrative controls

i -




How we build our organization



Application Security

Aligned for agility

(L]
_S

]
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Security Ownership as part of DNA

L R
y =
Distributed Embedded

« Promotes culture of “everyone is an owner” for security
« Makes security stakeholder in business success
« Enables easier and smoother communication

-.l’l’l
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Operating Principles

LT
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Technology to automate operational principles

'I’I
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Security Training



New Security Training

Training

S .
Qﬂf) Security Fundamentals on AWS
| (Free online course)

Security Operations on AWS
(3-day class)

Detalls at aws.amazon.com/training

’l’l
- ramazon
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http://aws.amazon.com/partners/training/

The Bottom Line



Making Life Easier

Choosing security does not mean giving up
on convenience or introducing complexity



Design & Deploy

7

& . .
v w| Define sensible defaults

% | Inherit compliance controls
_A | Use available security
4 \| features

Manage templates - not
Instances




Operate & Improve

Constantly reduce the role of
people

Reduce Privileged accounts

Concentrate on what matters




conc

usions

Security is critical

We’re creating tools to make it

easier

We're creating ways help you
build a world class team

You can move fast and stay
safe




Don’t take my word for it.....

ClOs and CISOs need to stop obsessing over
unsubstantiated cloud security worries, and instead apply
their imagination and energy to developing new
approaches to cloud control, allowing them to securely,
compliantly and reliably leverage the benefits of this
Increasingly ubiquitous computing model.

Clouds Are Secure: Are You Using Them Securely? _
Published: 22 September 2015 -- Jay Heiser Gartner.
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