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Today’s complex regulatory environment requires companies 
to adhere to best practices regarding data privacy and 
management. The creation of legislation like the GDPR brings 
with it severe risks for organizations that aren’t prepared, both in 
the form of financial penalties and costly reputational damage.

With the release of Beamery Comply, Beamery becomes the only 
platform to go beyond basic compliance setup, providing peace 
of mind to organizations through automation and reporting and 
allowing best-in-class recruiting data management.
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Consent Management

Certain data privacy laws, including the GDPR, require companies to 
obtain explicit consent from individuals to store or process personal data. 

Beamery’s Consent Management functionality lets companies configure 
and manage all consent statement, opt-ins and acceptance for candidates 
that have come inbound, as well as those that you’re team have sourced. 
Our consent management product includes the following capabilities: 

• Collect consent at the point of entry for inbound candidates by 
including the consent request question in forms.

• Request and confirm opt-ins using customizable email templates in 
campaigns, including a link or button to the consent capture form, 
which candidates can revisit to update their preference. 

• Universally control the text for the consent question through Settings, 
or configure for each form.

• Filter, track and segment your candidates by consent status, and days 
since opt-in in to ensure your candidates’ consents are up-to-date.

Enabling Complete GDPR compliance
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Opt Ins

Collect consent for inbound candidates
Include the consent statement as a required question in all forms, control 
the visibility of the statement and tailor the text for each form individually.

Request opt-ins (e.g. for sourced candidates)
Create or tailor pre-loaded email templates to request opt-in from 
candidates using campaigns. Consent request campaigns can include 
either a link or a configurable button which directs the candidate to a 
consent capture form.
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Customizable Consent Email Templates for new vs existing candidates

For existing candidates: 

For new candidates:
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Consent capture form

Confirm opt-ins
Set up and automate a Consent Confirmation campaign using pre-loaded 
email templates and recipes that include the link to the consent capture 
form, including for inbound candidates. This ensures that candidates can 
opt-out as easily as they opted in as per GDPR requirements.

Customizable consent confirmation email template
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Insert unique consent URLs and opt-ins as ‘variables’ created in custom personalised emails

Configure consent statements:
Set up the consent statement for both the consent capture form and as 
part of standard forms in Settings for consistency, including an introductory 
text, the consent question and your privacy policy. A link to Beamery’s 
data enrichment policy is included as part of the statement to ensure full 
transparency to the candidate.
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Manage consent from a contact profile
Generate a unique consent link for that contact from the profile. Contact 
profiles will display the opt in and opt out states, and the days since opt-in. 

Track and manage consent from candidates
Consent is collected in two ways in the Beamery CRM; in the ‘Consent’ 
field, which collects Opted In / Opted Out answers, and in the ‘Last 
Consented’ field, which shows the days since consent given to help you 
schedule re-opt-in campaigns or automate purges for contacts without 
uptodate consent.
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Opt Outs

Do not contact 
Manually prevent candidates from receiving messages by marking them as 
‘do not contact’. For example, you can mark a contact as ‘do not contact’ 
after sending them a consent request, and keep them as ‘do not contact’ 
until they consent or until they are deleted after a defined time interval.

Unsubscribe enforcement
Ensure that all emails have an unsubscribe footer automatically appended.

Unsubscribe customization
Customize the unsubscribe language and branding in your email templates.
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Data Deletion and Anonymization

The amount of personal data stored and processed by an organization 
is significant. Many data protection and privacy laws, including GDPR, 
require companies to purge (permanently delete) candidate data once 
there is no longer a legal reason to keep it. Beamery Comply lets 
companies define location-specific data retention policies and permanently 
delete or anonymize data thereafter. 

Deletion
If contacts do not opt in, or are otherwise not appropriately notified in order to 
be kept in the database, you can delete contacts from the system - completely 
removing all data stored on the contacts. This can be done both manually, 
through a two-step “archive” then “delete” process, and automatically for 
companies that have enabled Beamery compliance automation recipes, such 
as to delete contacts after a certain period of time.

Anonymization
When a contact is anonymized, all their data is deleted from the Beamery 
database, aside from name, email and social URLs, which are hidden 
from the customer’s view. These are kept in order to check and prevent 
Anonymized contacts from being accidentally added back into Beamery, 
with or without an email. Beamery prevents users from re-adding 
anonymized contacts into the database by flagging previously anonymized 
candidate profiles.

Manual anonymization
Users with the right level of permission can Anonymize contacts from 
profiles, and unanonymize them if the candidate chooses to retract their 
right to erasure. For example, users can manually Anonymize contacts 
from each Archived contact’s profile, with a two-step Anonymization 
process to reduce the risk of accidental Anonymization, where the user is 
required to Archive the contact first, and will receive a warning to confirm 
the action. Please note that if Beamery is integrated with another system, 
such as an ATS or HR system, the additional system will need to have 
API support for anonymization in order to mirror the anonymized data via 
integration.
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Warning modal

Anonymized contact profile
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Un-anonymization of contacts
Superadmins can manually un-anonymize contacts from their profiles if 
contacts have requested to be un-anonymized. If a contact re-opts-in or 
is un-anonymized, the contact profile is shown in Beamery only with their 
name, email and social URLs, with the Anonymization date displayed to 
provide context.

Prevent mistakenly adding anonymized contacts into the database
If a user attempts to add Anonymized contacts either manually, or when 
sourcing via the Extension, full profiles are flagged as ‘Anonymized’ and 
will prevent a user from being able to re-create an anonymized contact.
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It is difficult for any organisation to keep track of which candidates in their 
system are compliant - particularly if candidates can be created without 
emails or with invalid emails and can thus not consent.

Consent and Notification Automation

Consent and Anonymization Automation
Automate requesting and confirming consent campaigns, archiving 
contacts when they opt out or unsubscribe, and sending re-opt in 
campaigns to candidates for whom consent is about to lapse. Schedule 
the archival of candidates without any consent information or for those 
with lapsed consent, to ensure the database holds uptodate consent 
information. Automatically anonymize archived contacts after a set period 
of time to maintain a clean and compliant database.

Compliance Automation (Enterprise Add-On)
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Scheduled compliance automation
Profiles can be created without contact information (for example from a 
parsed resume), and you can ensure that such profiles are either removed 
from the system after a scheduled time interval, or have a consent or 
notification process triggered the moment that contact information is added 
to their profile, through a scheduled recipe.
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Bulk action Anonymization and ‘Do Not Contact’
Anonymize contacts or mark them as ‘Do Not Contact’ in bulk from 
the People grid, instead of marking each contact as ‘Do Not Contact’ 
individually from profiles.
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Set rules to automatically delete / anonymize data
Use the scheduled and triggered recipes outlined above to define 
your approach to data governance, and automate data removal and 
anonymization based on that approach. For example, deleting data 
on contacts after defined intervals (e.g. after 30 days if no opt in), or 
anonymizing data for candidates that opt out.

Data deletion and anonymization automation

Anonymized contacts flagged during import
Previously anonymized contacts are prevented from being added into 
Beamery via CSV import, and the user is notified of the number of contacts 
not imported due to this.
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Beamery

Beamery is the new standard in Recruitment CRM & 
Marketing software trusted by many of the world’s leading 
brands, including Facebook, VMware,and Balfour Beatty. 
We enable companies to proactively source and engage 
potential candidates, build pipelines of talent, and leverage 
data intelligence and automation to create a great candidate 
experience.

We offer world class engineering, technology innovation, a 
customer-centric services organization, and a Software-as-
a-Service (SaaS) application that is accessed by your entire 
recruiting team. Founded in 2013, Beamery has offices in 
London, Austin and San Francisco

Contact Beamery
Email: info@beamery.com
Website: www.beamery.com
Blog: blog.beamery.com
Twitter: @BeameryHQ
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