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Personal data at risk on 63% of UK top 100 ecommerce sites  

Dashlane Q1 2014 Personal Data Security Roundup  

NEW YORK – Today, Dashlane announces the first UK edition of its quarterly Personal Data Security Roundup. 
 
The Roundup assesses password security procedures on the Top 100 e-commerce sites by examining 26 different 
password security criteria and awarding/docking points depending upon whether sites follow good security 
practice or encourage risks. Each criteria is given a +/- point value enabling each website to achieve total score 
between 100 and -100. 
 

 
UK Situation 
 
As online retail sales exceeded expectations in December with the IMRG Capgemini e-Retail Sales Index recording 
18% year-on-year growth, consumers are increasingly sharing their personal data, including payment information, 
with a growing number of e-retailers. Dashlane analyzed the UK’s top 100 e-retailers’ data protection policies and 
discovered multiple areas of serious concern related to protection of consumers’ data. 
 

 63% of top 100 UK e-commerce sites didn’t implement an explicit policy (all criteria rated with a “–“ or 0; 
see methodology) to protect personal data of their customers. 

 

 Only 37% deliberately strengthened their processes to reduce risks of data theft or fraudulent usage of 
personal data and deployed corresponding processes rated with a “+” according to our methodology. 

 
Additional key findings from the study include: 

- 66% still accept notoriously weak passwords such as “123456” or “password”, putting users in danger as 
these are often the first passwords hackers use when trying to breach accounts.  

- 66% make no attempt to block entry after 10 incorrect password entries (including Amazon UK, Next, 
Tesco and New Look). This simple policy prevents hackers from using malicious software that can run 
thousands of passwords during log-ins to breach accounts. 

- 60% do not provide any advice on how to create a strong password during signup, and only 14% display a 
password meter to help their users gauge the strength of their chosen password. 

- 25%, including The Body Shop, Clarks and Superdrug, send passwords in plain text via email letting any 
hacker that has access to your email account sign in to your other accounts. 

 
Teletext Holidays, Urban Outfitters and Holland & Barrett received the three lowest scores. Virgin Altantic, 

Ocado were also among the lowest ranked sites as they all received scores of -35 or below.  
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Apple is the best e-commerce site in terms of data protection, followed by Travelodge UK, which suffered from a 
data breach in 2011. The rest of the highest ranked sites are biggest brick and mortar retailers and hotel chains 
who turned out to develop their business on the web, without impairing security for their customers  
 
Overall our study found that the bigger the organization, the safer the website was in terms of data protection, 
according to the strong correlation of rank and revenues – see top and low scores below.   
However, there are a couple of counter examples showing that this is not always the case as Sainsbury, Virgin 
Atlantic and The Bodyshop. 
 
These findings are troubling, particularly when examined in the context of numerous recent online security issues 
at major retailers. They suggest that some of the top e-commerce sites in the UK fail to implement basic password 
policies that could adequately protect their users’ personal data. 
 
 
Users at Risk 
 
The danger with a weak password policy is that it leaves users’ personal data vulnerable. The weaker the 
password, the easier it is for hackers to break into an account. Therefore, sites with lenient password policies are 
leaving their users exposed to greater risk.  
 
The majority of sites accept ten of the most commonly used passwords such as “123456”, “111111” and even the 
word “password”.  Dashlane also discovered that 69% do not require a mix of letters and numbers, and 79% 
accept passwords with 6 characters or less. 
 
In addition to permitting weak passwords, a number of e-commerce sites do not lock users’ accounts after 
repeated failed access attempts. Numerous sites, including Amazon and New Look, allow uninterrupted normal 
login attempts even after 10 incorrect password entries. One of the easiest methods hackers use to break into an 
account is the automated entry of commonly used passwords. Restricting account access after multiple incorrect 
entries is a simple way to curb this tactic. 
 
When the two issues above are combined, it becomes easy for hackers to access many accounts because they can 
repeatedly try the most commonly used passwords without being blocked. 
 
Also among the more dangerous practices is the sending of passwords in plain text via email. Thankfully this 
practice was not prevalent, but the study found that several sites, including The Body Shop, Clarks and Superdrug, 
still email users’ passwords in plain text. 
 
 
International comparison 
 
This edition follows the similar research performed in France and in the US few weeks ago.  
Our results show that the UK compared somewhat favorably to the US where e-commerce sites generally deploy 
more rigorous online security processes. 
 
In contrast, the UK is much more secure when compared to European counterparts France where nearly 1 out of 2 
sites send passwords, account confirmation or reset password emails in plain text email. This is among the most 
dangerous online security practices as any hacker, or any person, with access to your emails accounts will be able 
to log in to your accounts.  
 

http://www.which.co.uk/news/2011/06/travelodge-suffers-customer-security-breach-257382/
http://www.which.co.uk/news/2011/06/travelodge-suffers-customer-security-breach-257382/
https://www.dashlane.com/frblog/2014/01/16/dashlane-revele-les-resultats-de-son-premier-barometre-des-100-premiers-sites-de-commerce-francais-en-matiere-de-securisation-des-donnees-de-leurs-clients/
https://www.dashlane.com/blog/security/infographic-the-illusion-of-personal-data-security-in-ecommerce/


 
 

 
 
 

 
 



 
 
The Solution is Simple 
 
To improve their data protection policy, Dashlane recommends that e-commerce sites adopt some simple policies: 
 

 Require that passwords contain at least 8 characters, and a combination of upper/lower-case letters, 
numbers and symbols 

 Block account access after 3 failed logins   

 Provide users with on-screen advice on how to choose a strong password during signup 

 Provide users with an on-screen assessment of password strength while they’re choosing a password 

 Never send any password in clear  
 
All of these practices can be implemented cheaply and quickly with readily available open-source technology. A 
number of sites in the top 100, such as Travelodge have already implemented many of these practices. 
 
Some retailers may argue that such requirements impede user convenience, but some companies on this list have 
shown that it is possible to be both secure and successful. 
 
Full information on the study on the methodology can be found on the Dashlane blog: http://goo.gl/d9rkDm  
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Bottom 10 - UK 
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E-retailer Score 

Estimated revenue 
(source=links) 

Apple 100 170 910m$ 

 
Boohoo.com -50 67m£ 

Travelodge UK 95 332m£ 

 
Boden -50 126m£ 

B&Q 90 3 700m£ 

 
TK Maxx -50 1 400m£ 

Premier Inn 90 1 360m£ 

 
Wilkinson -50 1 530m£ 

Williams Sonoma 65 4 290m$ 

 
Go Outdoors -50 203m£ 

Zara 65 10 541m€ 

 
Laura Ashley -50 286m£ 

Next 59 3 548m£ 

 
Superdrug -50 1 021m£ 

Goldsmiths 59 Und. 

 
Teletext Holidays -50 793m£ 

Waitrose 55 5 420m£ 

 
Holland & Barrett -50 335m$ 

TopShop 54 2 736m£ 

 
Urban Outfitters -60 1 369m$ 

http://goo.gl/d9rkDm
http://investor.apple.com/results.cfm
http://www.drapersonline.com/news/boohoo-float-edges-closer-as-full-year-sales-rise-132/5055672.article#.UxCfs_l5PnE
http://en.wikipedia.org/wiki/Travelodge_UK
http://www.thisismoney.co.uk/money/news/article-2495611/Johnnie-Boden-We-make-British-roots.html
http://www.diy.com/diy/jsp/corporate/content/about/
http://www.retail-week.com/companies/tk-maxx
http://www.whitbread.co.uk/content/dam/whitbread/pdfs/investors/reports-and-presentations/annual-reports/2013/10052013-annual-report-and-accounts-201213/Annual-Report-and-Accounts-2013.pdf
http://www.retail-week.com/sectors/general-merchandise/wilkinson-full-year-performance-below-expectations-despite-21-profit-surge/5051336.article
http://www.williams-sonomainc.com/files/press-releases/WSM-Q3FY13ER.pdf
http://www.grough.co.uk/magazine/2013/03/27/retailer-go-outdoors-creates-150-jobs-with-three-new-stores
https://www.inditex.com/en/shareholders_and_investors/investor_relations/annual_reports
http://media.lauraashley.com/wp-content/files_mf/annual_report_jan_201229.pdf
http://www.nextplc.co.uk/financial-information/financial-summary.aspx
http://www.retail-week.com/did-you-know-that-sales-at-superdrug-have-been-in-decline-over-the-last-three-financial-years/5051916.article
http://www.dmgt.com/investors/reports
http://www.waitrose.presscentre.com/Press-Releases/John-Lewis-Partnership-plc-Results-for-the-year-ended-26-January-2013-b4e.aspx
http://www.express.co.uk/finance/city/407670/Holland-Barrett-s-healthy-results
http://www.arcadiagroup.co.uk/press-relations/press-releases-1/financial-results-for-the-year-ended-31st-august-2013
http://news.urbn.com/phoenix.zhtml?c=115825&p=irol-newsArticle&ID=1898613&highlight=


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
ABOUT DASHLANE: 
 
Dashlane is tackling the universal problem of passwords by offering the world’s best password manager and digital 
wallet app. It provides users with a beautiful interface and a seamless way to manage and use all their passwords, 
IDs and payment information. User data is stored locally in a securely encrypted AES-256 vault and the encryption 
key is never recorded, stored or transmitted anywhere. The app uses tested security technology designed to allow 
only the user to access the data. The app is available on Mac, Windows, iOS and Android and can be synced across 
all of these devices. Dashlane was recently selected by PC Mag as one of “The Best Security Products of 2013”.  
 
Dashlane was founded in 2009 by Bernard Liautaud, the co-founder and former CEO of Business Objects. The 
company has raised $8 million to date, backed by Rho Capital Ventures, FirstMark Capital, and Mr. Liautaud. 
Dashlane is based in New York City and has an office in Paris, France. 
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Common simple, passwords allowed 

 Password % of UK retailers allow 
 password  70% 
 123456  60% 
 12345678  66% 
 abc123  79% 
 qwerty  63% 
 monkey  63% 
 letmein  63% 
 liverpool  69% 
 111111  60% 
 charlie  63% 
 

http://www.pcmag.com/article2/0,2817,2427000,00.asp

