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Contents. Introduction from BPP.

As we embrace industry 4.0, it is more important 

than ever to harness the power of digital disruption. 

Certainty about the businesses we work in is 

challenged on a daily basis, and risk management 

and compliance impacts at all levels, particularly 

where technology is transforming how we work at an 

unprecedented rate. 

Risk management and compliance, once the domain 

of finance or legal departments, is now central to 

business and technology strategies and in areas such 

as cyber and financial crime risk. This underlines how 

the past is no indicator to the future in terms of the 

skills we will need to keep organisations secure. 

We are in an era of revolution not evolution, and we 

can trace a lot of today’s technology developments 

and associated impacts to 2007. A seminal year for 

technology innovation, just ahead of the financial 

crisis of 2008. We can perhaps see how engagement 

with new technologies, innovations and the associated 

disruption on companies may have slowed down, as 

the priority for many at that time was coping with 

financial stability and shoring up traditional controls. 

But this is where the revolution was unleashed, and to 

a certain extent organisations have been catching up 

ever since – a view which is definitely validated within 

this research piece.

It is interesting to see that the speed and scope of 

technological change is a key concern, with only 43% 

of respondents feeling confident on having the right 

technological skills in place, yet 80% being aware that 

technological change in the next five years will have 

a significant impact on their organisations. Cyber 

security is highlighted as the most significant risk, with 

65% of respondents also naming it in their top three, 

but broader concerns around skills gaps and readiness 

for the future are also prevalent. There is a clear sense 

that business processes will continue to change, and 

so risk and compliance skills need to evolve to provide 

support and assurance.

Here at BPP, we are at the forefront of thinking on how 

we can support this evolving agenda. As a business we 

are seeing massive disruption in the education market, 

but also great opportunities to work with clients on 

growing and enhancing newer skills to cope with 

emerging roles and activities. Partnering with the ICA 

further strengthens what we do, and we look forward 

to working with many of you in the future to address 

the challenges presented within this research.

Sarah McIlroy is Dean of BPP University School of 
Business and Technology.
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Context and overview.

The technology revolution within highly regulated 

sectors such as financial and professional services 

continues apace. This digital disruption means that 

both new risks and opportunities emerge, with equal 

challenges to overcome. 

This report, commissioned by BPP in association 

with the International Compliance Association, is an 

attempt to gauge how well-equipped organisations 

are to meet this challenge by asking the people at the 

sharp end – compliance and risk managers. 

These professionals are keenly aware of the 

requirements of regulators and other stakeholders, the 

potential impact of digital disruption, and the ability of 

their particular organisational culture to manage both. 

Businesses have a choice – disrupt or be disrupted.

Levels of confidence in respect of digital disruption 

will of course vary from business to business. What is 

immediately apparent from this survey is that most 

risk and compliance managers think their businesses 

will be affected. 80% are in no doubt that their 

organisation and role will be significantly affected 

within the next five years, with senior managers 

particularly alert to the challenge. 

We hope these findings will provide a useful insight 

into what some of the leading practitioners in risk 

and compliance feel about the challenge posed to 

businesses by the technology revolution, and help 

readers reflect on the issues raised in terms of their 

own organisations.

Methodology 

Research was carried out online by trendence 

UK via ICA’s database during November 2018.

Main findings 

• 80% of risk and compliance managers believe 

digital disruption will have a big impact on 

their roles and organisations

• Only 43% think their technology or workforce 

plans are fit for purpose

• 36% believe that technology will replace too many 

roles and adversely affect client relationships

• 45% of respondents think their colleagues are 

not sufficiently open to learning

• 56% worry that their industry regulator won’t 

keep up to speed with change

• 65% consider cyber crime and security one of 

the biggest challenges in their business 

• 69% are concerned by the dangers of 

unsupervised machine learning

• 64% are worried about relying on third-party 

AI systems

• 59% of respondents are worried that their 

organisation lacks digital awareness

Introduction from the ICA.

Since the International Compliance Association 

(ICA) was established some 18 years ago we have 

witnessed an immeasurable amount of change 

that has impacted the roles and responsibilities of 

compliance practitioners. Back in 2001 the compliance 

officer was the person to be avoided, the individual 

whose apparent intention was to find ways not to do 

business, rather than the individual who protects the 

business and adds significant value for a wide range 

of stakeholders. The changes that have occurred in 

the external landscape – fines, changes in rules and 

regulations, custodial sentences, scandals and greater 

amounts of scrutiny both by regulators and customers 

– have elevated the role of the compliance practitioner 

to its rightful place: on the board. The compliance 

officer of today is a proactive driver of change within 

an organisation, taking the initiative to protect 

and support the business as it navigates an age of 

unprecedented speed of technological advancement. 

The survey results that follow highlight the challenges 

faced by compliance practitioners.

Significant events in recent financial services history 

have resulted in firms countering the increased 

regulatory requirements placed upon them. We are at 

a moment where compliance practitioners are getting 

to grips with the technology revolution and what it 

means for their businesses. As with any change there 

are both risks and opportunities, and this survey 

highlights how both are perceived. 

Over one third of those who responded to this survey 

felt technology was too disruptive. Some of this is 

based on concern on third-party AI systems and 

unsupervised machine learning, but it is also based on 

how technology is used against businesses rather than 

enabling them, with cyber enabled fraud being very 

high on the list of immediate challenges.

We are all used to the term Big Data but now we need 

to move to Thick Data, where the focus is on not just 

the volume of intelligence created but its interpretation 

and application of analysis. The era of digital disruption 

creates new roles and responsibilities and it also 

engenders a need for enterprise wide understanding. 

Comfort can be found when we look back at how 

compliance practitioners have ensured that compliance 

becomes the responsibility of all individuals within an 

organisation, not just their own function. 

The overall purpose of the ICA is to inspire, educate 

and engage the international compliance community 

to think more, perform better and conduct business in 

the right way, and research like this helps us to achieve 

our purpose. 

Helen Langton is Managing Director  
at the International Compliance Association.
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Respondent profile.

• 208 international risk and compliance specialists 

completed our survey, all of whom are members of 

the ICA

• Two-thirds are in governance, risk and compliance 

roles (65%), with most of the rest in financial crime 

compliance (23%)

• Almost half of respondents are in senior management 

or C-suite positions (48%), with the rest in manager, 

analyst and supervisor roles

• Seven in ten (72%) are based in Europe, with most of 

the rest in APAC or North America

• Given ICA’s remit, the majority of respondents are in 

financial services but risk and compliance specialists 

in other sectors, universities and government also 

took part 

Which of the following best describes your current job role?

17.5%

30.6%

29.6%

5.8%

9.7%

6.3%

0.5%

Executive/C-level

Senior manager

Manager

Team leader/supervisor

Senior analyst

Analyst

Junior analyst

65.0%

11.7%

23.3%

Governance, risk and compliance

Financial crime compliance

Other

Which of the following disciplines best describes the 
function in which you work?
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Preparing for digital disruption.

• 80% of respondents believe digital disruption will 

significantly affect their organisation and role within 

the next five years. That figure rises to 87% for senior 

managers and executives

• 69% think back office will drive the majority of 

front-office decisions within five years – with senior 

executives far more likely to agree with this (77%) 

than junior managers (60%)

• 43% think they have the technology or workforce 

capability plans that are fit for purpose – with 

senior managers being more pessimistic than junior 

colleagues (34% versus 50%)

• 36% worry that technology will be negatively 

disruptive, replacing too many roles and adversely 

affecting client relationships – though a slightly 

higher proportion (42%) are optimistic

• 46% think new technology will make it harder for 

compliance officers to comprehend risk and 56% are 

concerned that their industry regulator may not keep 

pace with change

Analysis 

Although the vast majority of risk and 

compliance professionals appear aware of 

the potential for technology as a disruptor, 

they are not so confident that it will be an 

opportunity rather than a challenge. Senior staff 

in particular appear alive to the risks, and large 

numbers of respondents think technology could 

make fulfilling their roles more difficult, with 

concerns that regulators may also struggle to 

keep up with the pace of change.

It is clear that respondents are cognisant of  

the potential that technology will have, but it  

is less clear what this means for them, and what 

skills they need to develop. This suggests that 

organisations need to invest time to understand 

the specifics of the nature of the disruption  

and ensure that compliance professionals 

provide input to the direction of travel of 

technological disruption.

Each of the following statements addresses how prepared you 
think your business is for digital disruption.

Agree or strongly agree Neutral Disagree or strongly disagree

Digital disruption (i.e. innovative new 

technologies that impact on the products 

and services offered your industry) will 

significantly affect my organisation and 

role within the next five years

Back office requirements (i.e. operational 

efficiency) are already driving/or 

will drive the majority of front office 

decisions within the next five years

Our technology capabilities are  

fit for purpose
42.7% 22.2% 35.1%

We have a workforce capability 

plan that is fit for purpose
43.3% 27.5% 29.2%

69.4% 22.9% 7.6%

79.8% 12.1% 8.1%

The following statements focus on the impact technology might 
be having on your business.

Agree or strongly agree Neutral Disagree or strongly disagree

I worry that technology will replace 

too many roles and adversely affect 

client relationships

New technology is making it 

harder for compliance officers to 

understand where risk lies

Differing speeds of digital  

take-up globally is causing  

problems for my business

I fear my industry regulator will not 

keep up with the speed of technological 

change within my sector

35.7% 22.2% 42.1%

45.6% 18.2% 36.2%

37.5% 38.1% 24.4%

55.5% 21.1% 23.4%
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Overcoming the challenges.

• When it comes to technological challenges, the 

biggest concerns are cyber and data security (65%), 

the need to gain competitive advantage (54%), the 

need for investment to manage risk (48%) and the 

pace of change (47%)

• Only 21% cite technology-demanding customers or 

more technologically aware competitors (13%)

• When it comes to identifying the main obstacles to 

tackling those challenges, 59% of respondents cite 

the lack of digital awareness across the organisation, 

53% consider it is a lack of funds to invest, 39% 

blame a lack of urgency and 35% cite the lack of 

appropriate risk and compliance skills

• Both senior and junior managers are agreed on the 

main obstacles to tackling those challenges, with one 

exception – senior managers are far more concerned 

about the lack of urgency within their organisation 

(48% versus 30%)

Analysis 

The business that is fully aware of the challenges 

and opportunities posed by digital disruption –  

and moreover has committed the time and 

resources to dealing with them – is the one that 

will have competitive advantage.

For each of the following technology challenges facing 
businesses today, please select the top 3 that specifically 

resonate within your area of work.

64.9%

54.0%

47.7%

47.1%

42.5%

20.7%

1.1%

13.2%

0.6%

Cyber and data security

Need to gain efficiencies/

competitive advantage through the 

adoption of new technology

Need to invest in risk and compliance 

to manage digital disruption

Speed of technological change

Need to invest in new technology to 

reach and service customers

More technologically 

demanding customers

Other

More technologically-aware 

competitors

None – there are no tech 

challenges facing our business

Based upon the challenges you just highlighted, what do you 
think are the main barriers to tackling these challenges?

58.5%

53.2%

38.6%

34.5%

33.3%

30.4%

5.3%

Lack of digital culture and awareness 

across the organisation

Lack of funds to invest in products, 

services or people

Lack of urgency within the business

Insufficient risk and 

compliance skills

Lack of strategic direction

Lack of relevant professional 

education programmes

Other
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The skills gap.

• Only 34% of respondents think enough of their 

colleagues are open to learning 

• 71% of respondents believe that too few project 

managers have a good understanding of risk  

and compliance

• 55% cite the challenge of hiring digitally aware recruits

• Almost as many (50%) say that colleagues in their 

business do not have an agile enough approach to 

project development

• When it comes to pinpointing the soft skills needed 

by an organisation to face the challenges of 

technology, 49% of respondents state the most 

important is organisational dexterity. A similar 

number cite effective communication (47%), 38% 

selected change management and an innovative 

mindset, with 35% citing business collaboration

• There is little difference between senior and 

junior manager views on the skills gaps in their 

organisations, with a couple of exceptions – the 

former are more likely to stress the importance of 

effective communication (51% versus 42% for junior 

managers), while the latter stress a passion for 

learning (28% versus 19%)

• The majority of respondents (63%) feel compliance 

professionals should have at least a mid-level 

knowledge of technical IT

Analysis 

As many commentators have identified, the skills 

deficit highlighted by digital disruption is not 

simply a question of an organisation possessing 

people with the right technological capabilities, 

but the right aptitude and an openness to 

learning. It is the combination of the technical,  

whether compliance, IT or scientific, with soft 

skills like agility and good communication – 

which businesses will increasingly require. 

A culture of development is essential if businesses 

are to deal with the skills gap. Development plans 

need to reflect a range of skills for the future 

of governance, risk and compliance, not just 

awareness of a narrow sector.

The following statements focus on the potential skills gaps 
within your organisation. (Overview)

Agree or strongly agree Neutral Disagree or strongly disagree

I am concerned that colleagues in the 

business do not have an agile enough 

approach to project development

Too few project managers have a good 

understanding of risk and compliance

Not enough of my colleagues across 

the organisation have a passion for, 

and an openness to, learning
44.7% 21.8% 33.5%

It is a constant challenge to attract 

talented, digitally aware people into  

the organisation
54.5% 21.6% 24.0%

71.4% 11.3% 17.3%

50.0% 26.2% 23.8%

Which of the following soft skills do you think is most 
important that your organisation develops to support the 

main technology challenges facing your business?

48.8%

47.1%

37.8%

37.8%

34.9%

27.9%

21.5%

23.8%

9.3%

Organisational dexterity  

(agility and flexibility)

Effective communication

Change management

Innovation mindset

Business collaboration

Data-driven decision making

Customer-centricity

A passion for learning

Comfort with ambiguity

62.1%

3.4%

19.5%

14.9%

A basic level  

(e.g. Word, Excel, Email, PowerPoint)

A middle level  

(e.g. MS Excel Macro, Pivot Tables, MS 

Access Database, SharePoint Creation)

An advanced level  

(e.g. Programming, Database Creation, 

Data Manipulation and Analytics)

Don't know

What do you think is the level of IT technical knowledge and awareness a 
compliance professional should have to carry out your role?
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AI and machine learning.
The following statements focus on the role, or potential role, of 

Artificial Intelligence (AI) in your business.

Agree or strongly agree Neutral Disagree or strongly disagree

7.6%

In the future my organisation will need 

an Al Ethics Officer

I am concerned about the dangers of 

unsupervised machine learning and 

how my organisation manages that

In the future my organisation will need 

an IT Risk and Compliance Officer

My business is fully aware of the roles 

that can be delivered through Al
35.5% 22.1% 42.4%

I am concerned about relying on third-party 

Al systems given the potential risks involved 

(spreading of viruses etc.) and would expect 

our requirements to be developed internally

64.0% 20.9% 15.1%

69.2%

76.5%

18.6%

15.9%

12.2%

50.3% 36.0% 13.7%

Junior analyst to Manager Senior manager to Executive/C-level

I am concerned about the dangers of unsupervised machine 
learning and how my organisation manages that. (By job level)

10.7%

23.8%

11.9%
1.2%

52.4%

23.3%

14.0%

8.1% 1.2%

53.5%

Strongly agree Neither agree nor 

disagree

Disagree Strongly disagreeAgree

• 69% of respondents are concerned about the 

dangers of unsupervised machine learning

• Senior managers are particularly concerned, with 

77% saying it is a worry

• Only 36% believe their business is fully aware of the role 

AI can play. 42% consider their business to be unaware 

• 64% stated they are concerned about relying 

on third-party AI systems, wanting them to be 

developed internally

• 50% can envisage their organisation needing an AI 

ethics officer in the future

Analysis 

Machine learning poses an interesting 

conundrum. The self-sufficiency aspect is a 

draw but the parameters within which decisions 

are made must be clear. Where there is an 

expectation of evolution, questions will be asked 

with regards to supervision, transparency and 

governance. Where subjective or risk-based 

decisions are required, can machine learning 

respond in a way that a human would? And 

should it?
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Cyber crime and security.

• When it comes to identifying the main areas IT and 

risk and compliance professionals should know 

about, 77% of respondents cite cyber security and 

61% data risk management. 61% also cite anti-money 

laundering and other financial crime compliance

• There is relatively little difference between senior 

and junior managers in respect of identifying 

technological challenges – with the exception of 

cyber and data security

• Senior managers are far more likely to cite cyber and 

data security as a significant challenge than their 

more junior colleagues (73% versus 57%)

• 77% of respondents recognise the need for an IT risk 

and compliance officer

For each of the following technology challenges facing 
businesses today, please select the top 3 that specifically 

resonate within your area of work. (By job level)

47.7%

46.5%

55.8%

52.3%

47.7%

38.4%

57.0%

73.3%

47.7%

47.7%

10.5%

16.3%

0.0%

2.3%

20.9%

19.8%

0.0%

1.2%

Speed of technological change

Need to gain efficiencies/

competitive advantage through 

the adoption of new technology

Need to invest in new technology to 

reach and service customers

Cyber and data security

Need to invest in risk and compliance 

to manage digital disruption

More technologically-aware 

competitors

Other

More technologically 

demanding customers

None – there are no tech 

challenges facing our business

Junior analyst to Manager Senior manager to Executive/C-level

In the future my organisation will need an  
IT Risk and Compliance Officer.

30.6%

15.9%

4.7%
2.9%

45.9%

Strongly agree Neither agree nor 

disagree

Disagree Strongly disagreeAgree

What are the top 3 risk and compliance areas you believe 
IT/Risk and Compliance professionals in your organisation 

should know about?

77.3%

60.5%

60.5%

42.4%

28.5%

21.5%

0.6%

0.6%

Cyber security

Data management risk

Anti-money laundering and other 

financial crime compliance

IT resilience/continuity

Al ethics

Crypto-currency risks

None of the above

Other

Analysis 

Cyber security was the major concern of 

respondents. The big questions for organisations 

are (1) do they understand how and why 

they might be vulnerable, and (2) do those 

responsible for security have enough influence 

and resource?

It appears that compliance professionals want 

to better understand their role in the fight 

against cyber crime. There appears to be a lack 

of clarity in the current risk ownership strategies, 

with senior managers particularly concerned. 

This may reflect their misgivings in respect of 

their own potential responsibilities.
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Notes.
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About BPP

Our experience in building careers spans 40 years.

Our offering, which includes subjects such as digital 

leadership, data analytics and cyber security, is 

designed to help businesses with their existing needs, 

but also shaped to support change and uncertainty 

by developing leaders of the future who will need to be 

creative, agile and able to influence behaviour in  

all functions.

BPP’s courses are led by industry experts to deliver 

solutions that address real world business issues – in a 

turbulent market. 

We work closely with employers and professional 

bodies to make our learning as real world, relevant and 

future facing as possible. 

Programmes are delivered through a variety of blended 

learning solutions which we believe offers the best 

possible chance of success.

Organisations are evolving to become more efficient 

and forward-thinking in order to respond to the 

market. This is no exception for risk & compliance as 

organisations develop innovative ways of handling risk 

and incorporating compliance. 

Our apprenticeships in Risk and Compliance are 

developed in partnership with ICA and include ICA 

Professional Qualifications. They include a range 

of subjects including: Anti-Money Laundering, 

Compliance and Financial Crime Prevention.

Contact us on: 

� 03300 603 100

� corporate@bpp.com 

� bpp.com

For more information visit www.bpp.com 
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