
GDPR guidance note to independent production companies  

Key Terms 

 

a) “personal data” is data that allows a living person to be identified, directly or indirectly. Your name, for 

example is personal data which directly identifies you as being you. But there are plenty of less obvious, 

and indirect forms of personal data too, like a cookie ID. 

 

b) “data subject” is the person we can identify using that data. 

 

c) “processing” means any action performed on personal data. This includes holding and storing data, as 

well as using it, changing it or sending it to anyone else.  

 

 

d) “special categories of data” includes personal data which reveals someone’s racial or ethnic origin, 

political opinions, religious or philosophical beliefs, or trade union membership, sex life or sexual 

orientation. Special categories of personal data can only be processed under strict conditions.  

 

Introduction  

 
The GDPR sets out seven key principles: 

 

• Lawfulness, fairness and transparency; 

• Purpose limitation; 

• Data minimisation; 

• Accuracy; 

• Storage limitation; 

• Integrity and confidentiality (security); 

• Accountability. 

 

 

These principles should lie at the heart of your approach to processing personal data. 

 

A link to the ICO’s guidance on these principles can be found here; 

 

We all have an obligation under the GDPR to ensure we only collect personal data (including sensitive personal 

data) when absolutely necessary and where there is a genuine business need. Personal data should be stored, 

transferred, and destroyed securely in accordance with your own data protection policies and procedures.  

 

Non-compliance with these obligations could lead to a data breach, negative publicity, a fine of up to 4% of your 

annual worldwide turnover and/or litigation. It is essential therefore that GDPR is considered throughout the 

Commissioning process from the initial commissioning meeting throughout the whole of the production process. 

 

Usually production companies will be data controllers in respect of all personal data processed in the course of 

developing and producing the programmes they are commissioned to produce.  Where a third party is being used 

to collect, process or dispose of personal data on your behalf, they will be a data processor and you should always 

ensure that you have a contract with that third party stating the details of such processing and obliging them to 

comply with relevant data protection laws. 

 

This note attempts to set out the most common data protection issues that may arise during the production 

process. Please note this is not an exhaustive list, as every commission will be different and dependent on its facts.   

 
 

Medical or DBS reports:  

 

Medical or DBS reports should only be requested when strictly necessary to protect both the safety of the individual 

and other contributors to the programme. If it is considered that a psychological assessment, medical report or a 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/


DBS check is necessary, the parameters of this should be discussed between the production company, 

commissioning editor and programme lawyer in advance. 

 

When commissioning a medical report the production company must obtain the individual’s explicit consent to the 

collection of sensitive medical information and the fact that it will be shared with Channel 4 (and/or anyone else 

that may need to see the report). The individual should also be informed of their right to view the report.  The best 

place to set this out would be in the contributor agreement. 

Medical reports must not be shared via email.  All medical reports must be sent via a Secure File Transfer Protocol 

site (SFTP) between the production company, medical professional and the broadcaster.  The production company 

must designate a person who would be responsible for the file transfer and provide the programme lawyer with the 

email address of the person uploading the reports.   Channel4 Information Security will then send details to this 

person of how to load the file(s) on to the SFTP site. Please liaise with your programme lawyer to arrange this. 

 

Access agreement and release forms: 

Release forms and access agreements should fairly and accurately reflect the nature and purpose of the 

programme and any early programme title should be marked 'working title'. 

All access agreements should be approved by your commissioning editor and the programme lawyer before sign 

off with the contributor or relevant body whether a company, charity, public authority such as a hospital or other 

organisation. You should ensure that individuals who are involved/contribute to the programmes sign the approved 

access agreement or a release form prior to the commencement of filming to ensure that they are aware that this 

is the lawful basis on which their personal data is being processed in making of the programme. While it is good 

practice to get a written release, on camera releases may be acceptable depending on the nature of the 

contribution/contributor.  

Under data protection law in the UK, organisations need a lawful basis to process personal data. Producers must 

decide and set out their lawful basis as early as possible, so you should discuss which of the 6 lawful bases are 

most applicable this with the commissioning editor and programme lawyer at your first commissioning meeting 

and record this in the ed spec.  

 
The Six lawful bases for processing data are set out in Article 6 of the GDPR. At least one of these must 

apply whenever you process personal data: 

 

(a) Consent: the individual has given clear consent for you to process their personal data for a 

specific purpose. 

 

(b) Contract: the processing is necessary for a contract you have with the individual, or because they 

have asked you to take specific steps before entering into a contract. 

 

(c) Legal obligation: the processing is necessary for you to comply with the law (not including 

contractual obligations). 

 

(d) Vital interests: the processing is necessary to protect someone’s life. 

 

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your 

official functions, and the task or function has a clear basis in law. 

 

(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate 

interests of a third party, unless there is a good reason to protect the individual’s personal data which 

overrides those legitimate interests. (This cannot apply if you are a public authority processing data 

to perform your official tasks.) 

  



The most flexible and likely basis for processing contributor data is the “legitimate interests”. Alternatively 

“contractual necessity” is relevant for processing employee personal data and personal data processed under the 

commissioning agreement with your broadcaster.  Reliance on consent is problematic because contributors would 

need to be provided with the ability to withdraw their consent, so we recommend choosing another lawful basis for 

your data processing. 

 

• For example; the lawful basis should be set out in the following documents: In the editorial specification; 

• At the first meeting with the commissioning editor and programme lawyer; 

In your production, secret filming or hostile filming protocols. 

 

Children’s Data:  

 

Children’s data needs to be treated with particular care under the GDPR.    

 

You can use any of the lawful bases for processing set out in the GDPR when processing children’s personal data. 

Fairness should be central to all your processing of children’s personal data. But for some bases there are 

additional things you need to think about when your data subject is a young child. 

 

• Consent: If you wish to rely upon consent as your lawful basis for processing, then you need to ensure that the 

child is old enough to understand what they are consenting to, otherwise the consent is not deemed ‘informed’ 

and therefore not valid.  Under the GDPR children under 13 require the consent of their parent or legal 

guardian. However, where a child is under 16 and a contributor to a programme, OFCOM require that consent 

is to be obtained from a parent or guardian, or other person of eighteen or over in loco parentis.  It is the 

production company’s responsibility to verify who needs to give consent.  

 

• Contract: If you wish to rely upon ‘performance of a contract’ as your lawful basis for processing, then you must 

consider the child’s competence to agree to the contract and to understand the implications of this processing 

and seek parental or guardian’s consent if appropriate. 

 

• Legitimate Interests: If you wish to rely upon legitimate interests as your lawful basis for processing you must 

balance your own (or a third party’s) legitimate interests in processing the personal data against the interests 

and fundamental rights and freedoms of the child. This involves a written assessment in the form of a 

Legitimate Interest Assessment (LIA) and judgement as to the nature and purpose of the processing and the 

potential risks it poses to children. It also requires you to take appropriate measures to safeguard against 

those risks. A sample LIA template provided by the  ICO can be downloaded here. 

 

Subject Access Requests (SAR)  

 

Under data protection law, individuals have the right to request a copy of all personal information which is held 

about them by you.  This may be held on a computer in emails or documents and/or and in paper records such as 

notebooks.   You have 30 days from receiving the request to respond to the data subject. 

 

Where the request relates to programme material including rushes, correspondence and psych reports, you should 

consult with your commissioning editor and programme lawyer to discuss any legitimate legal and editorial 

grounds there might be for resisting the request or if any further actions is necessary before making any disclosure. 

 

General exemptions: 

 

There are some limited exemptions under data protection law where the processing of personal data will be exempt 

from a number of the data protection principles. However, no exemption exists in relation to data security so it is 

important that production companies always have their own systems and processes in place to protect personal 

data against unlawful or unauthorised processing and against accidental loss, destruction or damage.  

 

In certain circumstances where you are processing personal data with a view to publishing journalistic, literary, or 

artistic material (‘the special purposes exemption’) you may be exempt from certain obligations under data 

https://ico.org.uk/media/for-organisations/forms/2258435/gdpr-guidance-legitimate-interests-sample-lia-template.docx
https://ico.org.uk/media/for-organisations/forms/2258435/gdpr-guidance-legitimate-interests-sample-lia-template.docx


protection law.  This will only apply if the personal data is processed only for these special purposes, there is a 

reasonable belief that publication would be in the public interest and there is a reasonable belief that in all the 

circumstances compliance would be incompatible with the special purposes.  

 

 

Security of personal data (‘Security Principle’) 

 

A key principle of the GDPR is that you process personal data securely using ‘appropriate technical and 
organisational measures’. This means that you need to have appropriate security to prevent the personal data you 

hold being accidentally or deliberately compromised. Production companies should ensure that they have 

appropriate processes and procedures in order to safeguard this including use of data encryption techniques and 

anonymisation or pseudonymisation where possible.  

 

What if you become aware of a breach, loss of security or an unauthorised disclosure? 

 

If the breach relates to programme material e.g. it relates to contributors, contestants or talent you should also 

alert your commissioning editor and programme lawyer immediately. 
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