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CONFIDENTIALITY & DATA PROTECTION 
 

POLICY AND PRACTICE GUIDANCE 
 
1.   Policy Statement 
 
Ability Supported Living Limited is committed to providing a confidential service to its 
staff and users. 
 
ASL believes that principles of confidentiality must be integrated across all aspects 
of services and management and believes its staff and users deserve the right to 
confidentiality to protect their interests and safeguard ASL’s services.  
 
The Designated Individual for Information Management is Sally Jackaman, Director. 
 
Responsibility and ownership of data: 
 

 Financial information: Alayne O'Connor, Finance Director 
 

 Staffing Information: Sally Jackaman, Quality and HR Director 
 

 Policies and Procedures: Sally Jackaman, Quality and HR Director 
 

 Service user Information and case files: Andrew Tea, Service Director 
 

 
2.   Legal basis 
 
We are committed to protecting personal information in compliance with the Data 
Protection Act 2018 and the EU General Data Protection Regulation.  
 
Staff: 
We are required to ask for and store information to enable us to offer staff a contract 
under Employment law, and to carry out checks required by Safeguarding legislation 
and good practice.  
 
Service Users: 
We are required to ask for and store information that enables us to provide you with 
a safe and personal service that meets your individual needs. This information is 
required by contracts we have with the organisation commissioning the service.  
 
3.   Purpose 
 
This policy is designed to assure that staff, associates and volunteers are aware of 
the importance of confidentiality and identify the responsibilities of each person, and 
to establish procedures to ensure confidentiality is maintained. 
 
Ability Supported Living Limited is registered with the Information Commissioners 
Office (ICO http://www.ico.org.uk/). This is an independent authority which upholds 
information rights in the public interest, and supports us to comply fully with our Data 
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Protection duties, and as we collect and store personal information on individuals 
(staff and service users), registration with the ICO is a statutory requirement and is 
renewed annually.  
 
Ability Supported Living Limited encourages the use of email and the internet where 
it supports the aims and objectives of the company. This Policy should be read in 
conjunction with our Email, Internet and Social Media Acceptable Use Notice, this is 
issued to staff on Induction  
 
4.   Scope 
 
This policy applies to all ASL staff, associates and volunteers. It refers to all personal 
information kept on service users staff and Company financial information This policy 
does not prevent the disclosure of information to the police or regulatory authorities if 
such a disclosure would prevent a prohibited act or inform an investigation. 
 
5.   Context 
 
5.1   Confidentiality rests with the company not individual workers, so it is acceptable 

for all staff, associates and volunteers to have access to those case records 
necessary to their tasks and to take part in discussions relating to the service 
users. Administration and clerical workers will also have access to service user 
details so must be made aware of the confidential policy. Staff files are on a 
drive that only managers and designated administrative staff can access. 

 
5.2   In order to manage our electronic information management systems robustly 

and securely, the Company has carefully selected a contractor who 
understands the care industry. The Company’s server has the required level of 
security and all company account emails are protected by the same security 
system. The contractor also checks the security of company mobile phones and 
laptops. 

 
5.3   This policy sets out the Company’s procedures to meet their obligations as set 

out in the following legislation: 
 

The Data Protection Act 2018 (DPA) – This Act makes provision for the 
regulation of the processing of information relating to individuals, including 
obtaining, holding, use or disclosure of such information.  
 
The General Data Protection Regulation is a European Union regulation. It is in 
force in the United Kingdom and will remain so when the UK leaves the EU. The 
DPA and the GDPR should be read “side by side” 
 
The Privacy and Electronic Communication Regulations sit alongside the DPA 
and GDPR. They give individuals specific rights in relation to electronic 
communications 
 
The Freedom of Information Act gives people the right to access recorded 
information by public sector organisations. 
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5.4    By adhering to the requirements of the ICO registration, the Company ensures 
compliance. 

 
The ICO requires companies of our type to meet the following Data Protection 

Principles, and this policy Is designed to meet them: 
 

 Processing personal data fairly and lawfully 
 

 Processing personal data for specified purposes 
 

 Ensuring the personal data held is adequate, relevant and not excessive 
 

 Ensuring the personal data held is accurate and up to date 
 

 Retaining personal data for no longer than is required 
 

 Ensuring that information is processed and stored securely 
 

 Ensuring that data is only transferred or shared outside countries or territories 
outside the European Economic Area if an adequate level of protection of 
rights and freedoms is in place in relation to the processing of personal data 
 

 Respecting the rights of the individual 
 

THESE RIGHTS INCLUDE 
 

 The right of access to a copy of the information held in them 
 

 The right to object to processing personal data that is likely to cause or is 
causing damage or distress 
 

 The right to prevent processing for direct marketing 
 

 The right to object to decisions being taken by automated means 
 

 The right to have inaccurate data rectified, blocked, erased or destroyed in 
some circumstances 
 

 The right to claim compensation for damages caused by a break of the Data 
Protection Act 
 

6.    Definition 
 
ASL understands confidentiality to mean that no information regarding a service user 
shall be given directly or indirectly to any third party who is external to the staff, 
managers and directors without that service user’s prior expressed consent to 
disclose such information.  The exception is where it is believed someone is 
suffering or likely to suffer harm. Confidentiality means that information is accessed 
on a need to know basis only. 
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7.    Procedures 
 
7.1 All staff will read and sign to confirm they have understood the policy. This 

policy will inform induction training on data protection and the need to maintain 
data integrity and confidentiality.  
 

7.2 All staff receive training at Induction to ensure understanding of their 
responsibilities under this Policy 
 

7.3 All personal information on staff and service users, including records made by 
staff, will be recorded electronically and stored on the Company’s secure 
server. Staff are given a password to access this, and the password is 
changed every 90 days. The password is cancelled when a staff member 
leaves the Company  
 

7.4 Only those documents containing personal information needed for business 
continuity will be kept as paper documents. These will be kept in a locked filing 
cabinet, and the office locked when no staff are in attendance. 
 

7.5 All documents must be locked away at the end of each working day, including 
those in ‘in trays’. 
 

7.6 All staff and Managers are clearly instructed that they should only access case 
Records and staff files for business purposes. 
 

7.7 Electronic staff files are stored on a drive which is only accessible to 
Managers and Admin staff. 
 

7.8 When disposing of any computer it will be wiped clean by the Company’s IT 
contractor. 
 

7.9 Staff are provided with a secure email address and documents are transferred 
between staff and head office by email using only company email addresses 
as this system of transit is secure. The email address is disabled immediately 
a member of staff leaves the company.  
 
Staff are advised that email accounts are monitored by managers to ensure 
compliance. 
 
Company laptops are encrypted.  
 

7.10 Where mobile phones and other devices are used to access work emails 
and/or to take photographs of service users, those phones must be password 
protected using digits not patterns.  
 
The Administration Officer ensures the safe return of mobile phones, laptops 
and all other equipment and information, on the last day of employment when 
a staff member leaves.  
  

7.11 It is good practice to record a service user’s activities and achievements by 
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 the taking of photographs and videos providing consent has been given for 
this. Where personal mobile phones are used for this, the images are 
transferred to the secure server ASAP, and then deleted from the telephone. 
Office staff will help with this. 
 

7.12 
 
 
 
 

Electronic documents in transit use the person’s initials only, unless it is by 
email between staff who have a work email address, or unless a secure 
method is used such as Egress. Gloucestershire County Council employers 
use Egress and documents and emails can be transmitted using this safe 
service. Documents containing personal data which cannot be transferred 
using a secure encrypted service are password protected. 
 
It is forbidden to use memory sticks, external hard drives and CD/DVDs to 
transport or store personal data. Staff can only transfer documents when 
permission has been gained from a manager, and the means of transfer 
agreed. 
 

7.13 Only authorised transfer of personal data can be actioned. This will depend on 
the service user’s legal status, which is clearly stated on the case information 
sheet and the information and consents form which also identifies the 
parameters for information sharing, and no information can be transferred by 
staff without permission from a manager.  
 
Emailed documents must be encrypted. The office will provide the receiving 
agency with a password if encryption is not possible. 
 

7.14 Printing of documents containing personal data is done using the networked 
printers only. These printers are sited in secure offices, next to the computers. 
The operator printing the document must secure the document immediately. 
 

7.15 Cases will not be discussed outside of the working environment even when 
not using the service users name; likewise staff personal details will not be 
discussed. 
 

7.16 No details on staff or service users will be stored on computer hard drives. 
 

7.17 Service users are informed of the information kept on them on admission, and 
are also advised of their rights to read what is contained in their files. A brief 
summary is on the Information and Consents form, and service users will be 
given the Company privacy notice, a simple to read privacy notice is available. 
Information is only retained if it is required to provide a service to the service 
user 
 

7.18 Staff are issued with a Privacy Notice which they sign. Information is retained 
to ensure compliance with Employment Law and Safeguarding requirements. 
Other information will be retained only if consent is given. 
 

7.19 The Company does not use faxes as this is an unsafe method of transferring 
information. Neither fax machines nor fax programmes on computers are 
employed.  
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7.20 Where information is exchanged by text messaging on work mobile phones, 

these messages should be acted on, recorded if necessary in an approved 
method, and the text then deleted. 
 

7.21 For record retention rules please see Recording Information Policy Appendix 2  
 

7.22 
 

Visitors and contractors to the Office and the houses are signed in by Office 
staff (Head office) or house staff (houses).  
 
Visitors and Contractors are supervised to ensure they do not have access to 
any information they are not authorised to see.  
 
On completion of their business they sign out and are seen off the premises. 
 

7.23 Breach of these procedures is taken very seriously and might result in 
disciplinary action 
 

8.   Security, Incident Management and Breeches 
 

8.1 Staff, volunteers, associates, service users and customers are able to report 
information security risks, concerns and incidents to the duty manager, 
available 24:7 on the office telephone number 
 

8.2 Information security issues must be reported promptly 
 

8.3 The duty manager will take full details of the issue, and make a written 
record. 
 

8.4 The report will be sent immediately to the Directors who will have an urgent 
discussion to decide on actions. Actions might include an investigation, in 
which case one director will take responsibility for investigating and writing a 
report. Actions include making a report to the I.C.O (Information 
Commisioners Office) about the breach within 72 hours 
 

8.5 Breaches of a service user’s confidentiality must be notified to the 
commissioning agency within 24 hours, and the ICO must be notified within 
72 hours. 
 

8.6 Breaches of a staff member’s information must be notified to the staff 
member within 24 hours of the breach being identified, and the ICO must be 
notified within 72 hours. 
 

8.7 Reports will be considered at Board with a view to identifying areas for 
improvement and learning, and disseminating to all staff. Policies and 
procedures will be reviewed, amended and disseminated as necessary. 
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9.    Subject Access Requests 
 
If a current member of staff wishes to have sight of their staff file, they can submit 
their request by email or telephone to their supervisor. Their supervisor will check 
with the HR manager and Director when the file can be made available, and book an 
appointment to read their paper and electronic files. Staff can then request that their 
records are updated and amended if necessary. 
 
If a current service user wishes to see their file, a Manager will discuss this request 
with the case holder where appropriate, to identify documents that should be 
included or withheld. Documents or information is withheld or redacted to protect the 
right of others mentioned in the file (such as other family members). If copies of 
reports written by professionals of other agencies are held, a discussion will take 
place regarding whether the other agencies require separate subject access 
requests relating to those documents.  Once agreement has been reached, the 
service user will be given access to their file and a member of staff known to them 
will be at hand to manage queries, help with reading etc. The service user can 
request that information is updated and amended. 
 
Information on ex-service users and staff is stored in line with Ofsted and CQC 
requirements, and financial requirements in the case of payroll information. Ex-
service users and ex staff will be provided with a Subject Access Request form but 
they can also request access verbally or in writing. This will be processed promptly 
and in any case within one month, and the information they are entitled to see and 
have a copy of will then be made available to them.  
 
10.    Freedom of Information Requests (FoIR) 
 
If any Placing Authority receives a FoIR then the duty manager will ensure that the 
request will be dealt with promptly. 
 
All written requests for access to information will be dealt with according to the 
Freedom of Information Act (FoI) and/or Environmental Information Regulations 
(EIR). 
 
11.    Monitoring and Review 
 
Staff are invited to recommend amendments to any policy at any time. All policies 
are reviewed by the management team annually. Amendments are disseminated to 
staff 
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