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INTRODUCTION

Today we have come to accept the fact
that our identity is checked for nearly every
transaction we make. Among the checks
performed by banks, shops, customs and
airports, etc. a large number of them involve
checking names against lists of sanctioned
entities or high-risk persons. If you opened a
bank account recently, your name will have
been checked against these national and
international lists before the account usage
was authorised. The same applies whenever
you take a plane, sign a mobile contract or
even book a concert ticket.

INTRODUCTION

With regulations becoming increasingly strict, name screening
has to be conducted in a growing number of sectors and against
a growing number of lists. In the nineties, when electronic name
screening was introduced (mainly for the purpose of enforcing the
embargo on Cuba or blocking transactions for drug traffickers) the
sanction lists barely contained a few hundred names.

Following the terror attacks that marked the dawn of the 21st
century, sanction programmes were boosted to detect terror
funding and money laundering. As a result, there are now hundreds
of lists worldwide, totalling millions of names, from ‘political
persons’ to ‘state-owned companies’ to ‘dual-use materials’.
The sanctions on Libya during the Arab Spring, on certain African
leaders, and more recently on Russia, clearly demonstrate that
sanction programs now form an integral part of governments’
foreign policies, replacing military action wherever possible. Within
the current world context, it is clear that this trend will continue and
probably accelerate in the future.

With regard to the practical implementation of sanctions, banks
are de facto gatekeepers of the financial system. As such, they
have been enrolled by authorities for their essential role in checking
identities, either at account opening or when transactions are
made. More recently, large corporates have understood that, even
if they could delegate the screening of their relationships to the
banks, their reputation is probably worth implementing their own
preventive checks.
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CHALLENGES

CHALLENGES

The complexity of identity resolution, and particularly name
matching, is often underestimated. A common opinion is that it is
‘just’ a case of finding a name on a list of names. Obviously, this is
a huge oversimplification, as there are many technical challenges
specific to this particular activity.

Cultural Context of Names
LINGUISTICS BASED MATCHING
First, names are not just any string of text: names have a structure
and typology that are influenced by many cultural and regional
factors. As humans, we instantly recognise a French, English,
Arabic or Chinese name, but teaching this cultural distinction to a
machine is very hard. Simple algorithms that were developed to
handle name matching rely on statistics to compute similarities and
linear thresholds to trigger alerts or not. These simple approaches
fail to produce correct results or generate many ‘false positives’
(alerts that are triggered but not relevant).
Whereas variants, such as different word order, different word
borders, minor typing errors, or structural patterns, e.g. initials,
can be detected with traditional statistical approaches, more
sophisticated approaches are required to identify and take into
account cultural specificities for names. Such approaches are
based on dictionaries, linguistics and machine-learning techniques
to ensure no relevant hits are missed on the one hand, while
controlling the operational costs of manual alert reviews on the
other.
Dictionary-based matching mechanisms are used for translation,
i.e. words with the same meaning having completely different
spellings in different languages, e.g. Germany (EN), Allemagne
(FR), Deutschland (DE), multilingual name variants, e.g. John
(EN), Jean (FR), Hans (DE), Juan (SP), nicknames, e.g. Bob for
Robert, synonyms, e.g. pseudonyms or abbreviations, compound
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names, e.g. Unites States of America, and common name
components, such as titles, e.g. Dr, Mr, Sir, Major, or particles,
e.g. de, von, van, bin, of.
Linguistics and machine-learning techniques are required when
statistics are not efficient enough and dictionaries not exhaustive
enough to identify the probability of two names relating to the same
person. Two key domains can be mentioned here:
Transliteration is the ability to compare names in different
alphabets, such as finding an Arabic name written in Cyrillic
alphabet. This capability is more useful than ever with the
introduction of the latest sanctions resulting from the crisis in
Ukraine. FircoSoft’s transliteration is based on a representation of
each character in an alphabet by its Latin equivalent. Depending
on the language, the mapping can be quite straightforward, e.g.
one Greek character is equivalent to one Latin character, more
complex, e.g. one Cyrillic character can be represented by a group
of characters (syllable), or highly ambiguous, e.g. one Chinese
ideogram can be represented by several different Latin syllables

Transliteration & Translation

Transliteration
By sound / letter

Translation
By meaning
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representing the pronunciation in different regions. In a larger
sense, transliteration also includes language-specific matching
rules, e.g. patronyms and declensions for Cyrillic, or vowellessness
for Arabic.

Zoom on Chinese Transliteration

Chinese
Character

Transliteration

Simplified

军

Traditional

軍

CTC

6511

Hanyu Pinyin

JUN

Cantonese Pinyin /
Jyutping

GWAN

Hokkien Pinyin

GUN

Another difficulty to overcome is the lack of standardization for
romanization, i.e. spelling a name from a different alphabet in
Latin, e.g.
is a compelling sample being commonly
referred to with various Latin variants such as Gaddafi, Gadhafi,
Gaddafi, Kadafi, Khadafy, Kadhafi, Qaddafi, Qathafi, or Ghaddafi.
If two of those spellings come to be matched against each other,
statistics would align only the most similar ones. Dictionaries
could store the most frequent variants and reduce the probability
of missing a hit, but would probably be far from being exhaustive.
In order to guarantee a match in all cases, a “back to the roots”
approach is used, first reconstituting the original script, i.e. here
Arabic, then using the internal transliteration mechanism to get the
same Latin references for matching.
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Data Volumes and Hit Rate
ADVANCED FALSE POSITIVE CONTROL
Second, the sheer quantity of data to be processed presents
another challenge: comparing millions of listed names with
millions of counterparties and/or transactions requires processing
capacities that are several orders of magnitude higher than what
was required ten years ago. During this period, we went from
comparing a few thousand names with the U.S. sanction list (e.g.
around 5,000 names for OFAC) to comparing full client databases
(potentially tens of millions of counterparties) with Political Exposed
Persons (PEP) lists that range anywhere between 1 and 3 million
names. This means that the potential comparisons have grown
from 10,000 x 5,000 to 107,000 x 106,000, excluding simple
search techniques that come to mind first. Specialised search
techniques, together with parallel processing and efficient false
positive hit reduction mechanisms, are needed to address these
volumes and keep the filtering results and the hit rate manageable.
Advanced search methods and hit reduction mechanisms need to
be closely tied together along the whole filtering process, as the
best filtering results are achieved by combining both techniques.
This combination ensures not only that filtering results are accurate,
and a controlled hit rate from the beginning: it also solves the
dilemma between never missing a relevant hit and reducing false
positive rates.
Different approaches can be used in order to address high
volumes:
Based on well-structured data: When customer databases
contain correctly spelt, properly structured, and exhaustive
data, hit reduction is performed through dedicated, more
focused search logic. A limited number of permutations and
name combinations is being searched against, and reduced
tolerance in terms of fuzzy matching is applied.

nn
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Based on additional criteria: Client databases often
contain additional information, such as entity type, date
of birth, geographical information, nationality, gender.
Such information can serve as discriminating criteria for
sorting out false alerts from true alerts during the detection
process.

nn

Based on optimized processes: Client databases do not
need to be fully screened against the full PEP or sanctions
list each time. There might be a cost- and time-consuming
first run in order to initialize decisions for all alerts on all
customers. Consequent runs will then either be using the
delta list file only, raising only new alerts, or reapplying
memorized decisions when the same alerts come up again.

nn

These advanced techniques come in addition to usual generic
hit reduction mechanisms, such as:
Rule-based qualification: Customizable rules are applied
in a post-filtering step in order to automatically discard hits
or identify them for specific investigation and monitoring
tasks.

nn

Whitelist application: Recurrent hits can be avoided
against whitelist entries that contain for instance reliable
customers with an unfortunate name resemblance.

nn

Score-based categorization: Attributing risk scores,
based on customizable rules, is another means of
automating false positive hit reduction and prioritizing hits
for decision making.

nn
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Real-Time Business Functions
THE VALUE OF SCREENING HUBS
A third element to consider is that over time, screening systems
have become completely embedded within the operational flows,
making them a critical component. Today’s screening solutions
are screening hubs that must be capable of processing checks
and providing a reliable result in milliseconds. These solutions are
implemented at the heart of the financial institutions’ business
functions and connected to all data streams, running on highavailability clustered platforms in order to share the computing load
and offer sufficient scalability to handle volume peaks. Moreover,
the global trend towards virtualisation provides yet another layer of
flexibility to these architectures.
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TRENDS
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TRENDS

Innovations in name matching are focused on solving the major
issues that will arise in the years to come: the operational cost of
compliance, the volatility of the sanctions environment and the
complexity of geographical sanctions.
The fact that processing power is available to do the number
crunching for the screening process for large volumes of data has
shifted research and development to the post-matching process.
It is one thing to compute all possible matches, it is another to
handle them. If the matching process yields an (acceptable) 1% of
detected records and the customer database is 10 million, it still
means there will be at least 100,000 alerts to process manually.
Therefore, the next algorithmic challenge is to reduce this to a
manageable number.
Recent examples of multi-billion fines have demonstrated that
regulators take sanction breaches seriously. This leaves financial
institutions squeezed between the risk of huge penalties and the
unbearable cost of manually investigating hundreds of thousands
of alerts.

Safe Automated Decisions
In order to solve this difficult equation, the current trend of
innovation is focusing on assisting humans in the investigation
process by partially or completely automating the decision process.
Artificial Intelligence (AI) techniques, and particularly machinelearning, that have been evolving since the 1960s have acquired a
degree of maturity that make them currently suitable for the use of
false positive reduction and auto-resolution.
It is reasonable to predict that within five years more than half of
the decisions on alerts will actually be taken by robots that have
acquired their knowledge from the human investigators, letting the
latter focus on complex cases requiring more experience.
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Dynamic Reference Data
The volatility of the global political situation has been a defining
feature of recent history. In just a few years, Central Europe’s
geography has changed significantly, the political landscape in the
Middle East has been dramatically upset and changes in Africa
have affected millions of people, to name but a few.

Consequently, sanctions and embargoes can be enacted and
enforced in a matter of days, then lifted as quickly as they came
if the situation improves. The level of reactivity required from
screening solutions to allow financial institutions to be compliant
with the latest regulations is dramatically higher than it was in the
past. This means that the whole cycle of reference data updating,
validation and implementation must be a robust, streamlined
and fully automated process. Here again, automated agents can
help by monitoring regulatory websites for changes, triggering
automated processes that download, test and replicate reference
data, warning users about changes and possible impacts and
cross-checking multiple sources to assess the quality of the
update. The reference data management of screening systems will
likely move from the more or less static configuration used today
to a large set of possible configurations—pre-set to respond to
different crisis scenarios—that can be enabled on demand and
activated instantly.

Indirect Entity Detection
Lastly, the increasing complexity of the sanctions landscape is
a major issue and solutions are implementing more and more
sophisticated mechanisms to handle this. The first complexity that
appeared was the move from fully sanctioned countries (e.g. Cuba)
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to targeted sanctions (i.e. specific entities, specific transactions
and specific materials, etc.). This forced financial institutions to
deploy complex rules in order to determine if a match on a name
had to be considered or not. Recently, the situation has become
even more complex: typically, the screening process only had to
(efficiently) compare names in signaletic databases or transactions
against sanctioned names present in a Watchlist.
Any name not on the list is not sanctioned, and therefore not
detected. This changed with the last wave of sanctions against
Russia: OFAC stipulates that entities where sanctioned persons
have more than 50% direct or indirect ownership are also off-limits
(even though these entities are not in the list).
This extension of sanctions to such indirect entities will require
future solutions to incorporate ways to collect information from
different online sources and implement ‘big data’ components that
will retrieve, store and analyse data in order to detect relationships
between listed and non-listed entities. This is clearly an exciting
field of research, encompassing information gathering, data
correlation and visualisation.
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CONCLUSION

CONCLUSION

As sanctions are evolving from a minor political tool to an extension
of foreign policy, underlying technologies have to adapt to address
these challenges in our fast evolving world. The solutions for
identity matching have only been in existence for 20 years and
the changes made during this period have been remarkable. As
regulations are expanding, we expect even more investment in
research during the next five years.
Banks have been alarmed by the immense cost of fines and
have become extremely risk averse, but the operational costs
associated with strict compliance policies are huge. Advances in
technology are their only hope to balance these costs with their risk
appetite.
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