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Tackling the Threat of
Trade-Based Money Laundering
Trade finance is a crucial artery for the
world’s economy. The World Trade
Organisation estimates that between
80 – 90% of global trade is reliant on
the trade finance method of financing.
Rapid growth in the global economy,
combined with the regulator’s ability
to identify conventional money
laundering techniques; like physical
cash smuggling and bank transfers,
has made international trade an
increasingly attractive avenue to
move illicit funds through financial
transactions associated with the trade
in goods and services.
Trade-based money laundering
(TBML) is a complex phenomenon.
Its constituent elements cut across
not only sectoral boundaries but also
national borders, and the dynamic
environment of international trade
allows it to take multiple forms.
Australian Institute of
Criminology, 2011, Definition
of TBML:

The research group Global Financial
Integrity (GFI) perhaps best
highlighted the scale of the problem.
Their 2014 study of developing
countries revealed that nearly 80%
of illicit financial flows were due
to false invoicing, which includes:
under-invoicing, over-invoicing,
and multiple invoicing – all common
techniques employed in TBML.
In March 2015, Accuity hosted a trade
finance event in Hong Kong to address
the core business challenges related
to trade finance and anti-money
laundering compliance. This high
profile event, which featured speakers
from KPMG and Accuity, was attended
by over 200 industry experts from
banks, corporates, and regulators.
This paper presents the insights
gathered during the event, compares
them with the Western world, and
delineates the need for an effective
solution that cuts through the
increasingly convoluted trade finance
landscape, in Asia and beyond.

‘The use of trade to move value with
the intent of obscuring the true origins
of funds’
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A Complex Issue Revealed: Policies Versus Procedures
Nearly 90% of attendees said that their organisation has clear policies in place to
deal with the risks of TBML, yet 71% (Graph 1) reported that their current anti-money
laundering compliance programme is effective or only somewhat effective in detecting
money laundering risks specific to trade finance. Worryingly, 29% reported their
policies are maybe not effective. Meanwhile, only 23% thought that there is sufficient
expertise in the marketplace to cope with additional regulatory requirements for TBML.
At the Hong Kong trade finance event, 56% agreed that AML regulations are required
for trade finance in order to keep their clients safe and indeed safeguard the economy
– despite the associated increase in the cost of trade. However, in a similar event that
Accuity held in Toronto, Canada in April 2015, 82% of attendees recognised a need for
AML regulations for trade finance.

Graph 1
Effectiveness of current AML compliance programme to detect money
laundering risks specific to trade finance*
25%

Working effectively

46%

Somewhat working

29%

Maybe not effective
*H
 ong Kong Trade Finance
event results
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Interestingly, in a webinar on TBML at the start of June 2015, jointly held by Accuity and
the Association of Certified Financial Crime Specialists (ACFCS), 98% of respondents
from banks and other financial institutions located in the US and Canada agreed with
the need for AML regulations for trade finance (Graph 2).
These top-line findings revealed an increasing appetite to identify and tackle
the problem of TBML, though one held back by insufficient expertise and lack of
confidence in procedures. How can this dichotomy be overcome?
In the West, there seems to be a wider recognition of the specific risks of TBML,
but there is still a pressing need worldwide for effective implementation of required
screening procedures in this challenging area.

Graph 2
Do you feel that AML regulations are required for trade finance?
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Finance Event Results
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The Problem: Challenges Within
a Shifting Landscape
The dangers of TBML have become
clearer in recent years, and this is in part
due to a number of high-profile cases.
For example, in 2014, the US Office of
Foreign Assets Control (OFAC) filed an
enforcement action against BNP Paribas
which highlighted trade finance as a key
concern. BNPP Suisse and BNPP Paris
were cited as negotiating a variety of
trade finance instruments on behalf
of, or that involved, parties subject
to US sanctions on Sudan, Iran, Cuba
and Burma.
In June 2015, The Wall Street Journal
reported that a Chicago-based
distributor was also fined US$400,000
by OFAC for allowing equipment to
be shipped on an Iranian vessel.
Criminal organisations, such as drug
cartels, are employing complex
schemes to launder money through
trade. These organisations are targeting
cross-border trade in response to
tighter banking regulations in countries
such as Mexico and the US. The more
sophisticated entities are also wellaware of anti-money laundering laws,
and they are adapting.
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As a result of the effective
implementation of money laundering
regulations in many countries and their
banks, which can be attributed to the
Financial Action Task Force (FATF),
criminals find moving their cash through
the conventional financial system to
be riskier and global trade becomes a
more attractive proposition.
Another challenge is the relative
‘newness’ of the issues related to TBML.
The first formal recognition of the issue
was from FATF, in their 2006 document
‘Trade-Based Money Laundering’. TBML
was mentioned as one of three methods
‘by which criminal organisations and
terrorist financiers move money for
the purpose of disguising its origins
and integrating it back into the formal
economy.‘ The first method is through
the use of the financial system; the
second involves the physical movement
of money (e.g. through the use of cash
couriers); and the third is through the
physical movement of goods through
the trade system. While financial
institutions have focused heavily on
the first two methods, regrettably the
scope for abuse of the international
trade system has received relatively
little attention.
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Many jurisdictions have not distinguished TBML from other forms of money
laundering, which has been a major obstacle to devising suitable strategies to
combat it.
This is now changing. According to Henry Balani, Head of Innovation at Accuity:
‘Regulators are finally starting to realise that trade-based money laundering is
becoming a major channel of money laundering beyond the physical movement
of cash, wire payments and insurance scams.’
All (100%) of the attendees at the Hong Kong trade finance event, and also
all of those at the Toronto event, agreed that regulation will now increase the
enforcement of anti-TBML controls.
However, the regulatory landscape is a rather complex web, in which
organisations can become easily tangled.

Weronika Anasz, Senior Manager, AML & Sanctions
Services, KPMG, said: ‘In Asia in general, the
regulatory landscape is particularly fragmented. The
concern is that regulation is on a country by country
basis and may be inconsistent. Banks have to first
comply with the local regulation in the jurisdiction
where they are based.’

Weronika Anasz
Senior Manager
AML & Sanctions Services
KPMG



‘Trade-based money laundering has been rising
up the global agenda for several years now,
and regulators are working hard to implement
recommendations... there is a need for broader
cooperation across multiple stakeholders.’
- Weronika Anasz,
Senior Manager, AML & Sanctions Services,
KPMG

Weronika further commented saying, ‘If they are a branch or subsidiary of an
international bank, they may have to meet additional regulatory requirements.
For example, a Singapore bank with an incorporated entity in Hong Kong will be
required to meet regulatory expectations in both jurisdictions. On top of all this,
they have to adhere to overarching international agreements.’
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The sheer complexity helps to explain why some financial institutions are seemingly
hesitant to address TBML, and also emphasises the need for harmonised dialogue
between banks, regulatory bodies and international associations.
KPMG’s Weronika Anasz adds: ‘Trade-based money laundering has been rising
up the global agenda for several years now, and regulators are working hard to
implement recommendations by relevant inter-governmental bodies such as the
FATF. But the complexity of trade-based money laundering makes it a difficult
process. Banks are seen as the gatekeepers, but there is a need for broader
cooperation across multiple stakeholders.’
Indeed when one considers that the South China Morning Post cited 25,000 as the
average number of daily cross-border financial transactions in Hong Kong in 2013,
one can really understand this need for further cooperation.
The insights from the Hong Kong trade finance event resonate with this sentiment.
The majority of Hong Kong respondents (77%) said that it will take time to develop
the expertise to cope with regulatory requirements. Over half (62%) of the same
respondents said that all parties in the trade transaction – banks, buyers, sellers and
shippers – should be held responsible for anti-money laundering compliance (Graph 3).

Graph 3
Which party in the trade transaction should be responsible for ensuring
AML compliance?*
16% Banks
16% Buyer/Seller
6% Shipper
62% All parties
*H
 ong Kong Trade Finance
event results
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The belief that the responsibility of banks for screening trade transactions falls
‘somewhere in the middle’ of simply checking documents and scrutinising
everything related to the trade transaction was 50% among the respondents at the
Hong Kong event. Whereas, this compares with a similar figure of 53% in Toronto,
and 46% from the Accuity & ACFCS webinar (Graph 4). How can banks best identify
and succeed in their responsibility?

Graph 4
Where does the responsibility of banks lie in screening trade transactions?
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When asked which money laundering checks are predominantly carried out as
part of the trade finance workflow, 90% of Hong Kong respondents said that their
organisation carries out sanctions checks. However, only a mere 33% implemented
dual-use goods screening (compared with 60% from the Toronto event) and 45%
carried out vessel tracking (Graph 5).

Graph 5
Which of the following checks, if any, do you currently perform as part
of your trade finance workflow?
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2%

We don’t require money
laundering
checks for our
trade finance
workflow

Toronto Trade Finance Event Results
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But those checks are crucial to efficient trade finance screening. The question is
therefore how those responsible can improve the screening process itself. The
answer lies in increased cooperation between involved parties, as well as the
need to implement a robust technological solution that incorporates screening
as part of an overall trade finance processing workflow.
In Hong Kong, fraud was ranked as the highest risk within the trade finance
workflow, with 66% identifying customer risks as having the most significant
impact on trade finance transaction reviews (Graph 6). These risks need to
be addressed by in-depth Know Your Customer (KYC) checks and detailed
Enhanced Due Diligence (EDD) lists.

Graph 6
Which of the risk areas has the most significant impact on your review
of a Trade Finance transaction?*
66% Customer Risks
11% Country
16% Products
7%	Delivery/
Distribution
Channel
*H
 ong Kong Trade Finance
event results
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The Solution: Adopting Best
Practice and Technology
Some of the biggest challenges facing the trade finance compliance workflow, in
Asia and beyond, relate to process and automation, the identification and tracking
of dual-use goods, and compliance with regulatory requirements.
It is encouraging that most (73%) of the respondents at the Hong Kong event said that
their firm now reviews money laundering risks at the transactional level (Graph 7).

Graph 7
Does your institution review money laundering risks at a transactional level?*

73%

Yes, at every transaction

8%	Yes, only when a customer
trades new goods or is
new to a structure
13% Not necessarily, unless
		 there are concerns
		 about the customer/trade
6% No
*H
 ong Kong Trade Finance
event results

To help with this process, organisations need clear guidance on best practice,
but also technological solutions that improve efficiency and reduce cost.
There is also an apparent need for companies to invest in their human capital,
and ensure that those responsible for monitoring trade transactions are
suitably trained.
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Identify Red Flags and Screen Smartly
TBML can be prevented by successfully identifying ‘red flag’ indicators and
putting appropriate measures in place.

			

‘The focus of banks in the past was on
documentation, and following the Uniform
Customs and Practice (UCP) rules but not the
goods. However, there is now a need to scrutinise
the whole transaction, from beginning to end.’
		
- Henry Balani, Head of Innovation, Accuity

Henry Balani
Head of Innovation
Accuity

Financial institutions can avoid funding the shipping of seemingly harmless
products that can be used for making weapons, or subsidising the movement
of illegitimate goods to sanctioned countries by identifying areas of risk early
in the process.
Some useful guidance can be derived from the Financial Conduct Authority’s
(FCA) 2013 report, ‘Banks’ control of financial crime risks in trade finance’. The
UK-based regulatory body found that the majority of banks were not taking
adequate measures to mitigate the risk of money laundering and terrorist
financing in their trade finance business.
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In response, the FCA put forward a list of best practice recommendations which
are outlined below:
Complete a financial crime risk assessment that gives appropriate weight
to money laundering and sanctions risks

Document roles and responsibilities for managing financial crime risks in
trade finance

Determine what checks are necessary, and in what circumstances, for nonclient beneficiaries of a Letter of Credit

Provide training for trade-specific money laundering, sanctions, and
terrorist financing risks

Maintain a detailed list of red flags to identify suspicious transactions

Identify dual-use goods* in transactions and confirm whether a
government license is required

Screen trade documents against applicable sanctions lists at key stages of
a transaction


Additionally, another valuable report is the ‘Guidance for Identifying Potentially
Suspicious Activity in Letters of Credit and Documentary Collections’, which was
produced by the Banker’s Association for Finance and Trade (BAFT) in March
2015. This is perhaps the most relevant set of industry guidelines for banks
across the globe to develop their approach to combat financial crimes in trade
finance.

* Dual-use goods are goods or components that can be used for both
civilian and military use or for controlled purposes. E.g., graphite can be
used as the lead in pencils, or even to line a nuclear centrifuge.
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The BAFT reviewed the red flags, risk indicators, and practices provided by
leading bodies – including the FCA, the FATF, the Federal Financial Institutions
Examinations Council (FFIEC), and the Wolfsberg Group – the cooperative of
11 of the world’s largest international private banks that is aimed at combating
anti-money laundering. Together they identified a core list of 16 red flags, which
can be applied universally to provide clarity and advice to financial institutions,
and some of these include:
Customers engaging in transactions that are inconsistent with their
business strategy or profile

Transacting parties which appear to be affiliated, conduct business out of
a residential address, or provide only a registered agent’s address

Customers conducting business in jurisdictions at higher risk of money
laundering, terrorist financing or other financial crimes

Transactions which involve obvious dual-use goods

Customers shipping items to, through, or from higher risk jurisdictions,
including countries identified by the FATF as ‘non-cooperative’


In the 2014 report by the GFI ‘Illicit Financial Flows from Developing Countries:
2003-2012’, there was a call for further collaboration in trade finance to help
financial institutions and regulators.
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Amongst other policy suggestions, the report recommended that governments
significantly boost customs enforcement by equipping and training officers to
better detect the intentional false invoicing of trade transactions.
These developments would be welcomed warmly by those in the industry.
KPMG’s Weronika Anasz agrees: ‘The Wolfsberg Group pointed out that banks
are equipped to deal with documents and transactions; but may not always be
able to check on the goods at the docks.’

Finding the Right Partner
Trade finance processes are often not
fully automated, with much of the analysis
being conducted manually. It is apparent
that a paper-based process such as
this is susceptible to human error and
inefficiencies. This is echoed by the stance
of 23% of the attendees at the Hong Kong
trade finance event who believe that only
with the necessary investment in resources
would there be sufficient expertise in the
marketplace to cope with the additional
regulatory requirements for TBML.

77%
believe there
is insufficient
expertise in the
marketplace!

Technological solutions are critical to ensure that the breadth and depth of
TBML considerations are addressed in the most cost-effective manner.
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In a separate study from 2014, Accuity conducted extensive global research to
gauge the challenges financial institutions face in complying with anti-money
laundering regulations for trade finance.
This included an online survey of over 2,000 financial institutions, in which 62%
of respondents said that technology spend would be their key investment focus
over the next 12 months.
The study also identified that only 37% checked if the value of goods is
consistent with market prices to identify under or over-invoicing and price
misrepresentation. This again highlights the need for further automation to
support the trade finance workflow.
In general, the main differences in approaches and capabilities relating to trade
finance are between large and small financial institutions. What may appear
pragmatic to a large multinational bank may be quite different to what a small
local bank needs.
But in essence, their requirements are the same; both must identify the same
red flags and deal with them appropriately.
Larger banks will typically have more resources available to automate, and fully
embrace technological solutions that can be integrated into their back office.
Whereas smaller banks will typically still use a manual look-up process that is
suited to a lower volume of transactions. However, as firms start to scale up, it is
important that their technological support can grow with them.

‘In the marketplace there is scope to create a comprehensive technological


		

solution to address a huge white space. Also, there is potential for
automation and data to be brought closer together, drawing in the multitude
of databases and considerations involved in the trade finance process.’
		
-W
 eronika Anasz,
Senior Manager, AML & Sanctions Services, KPMG
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Accuity: Providing the Marketplace
With a Flexible Solution
Accuity offers a market-leading combination
of data and technology to help financial
institutions mitigate the specific risks of
TBML; a solution which is strengthened by
strategic relationships with key authoritative
bodies globally.
This technology is Compliance Link; a
comprehensive screening solution which
can streamline trade finance screening
processes and curb the ever-increasing
cost of compliance.

Accuity offers
a market-leading
combination
of data and
technology

Compliance Link offers:
Better match management with a configurable workflow solution

The most comprehensive coverage available, with data that is inclusive of
all trade-related data sets, including vessels

The ability to streamline and automate paper-based processes with a
centralised audit trail


’ We have developed a solution which alleviates the operational
difficulties associated with the trade finance workflow.’

-D
 avid Pan,
Associate Director Business Solutions Group, Accuity
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Accuity can enhance your protection
against TBML in seven key areas:
Shipping and Vessels
To allow for extra scrutiny and avoid potential fines, organisations
must
screen against not only the vessels listed by OFAC, but all

vessels associated with a sanctioned country. Accuity provides
critical in-depth vessels data not provided by OFAC, including
additional information such as beneficial owner, previous names,
port of registry, and operator.

Payment Routing
Accuity provides SWIFT/BICs for all sanctioned bank

offices
globally.

Companies and Organizations
Accuity adds companies owned by sanctioned governments and
additional
locations and subsidiaries of designated companies.


Goods
By closely following international export control regimes,
Accuity
has compiled a comprehensive list of dual-use goods

and controlled goods based on the latest internationally agreed
dual-use controls. Accuity’s dual-use and controlled goods lists
are available in electronic format that allows for more efficient and
accurate screening.
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Country Details
Accuity provides principle cities, towns, airports, and seaports of all
fully
sanctioned countries, ensuring trade operation compliance.


People
Accuity’s global PEP database, powered by LexisNexisTM, with

over
1.4 million entities in 240 countries/territories can help you
identify high-risk clients with connections to PEPs during your KYC
on-boarding process. Whether this means screening against PEPs
from sanctioned countries or scrutinising trade finance activity of
companies where PEPs hold significant shares, this data category
can be leveraged throughout the entire trade finance life cycle
starting with KYC.

Ongoing Monitoring
The world of sanctions changes on a daily basis but the life cycle
of
 a trade finance transaction can be weeks or months. What was
originally scanned during the issuance of the letter of credit versus
what is to be scanned when the shipping documents are presented
can literally be a world apart in terms of sanctions obligations.
Accuity’s unique on-going case re-assessment bridges this gap
where previously scanned letters of credits are retained and
monitored automatically against watch list changes and if something
does change, the user is notified promptly, instead of waiting
months until the shipping documents are presented for the second
phase check. This ensures nothing is amiss and the difficult message
back to the customer is made more timely instead of waiting until
the cargo has left the port.
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David Pan, Associate Director, Business Solutions
Group, Accuity, said: ‘Regulations are increasing
and banks along with other financial institutions
are being heavily fined for not complying.
The existing tools available in the
marketplace weren’t suitable for

addressing the complex day-to-day
operations of trade finance; they
didn’t address the breadth and
depth of data needed.’

David Pan
Associate Director
Business Solutions Group
Accuity

David further elaborated saying, ‘The key to Compliance Link is flexibility. We
have built up different data sources and applied a unique flexible framework
that can be moulded into an organisation’s trade finance process. We have
developed a solution which alleviates the operational difficulties associated
with the trade finance workflow. Our clients just need one platform, which can
be scaled as a company grows. Think of it like a Lego® kit! You start off with the
elements that are crucial and then add to it as you grow.’
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Take Action Now to Improve Your Trade Finance
Screening Capability
It is clear that worldwide the needle has shifted and trade finance has become
an area of increasing focus for regulators.
TBML is a challenging proposition that operates across multiple legal systems,
numerous customs procedures and various languages. This challenge
will continue to rise exponentially in difficulty if banks and other financial
institutions don’t have effective and appropriate controls in place.
Organisations must be mindful of the full transaction cycle, rather than just the
documents of credit. Ensuring a discrete anti-money laundering policy related
to trade finance will reduce the risk of illegal activity and help firms to avoid
fines, as well as reputational damage which can be difficult to fully recover from.
Accuracy, consistency and audit readiness are key drivers – which is of course
underpinned by a need for operational efficiency. This is where an advanced
technology partner, like Accuity, with the ability to support globally and help
you manage the evolving trade finance landscape is critical for your success.

Get in touch with Accuity today for a consultation on how to
improve your trade finance screening process with technology.
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GETTING STARTED
For more information get in touch today:
Email: sales@accuity.com
or go to: www.accuity.com

www.accuity.com

Abu Dhabi / Boston / Chicago / Frankfurt / Hong Kong / London / Mumbai
New York / San Diego / Sao Paulo / Shanghai / Singapore / Sydney / Tokyo
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