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Introduction
The year 2017 saw an explosion of market capitalisations for virtual currencies and an increased 
public interest in this new class of asset. The highest point to date was reached on 7 January 
2018, which saw a combined market capitalisation of just over about $800 billion. To put 
this figure into perspective, it represents about 7% of M1 aggregate1 in the Eurozone and the 
United States combined ($11 trillion as of end 2017). Since then, overall market capitalisation 
has plummeted, being divided by 2.5 approximately by half 2 as of late March 2018. 

Meanwhile, Bitcoin and other virtual currencies have been all over the news: from the merits 
of the use of crypto currencies to reduce the cost of financial transactions, to the dubious 
financial advice and to regulatory warnings, not to mention the countless frauds, cyber-attacks 
and Ponzi schemes that have been uncovered globally. Abundant literature can be found 
demonstrating the various risks attached to virtual currencies. As the Consumer Financial 
Protection Bureau (CFPB) Director Richard Cordray puts it, the virtual currency scene may 
be described as ‘the Wild West’ of finance.4 

The virtual currency (VC) phenomenon took yet another dimension with the announcement 
by Venezuelan President, Nicolas Maduro, of the launch of Petro, a ‘sovereign crypto asset 
backed by oil assets and issued by the Venezuelan State as a spearhead for the development 
of an independent, transparent and open digital economy.’ In the financial and technology 
proposal introducing Petro, the government of Venezuela argues for the ‘need to strengthen 
local markets and to avoid dependence on unilateral decisions made in the major centers of 
power.’ US authorities were prompt to respond with additional restrictive measures explicitly 
prohibiting US persons from dealing in ‘any digital currency, digital coin, or digital token, 
that was issued by, for, or on behalf of the Government of Venezuela.’5

As the use of virtual currencies develops, regulators are confronted with a decentralised 
technological paradigm that can be difficult to regulate or ban. From a philosophical 
perspective, that technology could arguably be seen as a threat to states’ monetary sovereignty. 
The current and upcoming regulatory responses constitute implicit acknowledgment that 
virtual currencies are here to stay.

This paper provides a summary of key definitions and financial crime risks attached to virtual 
currencies, before reflecting on the future financial landscape, in which the virtual currency 
industry will be required to navigate high regulatory standards and implement robust 
frameworks and tools to mitigate financial crime risks.

1 M1 Monetary aggregate represents the most liquid portion of money supply: coins & notes in circulation + checking accounts and other     
  forms or liquid deposits. 
2 Data retrieved from https://coinmarketcap.com/charts/ 
4 http://www.businessinsider.com/r-us-watchdog-calls-bitcoin-wild-west-of-finance--2014-11?IR=T 
5 Executive Order 13827 of March 19th 2018

http://www.businessinsider.com/r-us-watchdog-calls-bitcoin-wild-west-of-finance--2014-11?IR=T
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Common features of digital currencies
The necessary first step for discussing risks linked to digital, virtual and crypto currencies is to 
use consistent vocabulary and precise definitions. The Financial Action Task Force (FATF), an 
international standard setter for the fight against money laundering and terrorism financing 
(AML-TF), provided relevant guidance in a document published in 2014. 

The term ‘digital currency’ encompasses all forms of digitally stored currency. The category 
encompasses both electronic money (e-money6) and virtual currencies.

Virtual currencies are defined by the FATF as: 

a digital representation of value that can be digitally traded and functions as: (1) a medium of 
exchange; and/or (2) a unit of account; and/or (3) a store of value,  but does not have legal tender 
status (i.e., when tendered to a creditor, is a valid and legal offer of payment) in any jurisdiction. It 
is not issued nor guaranteed by any jurisdiction, and fulfils the above functions only by agreement 
within the community of users of the virtual currency.

While FATF recognises that the three fundamental functions of currency can be applied to 
virtual currencies, the key difference is that virtual currencies do not have legal tender status.
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The above table, based on FATF’s guidance, helps to grasp the empirical level of money 
laundering and terrorist financing risks (ML-TF) attached to each type of digital currency, 
based on its core characteristics.

Electronic Money has been around for about 20 years and regulations address its ML-TF 
risks, among others (licensing, customer protection, security...). Virtual currencies are a more 
recent phenomenon and carry diverse features and ML-TF risks. In this paper, we focus on 
convertible virtual currency schemes, which are of primary relevance in terms of money 
laundering and terrorist financing risk.

Figure 1- Types of Digital Currencies 

Distinguishing factors for crypto currencies
Further, FATF intended to help regulators and AML-TF financial crime compliance 
practitioners to identify the distinguishing factors among the plethora of virtual currencies 
out there. The key factors are the convertibility of a virtual currency to fiat currency 
(directly or through another virtual currency) and the organisational set-up of the virtual 
currency scheme (presence of a central authority or decentralised scheme).
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7 Sex, drugs and Bitcoin: How much illegal activity is financed though cryptocurrencies? (Foley, Karlsen & Putnins) January 2018

Overview of financial crime risks attached to virtual currencies 

The financial crime risks linked to the use of virtual currencies are related, on the one 
hand, to the commission of criminal acts and, on the other hand, to the laundering of their 
proceeds. Such a distinction was highlighted in the ‘Opinion on Virtual Currencies’ issued 
by the European Banking Authority (EBA) in 2014. The institution identified the various 
risk typologies attached to virtual currencies, including fourteen risks on financial integrity, 
of which nine relate to the facilitation of financial crime and the remaining five relate to 
laundering schemes using virtual currencies.

1. Using virtual currencies to facilitate financial crime 

Virtual currencies can be used as a substitute to fiat currency for the conduct of 
illegal activities. The EBA has evaluated that virtual currencies can ease engagement in 
criminal activity, and that they can be used by criminals as a medium of exchange for 
illegal commodities on Darknet marketplaces (such as the now shut down Silk Road). 
Virtual currencies can also be used by criminal organisations to settle internal or inter-
organisational payments. 

Virtual currencies can also be used as a tool for concealing assets, for criminals to 
avoid seizures, confiscation, embargos and financial sanctions. Tax evaders may also 
choose to use virtual currencies as a means to conceal parts of their assets and income 
from the regular fiat payment system, which is actively monitored by tax authorities.

Ultimately, criminal organisations with the required technical skill set might hack VC 
software, wallets or exchanges in order to implicate other users in the criminal activities 
they commit. They may also  simply create and operate their own VC scheme.

The scope and magnitude of VC-backed criminal activities has been analysed in various 
academic studies. In one particular study7, scholars have designed a methodological 
framework to identify and quantify Bitcoin-supported illegal activities. While this study 
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rests on a rather wide definition of Bitcoin illegal activity (all Bitcoin addresses that 
had traded with accounts held by users known to be criminals, were categorised as 
‘illegal users’), it also provides insights for patterns of illegal use. Scholars described a 
predominant use of Bitcoin as a means for payments as a primary predictor of illegal 
activity (whereas legal users tend to use Bitcoin as an investment). 

Other predictions include the use of concealing techniques (i.e. ‘tumbling’, ‘mixers’ or 
‘wash trades’), and the activity taking place in specific contexts: when many darknet 
marketplaces operate (or immediately after a darknet marketplace seizure), when 
mainstream interest in Bitcoin is low. The findings of this study are quite astonishing, 
suggesting that ‘illegal activity accounts for a substantial proportion of the users and 
trading activity in Bitcoin; 25% of all users and 44% of Bitcoin transaction were found 
to be linked to illegal activities. 20% of the transactions value and 51% of Bitcoin 
holdings were linked to illegal activities.’

2. Virtual currencies as tools for money laundering 

With regards to the money laundering and terrorist financing risks attached to virtual 
currencies, FATF has provided an analysis which applies the methodological framework 
elaborated for internet-based payment services (‘New Payment Products and Services’).8  

The primary risk lies in the anonymity currently granted to the users of VC schemes. 
Their digital nature largely translates into non-face-to-face customer relationships, 
which potentially represents higher money laundering and terrorist financing risks. 
As FATF points out: ‘addresses, which function as accounts, have no names or other 
customer identification attached […] there is no central oversight body, and no AML 
software currently available to monitor and identify suspicious transactions pattern.’

Another risk feature attached to virtual currencies is their global reach. Users can perform 
seamless cross border payments and international transfers through virtual currencies, 
using jurisdictions with deficient AML-TF regulatory frameworks. Furthermore, the 
segmentation of services (multiple exchanges, users and service providers can be 
mobilised in a VC backed money laundering scheme) is a distinct risk factor in FATF’s 
framework. Such segmentation 
could be used to hinder the ability 
for law enforcement and regulators 
to monitor VC transactions.

From a practical perspective, one 
can analyse the extent to which 
the use of virtual currencies is 
relevant for the successive steps of 

8  Financial Action Taks Force – Guidance for a rish-based approach: Prepaid cards, mobile payments and intetnet-based payments   
   services – June 2013

FATF suggests that the key actors for any attempt 
to launder funds through virtual currencies are those 

providing gateways with the regulated financial 
system. Such gateways should be actively supervised 

and monitored, to enable authorities to identify 
the actual persons and entities exchanging fiat    

currencies and vice versa.
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money laundering; FATF suggests that the key actors for any attempt to launder funds 
through virtual currencies are those providing gateways with the regulated financial 
system. Such gateways should be actively supervised and monitored, to enable 
authorities to identify the actual persons and entities exchanging fiat currencies and 
vice versa. 

First, when considering the placement phase of money laundering, it should be noted that 
no placement is required for proceeds of VC-backed financial crimes (for example, ransoms 
received in virtual currencies, illicit goods sold in virtual currencies on dark net marketplaces). 
Money launderers seeking to perform placement of fiat currencies into a virtual currency scheme 
would need to use conversion services provided by exchanges or even by individuals holding 
virtual currency. 

It is also important to look at the relevance of using virtual currencies for the layering 
phase of money laundering, through which criminals seek to conceal the origin of funds by 
the superposition of complex transactions. Taking the Bitcoin scheme as an example, layering 
is theoretically impossible since the distributed ledger technology (DLT) compiles records of 
all transactions and shares it publically. Forensic analysis tools are available on the market to 
trace back the journey of each Bitcoin across multiple addresses. However, layering is possible 
through the use of anonymising services such as mixers (available for Bitcoin users) or when 
using virtual currencies with high anonymity features (Monero, ZCash).

Finally, one must analyse the relevance of using virtual currencies for the integration 
phase of money laundering. Contrary to the placement phase, conversion is mandatory for 
any virtual currency-based money laundering scheme to be completed. It involves recourse to 
conversion services to cash out virtual currencies into fiat currencies. A study from the Center 
on Sanctions and Illicit Finance9 provided interesting insight to identify the conversion services 
‘where individuals turn to cash out or transmit Bitcoins acquired from illicit entities’ and their 
respective ‘market share’. Conversion services are defined as ‘platforms and intermediaries that 
transmit funds on behalf of users by either cashing out Bitcoins to a legal tender fiat currency, 
converting them to another cryptocurrency, or transmitting them to another Bitcoin address

 

in such a way that the flow of funds cannot be viewed and traced directly in the blockchain.’

Conversion service type
Share of illicit Bitcoin 

traced (2013-2016)

Exchanges 46%

Gambling 26%

Mixers 23%

Multi-service 5%

ATM 0.01%

9 Bitcoin Laundering : an analysis of illicit flows into digital currency services

Table 1- Conversion of illicit 
Bitcoins - retrieved from “Bitcoin 
Laundering: an analysis of illicit 

flows into digital currency services” 
(CSIF 2018)

https://info.elliptic.co/whitepaper-fdd-bitcoin-laundering
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10  FATF – Emerging terrorist financing risks - 2015

3. Virtual currencies as tools for terrorism financing 

FATF has provided evidence of the use of virtual currencies for the funding of terrorist 
organisations.10 Much like other criminal organisations, terrorists are obviously keen 
to adopt means for transferring funds in the most discreet way. Taking into account 
the regulatory scrutiny and financially restrictive measures that target known terrorists, 
alternative payment schemes have the potential to become instrumental in terrorism 
financing. FATF reported the case of a convicted terrorist who admittedly ‘provided 
instructions on how to use Bitcoin, a virtual currency, to mask the provision of funds 
to ISIL’. His advice was shared through his Twitter account, reaching around 4,000 
followers. He was also found to have authored an article entitled ‘Bitcoin and the 
Charity of Jihad’ which was also shared via the social network.

4. Venezuela’s Petro: an institutional attempt to circumvent international sanctions

For matters of international sanctions enforcement, states rely on their monetary 
sovereignty. The United States for instance not only imposes heavy fines on sanction-
breaching entities, but also threatens financial institutions of license withdrawal or to 
cut their access to USD compensation systems, if they fail to implement the restrictive 
measures decided by the US federal authorities.

Given the global nature of virtual currency 
schemes, the application of such financial crime  
   compliance regulations can only be effective  
 if it is consistently implemented by                 

all jurisdictions.

Therefore, as conversion services constitute both gateways to the regulated financial system 
and instrumental actors of any money laundering or terrorism financing scheme, their 
subjection to high financial crime compliance standards appears of critical importance. 
Given the global nature of virtual currency schemes, the application of such financial 
crime compliance regulations can 
only be effective if it is consistently 
implemented by all jurisdictions. Any 
loophole would create blind spots, much 
like in the regular financial system, with 
the notable difference that geographical 
risk factors are much harder to identify 
within virtual currency schemes.
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Such threats do not carry the same weight for entities providing services in virtual 
currencies, because they may operate without a license from the banking authorities. 
Additionally, considering that virtual currencies are not legal tender but derive their 
value from the trust of their users, they constitute, de facto, a means to circumvent the 
national and international sanctions regimes.

Petro takes sanction circumvention 
through virtual currencies to another 
level; it is an institutional attempt, by 
the very target of a sanctions regime, to 
evade international restrictions. From 
the Venezuelan state’s perspective, 
this offering constitutes an attempt to 
retrieve some degree of monetary sovereignty since financing received in exchange 
for Petros is to be used for the financing of their policies. Unlike Bitcoin and other 
virtual currencies that were primarily dealt with in the scope of this paper, Petro is a 
centralised scheme. The state of Venezuela controls the supply of tokens, and an agency 
oversees the dealings in Petro. Firms that want to offer services in Petro are required to 
be licensed by the Venezuelan authorities11 and must apply due diligence measures for 
the prevention of money laundering and terrorism financing risks. 

History will reveal to what extent this initiative is successful and to what extent it sets a 
precedent.  It is important to recognise that other governments are also experimenting 
with the issuance of a centralised government-backed VC, ostensibly for purposes 
other than to evade sanctions. 12 Undoubtedly, the community of risk and compliance 
professionals should not overlook Petro, because it triggers a new area of sanction-
breaching risk that will call for an adaptation of the mitigation frameworks.

The other side of the coin: a credible alternative financial system with 
regulated virtual currencies

1. Regulated virtual currencies as a tool for enhanced transparency

As well as the risks discussed, there is the potential for virtual currencies to enhance 
the integrity of the financial system; if adequately regulated, they may represent an 
opportunity to move towards greater transparency, efficiency and security.

The distributed ledger technology that underlies decentralised virtual currencies is an 
invaluable feature for the purpose of traceability. Compared to paper or book money, 
a virtual currency unit keeps track of successive owners and dates of exchange. For 
investigators, it means they can trace back the virtual currencies’ addresses involved in 
transactions on dark net marketplaces once they seize one, or identify users with which 
a criminal has been transacting in a virtual currency. Mike Tilley, Head of Latitude 
Financial, and an enthusiastic investor in the field of cryptocurrencies declared: ‘only 
idiots would use [cryptocurrencies] for illegal activity because the details of every 
transaction by every owner of the currency is recorded on the blockchain’. 

11 Venezuelan Superintendence of Cryptoassets and Related Activities (SUPCACVEN) 
12 https://www.cnbc.com/2017/11/30/cryptocurrency-craze-springboards-government-backed-coin.html 
13 https://www.baselgovernance.org/news/global-conference-countering-money-laundering-and-digital-currencies

Petro takes sanction circumvention through 
virtual currencies to another level; it is 
an institutional attempt, by the very 
target of a sanctions regime, to evade         

international restrictions.

https://www.baselgovernance.org/news/global-conference-countering-money-laundering-and-digital-currencies
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14  FINCEN- Application of FinCEN’s Regulations to persons Administering, Exchanging, or using Virtual Currencies (18th March 2013)
15  2016/0208 (COD) Proposal for a directive amending Directive(EU) 2015/849

He further stated that blockchain-based technologies are of great interest to regulators 
and police because of their utility in potentially killing the black economy that is based 
on cash.

2. Varying regulatory responses

There is wide consensus in the financial and regulatory communities to call for regulation 
on the activity of virtual currencies. Authorities need to distinguish between the uses 
that serve legitimate purposes for virtual currencies and those primarily facilitating 
financial crime. The working group on virtual currencies, which assembles participants 
from Interpol, Europol and from the Basel Institute on governance, also concluded in 
the sense of a balanced regulatory response by stating that:

• ‘All countries’ regulators are advised to prepare clear and simple guidelines for all 
entities operating in this field. Special attention should be given to an increase 
on transparency and on access to information by Regulators, FIUs and Law 
Enforcement Agencies. The establishment of forums for Regulators, Policy Makers 
and Law Enforcement Agencies for the joint development of such guidelines is also 
advised;

• All countries are advised to regulate Digital Currencies Exchangers and Wallet 
Providers under their current Anti Money Laundering and Counter Terrorism 
Financing Legislation in line with the obligations already pending on the Financial 
Sector;

• All   countries are advised to take action against Digital Currencies Mixers/Tumblers. 
Such services are designed exclusively to anonymize transactions and to make it 
impossible for Law Enforcement Agencies to detect and trace suspicious transactions. 
The existence of such companies should not continue to be tolerated’

In the United States, AML regulations, such as the Bank Secrecy Act, have applied to 
‘persons creating, obtaining, distributing, exchanging, accepting or transmitting virtual 
currencies’ since 201314. Further, the provision of conversion services by exchanges 
falls to the Money Services Businesses (MSBs). On another note, the US Treasury has 
announced that it might “add digital currency addresses [....] associated to a blocked 
person” so that blocking measures may apply to the VC units stored on those addresses.

In the European Union, such activities already fall in the scope of AML regulations 
of some member states, however, a harmonised regulatory framework is currently 
lacking to address the financial crime risks associated with the provision of services in 
virtual currencies. The imminent voting of a revised AML Directive15 seeks to fix this 
and recognises that it is ‘essential’ to ‘include providers engaged in exchange services 
between virtual currencies and fiat currencies as well as custodian wallet providers.’
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Regarding the latter, the Banque de France has argued for the creation of a specific 
regime for regulating the providers of services in crypto-assets. A specific regulation 
appears desirable to address the wider scope of risks (in terms of security and consumer 
protection) and to delve into the technical features of virtual currencies. 

Once the providers of legitimate services in virtual currencies become subject to 
financial crime compliance regulations and to the implementation of international 
restrictive measures, they will need to reflect on the necessary money laundering and 
terrorism financing risk mitigation frameworks that need to be put in place with regards 
to their activities. Further, regulators will require, for such providers to be licensed, that 
they design and implement customer due diligence procedures, transaction-monitoring 
systems, sanctions filtering programs as well as processes for the regulatory reporting 
of detected suspicious activities. These frameworks do not need to be implemented 
within virtual currency schemes, but should condition the access to services in virtual 
currencies.

As pointed out earlier in the paper, given the global reach of the technology backing 
virtual currency schemes, the regulatory framework will need the strongest degree of 
harmonisation across countries, for it to be effective. One cannot, however, realistically 
expect every country in the world to commit to the highest regulatory standards with 
regards to virtual currency activities. This introduces the need to account for geographical 
risk factors, much like it is required for ‘regular’ financial activities.

Such regulation has been recommended by the EBA since 2014 and it is undoubtedly 
a step forward to mitigate the abusive uses of virtual currencies. It will, however, leave 
some risks unaddressed:

1. The revised EU directive does not expressly prohibit virtual currency services that 
are exclusively designed to facilitate the laundering of financial crime proceeds, 
such as mixers. 

2. It does not provide technical guidelines to define a baseline of technological features 
required for authorising virtual currencies (some of which represent higher money 
laundering and terrorism financing risks as they include specific anonymity features 
for their users). 

3. It does not encompass exchanges that exclusively offer trading of virtual currency 
pairs. 
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Blockchain beyond currency: a potential game-changer for the      
financial industry
Bitcoin and other virtual currencies have paved the way to demonstrate the potential of 
the underlying distributed ledger technology (blockchain). Numerous other use cases for 
blockchain are currently being assessed in the financial industry. 

Hugh Jones, President and CEO at Accuity, acknowledged that distributed ledger technology 
(DLT) ‘has the potential to disrupt how financial services are offered and transacted. Enabling 
regulatory compliance is absolutely essential for this new technology to progress from proof 
of concept to production systems.’ 

Putting currency units on a blockchain was likely the premise of a much deeper shift of 
paradigm in the world of finance. Much like the World Wide Web or the Global Positioning 
System were technologies developed for a specific use case and then spilled over to far 
more widespread uses, distributed ledger technology will certainly extend to other yet-to-
define purposes in the financial industry and beyond, from public administration to the 
management of supply chain in the distribution industry.

In the field of payment infrastructure, DLT’s potential is thoroughly scrutinised by traditional 
actors. SWIFT has invested in a large-scale proof of concept to evaluate whether DLT could 
allow for real time interbank payments. 

Real time information mechanisms are key for the banks as it would allow them to ‘reduce 
costs by enabling liquidity optimization; it would also enhance banks’ ability to provide 
better service to their customer by enabling earlier release of payments whilst reducing 
recalls and liquidity risks.’

On the other hand, challengers emerge; Ripple, which was released in 2012, is positioned 
as an alternative real time settlement system. It offers both a payment infrastructure and a 
virtual currency to conduct transactions with that infrastructure (XRP). Ripple affirms the 
use of XRP for interbank payments to allow for instant settlements, eliminating the need for 
Nostro accounts (and for correspondent banking relationships altogether) while reducing 
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18  http://fintechnews.sg/14420/blockchain/ibm-completes-poc-blockchain-based-shared-kyc-deutsche-bank-hsbc-mufg-cargill-ibm-     
    treasuries/

Blockchain may also serve as technological support for risk and compliance solutions. In 
a proof of concept resting on IBM’s blockchain solution18, some financial institutions have 
been testing blockchain ‘to collect, validate, store, share and refresh trusted KYC information 
of corporate customers’. The objectives included the standardisation of collection and 
validation of  KYC documentation and the avoidance of repetitive ‘mundane documentary 
tasks through collaboration and privacy-preserving sharing, while shifting the focus of 
human intervention to the higher-value tasks of risk evaluation and decision making.’

Accuity’s innovation team, working closely with R3, has developed a solution that enables 
financial crime screening of customers and transactions on Corda. For financial institutions, 
this would facilitate financial crime compliance with regulatory requirements of programs 
such as the EU Fourth Anti Money Laundering Directive, the USA PATRIOT Act, the US 
Treasury’s Office of Foreign Assets Control (OFAC) and the MAS Notice 626.

‘ We are now looking at working with our customers to pilot this solution 
for a number of other use cases such as KYC, payments and trade finance 

compliance.’ 

Hugh Jones                                                                                                                 
President and CEO, Accuity

Author: Vincent Gaudel, Compliance Expert - Accuity

the need to hold foreign exchange and the subsequent risk exposure. 

Other relevant examples include the choice by the Australian Securities Exchange to manage 
the clearing and settlement of equities trading through a blockchain, the proof of concept 
conducted by Barclays to use smart contracts for managing over the counter deals in interest 
rates derivatives or the Marco Polo initiative for big banks to manage their trade finance 
operations.17   

17  https://www.gtreview.com/news/fintech/r3-tradeix-to-kick-off-pilots-for-marco-polo-blockchain-project/

http://fintechnews.sg/14420/blockchain/ibm-completes-poc-blockchain-based-shared-kyc-deutsche-bank-hsbc-mufg-cargill-ibm-treasuries/
http://fintechnews.sg/14420/blockchain/ibm-completes-poc-blockchain-based-shared-kyc-deutsche-bank-hsbc-mufg-cargill-ibm-treasuries/
https://www.gtreview.com/news/fintech/r3-tradeix-to-kick-off-pilots-for-marco-polo-blockchain-project/
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