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Executive Summary
 
The legal sector is continually at risk of legitimate legal services being used for illegitimate 
purposes. Money laundering and terrorist financing are serious threats to society, causing a 
loss of revenue, endangering life, and fuelling other criminal activities. Regulators are seeking 
to improve AML regulation and standards, and recently we have seen the implementation 
of the 4th anti money laundering directive (4AMLD) throughout the European Union. UK 
law firms specifically have been impacted by the Money Laundering, Terrorist Financing and 
Transfer of Funds Regulation 2017 and changes to the Solicitors Regulation Authority (SRA) 
handbook. These changes are placing greater accountability on law firms and independent legal 
professionals to implement comprehensive AML processes to everyday practices. 

Our 2018 survey of legal professionals working in AML shows that an overwhelming 92% of 
law firms are expecting financial crime compliance regulation to increase over the next 5 years. 
This suggests the majority of law firms are aware of the evolving regulatory landscape however, 
it must be noted that this does not imply they are prepared for these changes. 

The Challenges of Anti Money Laundering Compliance (AML) for Law Firms annual survey 
was designed in collaboration with the Law Society of England and Wales, to identify what risk 
and compliance professionals in the legal sector find most challenging about AML. It explores 
the areas they are currently focusing their efforts and resources on, what has shifted over the 
past three years, and what they predict for the future. The following report collates the results 
of our 2018 survey and compares these to the 2017 results to help firms benchmark their 
compliance strategies against the market.



4  //  accuity.com

Demographics

Main Areas of Law Practiced 

 • Criminal
 • Regulatory compliance
 • Financial services
 • Employment
 • Arbitration
 • Clinical negligence
 • Shipping, Banking  
 • Employment
 • Local government, public sector,
  procurement, planning
 • Risk & Compliance

Main Job Titles 

 • MLRO
 • Compliance manager 
 • Head of risk & compliance 
 •  Compliance officer 
 • Senior compliance advisor 
 •  Managing director

Size of Law Firm

25%20%15%10%5%0%

1 to 5

5 to 10

10 to 20

21-50

51-100

100-500

More than 500

Size of Law Firm
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The most challenging aspect of AML remains identifying a 
source of wealth as compared with the 2017 results. An 86% 
majority of firms found this the most difficult aspect of AML, 
although interestingly this was a 10% decrease from 2017. The 
survey also revealed a shift from those listing it as it ‘extremely’ 
challenging dropping from 28% in 2017 to 13% in 2018 and 
it is now regarded as more of a moderate challenge than in 
previous years. 

How challenging do you find the following aspects of
money laundering and terrorist financing compliance?
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The Main Challenges of AML for Law Firms

In trying to combat financial crime and remain compliant with current regulation, 
implementing robust AML processes and procedures poses multiple challenges for firms.

86%
Challenging

Although it is still considered the most challenging aspect of AML, the results show an 
improvement compared to previous years. Investigating into this further, a number of 
individual respondents told us that they now have processes in place to enable them to
obtain this information through active and open questioning processes to find out the
relevant answers.
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Identifying Beneficial Ownership
 
Identifying beneficial ownership has become considerably 
less challenging for law firms over the past three years, with a 
13% decrease from 91% in 2016 to 78% in 2018. Since the 
introduction of the 4th Anti Money Laundering Directive, a 
greater emphasis was placed on identifying and maintaining a 
centralised database of the beneficial ownership of companies.

The majority of respondents listed third party data providers 
as their primary source of information on beneficial ownership 
as well as stating that they now ask the client specific questions 
to source this. This could be attributed to the popularisation of 
third party data providers as a crucial and efficient source
of information.

91%
in 2016

78%
in 2018

Establishing Source of Funds

Establishing source of funds was included as a new category in this survey and interestingly 
came out as the second biggest challenge of AML. It was important to make the distinction 
between source of wealth and source of funds, as the Law Society’s legal sector AML guidance 
draws a distinction between the two terms in line with the Money Laundering, Terrorist 
Financing and Transfer of Funds Regulation 2017. Source of funds checks explore the technical 
origins of the client’s funds – for example, finding out whether the client’s funds come from 
a UK bank account.  Source of wealth relates to how the client came to have the funds in the 
first place – through a regular salary, inheritance, a lottery win or otherwise.

81%
Challenging

What is apparent is that the difficulty this aspect of AML causes 
legal firms is similar to that of a client’s source of wealth, with 
81% considering it challenging. This is understandable, as often 
depending on risk ascribed to the client and matter, a source 
of funds check will go hand in hand with an exploration of the 
client’s source of wealth.
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46%
Challenging

71%
Challenging

Identifying Politically Exposed Persons (PEPs)

Since the inclusion of screening domestic PEPs was brought 
in by the 4AMLD and UK Money Laundering, Terrorist 
Financing and Transfer of Funds Regulation 2017, identifying 
PEPs still poses a challenge. As such, it is surprising to see 
that only 46% of respondents who answered this question 
considered this aspect challenging.

One element that could have contributed to the fall in those finding PEP identification 
challenging, is the fact that legal firms were already obliged to screen overseas PEPs, so had 
some of the correct processes in place, such as carrying out PEP questionnaires. There are also 
commercial PEP databases and screening solutions available that highlight alerts on the status 
of PEPs (amongst others factors), helping firms to automatically identify potential
red flags.

Performing Ongoing Monitoring Checks Efficiently

Monitoring needs to continue throughout the course of a client 
relationship, such as re-evaluating client retainers and Customer 
Due Diligence (CDD), as the information can change 
over time.

71% of legal firms still find it difficult to conduct these checks 
efficiently even though 51% of respondents stated that they 
conduct ongoing monitoring checks on all client types (high, 
medium and low risk). Yet when asked, “how do you currently 
conduct client screening?” only 19% of respondents claimed to 
use an automated workflow or onboarding system.

Making AML Less Process-Oriented

The survey showed that making AML less process-orientated is the third biggest challenge 
facing legal firms. It is crucial for firms to have clear and justifiable processes in place, though 
these processes will vary according to each firm’s risk appetite. 

“There is no set process or tick list that every firm can follow”, said Amy Bell of Teal 
Compliance. The key is to remember that the processes in place are only a starting point in 
assessing the purpose and nature of a client relationship.
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80%
Challenging

63%
Challenging

56%
in 2018

21%
over the past

two years

86%
in 2017

According to Bell, the best way for firms to overcome this 
problem is “to create internal processes that work for your 
firm, but remember not all clients will fit the process. For 
those clients, make sure you can show the rationale behind the 
decisions you make.”

Nevertheless, 80% of legal firms rated this activity as 
challenging suggesting they are finding it difficult to create 
agood balance between AML process whilst maintaining 
flexibility to fit their client’s needs, as Bell describes.

Implementing a Risk Based Approach and Getting 
Fee Earners to Take Responsibility for AML

As stated above, AML is not a tick-box exercise; it requires each 
firm and its employees to take a risk-based approach to AML, 
to draft a firm-wide risk assessment and form their policies, 
controls and procedures in line with their individual
risk appetite.

In the latest survey results, 63% of respondents stated they find 
this aspect of AML a challenge. This represents a drop of 21% 
over the past two years, suggesting this has become somewhat 
easier. The introduction of the 4th AML directive and, for 
firms in the UK, the introduction of the Money Laundering, 
Terrorist Financing and Transfer of Funds Regulation 2017 led 

to an increased focus on the risk-based approach. With this 
came training and resources to help employees adjust to the new 
regulations. These resources have helped firms to understand 
how to create a risk based approach, which can explain the shift 
toward this being a less challenging aspect of AML.

This vigorous AML training and new regulatory expectations 
are also placing pressure on firms to implement company-wide 
policies that require everyone to take AML seriously. The survey 
found that it is not just left to compliance teams to ensure their 
firms adhere to the applicable rules and regulations; fee-earning 
employees have increasingly taken on some of the responsibility 
of conducting AML. Only 56%, a drop from 86% in 2017, 
struggle with making fee earners take responsibility.
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45%
in 2018

54%
Challenging

66%
in 2017

Lack of Senior Level Understanding of the 
Importance of AML and Ensuring Employees Know 
How to Report Suspicious Activity

Senior level understanding of the importance of AML showed 
a marked increase, with only 45% of respondents considering it 
to be a challenge in 2018, compared to 66% in 2017.

It is likely this is due to the majority of survey respondents 
being UK law firms and needing to implement the new 
requirements from the Money Laundering, Terrorist Financing 
and Transfer of Funds Regulation 2017. The regulation states 
that all firms need to consider whether to appoint a senior 
level officer responsible for compliance (depending on the 
size and nature of the firm). Even where the officer has not 
been appointed, senior leaders now likely to be more aware of 
AML and the risk of money laundering than prior to the 2017 
regulations. It is clear that regulatory activity has contributed 
to senior leaders’ understanding of the increased importance of 
effective compliance procedures.

The increase in senior level understanding could also be 
attributed to the decrease in firms finding “what to do if 
something is wrong?” a main challenge. In 2018, only 54% 
said this was a difficult aspect of AML. Significantly, those 
considering it to be ‘extremely’ challenging reduced to 3%, 
which only two years before had been as high as 49%.

Overall, the fact that all other aspects of AML have been 
deemed less challenging than before and we have seen an 
increased understanding of regulations and risk-based strategies, 
it suggests senior leaders have positively affected the proportion 
of employees knowing how to report breaches and their teams 
feel more confident in their approach to AML.

Lack of Staff Training and Compliance Resources

Only 40% of respondents considered ‘lack of staff training’ a challenge, which has decreased 
since our last survey. This is perhaps unsurprising, given that senior leaders are taking AML 
more seriously, and therefore providing more comprehensive training for staff. An additional 
reason for this shift could be that in implementing a risk based approach, firms have had 
to provide training on the new systems and processes, including for record-keeping across 
regulated firms.
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Responses to the survey also showed that ‘lack of compliance 
resources’ was at its least challenging level since we started the 
survey in 2016.

This area saw the greatest shift in attitudes, dropping 34% 
to 40% in 2018. A possible explanation may be that firms 
responded to increased pressure from regulators by increasing 
their AML budget and putting the relevant teams and processes 
in place.

Not only this, but the industry is supported by great external 
information sources that provide context and guidance. 
Respondents of the survey shared that they get their 
information from sources such as; The Law Society (including 
the Law Society Gazette, webinars, website and events); SRA; 
Legal Futures and many more.

34%
dropping

from 2017

40%
in 2018
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How do you currently conduct client screening?

Manual checks using public websites (eg. Google searches)

Internal database/system

Third party ID verification database/system

Third party Sanctions database/system

Third party Political Exposed Person (PEP) database/system

Automated checking of third party databases via workflow or on boarding system

The Most Popular Client Screening Methods 

Our survey sought to find out if the way legal firms conduct client screening has changed as a 
consequence of the 4th AML Directive and UK Money Laundering, Terrorist Financing and 
Transfer of Funds Regulation 2017.

 Public Websites

A large majority (85%) of legal firms use public websites, such as Google, when it comes to 
compliance screening procedures. 

Interestingly, large firms appear to use this channel the most to assist them in investigating 
potential red flags. However, the number of both large and small firms carrying out searches 
on public websites increased alongside the use of other types of databases. This can be alluded 
to the increased popularity of using public websites as a quick and convenient research tool to 
ascertain certain details during investigations. 

It is no surprise the likes of Google rank so highly. “They are a lawyer’s best friend” stated 
Bell on a recent AML webinar. The reason for this is that a web-search can provide a quick 
view of whether the person is who they say they are. Equally, Google Earth can verify address 
information instantly, helping to expose any deceit.  
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           Third-Party Sanctions Data

Subscribing to commercial sanctions data is typically the most effective way for firms to 
monitor regulatory watch lists, as the data provider proactively updates the data when list 
changes occur. 

Having seen an increase of 16% between 2016 and 2017, the number of legal firms now using 
this type of resource has fallen by 19% in 2018. A higher percentage of large firms are now 
using this channel rather than relying on their own data.  
 

           Third-Party PEP Data

The introduction of the Money Laundering, Terrorist Financing and Transfer of Funds 
Regulations 2017 means that firms are now required to screen all domestic PEPs, as well as 
overseas PEPs. For small firms, we saw a significant increase of 24% with 78% of them now 
carrying out PEP screening activity using third-party data. 

         
           Firms’ Own Internal Data 

Over the past three years, this resource has seen the largest decrease in use. Since 2016, the use 
of internal systems has declined by 23%, with over 80% of this drop occurring between 2017 
and 2018. 

It is no surprise there has been a substantial decrease, as this approach can be very manual, 
requiring considerable resources to be allocated to collating and maintaining data. With 
regulation on the rise, it is more manageable and cost-effective to invest in third party resources 
that maintain information and keep it up to date and complete. That way, firms can focus their 
time and effort on more complex investigations, rather than data collection.

           Third-Party ID Verification 

Checks of documentation, including passports, are vital when it comes to verifying that clients 
are who they say they are. In 2018, we saw a 2 percentage point drop in those using a third 
party to access this type of data.
 

           Automated Workflow or Onboarding System

Although it is known that automated workflows can improve efficiency and provide cost 
savings in the long term, less than one in five legal firms use this resource. This marks a 
considerable change from responses provided in 2017 where 31% of respondents said 
automated workflow or onboarding systems made up part of their AML resources.



accuity.com  //  13

File Opening 
 

This survey saw a slight increase in the total number of firms that perform screening checks 
during file opening. 83% perform conflict checks on ‘all’ new files, whilst anti-money 
laundering checks are seeing 78% screening ‘all’ new file openings. It is likely the increase in 
checks for ‘all’ is due to firms looking to ensure relevant due diligence is carried out before 
onboarding a new customer.  

Payments

The survey showed an increase in firms conducting AML and CDD screening of third party 
payments into client accounts. More than six in ten now screen ‘all’ clients for this type of 
activity, an increase of more than 10% over the past three years. In line with trends seen in 
2017, 25% of firms still see the importance of carrying out some type of screening for third 
party payments.

Ongoing Monitoring 

Over half of the legal firms that responded now carry out ongoing monitoring checks on all 
clients, an increase from less than a third in 2016. Ongoing monitoring is important as it 
ensures a constant awareness of any change in circumstances of a transaction or client. 

Which of the following compliance/AML screening do you perform?
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AML and Compliance Screening Trends

It is encouraging to see that the all legal firms are screening clients during on-boarding to 
some degree, however it is vital to remember that client relationships do not stop there.  Bell 
mentioned, “legal firms need to have a proactive model for screening customers as their risk 
continues, for the duration of the relationship.”
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Pitches

Conflict checks during client pitches for ‘all’ clients has seen a significant change, with only 
36% of respondents carrying out this activity, dropping down to the levels closer to those seen 
in 2016.

However, AML checks for pitches is still the least common check for ‘all’ clients, falling from 
37% in 2017 to 22%. 

Review of Terms of Business

Staying in eighth position, those firms reviewing all clients’ terms of business or third party 
engagement letters has decreased. Previously, three in every five firms said they reviewed terms 
of business, however, only one in four now say they do this for all clients.  
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Responding to Regulatory Change
 
With regulation continuously evolving, responding to changes must be a proactive activity. In 
line with this, our research discovered three key areas that legal firms rely on when responding 
to regulatory changes: 

1. Reliance on internal compliance team
Many of the respondents mentioned that they have a compliance department that is 
responsible for constantly monitoring regulatory changes and rapidly responding as changes 
occur. In some cases, an Money Laundering Reporting Officer (MLRO) will provide 
reports and reviews and it is then the responsibility of the internal compliance function to 
communicate these changes to the rest of the business and ensure they are implemented.    

2. Training
The survey suggested that MLROs and compliance officers are provided with regular ongoing 
training and some firms use independent companies to conduct training courses.  Not only are 
firms training their compliance team, some are filtering the training down to everyone within 
the firm.

3. External information sources
Legal firms are continuing to look at external resources for regulatory updates. Industry bodies 
such as the Solicitors Regulation Authority and the Law Society (in particular The Law Society 
Gazette), were mentioned by many as reliable sources for up to date information.  Numerous 
other legal publications, websites and email subscriptions are also being used as information 
sources where weekly or even daily updates are available. To support this, many firms are also 
attending face-to-face events so they can discuss the changes they are seeing in the market. In 
some cases, external compliance companies have been drafted in to support with
regulatory risks.      

More specifically, there were three main categories of changes that law firms associated 
themselves with requiring.

          1. No changes required due to robust procedures already in place

          2. A number of changes needed to be made. For many firms these amends were 
          surrounding PEP and CDD checks. The outcome, for most, was more paperwork
          and a heavier administrative workload. 

          3. For several firms though, significant changes were needed. For some this meant 
          entirely renewing their AML processes, for others this meant investing and integrating 
          new software to enable them to carry out the new checks required.
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What stands out in the 2018 responses is a 30% increase in legal firms that continuously 
screen high-risk clients, since 2017. We can see that screening is performed continuously or 
more then once a month  on high risk clients whilst lower or medium risk clients are screened 
less often. It demonstrates that law firms are embracing the risk based approach.

How often do you perform ongoing
monitoring checks on active customers?

High Risk Medium Risk

Continuously 1-6 months 7-12 months Every 1-2 yearsMore than
once a month

Low Risk

100%

80%

60%

40%

20%

0%

Identifying and Screening High Risk Clients
 
When assessing the risk level of clients there are multiple criteria firms need to consider. Many 
of these correspond to various geographic elements relating to a client and their business. The 
following criteria received importance ratings of over 9 out of 10:

 • Scope of work the client instructs you on/nature of retainer
 • Where the client is based geographically
 • The nature of the relationship with clients (e.g. face to face or distance)
 • Length and strength of client relationship
 • Ownership
 • Geographic areas the client conducts business in
 • The client’s sector
 • Client entity type e.g. trust, foundation etc.
 • The type of products or services your client provides  

As well as finding out the areas considered to pose the highest risk to legal firms, we wanted 
to see what difference, if any, this made to the frequency of client screening. We asked 
participants: “How often do you perform ongoing monitoring checks on active customers 
(related to their risk level)?”
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In Summary

It is positive to see that law firms are making significant strides toward better financial crime 
compliance processes. We can see that identifying a source of wealth remains the most 
challenging aspect of AML however, despite this there has been a significant decrease in how 
challenging this is, compared to previous years. We can also see a shift in firms taking AML 
seriously as senior level understanding is now a less significant challenge. The decrease in AML 
challenges can be attributed to the regulations placing accountability on firms to take financial 
crime compliance seriously and putting pressure on senior management to understand it. This 
is why we are seeing internal compliance training as a key priority in dealing with regulatory 
changes, along with internal compliance teams and external sources being used to monitor this. 

Accuity is helping to safeguard the reputation of firms and minimise their regulatory risks 
by offering the capability to screen all clients and associated parties against sanctions, PEPs, 
adverse media, and enhanced due diligence data. We enable firms to understand the risk of 
doing business at every stage of a client engagement.

//  For any further information on improving screening processes,
     please visit https://accuity.com/product/firco-compliance-link/ 
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