
both auditors and regulators are 
increasingly demanding in terms of 
model validation (as notoriously put 
forth by New York State Department 
of Financial Services Part 504). 

On the other hand, traditional statistical 
methods may be blunt instruments when 
compared to modern AI techniques. They 
are cheaper and more explainable mak-
ing them less risky solutions, which may 
be more acceptable to risk-averse organ-
isations. Other organisations will likely 
combine AI with business rules for an opti-
mal solution. More importantly, institutions 
need to understand what AI is in order 
to apply it to real business problems.

What is AI?
There are a number of different tech-
niques that fall under the AI banner 
such as neural nets, random forests 
and support vector machines, among 
many others. Each have strengths and 
weaknesses and some techniques 
are more explainable than others. 

Neural networks are an example of 
an AI technique where it is difficult 
to explain how the model came to 
the results.1 It takes a lot of reverse 
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engineering to determine how a 
neural net model produced a result. 
While some fuzziness or errors in an 
application—such as image recogni-
tion—might be acceptable for image 
classification models, financial institutions 
must meet a higher regulatory bar. 

Requirements based on model risk-man-
agement guidance from the U.S. Federal 
Reserve (SR 11-7)2 offers some best 
practices in managing risk associated 
with AI models. This includes document-
ing the model development, implemen-
tation and use, model validation, model 
governance and control. European 
regulators are also working to advance 
regulations around the use of AI models.

In the European Union (EU), General 
Data Protection Regulation (GDPR) 
requirements mean AI models process-
ing personal data must be transparent. 
According to Capgemini, “This standard 
of accountability that companies must 
achieve will increase the standard of AI 
neural networks and force all of us to use 
an AI we can understand and control.”3 
There must be a clear line of sight from 
data inputs to model outputs—inputs 
and outputs have to be explainable. 
Institutions and vendors in Europe need 
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storm when it comes to reducing false 
alerts in both anti-money laundering 
(AML) and international sanctions screen-
ing programs. As European institutions 
begin to explore these technologies, 
many institutions are finding that the 
results do not always meet expectations. 

Many AI algorithms operate as a 
“black box,” delivering results with 
little explanation of how and why 
those results are produced. 

Without explainability—also called 
interpretability—it is difficult for users to 
provide rationale on the model’s results, 
which can render the model’s output use-
less. In addition, institutions run the risk of 
unknowingly implementing biased mod-
els, which may run afoul of regulatory 
requirements for the following reasons: 

• Inaccurate results are produced: 
In the area of financial crime that 
can mean missed sanction hits or 
undetected suspicious activity.

• Compliance gap: The inability for 
a firm to explain, validate or opera-
tionalise a model. In a context where 
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to pay particular attention to consumer 
rights, opt-ins/opt-outs and effects on 
training and implementation of AI models 
in light of their GDPR obligations.

What is explainability?
It is helpful to define what explainabil-
ity really means. The following are a 
few key features of explainability:

• The outputs of the model can be inter-
preted easily by non-technical users

• Components of the score 
can be easily identified

• The objectives of the model 
should map directly to results to 
satisfy regulatory oversight

For example, an AI model that is trained 
to score entity matches should include 
insight into what components of the 
entity are matched and how strong that 
match is. End users should be able to 
understand why a high or low score is 
generated and should be able to focus 
on the margins where the model cannot 
make a determination. If end users cannot 
understand the outputs of the model and 
be able to explain those results to others, 
they will not trust the results and may end 
up circumventing the model’s decisions 
when they should not be circumvented. 

McKinsey outlines an example where 
relationship managers could not under-
stand cross-sell recommendations and 
thus ignores the model’s recommen-
dations.4 This means all the resources 
obtained for training a model can go to 
waste if no one actually uses the results.

Using AI in AML and sanctions 
screening programs
In the financial crime compliance space, 
AI techniques are generally used in entity 
resolution—name matching—for watch-
list screening and transaction monitor-
ing for suspicious activity. This means 
an explainable model implemented 
for matching names should be able to 
surface the end-user entity. This includes 
attributes that match or nearly match 
reference data, how close the match 
is and how different identity elements 
contribute to the model’s final score. 

Similarly, for AML transaction monitoring 
a solution should be able to highlight 
reason codes indicating why a transac-
tion or series of transactions are deemed 
suspicious. These explanations guide the 
end user to fully evaluate the alert activity 
and make a final decision on the activity.

While explainability is of great value 
for operational users, it is even more 
important when working with regulators. 
Regulators want to know that models 
work as intended and expect a vali-
dation process to ensure the models’ 
effectiveness and applicability to a given 
problem. If the model is not explainable, 
it is very difficult to justify to regula-
tors that it is working as intended. 

Again, some AI techniques are more 
explainable than others and it is import-
ant for an institution to understand 
and set clear requirements on the 
explainability features in a solution, 
before making a technology decision. 

An example could be in entity resolu-
tion, where the model may be biased 
toward or against different naming 
conventions such as Latin family name 
constructions, Asian naming conventions 
or Arabic patrilineal naming conven-
tions. Much like statistical models, AI 
models can suffer from overfitting if the 
training data is not diverse enough.

Institutions should have a sound vendor 
selection process that includes require-
ments on the explainability of their mod-
els early in the buying process, starting 
with the request for information (RFI) or 
request for proposal (RFP). This is true for 
both AI and traditional statistical models.

An RFI and/or RFP could include 
open-ended questions such as:

• How are model outputs explained  
to end users?

• How are model outputs mapped  
to actual outcomes?

• How are models validated 
before entering production?

• What efforts are in place to 
reduce bias in the model?

• Can an end user interpret and explain 
the score/decision output by the model 
to a customer or regulator  
if necessary?

This is not an exhaustive list, but open-
ended questions like these can help an 
institution evaluate how an AI solution 
will fit into existing operational flows and 
model risk-management practices. There 
may be some new model risk-manage-
ment practices that apply specifically to 
AI models. In fact, McKinsey identified 
six new components for validating AI 
models compared to traditional mod-
els.5 These include feature engineer-
ing, hyper parameters, interpretability 
(explainability), bias, production readi-
ness and dynamic model calibration.

The promise of AI is very real in the 
financial crime compliance space, but 
these techniques may not be an ideal fit 
for every challenge. In some instances, 
more traditional analytical models 
can provide higher-quality results that 
are easily explainable. In other cases, 
it may be a combination of AI tech-
niques, statistical models and business 
rules that provide the most defensi-
ble, accurate and targeted results. 

Every organisation is unique, but every 
organisation can benefit by asking the 
question: “Could you please explain 
the outputs of the model?” 

Michelle McCann, Ph.D., global head of 
portfolio marketing, Accuity, London, U.K., 
michelle.mccann@accuity.com 
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