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Introduction
Sanctions regulations are tools of foreign policy used by sovereign states 
and international organisations to promote their foreign policy objectives. 
Since financial institutions hold assets, move funds, and help finance trade 
activities, they shoulder a greater responsibility than other entities for 
preventing sanctioned targets from using the international financial system. 
As a result, compliance requirements are far more reaching in financial 
services than in any other industry

Regulators do not “simply” require financial institutions to implement sanctions, they also prescribe a 
framework that encompasses a set of technical, organizational and human capital requirements that must be 
implemented by all entities subjected to sanctions regulations. A financial institution, for example, could be 
fined for not having an adequate sanctions compliance framework even if the lack of a framework did not 
result in a breach of sanctions regulations. 

However, the opposite does not hold true – a regulator would not deem any compliance framework to be 
adequate if the institution failed to detect sanction-breaching activities in its books. This is because sanctions 
regulations carry an “obligation of results” – entities are required to implement sanctions, which is a higher 
level of obligation than for anti-money laundering (AML) regulations. AML regulations carry only an 
“obligation of means” – entities need to take reasonable measures to prevent money laundering and terrorist 
financing. Complying with sanctions regulations is therefore a significant challenge because the requirements 
cover two increasingly complex dimensions: “what” to block and “how” to block it. 

The tendency for sovereign states to use sanctions for an increasing range of purposes combined with the 
ever-growing volumes of cross-border payments as a result of today’s global economic relations is causing an 
explosion in the number of alerts that financial institutions must review daily. Some major banks are even 
beginning to screen domestic transactions as well. To address skyrocketing alerts and the ever-expanding 
scope of sanctions requirements while tempering compliance costs, financial institutions are turning to 
technology solutions that improve the effectiveness and efficiency of their sanctions compliance frameworks. 

Although larger financial institutions may have been using automated and real-time sanctions screening tools 
for the past decade, advanced technology and capabilities are now being added to complement existing tools. 
These new technologies, such as machine learning and artificial intelligence (AI), are poised to make sanctions 
screening operations faster, more relevant and more risk based – an increasingly vital matter for banks and 
other organisations. Advanced technologies offer the promise of significant efficiency gains for sanctions 
screening processes. 

However, regulators have been quick to set conditions and frameworks for the use of screening technologies 
and compliance models. Institutions must increasingly demonstrate that the results from their models are 
adequate, available for review and easily explainable. We refer to this as the “explainability” challenge.
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Any sanctions screening model must therefore be implemented keeping in mind three distinct yet interdependent 
dimensions, which we refer to as the 3E’s:

Effectiveness: describes the ability of the screening programme  
to detect risks through a combination of people, processes and technology

Efficiency: enables effective compliance with sanctions regulations  
in a cost-effective manner using an optimal amount of resources 

Explainability: demonstrates an understanding of the sanctions screening process to 
regulators, which is increasingly required given the sophistication of screening models

This white paper will describe the challenges institutions face in trying to achieve effective, efficient  
and explainable sanctions compliance programmes, and the role of technology in developing dependable  
sanctions screening models.
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The Challenge of Effective Compliance 
with Sanctions Regulations

What do we mean by effective compliance?

Why effective compliance with sanctions regulations is important

Broadly speaking, effective compliance refers to an organisation’s objective to operate in accordance 
with the rules and regulations it is subject to, which involves dedicating adequate resources and 
implementing internal policies and controls. However, depending on the type of organisation, its 
activities and where it operates, effective compliance can be a very different challenge from one 
organisation to another. 

Name screening provides a good example of a compliance control that organisations may be required 
to implement to comply with different types of regulations: 

Entities subjected to anti-money laundering and countering the financing of terrorism (AML/CFT) 
regulations (financial institutions and certain “designated non-financial businesses and professions”) 
are required to perform name screening as part of their know your customer (KYC) process. Such 
screening is performed against a wide range of watch lists – not only sanctions lists, but also reference 
lists of politically exposed persons (PEPs), reputationally exposed persons (REPs) or internal 
lists. This enables institutions to identify, assess and manage risk posed by potential and existing 
relationships with third parties.

International sanctions regulations on the other hand are not sector-specific – they apply to all 
entities. Another notable difference with sanctions regulations is that name screening is performed 
against official lists of sanctioned entities.

Sanctions regulations are in essence more prescriptive than AML/CFT regulations. They clearly state 
which entities you cannot do business with whereas name screening requirements in the AML context 
are more about informing decisions – they guide whether or not you should be doing business with a 
specific entity, having established that entity’s inherent risk level.

Since financial and trade sanctions are tools used to promote foreign policy objectives, failure to 
implement effective sanctions screening controls may put the interests – or security – of a country 
at risk. As a result, sanctions violations often carry staggering fines. With nearly $1.3 billion in fines 
levied to date1, 2019 is already a record year for OFAC penalties. This is nearly a twenty-fold increase 
compared to the $71.5 million in OFAC penalties in 2018.

In addition to fines, failure to prevent sanctions violations may result in irreparable damage to an 
organisation’s financial and reputational integrity or even personal accountability. Organisations 
that wilfully breach US sanctions may also incur strategic risks, such as cutting access to US dollar 
transactions or withdrawal of banking licenses.

1.  As of the end of June 2019
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Regulatory and Operational Challenges

Another reason why effective sanctions compliance is important is because sanctions are enforced 
against a wide range of entities from large, sophisticated financial institutions to smaller companies 
and even individuals. In fact, OFAC’s website references numerous actions against individuals  
that were fined for purchasing cigars online from Cuba. Although financial institutions receive  
the largest fines, it is worth noting that based on data from OFAC over the last three years,  
about 70 percent of OFAC enforcement decisions2 were against non-financial institutions.

2.  www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx

It is a known fact in the financial crime compliance field that coping with international sanctions 
regulations is increasingly difficult. There are essentially two types of challenges: the regulatory 
challenge and the operational challenge.

The regulatory challenge refers to the sanctions programmes that are imposed by states. The 
operational challenge is what financial institutions and corporations face when designing and 
implementing their sanctions compliance frameworks.

Regulatory challenges 

The regulatory challenge becomes evident by looking at the evolution of sanctions regulations:

The progressive build-up of sanctions programmes

Acknowledging the increased complexity of sanctions regimes

Growing sophistication of techniques used to evade sanctions

Deeper regulatory scrutiny on sanctions screening frameworks

Progressive build-up of sanctions programmes 

The Specially Designated Nationals (SDN) List had record growth in 2018 with approximately 
1500 additions. The US decision to snap back sanctions against Iran weighted a great part of 
this growth: the November 4, 2018 update of the SDN List added more than 700 entities and is 
the single largest set of designations to date. 

The steady increase in the number of designated entities can be attributed to imposing sanctions 
measures for a growing range of purposes. The emergence of “Magnitsky-like” sanctions 
programmes, which aim to promote the respect of human rights and the rule of law, is a good 
example of the broadening of foreign policy objectives being pursued at least partially through 
sanctions programmes. Whereas the Magnitsky Act was initially a US sanctions programme, it 
was followed by similar programmes in Canada, the UK, and the Baltic countries.
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Complexifying sanctions regimes 

A second trend in the area of international sanctions is the complexification of sanctions 
programmes. There has been a calculated shift from embargo-like sanctions measures, which 
are relatively straightforward to implement since they block an entire geography, to more 
targeted sanctions against designated entities, which can range from asset freezes to travel 
restrictions. The implementation of sectoral sanctions – targeting only certain entities  
for certain types of activities – is a good illustration of the increased complexity of sanctions 
programmes. The “smarter” the sanction programme, the higher the burden to detect  
and investigate the potential hits.

To illustrate that increased complexity, consider the following screening examples:

The complexity of sanctions compliance reached an extreme stage as a consequence  
of the US pulling out of the 2015 nuclear deal with Iran. It left many international 
corporations on a contradictory path since the EU remains committed to implement the 
nuclear deal, which involved a progressive waiving of certain sanctions measures against Iran. 
The contradiction was set in stone with the EU updating its Blocking Statute, a regulation 
prohibiting EU entities from complying with certain US extraterritorial sanctions measures3, 
forcing EU entities to arbitrage between conflicting sanctions regulations.

Type of restrictive measure Typical data screened Complexity

Embargo • Country of residence

• Country of citizenship

• Bank location

•  Other location data  
(e.g., airports, seaports, cities)

Targeted sanctions  
(asset freezes, transaction  
or travel restrictions)

• Name

• POB/DOB

• Passport ID and other identification   
    numbers (e.g., Cedula)

  

Trade sanctions /  
Export controls • Shipped goods     

Sectoral sanctions A combination of:

•  shipped goods or type  
of underlying transactions

and

•  names of the parties or geography 
involved in the transaction

      

3.  Delegated Regulation updating EU Regulation 2271/96 



8

Sophistication of sanctions busters

Adapting to the prolonged crippling effects of sanctions, designated entities and countries 
have become increasingly creative and adept at finding ways to skirt sanctions. Two patterns of 
sanctions evasion are particularly noteworthy.

The first sanctions-busting pattern is the illicit shipping practices flagged in numerous guidance 
from US agencies in the last two years. These include obfuscating vessel identification (falsifying 
vessel documentation and painting over vessels’ names and International Maritime Organisation 
(IMO) numbers); manipulating or simply turning off tracking devices when approaching 
sanctioned areas; or conducting illicit ship-to-ship transfers. US authorities have clarified their 
expectations that any participant to international trade transactions should have in place sanctions 
compliance frameworks commensurate to their risk exposure. Recent enforcement decisions 
demonstrate OFAC determination to go after sanctions busters in all economic sectors.

Another emerging sanctions-busting pattern that is causing rising concern from regulators is 
the use of virtual currencies (e.g., bitcoin) by sanctioned entities to circumvent asset freezes 
and restrictions on financial services. Whereas little evidence can be found on the actual scale 
of the threat, US authorities have demonstrated their intention to address this pattern by 
clarifying the applicability of sanctions measures to virtual asset activities, and by including 
bitcoin addresses on its SDN List.

Deepening requirements on sanctions screening frameworks

In an effort to close compliance gaps in transaction monitoring and filtering programmes, 
requirements have become more prescriptive. Regulations increasingly dictate “how” organisations 
are expected to implement sanctions, and are no longer limited to “what” sanctions to implement.

The New York State Department of Financial Services (DFS) Part 5044, which went into effect 
January 1, 2017, is a vivid illustration of the trend towards increasingly stringent requirements 
on an institution’s internal compliance programme. Key aspects of DFS Part 504 include strong 
requirements for designing and implementing internal control mechanisms to ascertain sound 
functioning of the screening controls:

As part of operating processes, any technology implemented must be tested prior to 
implementation, and then retested regularly once implemented. 

As part of ongoing controls, processes should be in place to ensure that, even where the 
screening technology does not change, the screening continues to detect all matches 
with relevant sanctions lists. 

Finally, a third line of defence should regularly conduct an independent review of the 
design and effectiveness of the sanctions screening processes. DFS Part 504 clarifies that 
where sophisticated technology is deployed, such controls may include model validation.

DFS Part 504 also requires that compliance with this rule is certified yearly through a senior 
executive compliance officer. Such regulations, issued by the regulator of a prominent financial 
hub, are critical as they set expectations on how authorized institutions must organise their 
compliance programmes. As such, any financial institution having a presence in the state 
of NY is bound by DFS’ rules. These regulations are an integral part of the challenge of 
effective compliance. They come on top of the operational hurdles related to the practical 
implementation of sanctions screening controls in global financial institutions.

4.  www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsp504t.pdf
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Operational challenges

Global banks are frequently burdened by old technology and fragmented IT systems. Legacy systems 
resting on dated technologies are hard to replace, and the successive additions of technological 
bricks end up as a patchwork. When implementing comprehensive screening technologies in such 
IT systems, the complexity of capturing all required data (which may not be organized or formatted 
identically across systems), ensuring the overall compatibility of the various components, and 
maintaining everything over time is immediately evident.

And finally, much has been written about the importance for an organisation to foster a culture of 
compliance. In the context of global organisations that often grow through mergers and acquisitions, 
ensuring a strong commitment from all to comply with internal policies could prove complicated. 
Many recent OFAC enforcement actions demonstrate the importance for global organisations 
to carefully monitor their foreign subsidiaries’ adherence to central policies. This can be achieved 
by establishing central screening hubs and implementing ethical reporting lines that go beyond 
management communications and regular internal training.

How to achieve effective compliance

5.  www.treasury.gov/resource-center/sanctions/Documents/framework_ofac_cc.pdf 
6.  www.wolfsberg-principles.com/sites/default/files/wb/pdfs/Wolfsberg%20Guidance%20on%20Sanctions%20Screening.pdf

In May 2019, OFAC issued its Framework for OFAC Compliance Commitments5, which  
outlines best practices for complying with sanctions regulations. The OFAC guidance, in line  
with other recent publications on the issue (notably, The Wolfsberg Group Guidance on Sanctions 
Screening 2019)6 – describes sanctions compliance as requiring a full programme or, as Wolfsberg 
explains, “a programmatic approach.” 

Sanctions screening controls are a critical pillar of compliance programmes since they enable 
organisations to detect (and therefore manage) any sanctions risk exposure. In major financial 
institutions, those controls are designed at a high level, immediately following the risk assessment. 
Sanctions screening controls would, for example, be organized differently for each business line or 
type of transaction, or for the various geographies involved. 

Once designed, sanctions screening controls need to be implemented through adequate technologies 
and processes: precision in detection, a complete and documented testing activity, and an overall 
governance structure that oversees the sound performance of controls.

Precision in detection

The essence of any effective screening solution is its ability to identify all bad actors and sanctioned 
entities so they can be prevented from misusing the financial system. This process is becoming 
increasingly complex as a result of the regulatory challenges described earlier, the ever-growing 
volume of cross-border payments, and the corresponding flood of alerts that must be reviewed daily. 

To effectively manage the explosion in alerts requires a solution that can be precisely tuned to reflect 
the institution’s risk exposure and its particular screening rules. It should entirely mitigate the risk  
of under detection while minimising over detection by delivering a manageable number of alerts. 
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Under-detection in sanctions screening is a failure to identify a match between a bank’s customer or 
third-party and an entity on a sanctions list. It is a compliance department’s highest concern because 
of the threat of regulatory action and huge fines for non-compliance. Over-detection occurs when a 
financial institution’s screening solution returns too many false positives. The escalating amount of 
analyst resources needed to manually investigate these false alerts can represent a huge operational 
cost to the organisation. 

While manual review of alerts might be effective in identifying risk if the pool of alerts is small, 
manual processes are not scalable – there is a limit to how many alerts each investigator can 
adjudicate each day and adding staff is expensive. Relying exclusively on manual review is therefore 
not appropriate for the high volume of hits most financial institutions encounter. 

Regulators worldwide are well aware of the operational risks linked to manual processing and have 
started to recognise the merit of technology for achieving effective compliance. However, they remain 
neutral regarding which technology should be implemented and expect the decision of manual versus 
automated review (or a combination of the two) to be commensurate with risk exposure. Automated 
screening is mandatory with large volumes of alerts. Wolfsberg sums up the issue as follows, “If an FI 
has identified only a small population of names requiring screening, it may choose to forego investing in 
an automated screening system and instead manually input these names into an online screening filter.”7

7.  www.wolfsberg-principles.com/sites/default/files/wb/pdfs/Wolfsberg%20Guidance%20on%20Sanctions%20Screening.pdf
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Internal controls and governance

Ultimately, effective compliance requires internal controls and an identified governance structure to 
ensure clear oversight over the programme. 

In practice, the aim of internal controls is to oversee each process and understand the underlying 
risks. Where analysts routinely perform alert qualification, analysis and decision, there are both 
operational risks (e.g., an analyst makes a mistake on an alert), and regulatory risks (e.g., an 
institution does not include all relevant sanctions lists). Additional layers of control are required to 
properly mitigate such risks. Those layers consist of the second and third lines of controls, which 
respectively contribute to ongoing supervision of the screening controls (adequate implementation) 
and to the independent review of those screening controls (adequate design).

Proven and complete testing

Another central aspect to effective compliance relates to controlling the implementation of screening 
technology and testing it at various phases of the process. DFS Part 504 captures this with a 
requirement for “end-to-end, pre- and post-implementation testing” described as follows:

Testing processes are critical both for mitigating operational risks (i.e., ensuring good process 
delivery) and regulatory risks (i.e., ensuring processes allow to detect all sanctions risks). Adequate 
and comprehensive testing activity requires documenting scenarios that detail the scope, objectives 
and expectations for each type of test. Gap analysis and health checks are two recommended tests to 
assess filter effectiveness. At a practical level, testing should be performed with relevant sample data 
(i.e., by creating name variations from official sanctions lists).

Gap analysis is a mandatory step prior to implementing a new version of a screening tool. In gap 
analysis testing, the same dataset is run through different software versions or configurations. The 
objective is to ensure that the results remain consistent and that no true hits are lost with a new filter 
or filter version. Any change in the filtering outcome (gained or lost hits) would be highlighted, 
manually reviewed and explained. 

Health checks are typically performed on an ongoing basis: the current software configuration is 
tested to ensure the filter configuration aligns with the bank’s expectations and risk policy. The 
possible gaps between expectations and results are highlighted to allow users to investigate whether 
configuration changes are needed to meet expectations.

End-to-end means that testing must cover all phases of the processing, from the 
completeness and overall quality of the data acquired to perform the screening 
operations, to the logics and parameters defined to trigger the matches and to the 
accuracy of the outputs (alerts) being generated.

Pre- and post-implementation testing implies that testing should occur not only 
prior to pushing any technology to production (new components and each of their 
upgrades), but also regularly monitor – even in the absence of any change to the 
technology – that the actual production data being processed through the filters are 
processed correctly.
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Efficient Compliance 
What do we mean by efficient compliance?
Recent industry research indicates financial institutions will spend 
$25.3 billion on AML compliance8. While the trend of increasing 
compliance costs causes concern to many banks, it does not result 
in diminishing fines for compliance failures. Hence, it appears 
that spending more is not sufficient to achieve compliance – 
institutions are focused instead on “spending better.” 

Efficiency is the way for institutions to spend more wisely on 
compliance and to stem the spiralling costs of screening, which 
can easily overwhelm operational budgets. There are multiple 
ways to improve efficiency. Institutions can streamline data 
acquisition processes, set rules and exceptions to reduce the 
total number of alerts generated, and leverage software tools 
to increase the throughput of analysts and investigators. The 
end goal is to maximize the relevance of alerts so they can be 
dispositioned quickly and with high confidence.

Why efficiency is important
Financial institutions need an operating model to manage the constant changes to sanctions 
programmes and the realities of their business needs. According to Accuity sponsored research by 
the analyst firm Chartis, one third of respondents identified operational and resource constraints 
as the number one factor influencing their approach to sanctions screening. Firms need a way to 
operationalise increasingly complex sanctions programmes and manage an evolving regulatory 
environment10. If the cost of compliance is greater than the cost of fines, there is little incentive to 
develop an efficient and effective compliance programme. Efficient programmes bring down costs 
and align financial institutions and regulators.

A recent example is a consent order between DFS and a prominent institution from the Gulf region 
in 201811. One of the factors leading to the consent order was that the bank could not keep up with 
its 1,500 to 1,600 alerts each month and was filing Suspicious Activity Reports (SARs) very late. 
While this was only part of the reasoning behind the consent order, it illustrates where efficiency can 
impact regulatory compliance.

Efficiency in sanctions screening also has a customer experience component. The competitive 
environment has changed with the emergence of fintechs and the trend towards more open-banking 
services. The screening process, along with other due diligence required, has an impact on the overall 
experience of opening an account. Prospective customers are less and less willing to endure a lengthy 
process of submitting documentation that then must be logged and verified before an account can be 
opened. Institutions are working at making these compliance processes less burdensome. Frictionless 
customer experience is the end goal. 

8.    www.prnewswire.com/news-releases/anti-money-laundering-compliance-costs-us-financial-services-firms-25-3-billion-per-year-according- 
to-lexisnexis-risk-solutions-300728586.html

9.   www.wolfsberg-principles.com/sites/default/files/wb/pdfs/Wolfsberg%20Guidance%20on%20Sanctions%20Screening.pdf

10. Chartis Accuity Whitepaper – The Challenge of Effective Compliance with Sanctions Regulations

11. www.dfs.ny.gov/docs/about/ea/ea181010.pdf

“What is often thought 
of as a simple name-
matching process can be a 
complex set of processes in 
which data is transferred 
from several, often 
disparate, technology 
systems and sanctions lists 
for comparison, using 
matching algorithms and 
risk based alert creation 
rules intended to ensure 
compliance with multiple 
regulatory regimes.”9
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How to boost the efficiency of your screening process

The need for speed at the onboarding level also applies at the transaction level: institutions need to be 
able to process payments in near real time and resolve exceptions quickly enough to meet real-time 
customer Service Level Agreements (SLAs) that fintech actors are providing. There is a significant 
amount of pressure to resolve hits quickly in a transaction screening environment. Institutions may 
need to request more information from clients to resolve hits, which does not provide for the best 
customer experience.

Simply put, a screening programme involves three key elements:

Inputs: watch list data and production data (be it accounts or transactions)

Matching processes: also known as “filtering” for flagging correspondence  
between the two subsets of input data

Outputs: “hits” representing each correspondence identified during  
the filtering operations

Efficiency gains can be sought in each of these dimensions.

Acquiring and validating inputs

Efficient screening solutions should embed automation and reporting tools to manage the frequent 
changes in sanctions programmes and ensure inputs sent to the filter are of good quality. Automating 
reference data inputs reduces the chance of errors and reduces the chance of using outdated lists while 
validating inputs reduces the chance for errors. 

For watch list data, timely data integration is critical as regulators may update their sanctions lists on 
a daily basis and typically require financial institutions to implement the updates “without delay.” 
Other critical quality factors for watch list data are comprehensiveness and accuracy of the inputs: 
institutions have to ensure they integrate a comprehensive set of watch lists and capture all data 
issued by regulators in each update. As Wolfsberg sums it up, “These lists must be accurate, reliable, 
up-to-date, refreshed frequently and relevant to the risks the FI is attempting to manage.”12 

Likewise, for screened data (client account data and transactions data), financial institutions should 
consider data quality to make their screening programme more efficient. This means ensuring the 
correct structuring of internal reference data as well as implementing data quality controls for the 
filtered transactions that come from the bank’s counterparts (in line with FATF’s Recommendation 
16)13. These types of controls are instrumental in maximising the relevance of screening results.

Ensuring the quality of inputs involves automating list updates and performing ongoing data quality 
controls and tests to anticipate screening issues caused by new updated data – such as a newly 
sanctioned entity raising a significant number of hits. Whereas these controls on inputs are critical for 
effective screening, it takes time to receive changes and format the data. Thus, controls on inputs must 
also be executed in an efficient manner – the easier it is to add entities, lists, rules and exceptions, the 
more efficiently the firm can operationalise changes to sanctions programmes. 

12. www.wolfsberg-principles.com/sites/default/files/wb/pdfs/Wolfsberg%20Guidance%20on%20Sanctions%20Screening.pdf

13. www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-recommendations.html
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Matching through tailored detection

Matching efficiency speaks to the accuracy of algorithms and the ability to dial in parameters to 
surface matches based on risk tolerance. Efficient matching algorithms will correctly identify true 
matches and avoid false negatives, while limiting false positives. 

The greatest opportunity for improving matching efficiency is by reducing the number of alerts that 
are generated in the first place. In the past, there was a focus on spreading a wide net so as not to miss 
any potential risk. This led to large volumes of alerts, many of which were easily resolved as false hits. 
However, staff requirements for adjudicating so many false positives are overwhelming and as analysts 
become fatigued, they may miss true hits. 

Reducing the number of alerts can be accomplished through tailored detection, such as mapping 
fields between input data sources (sanctions list and transactions or accounts). This ensures that a 
street name field (i.e., Tehran Street in Paris) doesn’t match a city name field (i.e., Tehran, in Iran, 
which is sanctioned) and generate a false positive.

Augmented outputs for facilitating decisions

Setting up operations for efficient processing and decisioning of alerts means routing alerts to the most 
appropriate analyst with the skills and training to resolve the alert. For example, an analyst who is fluent 
in Russian will resolve alerts related to Russian entities more effectively and quickly than an analyst who 
does not speak Russian. Similarly, there may be different levels of training that make some alerts more 
appropriate for certain analysts than others. Training analysts improves efficiency by allowing them to 
focus on key decision criteria in an alert and quickly and accurately decision the alert.

The solution to reducing the number of irrelevant alerts starts with highly configurable rules and 
leads to advanced, intelligent models that frequently leverage AI techniques and statistical analysis. 
This requires significant processing power and technical optimisation to screen high volumes at high 
speed. These models should evaluate both the likelihood of an entity match as well as measure the 
severity of a match, if present. This approach allows for multidimensional segmentation and overall 
reduction of false positive alerts while minimising the potential of missing true hits. Combining the 
likelihood of a match with the severity or impact of a match allows further efficiencies by focusing 
analyst attention on the most important alerts, reducing analyst fatigue and distributing alerts to 
analysts with appropriate skills.

Institutions must make a significant investment in testing models for accuracy and model risk. 
Simulation tools can identify changes in models before they are put in to production, estimate 
operational impacts, and provide the documentary evidence regulators require when using analytical 
models. These steps improve efficiency in a number of ways. They enable model changes to be rolled 
out more quickly and with confidence, they allow alert volume to be managed within acceptable 
risk parameters, and they save time when examiners seek evidence and documentation around the 
institution’s screening programme (as required for compliance with DFS Part 504).

Technology provides financial institutions with many opportunities to increase efficiency without 
sacrificing effectiveness. Maximising efficiency has become critical in supporting the effectiveness of a 
sanctions compliance programme. 
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Explainable Compliance

“A bank should be able to demonstrate to its supervisors, on request, the adequacy of its assessment, 
management and mitigation of ML/FT risks; its customer acceptance policy; its procedures and 
policies concerning customer identification and verification; its ongoing monitoring and procedures for 
reporting suspicious transactions; and all measures taken in the context of AML/CFT.”

Basel Committee on Banking Supervision – Guidelines for Sound management 
of risks related to money laundering and financing of terrorism.

What do we mean by explainability?
When discussing sanctions compliance programmes, the conversation typically focuses on 
effectiveness and efficiency, but explainability is a distinct dimension that is taking on a growing role. 
Drawing from the Basel Committee’s Guidelines on money laundering and financing of terrorism 
(ML/TF) risks, explainability in the context of sanctions compliance programmes may be defined 
as the ability for an institution to demonstrate the adequacy of all measures implemented for the 
purpose of complying with sanctions regulations.

While much of the discussion around explainability is focused on AI models, explainability 
starts with comprehensive model documentation, notably through risk assessments, policies, and 
procedures. Mandatory documentation includes alert disposition procedures as well as processes for 
testing and validating screening technologies. 

With advanced technology solutions, explainability takes a more complicated dimension as it requires 
clarifying how the solution’s rules, analytics or AI techniques reached the conclusion that they did. 
Advanced technology enables organisations to understand how inputs relate to outputs of the system –  
a simple concept that is more complicated than it seems. 

Modern AI algorithms work to mimic the human mind, which is notoriously difficult to define.  
The closer algorithms come to human reasoning, the harder it is to explain what they do and why.  
At the same time, these algorithms are essential to a screening programme as they uncover non-
obvious connections that may be highly relevant.

This dichotomy is a pressing challenge for both financial institutions and regulators. The best way 
to achieve effectiveness and efficiency is through technology – and that technology has become 
increasingly difficult to explain. AI techniques are opaque by design and they are also proprietary –  
so those who create models need to withhold some trade secrets about their algorithms.  
The challenge of exhibiting sufficient clarity from intent to execution is critical for an explainable  
and effective compliance programme.
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Why explainability is important
Explainability is of utmost importance as it is a foundational component of both efficiency and 
effectiveness. If an organisation cannot explain the programme to a regulator, it cannot prove its 
effectiveness. On the other hand, explainability is also a condition of efficiency to a certain extent: 
if parts of the programme are not properly understood within the institution, it is unlikely to be 
implemented correctly and improve operational efficiency.

Simply put, lack of explainability in a sanctions programme may generate two types of risks:

Regulatory risks: institutions are expected to be able to prove “the intent and design”  
of their sanctions compliance programme. This includes correct configuration of the tools 
and may go as deep as justifying past decisions or explaining why a certain transaction did 
not trigger an alert.

Operational risks: the institution needs to ensure the processes and tools are well known 
and correctly understood by the staff in charge. This is critical to enhance the efficiency  
of the screening controls.

Explainability in AI models
In traditional rules-based systems, it is easy to trace a decision from raw inputs to final outcomes. 
Each step in the process is clearly defined and follows a distinct path through various rules, 
generally in a decision tree. AI techniques are very different. They often include “hidden” layers of 
processing that may make it difficult to map inputs to a particular output. Much like the human 
mind, understanding why we came to a certain conclusion is not always easy, but we can intuit 
something that makes it seem right. Similarly, with AI, these hidden layers seem to work but it can be 
challenging to explain exactly why. This is one reason why explainability is so important.

While AI techniques are strong at identifying well-known patterns, they are more oriented to 
identifying the novel. This is both a strength and a weakness – AI allows institutions to find suspect 
behaviour in ways never before contemplated, but institutions run the risk that AI models are biased 
in some way, which may not be immediately noticeable. Explainability helps in avoiding bias.

Bias

Bias can be introduced if the training data is not sufficiently diverse. The problem with bias is that 
it can lead to unexpected outcomes. For example, there is the well-documented case in which AI 
models for facial recognition failed more frequently on darker coloured faces because the training 
data was based on whiter faces, “The darker the skin, the more errors arise.”14 Preventing bias in 
sanctions screening means ensuring an appropriate amount of diversity in the training data, which 
includes the names to be screened and the sanctions lists. Though in the case of sanctions lists, the 
data is only as diverse as the entities sanctioned.

Bias could affect an institution by leading to violations of any variety of civil rights laws that prohibit 
discrimination against certain groups. As previously mentioned, the training data set for the model 
is critical to avoid bias that puts the institution at risk of financial and reputational damage. For 
example, an AI model unintentionally biased based on race or gender could run afoul of regulations.

14.  www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
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Rationalizing algorithms

The challenge of mapping inputs to outputs and minimising bias is magnified with regulators’ 
expectations for model risk management. Models must be documented and validated – an institution 
must prove the model does what it thinks it does, and that results do not drift over time. Technology 
thought leaders in sanctions screening are building capabilities into their technology to enable 
explainability to regulators. 

Regulators are certainly important, but explainability is critical to an institution’s day-to-day 
operations as well. If analysts and investigators cannot understand what they are looking at and why, 
they will spend extra time attempting to reverse engineer the decision of the intelligence engine. 
Sanctions screening solutions must provide the end user with some indication of why an alert 
was raised, and what they should be looking at to resolve it. Information should include specific 
indicators that can be easily explained in plain language and highlighted to the end user.

Evidence and documentation
Documentation provides the underpinnings for the explainability of a compliance programme.  
This includes documenting risk assessments, policy decisions, policy implementation, procedures,  
and for technology, model validation. Model validation is one of the most important  
components of documentation, and often the most complex.

Technology solutions should support model testing and validation, including “what-if ” analysis, 
governance controls, and audit capabilities. These tools should enable responsiveness so models 
can be updated, tested and deployed quickly without sacrificing good governance. While DFS Part 
504 only applies to institutions doing business in New York State, it sets forth many best practices, 
including requiring “end-to-end, pre- and post-implementation testing” and ongoing validation of 
the entire technology flow. Sound technology tools enable institutions to more easily meet these types 
of requirements. 

To add to the complexity, most institutions rely on third parties for many aspects of sanctions 
screening, from sourcing watch list data, to the screening operations and sometimes even up to 
alert review. Institutions should require their vendors to provide documentation that facilitates 
explainability of their processes and results.

Explainability for sound governance
Institutions need to have clear line of sight in their compliance programmes. The first step is 
risk assessment followed by mitigating controls, understanding residual risk, implementing 
the mitigating controls through processes/procedures and technology - including testing, audit 
and governance. Finally, a feedback loop to continually improve the process will further ensure 
compliance stays on track. 

The action against the bank in the Gulf region provides a great example where explainability had a 
direct compliance action. “Examiners found that records regarding specific alerts and dispositions 
continued to lack detailed information, making it difficult for examiners to assess the adequacy 
of investigations conducted by compliance staff. Rationales for closing alerts also failed to include 
essential information.”15 In this case, lack of explainability contributed to a $40 million fine.

15.  www.dfs.ny.gov/reports_and_publications/press_releases/pr1810101



Technology tools with both policy and procedure documentation and capabilities built in to screening 
solutions can help improve explainability for sanctions compliance. All this documentation becomes 
defensible and explainable to regulators, internal audit and the board. There must be traceability from 
policy to procedure to technology to model validation and testing, and finally to audit and governance. 

The chief risk officer and an organisation’s board of directors are the other consumers of explainable 
documentation. Boards are required to sign-off on the compliance programme, but if it is not 
explainable, that sign-off carries risk. As compliance officers and anti-money laundering reporting 
officers take on personal liability for failures in compliance programmes, it is even more important to be 
able to explain in plain language what action was taken and why.

Focusing on explainability allows organisations to create a comprehensive sanctions screening 
programme that is well conceived, well documented, and defensible to regulators. 
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Conclusion 
The increased complexity of sanctions regulations requires financial 
institutions to implement sophisticated screening technologies. For global 
financial institutions, advanced detection technology is no longer just a 
matter of operating efficiency, it has become a mandatory asset for effective 
sanctions compliance. Such technology needs to be highly configurable and 
to allow comprehensive testing activities.
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The emphasis on testing screening technologies had led to increasing regulatory scrutiny around the 
explainability of advanced screening models. AI, ML and other advanced analytics are not magic and 
there should be no hidden secrets – transparency is key to match regulators’ expectations.

Decisions made around efficiency, such as setting score thresholds and review policies, must also be 
explainable and clearly documented. By focusing on explainability at the programme level, people, process 
and technology become better aligned and lead to a programme that is both effective and efficient.

Choosing to integrate screening technology must be informed, (i.e., based on an assessment of the volume 
of operations, geographical scope, typologies of transactions, and other aspects of the institution’s risk 
profile) and not simply because a solution is trending. When acquiring external technology, institutions 
should pay close attention to the vendor’s documentation and functionality, which are essential assets 
to support explainability of the solution. Analytics and AI can make a significant difference by reducing 
human error if used with adequate control mechanisms within the configuration and alerts workflow. 

However, a sanctions screening programme can only be successful if the organisation adheres to a culture of 
compliance resting on committed and driven leadership. Skilled staff need to be empowered to ensure the 
programme is fit for purpose, both from a compliance perspective and from a technical standpoint. Skilled 
staff will also be critical in applying and testing the relevant settings and maintaining the tools over time.

Effectiveness, efficiency and explainability are the three primary dimensions to consider when pursuing 
excellence in sanctions screening programmes. They ensure that the optimal amount of resources is 
invested on screening processes and that no technological black boxes spew results beyond control of the 
institution. Regulators and auditors expect only glass boxes in sanctions screening.
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