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Enabling collaboration across health and social care 

 
 

Local Administrator (LA) bulletin – 14 March 2018 

Please note this information is correct at the time of publishing 
 

 

Service status/updates 

The NHSmail service status has been consistent in terms of stability and availability. 

Latest Portal release 

The last release was on 20 February 2018, covering some new functionality for 
current and future platform growth projects. 

Account management lifecycle 

The NHSmail information management and data retention policies are published on 
the NHSmail Portal help pages under the policy and guidance section.  These 
policies document the account management lifecycle and the mailbox retention 
controls that are in place. 
 
For ease of reference, the following diagram provides a summary of the account 
management lifecycle: 
 

 

Increasing mailbox sizes 

All mailboxes are 4GB as standard and organisations are advised to have an 
archiving solution in place and to promote good mailbox housekeeping on a regular 
basis. 
 
It should be noted that when items are deleted out of the deleted items folder or 
moved out of the mailbox e.g. into an archive or another mailbox, they are kept for a 

https://portal.nhs.net/help/servicestatus
https://portal.nhs.net/Help/policyandguidance
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further 180 days, from the point the items are deleted or moved, in a recover deleted 
items area in line with the NHSmail data retention policy. The recover deleted items 
area is the same size as the mailbox quota and can also become full.  If the recover 
deleted items area is full, users will find further deletion or movement of email out of 
the mailbox e.g. archiving, re-appearing in their original location.  If both the recover 
deleted items area and mailbox become full, the mailbox will be unusable.   
 
A suggestion to help manage this situation would be for users to set their Outlook 
and Outlook Web Access (OWA) settings to “Empty the deleted items folder when I 
sign out”. This will ensure that recoverable items are continually deleted as they 
reach the 180-day retention period. 
 
If the recoverable items folder reaches 4GB in size, then users will not be able to use 
their mailbox. Your organisation will need to complete a top-up service agreement 
with Accenture by contacting nhsmail.development@accenture.com. As this may 
take several days to action please ensure your request is submitted in a timely 
manner and continue to monitor mailbox sizes carefully.   
 
In the event an organisation chooses not to complete a top-up service agreement 
and purchase an increase in size of full mailboxes, there will be no alternative course 
of action available. The mailbox will remain unusable until emails are automatically 
purged from the recover deleted items area after the 180-day retention period 
expires. 
 

All user communications / survey 

An ‘all user’ service update will be published in March 2018, providing key 
operational information on the NHSmail service. 
 
The ‘all user’ national NHSmail survey will be published in April 2018. This is to gain 
user feedback on the NHSmail service to identify areas for improvement and 
prioritise potential development. 
 

NHSmail developments 

Office 365 Hybrid 

We are working with Microsoft to provide a hybrid version of Office 365 (O365) that 
integrates the NHS Directory, Exchange and Skype for Business services. 
 
This new service will assist staff in health and social care to work more efficiently 
and collaboratively, and thus strengthen the patient care provided - all through more 
readily and securely shared information between health and social care 
organisations. You can find out more online. It is expected to go live in Autumn 2018. 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Data+Retention+Policy+2017.pdf
mailto:nhsmail.development@accenture.com
https://www.digital.nhs.uk/nhsmail/office-365-hybrid-service
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Skype for Business - file sharing 

File sharing is being made available to Skype for Business users in spring 2018, 
both for users of Instant Messaging and Video Conferencing services. Any file can 
be transferred via the Skype interface except those documented as blocked in the  
NHSmail attachments guide. 
 
Please make your users aware that they should only receive or send files to trusted 
organisations in line with any local governance policies. 
 
The default setting for file sharing will be ‘off’ and guidance on activating this will be 
available once the functionality is live. 

Skype for Business - recording 

Users of Skype for Business Audio and Video conferencing will be able to record 
their meetings from spring 2018.   
 
Users will be able to record both peer to peer calls and video conferencing. Users 
will be made aware a recording is taking place via an on-screen banner. 
 
Recording should be done with the permission of those participating and 
organisations should look to have local policies in place, both for the storage and the 
use of these facilities. There is some guidance on the GMC website for the use of 
video recording in a clinical setting. 
 
The default setting for recording is ‘off’ and guidance on activating this will be 
available once the functionality goes live. 

Address book synchronisation / federation 

External organisations will soon be able to consume part of the Global Address book 
to assist them with working with NHSmail users. Please note this facility is only 
available to those running Microsoft Exchange 2010 and above. 
 
This means federated external organisations will be able to download contact 
information from the NHS Directory.  
 
Any organisation wishing to connect to this service will need to show that they are 
working in a care environment and have a valid business need. Appropriate 
information governance policies / processes must be in place and a signed partner 
agreement.  
 
The service is currently being developed with delivery expected late spring 2018. 
Guidance on implementing address book federation will be available once it is live. 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/attachmentsguide.pdf
https://www.gmc-uk.org/
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Calendar federation 

Calendar federation is expected to go live in spring 2018. This will allow external 
organisations not on the NHSmail platform who have mail exchange facilities, to view 
‘free’ and ‘busy’ information in NHSmail calendars. 
 
Organisations wishing to federate with NHSmail calendars will need to connect to 
Azure (Microsoft’s cloud solution) and enter into a federation partnership agreement 
with NHS Digital. They will need to demonstrate they are in a care environment 
supporting publicly funded health with appropriate levels of information governance 
in place. 
 
‘Free/busy’ is the initial release for calendar federation. In addition to this we will 
investigate both the location and meeting subject information as a future 
development. 
 
Guidance will be provided once calendar federation is available. 

 

General service information - reminders 

Secure email domains 

The secure email standard is still in place for health and care organisations 
(DCB1596, formerly SCCI1596).  
 
The local and central government GCSX domains will slowly stop being used and 
then switched off completely in March 2019.  All local and central government 
organisations will migrate to .gov.uk email addresses for all email communication as 
they adopt the government secure email standard. 
 
The NHSmail sharing sensitive information guide has been updated to include 
information on these legacy domains.  
 

Behind the scenes, NHSmail uses a secure email domain list via the Government 
Digital Service (GDS) to regularly update the list of accredited domains. This 
includes organisations who have accredited their email service to meet the relevant 
email standard. 
 
This is in addition to the legacy secure government domains: 

• *.gcsx.gov.uk for local government 
• *.gsi.gov.uk and *.gsx.gov.uk for central government 
• *.cjsm.net and *.pnn.police.uk for police and criminal justice 
• *.mod.uk for Ministry of Defence 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharingsensitiveinformationguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharingsensitiveinformationguide.pdf
https://domaininformation.service.gov.uk/white-list/export?separator=newline
https://domaininformation.service.gov.uk/white-list/export?separator=newline
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Anti-spoofing 

A number of organisations are sending spoofed emails.  This means emails are 
being sent via applications using an internet facing email service pretending to be 
from @nhs.net. Emails that spoof @nhs.net addresses will show the following 
message within the body of the email: 
 
--- This message was sent from an email address external to 

NHSmail but gives the appearance of being from an NHSmail 

address. Verify the sender and content is legitimate before 

acting upon information contained within. ---  

 
To protect the NHSmail service, the practice of spoofing @nhs.net addresses will be 
prevented later this year.  All email will need to either be sent from @nhs.net 
accounts, or into NHSmail from external sources without spoofing an @nhs.net email 
address. 
 
New functionality enabling the use of Simple Mail Transfer Protocol (SMTP) 
connections over the internet will be made available in the next few months and 
detailed communications will be cascaded shortly providing the solutions available. 
This will allow accounts to send from the internet using SMTP / IMAP and POP to 
support applications that are currently on the internet and not N3 and cannot send 
using an NHSmail account but need to.  
 
In preparation for this change, please start identifying business processes that send 
spoof emails within your organisation. To support this, please communicate with your 
users and ask them to let you know what processes there are in place that will be 
impacted. Appropriate action must be taken locally to avoid interruption to existing 
business processes.  
 
The NHSmail applications guide provides details of the supported protocols that 
should be used for sending large volumes of email.  

Self-service password management 

Of the 115,000 password resets conducted in January 2018 only 13% were carried 

out using the self-service functionality, with 85% using the assistance of an LA.  

Please encouraging your users to use the self-service tool.   

If a user’s account is locked, they cannot use this tool and will need to contact either 

their local helpdesk or the NHSmail helpdesk for assistance. 

Deletion of inactive accounts 

The NHSmail team are currently deleting inactive accounts from the platform. 
 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/applicationsguide.pdf
https://portal.nhs.net/help/selfservice
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An email has been issued to all accounts in scope of this exercise to inform them of 
the action to be taken to avoid this happening. Should this action not be taken the 
account will be deleted.   
 
The deletions are a preparation activity prior to the enforcement of the data retention 
policy.  You will be informed of the go-live date for the data retention policy 
enforcement in due course which is anticipated to be during April 2018. 
 
You can review the status of accounts using the portal Mailbox Report and the 
“daysuntilremoval” field to ensure the retention of accounts that should not be 
deleted. 
 

Contacts for further help 

NHSmail helpdesk:   0333 200 1133 / helpdesk@nhs.net    
Relay helpdesk:    0333 200 4333 / relayhelpdesk@nhs.net  
General feedback:    feedback@nhs.net  
Service status:   http://nww.hscic.gov.uk/servicemanagement/status  

(N3 only) 
NHSmail Portal help pages: https://portal.nhs.net/Help/  
 

 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Data+Retention+Policy+2017.pdf
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