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NHSmail service status 
The NHSmail service has continued to be stable but there was one High Severity 
Service Incident (HSSI) in July and one in August. There were also two separate 
instances of slow performance of the NHSmail Portal specifically impacting LAs on 
17 and 20 July 2017. 

The HSSI impacted the ability of users to send emails externally to certain domains 
for two short periods on 7 July 2017. The issue occurred as a result of the NHSmail 
externally-facing IP addresses being placed on a blacklist. Blacklisting is a problem 
that we have not experienced in the last 12 months. As a result of this exception, we 
have added additional process checks to help ensure that we maintain high 
standards going forward to protect the NHSmail service from future occurrences. 

Business Continuity and Disaster Recovery (BCDR) testing 
The BCDR test that was scheduled for May 2017 has now been rearranged to 16 
and 17 September 2017. We will issue further information in advance but do not 
expect any impact on end users during the course of the test. 

Local Administrators should review their local business continuity arrangements as a 
precaution. If there are any organisations involved in self-migration to NHSmail 
activity, a pause should be planned over the course of the weekend. 

User communications 
We are planning to issue communications to NHSmail users in England in early 
September 2017. The topics will include: 

• Sending sensitive or patient information securely 
• Managing mailboxes efficiently 
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• Protecting NHSmail accounts and the service from cyber attacks 
• Skype for Business instant messaging and presence 
• Keeping up to date on the NHSmail service status 

Mailbox sizes – journaling and applications 
All NHSmail users receive a 4GB mailbox as standard when they sign-up for an 
account and this provided with a 180-day retention period for emails deleted (for 
example, when the deleted items folder is emptied).  This standard offering is made 
up of two parts, a 4GB mailbox and a further 4GB recoverable items area that the 
mailbox owner has only partial visibility of. 

Mailbox owners can access emails removed from the deleted items folder when 
emptied, deleted permanently via Shift+Del on the keyboard, or archived using a 
local archiving solution, within the last 30-days via the 'recover deleted items' options 
in Outlook Web App (OWA) or the Outlook desktop client.  The remaining 150-days 
of the retention period are not visible, but are still retained. 

Journaling is the process of capturing all emails sent from and received to an 
account. The journal is kept to retain access to the user’s deleted items for audit 
purposes in line with the NHSmail data retention policy. This is not a user function.  

Local Administrators will soon be able to recover items in the recoverable items 
folder on behalf of the user for up to 180 days after deletion. More information 
regarding the release date of this function will be shared with LAs when possible. 

For accounts that send high volumes of email, such as those used with applications 
for automated sending of emails, these can have journaling switched off. This will 
mean that these accounts no longer reach the maximum 4GB in their deleted items 
folder but will mean that once items are deleted from the deleted items folder, they 
are no longer recoverable. It is anticipated that this functionality will go live very 
shortly and information will be available on the NHSmail support pages. 

For individual accounts, journaling and the 180 day retention policy still stands, 
therefore users should continue their regular housekeeping activities or look to 
upgrade the mailbox from the standard 4GB offering. A larger mailbox will also 
provide an equivalent larger recoverable items area so emails can again be deleted. 

LAs can manage this by ensuring that there is daily / weekly management of 
mailboxes, ongoing communications to users regarding account management and 
putting in place local archiving.  

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Data+Retention+Policy+2017.pdf
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Extending NHSmail across health and care 
NHS Digital is looking at how to extend accessing NHSmail across health and care. 
There are currently ways of joining NHSmail for optometrists, pharmacists, dentists, 
independent midwives and social care organisations. These users can join either 
using the third party application for small health commissioners, or by CCGs or 
CSUs sponsoring and then administering the accounts. 

In 2016, NHS England commissioned NHS Digital to provide a national 
administration service for community pharmacies and pharmacists where all 
registrations would be managed centrally. This involved working with Accenture to 
set the pharmacy users up as national LAs to administer the accounts. This work is 
now complete. 

We are currently looking at creating a similar model for dentistry organisations and 
independent midwives to allow them to register through the portal and receive a 
similar level of LA support. We will also plan for optometrist and social care 
organisations as well as junior doctors to register the same way. 

We received feedback from CSUs / CCGs and the applying organisations that it was 
a challenge to create NHSmail accounts using the third party or local sponsorship 
model. This was due to lack of funding or resource and we expect that the national 
administration service will mitigate this concern. 

Local Administrators should still support organisations with local sponsorship but 
over time we expect that these applications will move over to the national 
administration model. 

NHSmail Portal 
Latest developments 
The latest NHSmail Portal release was on 4 July 2017 and release note information 
is available. It includes both new functionality and bug fixes but the dashboard report 
has been temporarily withdrawn to allow for further testing. 

The next Portal release is scheduled for August 2017 and is expected to include: 

• Distribution List message approval 
o This will provide more options around how a distribution list is approved 

• Disabling Skype for Business by organisation 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/Help/servicestatus
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o Organisations will be able, on request, to have all their users disabled 
for Skype for Business by an NHSmail global administrator 

• Password reminder email changed to HTML format 
o Currently this is in plain text and will be formatted to a richer HTML 

version. We are doing this to increase confidence in users that the 
emails are genuine and not reported as spam 

• Release of the dashboard report 
o A report providing a summary of your organisational volumes around user 

accounts, shared mailboxes and DLs. Mobile device data will not be included 
initially but will be added shortly after its initial release. 

Please note that this date may change and you should monitor the NHSmail service 
status pages for further information. 

Ongoing developments 
The following items of functionality are currently being created: 

• Application account type 
• Set organisation mobile device policies 
• Restrict Outlook Anywhere by organisation 
• Bulk manage shared and resource mailboxes in the NHSmail Portal 
• Bug fix – sync information with “mobile devices” view per user. 

Mobile device organisation policies 
New functionality is currently being worked on which will allow for organisations to 
set different mobile device policies for their users; which are different from the 
current default policy. 

We will be asking Local Administrators for their feedback in the next few weeks on 
what policies are the most important / configurable to organisations. Some examples 
include: 

• Larger attachment size 
• Alpha-numeric PIN lock 
• Longer period of email sync to device. 

Local Administrator webinars 
The monthly NHSmail Local Administrator webinar was held on Wednesday 26 July 
2017. The presentation slides and recording are available on the NHSmail support 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/Help/servicestatus
https://portal.nhs.net/Help/servicestatus
https://portal.nhs.net/Help/communications
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pages within the LA webinar section. The question and answer log from the session 
will be added shortly. 

Due to the holiday season, we will not be holding an LA webinar in August but will 
ensure that a bulletin is sent to keep you up to date on NHSmail information. 

Contacts for further help 
NHSmail helpdesk:  0333 200 1133 / helpdesk@nhs.net    
Relay helpdesk:   0333 200 4333 / relayhelpdesk@nhs.net  
General feedback:   feedback@nhs.net  
Service status:  http://nww.hscic.gov.uk/servicemanagement/status  

(N3 only) 
NHSmail support pages: https://portal.nhs.net/Help/  

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/Help/communications
mailto:helpdesk@nhs.net
mailto:relayhelpdesk@nhs.net
mailto:feedback@nhs.net
http://nww.hscic.gov.uk/servicemanagement/status
https://portal.nhs.net/Help/
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