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Local Administrator (LA) bulletin – 3 January 
2018 

Please note this information is correct at the time of publishing 

 

NHSmail service status  

The NHSmail service has been performing consistently in terms of stability and 

availability.  

Following the successful migration of the NHSmail helpdesk toolset, we are looking 

to introduce further improvements which allow us to issue communications directly 

from ServiceNow.  LAs and users will already see ticket number confirmations being 

issued from accentureplc@service-now.com and may begin to see more 

communications being issued from this address, such as providing resolution 

details. Guidance will be provided within the emails issued with regards any further 

actions required and how to respond.   

Compatibility issues with Outlook 2010 Service Pack 2 

Some compatibility issues have been identified when using Outlook 2010 Service 

Pack 2. This issue mainly impacts organisations running Windows XP desktop 

machines, but may affect organisations with later operating systems when running 

Outlook 2010 Service Pack 2.  

Users are continually prompted to enter their username and password even if they 

have entered the correct credential information. Users should contact their LA for 

guidance and as a workaround, use Outlook Web App at www.nhs.net to access 

their NHSmail account. 

Local Administrators have these options: 

1. Upgrade to Outlook 2016 or as a minimum, Outlook 2013 Service Pack 1 

mailto:accentureplc@service-now.com
http://www.nhs.net/
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2. Where upgrading is not possible, and organisations are running Outlook 2010 

Service Pack 2 and connecting via MAPI over HTTP, the following Microsoft 

Hotfixes should also be deployed: 

a. https://support.microsoft.com/en-us/help/2956191/april-14-2015-

update-for-office-2010-kb2956191 

b. https://support.microsoft.com/en-us/help/2965295/april-14-2015-

update-for-outlook-2010-kb2965295  

Windows XP is no longer supported by Microsoft and will no longer provide security 

updates or technical support for this operating system.  Those using Windows XP 

are encouraged to upgrade as soon as possible.   

Self-service password resets 

The number of self-service password resets has increased over the last month.  

LAs are still completing the majority of reset requests, so we are keen to promote 
this service to help reduce the time and effort currently required by LAs and will 
include an item on this in the next all-user communications. 

We would also encourage you to make your users aware of this feature through local 

communications. If they have not used this before, they will need to accept the 

Acceptable Use Policy, set security questions and answers, and complete the 

‘Mobile Number’ field on the Portal. 

Specific guidance on self-service password management is available and may be 

helpful when preparing your own communications to your users. 

Accessing the NHSmail Portal 

When accessing the Portal at www.nhs.net, LAs must log into the Portal to use the 

administration tools by clicking ‘Login’ in the top right-hand corner. 

 

We have been made aware that some LAs have tried selecting ‘Email’ to log into 

Outlook Web App (OWA) but this does not automatically log into the Portal and 

therefore the administration tools are not available.  

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://support.microsoft.com/en-us/help/2956191/april-14-2015-update-for-office-2010-kb2956191
https://support.microsoft.com/en-us/help/2956191/april-14-2015-update-for-office-2010-kb2956191
https://support.microsoft.com/en-us/help/2965295/april-14-2015-update-for-outlook-2010-kb2965295
https://support.microsoft.com/en-us/help/2965295/april-14-2015-update-for-outlook-2010-kb2965295
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http://www.nhs.net/
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IP addressing and the NHS Relay 

A recent Business Continuity and Disaster Recovery test included using only one of 

the NHSmail data centres, rather than the normal two, to simulate a live incident.  

It was found that emails sent from 53 organisations were queuing at one of the data 

centres and were unable to be delivered. This was because the organisations had 

hard coded one of the data centre’s IP address into their network configuration, 

rather than using the NHS Relay DNS name. 

If IP addresses are hard coded rather than the NHS Relay DNS name being used, 

an organisation is not able to use NHSmail in the event of a live service incident.  

Emails would not be sent, and senders would receive ‘unable to deliver’ messages.  

You must ensure that the NHS Relay via relay.nhs.uk is used so that emails 

can still be sent and received in the event of a live incident on the NHSmail 

service.  

Further information on the NHS Relay is available. If you have any queries regarding 

the NHS Relay DNS name, or about the NHS Relay, please contact 

relayhelpdesk@nhs.net.   

NHSmail service updates 

Patient Identifiable Data and the NHSmail helpdesk 

There have been several breaches of information governance, where Patient 

Identifiable Data (PID) and sensitive information has been sent to the national 

NHSmail helpdesk when users have been raising calls.   

Although the national helpdesk follows a strict information governance procedure if 

this occurs, please remind all users that screen shots and email trails sent to the 

helpdesk must not include patient or sensitive data.  

NHSmail passwords 

We are aware that some users are using simple and easy to guess passwords for 

their NHSmail accounts, such as Password01, Monday01 and Tuesday02. All 

NHSmail passwords should be memorable to the users but not easy to guess. It is 

recommended that users use more secure passwords that are not easily guessed.  

We will be including this as a topic in the next all-user communications.  

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/help/relayguidance
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Self-help tool 

The self-help tool covers the top five issues and requests that the NHSmail helpdesk 

receives from end users. It is available on the NHSmail Portal help page.   

The tool initially provides guidance and signposting for queries on: 

• Account registration 

• Password re-set 

• Policies 

• Portal  

• Email 

We expect to expand the scenarios that the self-help tool addresses over the coming 

months and continue to make improvements to this new feature.  

Portal update 

The latest Portal releases took place on 22 November 2017 and 15 December 2017 

and included the following new features respectively: 

22 November 2017 

• Support leaver/joiner through CSV upload (now able to flag accounts as 
leavers and mark users as joiners) 

• CSV upload supports site and job title field 

• AUP and welcome email has been updated 

• Transfer users from organisation to organisation without using leaver/joiner 

• User details – view distribution list/shared mailbox memberships 

• Mobile device report 
 
15 December 2017 

• Support transfer through CSV upload (Transfer through CSV without needing 
to use leaver/joiner) 

• Confirmation message when carrying out bulk actions 

• Set default offline address book (set your own organisation as the default in 
the address book) 

• Mover/leaver report (time and date an account left/joined an organisation over 
12 months) 

• Audit – search by email (Enables searching of the audit repository by "User 
performing action" or "Target object" only without setting an organisation) – 
this function is available to Tenant/Global/Local/Audit Administrator roles.   

• Option to remove membership of shared mailboxes/static distribution lists 
(Local Administrators have the ability to remove memberships) 

• Application accounts – ability to set an account type to ‘Application’ upon 
request to extend the password length to 1 year 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/help/


  

 

helpdesk@nhs.net   
Privacy Statement @Copyright 
 
 
NHSmail is provided by NHS Digital 
in partnership with Accenture 

 

 5 

 
Future Portal work up and coming over the next few months 
 

• Apply mobile device polices per user/group – setting a different mobile policy 
on individual users, rather than a new policy for the whole organisation 

• Skype for Business file sharing – enabling all users within an organisation to 
share files through Skype for Business 

• Connector reports – function to download the connector report for multiple 
organisations in the same report (useful for LAs who manage multiple 
organisations) 

• Restrict Outlook Anywhere access per user/group – preventing users 
connecting via Outlook over the internet per user (currently this can only be 
set per organisation) 

• Ability to retain mailbox content when marking a user as a leaver 

• Mailbox usage – adding a field into the user mailbox report confirming what 
capacity of a user’s mailbox has been used up 

• Enable SMTP/POP/IMAP connectivity over the internet 
 
Further information can be found on the service status pages on the support site.  

Frequently Asked Questions on support pages  

The NHSmail team publishes a list of frequently asked questions (FAQs), grouped 

by topic area onto the NHSmail support pages. We will be re-categorising these in 

the coming weeks to make them easier to navigate.  

Please ensure you and your users are aware of the useful information held on this 

page.  

Outlook desktop over the internet restrictions  

One of the access methods for NHSmail is through the Outlook desktop client. An 

organisation may wish to have this option disabled over the internet and instead only 

allow users to access via Outlook when using N3/HSCN (the successor to N3) or 

with OWA at www.nhs.net. This may be used if an organisation does not want users 

accessing NHSmail on a potentially insecure device, or at home, and downloading 

content.  

If your organisation wishes to turn off Outlook over the internet, please contact 

feedback@nhs.net and this change can be made. You should consider the following 

user impacts of requesting this change: 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://portal.nhs.net/Help/servicestatus
https://portal.nhs.net/help/faq
http://www.nhs.net/
mailto:feedback@nhs.net
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• Users will be unable to connect to NHSmail over the internet using Outlook. 

This may have implications on user experience for those who are used to 

using Outlook over the internet 

• Users will still be able to connect to NHSmail over N3/HSCN using Outlook  

• Currently, this change is not on an individual user basis, but an organisation 

one. All users in an organisation will have this change applied  

• Any active-sync settings (mobile device access) will not be affected 

• OWA access (www.nhs.net) will not be affected 

• This change is reversible on an organisation basis, please contact 

feedback@nhs.net  

Mailbox size and deleted items 

All users must manage their mailbox and can find guidance on this in the managing 

your mailbox quota guide.  

Each NHSmail user account has a 180-day retention period for emails deleted from 

the mailbox, for example, deleted from the ‘deleted items’ folder. This is a 

requirement of the NHSmail data retention policy.  

The storage space that holds these deleted emails is known as the dumpster and is 

equal in size to the mailbox capacity; a 4GB mailbox would have a corresponding 

4GB dumpster. Issues occur when the dumpster is at its capacity limit to comply with 

the NHSmail data retention policy and the only technical solution is to increase the 

storage capacity. Larger mailboxes can be purchased via Accenture from the 

additional services catalogue by contacting nhsmail.development@accenture.com. 

Before proceeding with purchasing a larger mailbox capacity, LAs may wish to 

review how the mailbox is being used and recommend that users empty their 

‘deleted items’ folders regularly and thereby in doing so, the deleted emails will 

expire more often as they pass the 180-day retention requirement.  

Contacts for further help 

NHSmail helpdesk:   0333 200 1133 / helpdesk@nhs.net  

Relay helpdesk:    0333 200 4333 / relayhelpdesk@nhs.net 

General feedback:   feedback@nhs.net  

Service status:    http://nww.hscic.gov.uk/servicemanagement/status  

    (N3/HSCN only) 

NHSmail support pages:  https://portal.nhs.net/Help/  
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