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LA bulletin – Wednesday 5 July 2017 
Please note this information is correct at the time of publishing 
 

Please share the content of this bulletin to colleagues within your organisation and 
any external suppliers. Due to the large amount of information, the content has been 
bookmarked below for ease of reference. 

• Service status 
• Other NHSmail service updates 
• NHSmail Portal 
• NHSmail Skype for Business 
• NHSmail Skype for Business federation 
• Secure email standard update 
• Local Administrator webinar held on 28 June 2017 
• Contacts for further help 

NHSmail service status 
The service across the NHSmail platform has remained stable with no high severity 
incidents reported in June 2017. 

The quality of the national NHSmail helpdesk remains a key area of focus, although 
results remain consistently high and within expectations. The team are working 
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through a programme of continuous service improvement and will be focusing on 
areas where we can increase the usage of existing NHSmail self-service functions 
by users. We will also be reviewing new functionality options that could be of benefit 
from a service perspective. 

The Business Continuity and Disaster Recovery test that was postponed from May 
2017 is anticipated to take place in September 2017. We will communicate the exact 
dates when they are finalised. 

Other NHSmail service updates 
Removal of inactive accounts 
The NHSmail data retention policy outlines the recovery of data from the NHSmail 
service. From September 2017, the policy will be firmly adhered to and automated 
daily updates will be activated to remove inactive accounts. 

In the interim, we will be conducting a clean-up exercise of inactive accounts and 
expect this to happen in the next few weeks. We will notify Local Administrators in 
advance and further details will follow. 

Auto-forwards to NHS.uk accounts 
NHS.uk accounts are not considered secure; therefore auto-forwards cannot be set 
up from NHSmail accounts to NHS.uk accounts. Individual emails can be manually 
forwarded if required, as long as there is no sensitive data contained within the 
email. 

We are currently updating the NHSmail sharing sensitive information guide to reflect 
this. 

Domain-based Message Authentication, Reporting and Conformance 
(DMARC)  
DMARC is designed to help detect and prevent email spoofing. NHSmail currently 
uses this to inform external email services how to handle email identified as coming 
from spoofed NHSmail email addresses and to report back to NHSmail on spoofed 
email received. 

Currently, DMARC instructs organisations that if email is identified as being spoofed 
from NHSmail, then it should be treated as junk. It is expected that by the end of this 
year, the policy will change to: 

• Instruct external email services to block any failing messages from nhs.net 
• Block all incoming messages from the internet that are identified as being 

spoofed 
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• For incoming spoofed messages from N3 / HSCN, NHSmail will automatically 
place them in users’ junk email folders 

We recognise that some health and care organisations currently intentionally spoof 
NHSmail email addresses to support their business, which the above changes will 
stop. To enable service continuation, we shall be introducing new features towards 
the end of 2017. These are extending authenticated SMTP, POP and IMAP across 
to the internet. We expect to provide you with another update on DMARC and 
spoofing in September 2017. 

Mailbox size and deleted items 
Each NHSmail user account has a 180 day retention period for emails deleted from 
the mailbox, for example, deleted from the ‘deleted items’ folder. This is a 
requirement of the NHSmail data retention policy. An email’s 180 day retention 
period begins the moment it is deleted from the ‘deleted items’ folder, permanently 
deleted from the mailbox, or archived locally. It is not 180 days from when the email 
was received.  

The storage space that holds the emails for 180 days is known as the dumpster and 
is equal in size to the mailbox capacity; a 4GB mailbox would have a corresponding 
4GB dumpster. Issues occur when the dumpster is at its capacity limit, which means 
emails can no longer be deleted from the mailbox and placed in the dumpster. The 
only technical solution is to increase the storage capacity as the mailbox at its 
current size is trying to be used beyond its configured limits. Larger mailboxes can 
purchased via Accenture from the additional services catalogue by contacting 
nhsmail.development@accenture.com. 

Before proceeding with purchasing a larger mailbox capacity, Local Administrators 
may wish to review how the mailbox is being used and whether there is any action 
that can be taken locally to address the size or volume of emails being received.  

In addition, we would recommend that Local Administrators ask their users to empty 
their ‘deleted items’ folders regularly rather than waiting until the mailbox becomes 
full. The removal of emails in bulk will set the retention period to all emails removed 
to 180 days. By performing this housekeeping activity on a regular basis, deleted 
emails will expire more often as they pass the 180 day retention requirement.   

We are currently working to resolve this and will provide further information when 
possible.  
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NHSmail Portal 
The latest Portal release was on  Tuesday 4 July and included 41 new items / bug 
fixes.  

Detailed information about each of these can be seen on the NHSmail service status 
pages. 

The below items have been developed but will be included in the next Portal release: 

• Prevent CSV duplication email / not receiving emails 
• Bulk management of contacts 
• Add all administration roles to organisation administration report 
• Update Skype for Business information on the home page of the Portal 
• Resource with the ability to create, delete and list in the Portal 
• Add Organisation Data Service (ODS) code to “Possible Duplicate User 

Report”.  

Items that will begin to be worked for later releases include: 

• Bulk import to static distribution list 
• Navigate directory hierarchy 
• eDiscovery of 180 days email (ability for LAs to carry this out themselves) 
• Outlook Anywhere restriction by organisation 
• Organisation mobile device policies 
• Application accounts. 

You should continue to monitor the NHSmail service status pages to see the latest 
information regarding the Portal.  

Skype for Business 
Skype for Business Instant Messaging and Presence (IM&P) has been fully deployed 
since February 2017. Usage of the service has steadily increased but we are keen to 
continue the up-take. For those organisations that have not provided the software to 
their user base, there are a number of configuration documents available.  

Over the coming weeks there will be a series of initiatives to promote awareness and 
usage of Skype for Business – including communications to users. In preparation for 
this, you should be aware that you may receive additional requests from your users 
asking for the deployment of the Instant Messaging and Presence software. We are 
also planning to publish further support materials and case studies shortly. 
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We know that a number of organisations are already using IM&P but we are keen to 
understand how it is being used and are looking to build some use cases. We will be 
contacting the organisations who are using IM&P regularly to see if there are any 
lessons or use cases to be shared with everyone. If you would like to contribute to 
this work and provide any case studies or share your ways of working, please 
contact feedback@nhs.net. 

Usage of Audio and Video Conferencing (A&VC) continues to increase and is 
available from the additional services catalogue. If you are interested in using A&VC, 
please contact: nhsmail.development@accenture.com. 

Skype for Business federation update 
The NHSmail team is currently working to provide Skype for Business federation. 
This will enable NHSmail Skype for Business users to connect with users in other 
organisations that use Skype for Business. Federated contacts can see presence, 
communicate using instant messaging and if purchased and configured by local 
organisations, make Skype-to-Skype audio and video calls. 

Skype for Business federation will only be available to organisations that: 

• Meet the minimum security requirements – IG Toolkit,  PSN Code of 
Connection, secure email standard or equivalent 

• Are using Skype for Business. Consumer Skype or non-Skype products are 
not in scope for the federation project. 

There will be a small pilot with NHS England and Leeds City Council who already 
have their own instances of Skype for Business. The pilot will focus on identifying 
use cases and benefits as well as informing the approach to: 

• On-boarding / off-boarding and revalidation 
• Technical capabilities and limitations 
• Communications 
• Understanding how organisations intend to use the tools. 

The pilot activities will start and run throughout July 2017 and we anticipate that 
federation will be available for organisations later in the summer. 

Secure email standard update 
The NHSmail team have completed a review of the SCCI1596 standard in 
comparison to the Government Digital Service Email Standard. As part of the review, 
we have consulted with 15 health and care organisations that are currently 
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undertaking self-accreditation and have identified a number of process 
improvements that could be applied to the current standard. A formal update will be 
provided to all organisations in July to outline the forthcoming changes. In the 
meantime, organisations should continue with preparations to ensure email services 
are secure by September 2017. 

Local Administrator webinar on 28 June 2017  
The monthly NHSmail Local Administrator webinar was held on Wednesday 28 June 
2017. The presentation slides and recording are available on the NHSmail support 
pages within the LA webinar section. The question and answer log from the session 
will be added shortly.  

Contacts for further help 
NHSmail helpdesk:  0333 200 1133 / helpdesk@nhs.net    
Relay helpdesk:   0333 200 4333 / relayhelpdesk@nhs.net  
General Feedback:   feedback@nhs.net  
Service status:  http://nww.hscic.gov.uk/servicemanagement/status  

(N3 only) 
NHSmail support pages: https://portal.nhs.net/Help/  
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