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Question Answer 

Deletion of inactive accounts and account management lifecycle 

We have been promoting ‘password resets’ with our customers. I think 
the sticking point is the mobile number requirement. Could this be 
mandated / part of the new user set up / mandated on password reset? 

 

This has been considered but due to the number of users that 
don’t have a mobile number it was rejected as being an 
unsuitable solution. 

We will investigate whether this is something that could be 
highlighted as part of the registration process when users 
complete their security questions, so it is brought to their 
attention. 

Can the account lockout be cleared after a period of time, or will it always 
be a case of contacting an LA? 

If an account is locked out, then it will remain locked until the 
local administrator unlocks the account for the end user 

How can LAs tell how long an account has been in the disabled state? 

 

Please check the mailbox report (guidance is available within 
the Portal admin guide).  The DaysUntilRemoval column would 
indicate the accurate figure for a disabled account’s status. 
Date disabled would therefore be in Excel:  

=EDATE(TODAY()+DAYS_UNTIL_REMOVAL,-18) 

When will deleted entries be removed from the NHS Directory? 

 

If ‘deleted entries’ refers to deleted accounts, then these will be 
fully removed from the directory as we continue the work on 
accounts removals over the next few months 

For the period of time an account is in the deletion phase, is the email 
account restorable (all emails, contacts, calendar, etc.) or just the email 
not in re-use? 

Once an account has been marked as a leaver, after 30 days it 
will be deleted if not joined to another organisation.  Once 
deleted, an account is no longer available for restore. 

Why can't we disable shared mailboxes?  

 

Shared mailboxes have never had a disable function. Should 
you need to ensure users cannot access a shared mailbox then 
you need to revoke any permissions. 

I wanted to know why the accounts are re-used after they are deleted? 

 

The service only has a finite number of email accounts.  To 
avoid using large numbers after names to differentiate between 
common email addresses, if an account has been deleted for 
two years or more it will be put back into circulation for re-use. 
This has been requested by local administrators. 

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/portaladminguide.pdf
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I understand the last updated date however, this could be updated 
because a phone number was updated and would not necessarily be the 
date the account was disabled.  

 

If, for example, the mobile number is changed, and the account 
updated then yes this would result in an inaccurate date.  
However, the DaysUntilRemoval column would still indicate the 
accurate figure for a disabled account. Date disabled would 
therefore be in Excel:  

=EDATE(TODAY()+DAYS_UNTIL_REMOVAL,-18) 

We have been having issues with delegate mailboxes. Delegates have 
had their accounts deleted, as they have not reset their password within 
90 days. Should they not be restricted from accessing the delegate 
mailbox until they have reset their password? We would not get this 
issue then. When account is reinstated we lose previous permissions. 

 

All user mailboxes are issued with reminders to change their 
NHSmail passwords 18, 10, 5, 2 and 1 day(s) before it expires.  
If delegates are taking ownership for user mailboxes, they must 
ensure that the mailbox remains active which means changing 
the password at least every 90 days. 
 
Inactive accounts are not disabled, but they do require the 
password to be changed the next time the owner of the mailbox 
logs directly into the account.  A delegate user accesses a 
delegated mailbox on a permissions basis and the only 
password required is the delegate’s own. 
 
Restricting access to Inactive accounts to delegates is not 
necessarily desirable to all parties on the platform.  However, 
going forward there will be further communications issued to 
mailboxes within scope for deletion prior to the activity taking 
place to give delegates the opportunity to take action to avoid 
deletion.  

Skype for Business, file sharing and recording 
Address book synchronisation 
Calendar federation 

When will LAs have access to enable the conference facility on the web 
portal?  We were supposed to have this last year but are still unable to 
upgrade / downgrade access.   

 

This will be coming very shortly. 

Can the restriction on federation on Skype be lifted? (ability to contact 
users outside of the NHSmail SfB platform - 3rd parties) The requirement 
to have an organisation 'approved' is a great barrier to adoption of SfB.   

 

Due to the ability of sharing patient or sensitive data, 
authentication of approved users is required to ensure data is 
protected. 
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I am still having issues with sent items in the wrong sent items folder. 
This was trailed in the December bulletin, what are the timescales for 
resolving this? 

 

The change should be approved very shortly and hoping that 
this can be implemented within the next month. 

Secure email standard 

Should health and social care users on NHSmail be able to forward 
emails to their gov.uk email accounts? 

 

Emails can be manually forwarded to any account although 
users should be careful not to forward patient or sensitive 
content to an insecure email service.  Users should refer to the 
sharing sensitive information guide. 
Automated forwarding is not enabled on NHSmail to non 
@nhs.net accounts to protect patient or sensitive data being 
accidentally sent outside secure domains. 

When sending to other secure domains e.g. gsi.gov.uk do we still require 
[secure] in the subject line or was this just part of the whitelisting? 

The encryption tool is only required when sending to domains 
that don’t meet the Secure Email Standard or the Government 
Digital Service (GDS) standard 

Spoofing 

Is there a deadline when spoofing will be switched off? 

 

At the moment there is no specific date, but organisations 
should be planning for the change to take effect in summer 
2018. 

Is spoofing from N3 going to be disabled at the same time as it is 
disabled from the internet?  

No.  The plan is to allow spoofed email from the internet to be 
sent to junk mail folders for a period of time before it is disabled 
fully.  Spoofing within the HSCN will be allowed to continue 
although emails will not be received into a user’s mailbox but 
into the junk mail folder instead. Specific details and guidance 
will be made available once the SMTP/IMAP/POP protocols are 
enabled over the internet as a solution for organisations. 

How can we prevent emails sent from NHSmail accounts to other 
NHSmail addresses (via authenticated SSL) being spam checked and 
put into users’ junk email folders? 

Please see the Applications guide.  If applications conform to 
the protocols listed, emails shouldn’t be classed as spam. 
However, all emails between @nhs.net addresses are scanned 
via ScanMail for Exchange (SMEX) which provides anti-spam, 
anti-phishing, malware and virus protection.  Patterns are 
updated several times a day via the TrendMicro Smart 

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharingsensitiveinformationguide.pdf
https://digital.nhs.uk/nhsmail/secure-email-standard
https://www.gov.uk/guidance/securing-government-email
https://www.gov.uk/guidance/securing-government-email
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/applicationsguide.pdf
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Protection Network. There are no guarantees that emails sent 
between NHSmail will not be picked up as spam. 

Office 365 & Azure Active Directory 

Any idea what the options and costs are for O365? 

 

O365 licenses must be procured by NHS organisations directly 
from Microsoft or their License Reseller as they do today. O365 
licenses will not be available to procure through NHSmail. 
Organisations are not required to procure Azure AD licenses to 
consume the O365 service.  
 

Registering your organisation to use the NHSmail O365 service 
will be via the NHSmail Portal where organisations can submit 
their O365 license details for allocation to the central NHSmail 
tenant. 

There is no charge to Hybrid users for the centrally provided 
service uplift. 

Who is responsible for migration from hosted exchange to O365? And 
who pays for it? 

 

There will be no change to the NHSmail Exchange and Skype 
for Business services which will remain outside of the O365 
tenant and continue to be hosted within NHSmail data centres 
in England. 

Is there an option to include Office 2016 as part of the offering? If so, 
what are the costs? 

The NHSmail Hybrid service will support E3 and E5 license 
types both of which include the Office 365 ProPlus suite. 

Is this a hint that NHS Digital are going to provide discounted (or zero-
cost) O365 licenses to all NHSmail users? 

 

There are no zero cost O365 licences, the Hybrid project is to 
enable the integration of the existing NHSmail platform to allow 
the collaborative use of O365. The cost for the NHSmail Hybrid 
will only be for the Office 365 subscriptions required (F1, E1, 
E3 or E5).  These subscriptions are purchased from your own 
Microsoft license reseller and pricing will be dependent on 
volumes and any discounts that are locally negotiated.   All 
other hybrid related costs (implementations and deployment of 
the underlying hybrid capability and monthly service wrap 
costs) will be paid for centrally by NHS Digital. 
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 Do we acquire O365 subscriptions / licenses via the new service or 
directly via our Microsoft reseller / agreements? 

 

O365 licenses must be procured by NHS organisations directly 
from Microsoft or their License Reseller as they do today. O365 
licenses will not be available to procure through NHSmail. 
Organisations are not required to procure Azure AD licenses to 
consume the O365 service.  
 

Are there any timescales for O365 rollout? 

 

As per the media announcements, rollout is expected in August 
2018. 

Do you know how much the O365 licences will cost for organisations? 

 

O365 licenses must be procured by NHS organisations directly 
from Microsoft or their License Reseller. Pricing will be subject 
to any local arrangement you have with your license reseller. 
Standard list pricing for O365 services can be found on 
Microsoft’s website.  

https://products.office.com/en-gb/business/compare-more-office-365-for-business-plans

