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NHSmail Local Administrator webinar on 28 June 2017 – Question and Answer log 

Question Answer 
General questions  

For the new application account type that is being 
created – are these for third party applications only and 
will they have passwords that expire every 90 days? 

These will be available for third party applications only and will be managed by 
the NHSmail team to ensure that they are not created / used inappropriately. 

Some users are having issues with auto-mapping 
whereby they are seeing accounts they have access to 
that contain sensitive information. Can auto-mapping 
be turned off? 

There are no plans to turn auto-mapping off. If users no longer need access to 
accounts, the permissions should be edited so that they do not display. 

When an account has been deleted due to inactivity, 
can the email address be re-used when setting up a 
new account for the same user? 

The NHSmail team is currently considering the re-use of NHSmail accounts. 
Once a decision has been made, it will be shared with Local Administrators but 
currently email addresses cannot be used again. 

NHSmail Portal  
When will LAs be able to edit the website details for an 
organisation within the Portal? 

The free text description field can be used as an interim. We will be looking at 
allowing LAs to manage organisation fields in the near future and will provide an 
update shortly on timescales. 

Can the blocking of Outlook Anywhere be available per 
site or department within an organisation or is it at the 
organisation level only? 

The blocking of Outlook Anywhere is available at organisation level only. In the 
NHS Directory, GP practices, dentists and optometrists are organisations 
therefore permissions can be set for individual practices. Sites and departments 
within an organisation cannot be managed individually. 

Will there be the ability to add ‘job title’ to the bulk CSV 
upload in the NHSmail Portal? 

The old NHSmail format csv can do this today. We will be adding this field into 
the new NHSmail format csv shortly. 

Managing joiners and leavers  
When a user is marked as a leaver from one 
organisation and are joined to another, they retain their 
access for any mailboxes they have been delegated 
access to. How can LAs check these permissions 
before a user leaves to make sure that any delegate 
access permissions are removed if required? 

The NHSmail team has created guidance specifically for leavers and joiners. 
This should be reviewed so LAs can see what actions should be taken for 
leavers, including checking delegate permissions. 

When a user is marked a leaver from an organisation, 
they still appear on the address book as being part of 
that organisation. Is there a way to stop this 
happening? 

Until the user either joins a new organisation within 30 days leaver period or 
exceeds the 30 day leave period and is therefore deleted, they will remain in the 
organisation’s address book. We do have an issue at the moment around the 
later (deleted after the 30 day leaver window) and this will be fixed shortly. 

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Leavers+and+Joiners+Guidance+v1.pdf
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When a user is marked as a leaver, how do LAs ensure 
that existing data in the mailbox noes not goes to the 
new organisation when they are marked as a joiner? 

As detailed in the NHSmail Acceptable Use Policy, NHSmail is a communication 
tool to support the secure exchange of information and is not designed as a 
document management system. Documents, emails or messages that are 
required for retention/compliance purposes should be stored within your 
organisation’s document management system in accordance with local 
Information Governance policies. 
 
You should work with the user to ensure any data is stored locally before they 
leave. If there is a requirement to access data from a mailbox when the user is 
unavailable to give permission, guidance on how to complete this is available. 

Skype for Business  
Why is the NHSmail team at NHS Digital going to 
contact end users regarding Skype for Business? 

At the time Skype for Business was launched, it was agreed there would not be 
any central user communications to give organisations time to deploy at their 
own pace. Feedback indicates most users are unaware Instant Messaging and 
Presence is available to them.  As usage is low, we are keen to encourage take-
up and enable users to benefits from the functionality.   

There are some accounts (that are not new) that are 
still not enabled for Skype for Business – what should 
we do? 

You should contact the national NHSmail helpdesk for further information on 
helpdesk@nhs.net or 0333 200 1133. 

Mail hygiene, security and spoofing  
Is there a list available which details the NHSmail 
accounts that are sending spoofed emails? 

No, there is no list that we have available to publish as this moment in time. 
Compromised accounts are identified by both NHS Digital CareCERT team and 
Accenture. We are taking steps across the platform to reduce this risk daily, and 
the platform is constantly being monitored and improved. 
 
There are no plans to publish these lists. 

Are there any plans to make reporting spam / phishing 
emails easier for users? 

The NHSmail team is considering ways to make it easier for users to report spam 
or phishing emails. If a new method is created, this will be communicated to LAs 
and to end users. 
 
Currently, spam / phishing emails should be reported using the steps outlined in 
the NHSmail cyber security guide. 

Where can I find out the guidance on sharing sensitive 
information and secure email domains? 

You should review the NHSmail sharing sensitive information guide.  When 
sending email outside of NHSmail, you should follow the encryption guidance 
and use [secure] in the subject line. Behind the scenes, NHSmail will assess if 
encryption is required or not and proceed accordingly. 

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/AUP0217.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Accessing+Mailbox+Data+v1.pdf
mailto:helpdesk@nhs.net
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/cybersecurityguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharingsensitiveinformationguide.pdf
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The NHSmail team does not keep a list of secure domains. Please see the 
Cabinet Office list of secure domains which can be found at: 
https://domaininformation.service.gov.uk/white-list. Please note that you may 
need to register for a gov.uk sign-on account before being able to access the list. 

https://domaininformation.service.gov.uk/white-list

