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Please ensure the content within this bulletin is cascaded to colleagues within your 

organisation and to any external suppliers. Due to the large amount of information, 

the content has been bookmarked below for ease of reference. 

 Update on NHSmail 2 Portal going live 

 NHSmail 2 Portal known issues 

 Changes to LOA ways of working 

 Transition update 

 Automation of the data retention process 

 Data Loss Prevention – we’d like your views! 

 Reminders 

Update on NHSmail 2 Portal going live 

Availability of the Portal and forward schedule of change 
The new NHSmail 2 Portal will be available from 7:00am on Monday 29 August 

2016. Please continue to check the NHSmail 2 service status pages incorporating 

the forward schedule of change where any changes in timescales will be published.  

The existing Portal / administration tools will not be available from 7:00pm on Friday 

26 August to 7:00am on Monday 29 August. When the Portal is unavailable, there 

will be a landing page telling users the administration tools and the NHS Directory 

are unavailable. 

Access to email will continue to be available throughout this period via Outlook 

Web App, desktop applications and mobile devices. 

NHSmail 2 Portal impacts during cutover 
The key impacts during the NHSmail 2 Portal cutover are detailed below. Please 

note that ADFS for local authentication will be added later in the year.  

 

 

http://support.nhs.net/servicestatus
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Date Impact What does this mean? 

25 Aug 
Pull 
Connectors 
Retired 

Local Administrators (LAs) will need to manually create 
accounts and complete Directory updates until TANSync 
deployed. 

26 Aug 
(7pm) – 
29 Aug 
(7am) 

Portal 
Unavailable 

Portal may be unavailable during this time. The admin 
functions and NHS Directory will not be available during this 
time.  

26 Aug – 
w/c 05 
Sep 

Distribution List 
Freeze 

Distribution Lists will be available to use (i.e. send email to), 
but Dynamic Distribution Lists will not be able to be created 
or amended. Static Distribution lists will be able to be created 
and amended. 

29 Aug NHSmail 2 
Portal Live 

The NHSmail 2 Portal will Go Live and the new tools will be 
available. See key changes for more information. 

29 Aug – 
09 Sep 

ADFS 
Implemented 
to Portal Only 

The new sign-in screen will be implemented, however users 
will need to sign-in twice; once for Portal (new login) and 
once to access email (old login). 

31 Aug 
(Pilot) 
05 Sep 
(All) 

TANSync 
Available 

TANSync will replace Pull Connectors. Organisations will be 
able to deploy this from 05 September. A deployment guide 
is available on the Support Site.   

10 - 11 
Sep 

ADFS 
Implemented 
to Exchange & 
Portal 

The new sign-in screen will be implemented for both the 
Portal and email. This means the user will only need to sign-
in once.  

 

NHSmail 2 Portal known issues 
As with any new application, there are some known issues that will be taken in to live 

service. The key known issues that you should be aware of are as follows: 

 Any members of Shared (Generic) Mailboxes that existed prior to transition 

will not be displayed in the NHSmail 2 Portal or Outlook Web App (OWA). 

New members can be added in the NHSmail 2 Portal but they will not be 

displayed in OWA. Any permissions that are changed in OWA will not be 

displayed in the Portal. There is no workaround for this issue. A fix is being 

investigated.  

 The Portal doesn’t currently present an error message if a Local Administrator 

tries to create a Shared Mailbox with a duplicate email address in their 

organisation. Local Administrators should search the Shared Mailbox Screen 

prior to creating a new Shared Mailbox to ensure that a unique name is used.  

 When updating shared mailbox permissions or distribution list members it can 

take up to 30 minutes before it replicates in Exchange. If your change does 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
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not appear to have applied, please wait at least 30 minutes and recheck 

whether it has applied. 

 The validation rules for certain fields has changed between NHSmail 1 and 2, 

when using the Portal any fields which fail the new validation rules will be 

highlighted on the page. The Local Administrator will need to correct any 

validation errors on the page prior to being able to make amendments to 

existing objects (i.e. users, contacts, distribution lists, etc.). 

Please continue to review the Service Status Page over the coming days for 

detailed guidance on the defects outlined above and any new issues identified 

in the initial go live stages.  

Distribution List (DL) impacts 
To ensure the safe transfer of Distribution Lists and completion of additional data 

validation, a change freeze will be in place between 27 August and the week 

commencing 05 September. This is applicable to Dynamic Distribution Lists only; 

Static ones can still be created and changed. 

Communications will be issued to Local Administrators should the change freeze be 

extended if any issues are found during the final data validations. Email will still be 

able to be sent to these Distribution Lists; however changes cannot be made to their 

membership during the change freeze. Local Admins will also not be able to create 

Distribution Lists during this time.  

Some further updates are provided below on the changes to Distribution Lists: 

 Any Distribution List that does not currently have an owner will default to the 

Primary Local Admin becoming the owner once the Portal goes live. There 

are a number of Distribution Lists which do not currently have an owner in 

NHSmail 1, most likely as a result of the original owner leaving NHSmail. If 

any amendments need to be made on these Distribution Lists an owner will 

need to be set prior to the amendment being accepted by the Portal. 

 Any Distribution Lists that are not authorised prior to the NHSmail 1 Portal 

being switched off this weekend will not appear on NHSmail 2. Please make 

sure any distribution lists which need approval are updated prior to 4:00pm 

Friday 26 August. 

 There are a small number of Distribution Lists that cannot be managed in the 

NHSmail 2 Portal due to changes in the way they are compiled. Owners of 

these Distribution Lists will receive communications on Thursday 25 August. If 

you are an owner of a Distribution List and do not receive communications, 

you can assume that you do not need to take any action.  

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
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Active Directory Federation Service (ADFS) implementation impact  
ADFS will be implemented for the NHSmail 2 Portal from go live. ADFS integration 

into Exchange is planned for the weekend of 10/11 September. Between these 

dates, users will need to log in twice when moving between the Portal and Outlook 

Web App. Please continue to consult the NHSmail Service Status Page for the latest 

implementation dates and ensure local Helpdesks are aware of this limitation for end 

user calls. 

The Portal log in page will look similar to the screen shot below: 

 

The Outlook Web App log in will look like the screen shot below, depending on 

whether the user is on N3 or not: 

  
N3 log-in page Internet log-in page 
 

The need to log in twice for a period of time has been covered in the Portal 

communications to end users. 

Communications and training 
There are a number of support materials that have been created regarding the new 

Portal: 

 Portal communications issued to LOAs – includes impacts relating to 

TANSync, distribution lists and times of unavailability. 

 Portal communications issued to end users - includes key user impacts and 

where to find further information. 

 Portal LOA webinar – includes key information about portal go-live 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
http://support.nhs.net/servicestatus
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/PortalUpdateLOAs.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/UserPortalComms.pdf
http://support.nhs.net/communications
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 Portal LOA demonstration webinar – provides an overview of the Portal and 

the key functions LOAs will need to use when the portal is live 

Changes to LOA ways of working 

LOA Roles on NHSmail 2 
There are some changes to LOA titles and responsibilities on NHSmail 2. The 

NHSmail 2 Portal admin guide outlines what these changes are, what permissions 

each admin role has on NHSmail 2 and what tasks each role can and cannot carry 

out. Local Organisation Administrators will be renamed Local Administrators and the 

current roles will be mapped as below for both England and Scotland: 

NHSmail NHSmail 2 

Primary LOA Primary Local Admin 

Secondary LOA Local Admin 

Practice LOA Local Admin 

Department LOA Helpdesk Admin 

 

The process for the audit and authorising admin roles is still to be confirmed. 

Targeted communications to all LOAs (Primary, Secondary, Practice and 

Department LOAs) are in the process of being sent to let them know how the 

changes impact them.  

These changes have been made in response to feedback from the service and to 

support Directory changes where a practice becomes an independent organisation 

unit. If the Primary Local Admin of the ‘parent’ CCG / Health Board chooses to 

devolve responsibility, the functionality is available for practice organisations to have 

its own Primary Local Admin. 

Self-service password resets on NHSmail 2 
There is a feature for users to complete a self-service password reset on the 

NHSmail 2 Portal. It requires users to enter a mobile phone number into the NHS 

Directory to which a temporary password is sent when resetting the password. 

We have received the feedback from LOAs that a lot of users do not have a work 

mobile phone and may not want to have a personal mobile phone number visible in 

the NHS Directory. 

There will be the ability to hide a mobile phone number in the NHS Directory and this 

will be added to the NHSmail 2 Portal after the first release goes live. Further 

information, including guidance on how to hide a mobile phone number will be made 

available. 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
http://support.nhs.net/portalindex
http://support.nhs.net/portalindex
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Account transition update 
Most NHSmail accounts have now been moved to NHSmail 2. The final accounts will 

be transitioned within the next week.   

Automation of the data retention process 
Information about NHSmail data retention is covered in two documents: 

 The Information Management Policy has information about the scope of 

NHSmail data held. 

 The Data Retention Policy has information about the recovery of data. 

On NHSmail 2, the process where data is deleted will become automated and 

followed much more vigorously. It will apply to both user accounts and shared 

(generic) mailboxes.  

Users should ensure that they are logging in regularly to their account and ensuring 

their password is changed at least every 90 days. Accounts not being kept active 

will be deleted automatically. 

Inactive account deletion 

 

If a user does not log into their NHSmail account and change their password, it will 

become disabled. If it stays inactive for a further 90 days (180 days in total) it will 

then become deleted. The account can be enabled by a Local Administrator at any 

point during these 180 days. 

After 30 days in the deleted state, the account will be permanently deleted and the 

data will not be recoverable. During these 30 days, a Local Administrator can contact 

the NHSmail Helpdesk to request that the account is made active again. 

Disabled account removal 

 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
http://systems.digital.nhs.uk/nhsmail/policies/infomanpolicy.doc
http://systems.digital.nhs.uk/nhsmail/policies/retention2.pdf
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If a Local Administrator disables (previously been called ‘suspend’) an account, it will 

go into a state of disablement for 18 months. If the account remains disabled for 18 

months, it will then become deleted. The account can be enabled by a Local 

Administrator at any point during these 18 months. 

If the account spends 30 days in the deleted stage, the account will be permanently 

deleted and the data will not be recoverable. During these 30 days, a Local 

Administrator can contact the NHSmail Helpdesk to request that the account is made 

active again. 

Data Loss Prevention – we’d like your views! 

What is DLP? 
Data Loss Prevention (DLP) is a capability designed to detect potential data 

breaches / data exfiltration and prevent them. It does this by monitoring, detecting 

and then either blocking or protecting sensitive data. On NHSmail 2, there is the 

ability to look for emails that contain specific content going to specific place and 

either block it with it a warning message or automatically encrypt it. 

NHSmail progress 
The NHSmail has investigated to see if any of the default pattern matching templates 

identified any areas that could benefit from this protection. 

We found that there were a number of emails each day that are sent from NHSmail 

to the Internet that are unencrypted but contain an NHS Number. 

What we’d like your feedback on 
We would welcome your views on whether we should employ any protection for 

emails going to the internet that are unencrypted but contain an NHSmail number. 

You can submit your feedback using this Surveymonkey survey .The question is: 

How should the NHSmail DLP tools treat emails containing NHS Numbers? 

1. Take no action 

2. Do not deliver and inform the sender why and how they can manually encrypt 

if they wish 

3. Automatically encrypt the message and deliver. 

The feedback that we receive will be collated and presented to the NHSmail 

Operations Board in the coming weeks. Please note, the service does not support 

the capability to not deliver the message containing an NHS Number and send an 

alert to the LOA. 

Please provide your feedback using this Surveymonkey survey by Friday 2 

September. 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://www.surveymonkey.co.uk/r/DLPNHSmail
https://www.surveymonkey.co.uk/r/DLPNHSmail
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Reminders 

Completing required actions 
There are a number of actions that we’ve previously communicated but are have not 

been completed by organisations where required. Please check the table below and 

complete any outstanding actions. 

Activity Impact if not completed Deadline 

Complete Relay IP 
addressing activities 
 

Organisations will be unable to use the 
NHS Relay service. 
 

Overdue 

Web browser 
upgrades 

LOAs and users will not be able to use 
the NHSmail 2 Portal. They will use OWA 
Light which does not include Instant 
Messaging and Presence. 
 

Overdue 

TANSync set-up for 
current active pull 
connector 
organisations 

Organisations will have to manage people 
data manually using the NHSmail 2 Portal 
until TANSync is deployed. 

29 August 2016 

 

Locked accounts on NHSmail 
The NHSmail Helpdesk has seen a large number of contacts from end users with 

locked accounts. This issue is typically caused by: 

 Old cached or auto-filled passwords when accessing NHSmail using a web 

browser 

 Old stored credentials in Windows Credentials Manager or Apple Keychain 

 Mobile devices polling to NHSmail with the old password. 

To help reduce the likelihood of this happening to resolve this issue, users should: 

 Clear their browser cache and auto-fill from the web browser before trying to 

re-access via a web browser. 

 Remove stored credentials from Windows Credential Manager or Apple 

Keychain. Users would then be prompted to re-enter the password by the 

desktop application. 

 Update the password on all mobile devices connecting to NHSmail after a 

password change. If the issue continues, remove NHSmail from all devices 

and re-add one at a time to identify the device causing the issue. Users can 

view the devices connecting to their NHSmail account in the Outlook Web 

App Settings (Options – Phone). 

 

mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/loabulletin_160321.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/loabulletin_160321.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/browsercomparisonguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/browsercomparisonguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/tansyncinstallationguide.pdf
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 Contacts for further help 

NHSmail helpdesk:   0333 200 1133 / helpdesk@nhs.net    

Relay helpdesk:   0333 200 4333 / relayhelpdesk@nhs.net   

General Feedback:   feedback@nhs.net  

Service status:              http://nww.hscic.gov.uk/servicemanagement/status  (N3 only) 

NHSmail 2 support pages: http://support.nhs.net/   

mailto:helpdesk@nhs.net
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