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Overview 

This document outlines the actions that users and Local Administrators should take in 
relation to NHSmail accounts when a user joins and / or leaves an organisation. 

Organisations administered by the National Administration Service (NAS) should contact 
their relevant dedicated email support as outlined in Appendix 1. 
 

How does the leaver / joiner process work on the 
NHSmail service? 

All accounts on the NHSmail service are assigned to an owning organisation and follow the 
account management lifecycle as detailed in the NHSmail Data Retention and Information 
Management Policy.  Account management is a daily responsibility of the NHSmail Local 
Administrator. 

When a user leaves the owning organisation, their NHSmail account should be marked as a 
‘leaver’ by their Local Administrator. The account remains in the leaver status on the system 
for 30 days after which the account and the data within it is eligible for deletion – it is 
recoverable for up to 180 days but only to the organisation that the account was associated 
with at the point of deletion. 

During this period of 30 days, the user’s account can be ‘joined’ to a new owning 
organisation if they are moving employment to another organisation that uses NHSmail. This 
allows the user to retain their @nhs.net email address when moving from one role to 
another. 

 

What to do with an NHSmail account when a user 
leaves their owning organisation 

If a user is leaving their owning organisation there are two options: 

1. Mark the account as a ‘leaver’ so that the account will follow the account management 
lifecycle process and be deleted. 

2. Mark the account as a ‘leaver’ so that it can be joined to a new organisation.  

Note: If you have PLA / LA rights for both the closed organisation and the new / replacement 
organisation, you can use the ‘transfer’ function to avoid following the ‘leaver / joiner’ 
process. 

Further guidance on carrying out leaver / joiner activities is available in the NHSmail Portal 
Local Administrator Guide. 

1. Marking the account as a ‘leaver’ to be deleted 
If the user is leaving the owning organisation and moving to an organisation that does not 
use NHSmail, their NHSmail account must be marked as a ‘leaver’ and after 30 days will be 
eligible for deletion from the service.  Any Local Administrator permissions will be 
automatically removed from the account once it is marked as a ‘leaver’. 

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/NHS+Digital+Policy+Docs/NHSmail+Data+Retention+and+Information+Management+Policy.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/NHS+Digital+Policy+Docs/NHSmail+Data+Retention+and+Information+Management+Policy.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/portaladminguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/portaladminguide.pdf
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Note: If the user should not be using the account within the 30-day period then the Local 
Administrator is able to change the password, remove the mobile number and add a note to 
the account before marking it as a ‘leaver’. 

The mailbox owner should remove any personal emails they wish to keep and work with the 
Local Administrator to ensure the below tasks take place.  

• An ‘out of office’ message should be added on the mailbox stating the user is leaving 
their role and asking senders to re-send data to the replacement mailbox. This can be 
added by the user or the Local Administrator. 

• Locally archive any role-related data / emails.  Ensure that role-related information 
that is not stored is passed on as appropriate as the NHSmail service will not retain 
any of the account data once the account has been permanently deleted. Archiving 
data from accounts, prior to marking the account as a leaver, should align to your 
local organisation policies. 

• Ensure the email address is removed from: 

- organisation-wide distribution lists  
- local distribution lists 
- access to any shared mailboxes 
- access to any delegated user mailboxes 

 
This will ensure that the user will no longer receive communications related to any 
distribution lists / mailboxes during the 30-day period following the account being marked as 
a ‘leaver’. 
 
Note:  If your organisation is connector managed (e.g. making use of TANSync), as a Local 
Administrator you should be mindful that any manual edits made using this process may be 
over-written by the connector if the connector is not also updated with this new information. 
 

2. Marking the account as a ‘leaver’ to then be joined to a 
new organisation as a ‘joiner’ 

If a user is leaving one organisation and joining another one that uses NHSmail, they should 
move their NHSmail account between the organisations. 

Note: A new account should not be created as there are a limited supply of email addresses. 
The Local Administrator should always establish whether the user has an existing account 
before creating a new one. 

Whilst moving between the organisations, providing the password is active, the account will 
remain accessible to the user throughout, ensuring continuity of service. 

The mailbox owner should work with their current Local Administrator to ensure the below 
tasks take place. 

• Mark the account as a ‘leaver’.  Any Local Administrator permissions will be 
automatically removed from the account once it is marked as a ‘leaver’. 

• In the run up to leaving the organisation, the user / LA should put an ‘out of office’ 
message on the mailbox stating they are leaving their role on a given date and 
advising senders of where all further communications should be sent after that date. 

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/tansyncoverview.pdf
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• Remove / locally archive any data relating to their current role before moving to their 
new role in the new organisation, to: 

- archive content to prevent data belonging to one organisation being accessible by 
the user once they are employed by someone else and to also provide future 
access for authorised staff in the existing organisation. Archiving data from 
accounts, prior to marking the account as a leaver, should align to your local 
organisation policies. 

- enable the mailbox to be reduced in size – it should be within the 4GB limit by the 
time the user has been ‘joined’ to the new organisation.  If the mailbox is over 
quota when it has been moved to the new organisation, the user will not be able to 
send any emails until the mailbox size has been reduced. 

 
Note: If a mailbox larger than 4GB is required, the mailbox will need to be upgraded and 
this would be paid for by the new employing organisation. 

 

• Ensure the email address is removed from: 

- organisation-wide distribution lists 
- local distribution lists 
- access to any shared mailboxes 
- access to any delegated user mailboxes 

 
This will ensure that the user will no longer receive communications related to any 
distribution lists / mailboxes during the 30-day period following the account being marked as 
a ‘leaver’. 
Note:  if your organisation is connector managed (e.g. making use of TANSync), Local 
Administrators should be mindful that any manual edits made using this process may be 
over-written by the connector if the connector is not also updated with this new information. 
 
The mailbox owner should work with their new Local Administrator to: 

• request they mark them as a ‘joiner’ in the new organisation at the appropriate time – 
this must be done within 30 days of being marked as a ‘leaver’ otherwise the account 
will be eligible for deletion.  The user’s organisation display name will change from the 
old owning organisation to the new one 

Note: If you are not sure who your Local Administrator for your new organisation is, 
guidance is available on how to find them. 

• change their ‘out of office’ message once they have moved organisations to clearly 
state they are no longer carrying out their old role and provide an alternative email 
address advising where to re-direct the email and all further communications 

If access is needed to data in an NHSmail account 
where the user is unavailable or unable to give 
permission for access 

As outlined in the NHSmail Acceptable Use Policy (AUP), NHSmail is a communication tool 
to support the secure exchange of information and is not designed as a document 
management system. Documents, emails or messages that are required for retention / 

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/tansyncoverview.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/findinglaguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/AUP0217.pdf
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compliance purposes should be stored within your organisation’s document management 
system in accordance with local Information Governance policies. 

Further information for Local Administrators is available in the Accessing data within an 
NHSmail account on the process for how to access data that is required in the absence of 
the user. 

 

  

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Accessing+Mailbox+Data+v1.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/Accessing+Mailbox+Data+v1.pdf


NHSmail - Leavers and Joiners Management 

  

 

Copyright © 2019 NHS Digital 
 7 

Appendix 1 

Dedicated email support is available for organisations administered by the National 
Administration Service (NAS), as outlined in the table below. 

 

Organisation type Contact details for NAS 

Social Care careadmin@nhs.net  

Independent Midwives IM.admin@nhs.net 

Pharmacy pharmacyadmin@nhs.net 

Dental  dentistadmin@nhs.net 

GP locums locumadmin@nhs.net 

 

mailto:careadmin@nhs.net
mailto:IM.admin@nhs.net
mailto:dentistadmin@nhs.net

