
Copyright © 2017Health and Social Care Information Centre. 
The Health and Social Care Information Centre is a non-departmental body created by statute, also known as NHS Digital. 

 
 

 
 
  
 

NHSmail Data Protection 
Statement 
Published June 2017 



NHSmail Data Protection Statement 

  

 
Copyright © 2017 Health and Social Care Information Centre. 2 

Introduction 
This document summarises key information concerning data protection for the NHSmail 
service. 

Area  Response  

Service  NHSmail  

Purpose  The NHSmail service provides secure email and directory 
capabilities to publicly funded health and care organisations 
through a Hybrid cloud deployment model. 

Data  The secure email service contains email correspondence sent 
and received by users/staff in publicly funded health and care 
organisations. These emails often contain personal and sensitive 
data, including patient data.  Each organisation using the service 
is responsible for determining the types of personal data it 
processes through the NHSmail service.   

The NHS Directory contains name, job title, organisation and 
contact information for staff across health and care.   

The self-service password reset facility may contain personal 
mobile phone numbers supplied direct by users. 

The service does not, itself, retain copies of or archives of emails 
and should not be considered an information storage or archiving 
solution. Service using organisations are responsible for providing 
archiving and back-up solutions for mailboxes they control. 

The service retains audit logs about individual users and their 
access to the service.  

Access  Email accounts are only accessible by the account owner and any 
other service user the account owner explicitly gives access to, 
with the exception of an eDiscovery facility operated by NHS 
Digital on behalf of the Department of Health as detailed here.   

NHS Directory information is available to anyone with an 
N3/HSCN connection, since its purpose is to improve 
communication1.  

Audit logs for the service are accessible via HSCIC as detailed in 
the data retention policy.  

Data Controller/ 
Data Processor  

The Secretary of State for Health is the Data Controller and Data 
Processor for the NHSmail service, including the NHS Directory 
and self-service password reset facility. NOTE: the personal 
mobile phone number provided for password resets, if hidden 
from the directory, will not be disclosed or available to anyone 
except the local organisation or global admins who may access it 

                                            
1 The exception being the mobile number used for password resets if the user has explicitly indicated this should be 
hidden from the directory. 

https://portal.nhs.net/Help/policyandguidance
https://portal.nhs.net/Help/policyandguidance
https://portal.nhs.net/Help/policyandguidance
https://portal.nhs.net/Help/policyandguidance
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via the mailbox report. 

The individual health and care organisation responsible for the 
provision of the email account is the Data Controller and Data 
Processor for the information stored in that account.  In the case 
of primary care organisations this is typically the NHS England 
Area Team or Clinical Commissioning Group but does vary 
across the Country.  

The individual health and care organisation responsible for the 
NHS Directory content it provides is the Data Controller and Data 
Processor for that information.  

Data Processor  The service is provided by Accenture who is the Data Processor.  

Subject Access 
Requests  

Subject Access Requests for email information must be made to 
the health and care organisation that the user account is 
associated with at the time of request.  

Subject Access Requests for information held in the NHS 
Directory about individuals must be made to the organisation the 
requestor’s data is held against.  

Stop Processing  Stop Processing requests for email information must be made to 
the health and care organisation that owns the user account.  

A condition of using NHSmail is that the NHS Directory is 
populated with user information as it is not possible to operate the 
service without it. NHS Directory information for users that don’t 
have NHSmail accounts is populated by individual health and 
care organisations. Stop Processing requests for these users 
must be made to that organisation.  
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