
 

 
 
 

 
 
 

ISB 1596 - Secure Email Standard 

Question Answer 

Is the requirement to join the PSN still required? This has been replaced with the TLS connection to the GSi relay 

Could you clarify the implications to any organisation 
that doesn't meet the 1596 security standard by 30th 
June 2017 

The deadline for compliance with ISB 1596 is currently under 
review with the Department of Health.  A further update will be 
provided in the New Year. 

Will TLS setup need to be mandatory if a Trust wants to 
maintain emails in-house? 

Yes - this is mandatory, whether an Organisation runs its own 
local secure email system or uses Office 365 

If an Organisation takes NHSmail are there any 
conformances requirements that organisations need to 
complete? 

Yes, this is correct.  This is mostly around policy and 
procedures. 

Is there flexibility around the June 2017 compliance 
date? 

The deadline for compliance with ISB1596 is currently under 
review with the Department of Health.  A further update will be 
provided in the New Year. 

Has the minimum size of organisation requirement been 
removed? 

There is no minimum organisation size requirement. 

Do organisations get the one domain or one for secure 
and then another more conventional sub domain as 
well? 

If running a local secure email system (or Office 365) you can 
have both domains running.  However - when sending secure or 
sensitive emails, this will need to be sent from the 
orgname.secure.nhs.uk domain 

Can you elaborate on "secure"? What happens to mail 
sent outside the organisation? 

Email to and from NHS.net and the secure email domains listed 
in the AUP are classed as secure from point to point. Email sent 
outside of this can be done using the NHSmail encryption tool if 
you need to send securely. 

If users have a standard email account and wish to send 
to a secure recipient do they need to be sending the 
mail from their secure email account - and would this be 
a different mailbox that they would access either on 
their existing email system or in NHSmail? 

It is the same mailbox, with the option of sending from the 
regular email address or the secure email address. 



 

 
 
 

Question Answer 
What date do statements of compliance need to be 
submitted by? 

Statements of compliance should be submitted at least 2 weeks 
before the proposed migration date for the organisation. 

Has a new version of ISB1596 been published and if so 
where can this be found? 

It has not been published yet.  Details of the proposed changes 
can be found on the NHSmail pages of the NHS Digital website. 

What is the DH policy that mandates the secure 
standards must be in place? 

ISB 1596 

Are there projected costs of retaining local email 
systems and opting to get 1596/27001? Previously I've 
heard the figure of £50k in year 1 and £25k recurring - is 
that the central understanding too? 

We have not had any information that this has changed.  It all 
depends on your estate.  If you declare level 2 or 3 on the IG 
toolkit, and then when you start ISO 27001 work you find you 
have incorrect, the costs will be higher. 

To confirm, if we do not do anything to meet the new 
standard and continue with our on-site Exchange, then 
will technically everything continue to work as it does 
currently?   

You risk the non-compliant issues.  This standard is also about 
assuring to your staff and patients that emails are sent and 
received securely - if you are non-compliant you are accepting 
the risk on their behalf. 

What is required to demonstrate accreditation to handle 
'official sensitive' information for organisations keeping 
a local service 

You need to follow the steps in ISB 1596 - including getting 
Official Sensitive Accreditation as part of ISB 1596 

Can TLS connections be implemented in to other 
organisations such as local social services? 

TLS connections can only be implemented with other secure 
email systems.  If it is not a secure system, then no TLS 
connection can be set up 

For organisations currently using NHSmail and want to 
move to Office365 - how do we migrate the data? 

It is recommended to do this via an archive solution.  The 
organisation will need to set up a local Archive solution that 
works with NHSmail - archive the data to this solution, and then 
once on O365 – then migrate the data back to the relevant 
account. 
 
Note that O365 hybrid means that moving to O365 doesn't have 
to mean migrating off NHSmail. 

When was ISB 1596 first published The first version was published in 2012 

http://systems.digital.nhs.uk/NHSmail/secure


 

 
 
 

Question Answer 

The majority of our data is sensitive; how is the mail 
environment different as we don’t accredit every system 
in this fashion and are not required to. 

ISB 1596 covers both PID and sensitive emails, it is stated in the 
standard that your email service must meet this standard.  If you 
are sending sensitive emails in an unsecure manner then they 
are at risk 

Who do we contact regarding conformance of on 
premise email if we choose not to migrate to NHSmail? 

Please email feedback@nhs.net  

  

mailto:feedback@nhs.net


 

 
 
 

NHSmail - Core & Additional Services Overview 

Question Answer 
What is the standard retention period in days? 180 days 

Can you confirm that ActiveSync is the tool rather than 
AirWatch? 

ActiveSync is part of the core service of NHSmail.  Airwatch is 
the top-up Mobile Device Management solution for NHSmail.  
Please see the Terms and Acronyms list for more detail 

Will Trusts be able to integrate their existing Mobile 
Device Management solutions with NHSmail? 

This depends on the product - Please refer to your vendor for 
this information 

What are the requirements for TANSync - a single 2012 
server licence and what else? 

The TANSync overview and deployment guide can be found on 
the policy and guidance pages of the NHSmail support site  

Will we need a Windows Client Access License to utilise 
Outlook client? 

Sites that do not have licenses under the existing Enterprise 
Wide Agreement and want to use Outlook will need local 
licensing. This is usually part of their MS Office licensing.  

We already have Skype for Business server and 
services on site - can we link those to NHSmail rather 
than using the element from the core product? 

It will not be possible from day 1. The team are reviewing the 
roadmap for federation and more information will be published in 
due course.  

Does the Conference Additional Services allow for one-
to-many calls (not just one-to-one)? 

Yes, one- to-many calls are enabled via Conference Additional 
Services. 

Can Skype for Business be rolled out after an 
organisation has completed its email migration? 

Skype For Business is currently being rolled out to all NHSmail 
users in phases. We are approaching phase 3 and will continue 
to communicate with end users/LAs in due course around 
timescales. 

Is there a ceiling on the number of people you can have 
on Skype VC call. 

It is limited at the host end. The default is 250. 

Can you invite people outside the NHS or do we need to 
contact Accenture for connecting non-NHS colleagues? 

Yes - you can invite non-NHS people to conferences. There is 
no need to contact Accenture to add non-NHS colleagues to 
your conference. 

  

http://support.nhs.net/policyandguidance


 

 
 
 

Question Answer 

What about federation for Instant Messaging etc. with 
social care - how will this be achieved?  Can Skype for 
business be used to allow screen sharing and 
conferencing outside health? When can we upgrade to 
allow this? 

Organisations using NHSmail will be able to communicate with 
each other using Instant Messaging. The options for federation 
with external organisations are currently being considered as 
part of the NHSmail roadmap.  
 
Screensharing and conferencing is available via the top-up 
service. External users can dial-in to audio/video conferences 
via telephone, the browser-based Skype for Business Web App 
or using the Skype for Business desktop application if available. 

Any intention to offer upgrade to offer voice calling on 
SfB? 

Enterprise Voice is currently out of scope for NHSmail, but may 
be considered in the future. 

Is additional software required for the web and video 
conferencing additional service?  If so, does this work 
with OWA or do you need to use a client, such as 
Outlook? 

As a user, you will need to use the Skype for Business desktop 
application to use the audio and video conferencing tools. Other 
parties joining your audio or video conference can do so via the 
Skype for Business Web App or the desktop application (if 
available) 

Are the Airwatch add-on features the same as the fully 
licensed version or a cut down version? 

The Airwatch products available through the catalogue are the 
standard licensed products. Please note Accenture, via the top 
up services catalogue, are acting as reseller and all installation 
and on-going support will be provided directly from Airwatch (VM 
Ware). 

Is MobileIron a supported Mobile Device Management 
solution? 

MobileIron is used within NHSmail currently.  It is worth noting 
that NHS Digital and Accenture do not support 3rd party 
applications - please contact the relevant vendor. 

Is there a greater than 25Gb mailbox quota 
At the moment, there are no options to upgrade a mailbox 
beyond 25 GB. 

Can you please explain the 'Retention in units of 500Mb' 
in detail please? 

It’s the amount of data required to carry retention beyond the 
180 day default limit. 500mb will typically provide double the limit 
but it depends on the mailbox usage.  



 

 
 
 

Question Answer 

If email is retained, where is it retained? 
It is retained within the NHSmail data centre - unless it is 
archived (whether into a local archive system or a PST file) 
when it will be stored locally 

If the user has not deleted the message but it is over 180 
days old is it removed by the data retention policy?  Or 
is that just for deleted emails? 

Only deleted emails are covered by the 180 days default 
retention policy.  If it is not deleted, then there is no need for the 
retention - unless the user is marked as a leaver, in which case 
if the account is not joined elsewhere, it will be deleted. 

Is there a cost to recover deleted e-mails? 
Emails cannot be recovered beyond 180 days unless the 
retention top-up is in place. Users can self-recover deleted 
emails up to 30 days via Outlook Web Application. 

Users who have already been migrated to NHSmail - do 
the new 180 retention rules already apply? 

Yes, as per the NHSmail data retention policy on the NHS 
Digital website. 

Could you confirm that NHSmail can be accessed via an 
on premise - Citrix Solution 

Yes but the solution is complex as you need to download the 
OST file each time unless you store on a shared resource drive 

Any update on local active directory integration with 
NHSmail including single sign on, AD federation, 
automatic account provisioning etc.  

Automated account provisioning can be achieved by 
implementing TANSync (replacement for Pull Connectors). 
There are a number of integration capabilities that will be part of 
the NHSmail roadmap. Further information will be published in 
due course. 

Does an organisation have to use a Pull Connector or 
can they just use a Push Connector? 

Push Connectors can be used. A new bulk upload capability has 
also been released as part of the NHSmail Portal. 

Can TANSync run on a Windows 2008 R2 server? TANSync requires a Windows 2012 R2 Server 

Do you know when the install package for TANSync will 
be made available? 

The TANSync details including requirements can be found in the 
TANSync installation guide 

 
 

http://systems.digital.nhs.uk/NHSmail/policies/retention2.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/tansyncinstallationguide.pdf


 

 
 
 

Question Answer 

Which archive products are supported? Will Symantec 
Enterprise Vault (EV) work 

We know that Dell Archive Manager and Mail Safe work with 
NHSmail.  Symantec EV will not work, as this requires domain 
level permissions which are not enabled on NHSmail for 
organisations so can't be used. 

Can we use an Archive solution (such as Dell Archive 
Manager) to archive all local mailboxes so that users 
start NHSmail with empty inbox 

Yes, this is possible 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
 

Question Answer 

Is there a discount on Dell Archive Manager licences via 
Accenture? 

Dell Archive Manager is not currently available through the top 
up services catalogue. Accenture intend to add it to the next 
version of the catalogue. If you are interested in this product 
please contact nhsmail.development@accenture.com  

Can we use our existing Exchange to archive our 
existing emails providing they are sitting on our internal 
Infrastructure?  
 
Detailed scenario 
We plan to switch the current exchange accounts to 
Read-only for historical emails. NHSmail will then be 
accessed by all desktop users via Outlook. If this is a 
valid route what would the cost of migration be given a) 
we would not require a migration but rather a creation of 
a large number of accounts and b) we would not want 
any calendar items migrated from existing email 
solution to NHSmail. 

This can be done, but it is not recommended.  The local system 
will need to have all ability to send turned off (including local 
traffic) as any emails sent internally will still need to comply with 
ISB 1596. 
 
This option is not available as a managed or partial migration. 

Originally there was talk of being able to use NHS 
smartcards - is this happening as an added security? 

This is something that will be considered as part of the NHSmail 
roadmap. 

Will CISCO Jabber for IP phone integration and 
presence be supported? 

No, there is no integration with other unified communications 
(UC) products at the moment.  

Will the display name format for NHSmail accounts be 
mandated or will organisations retain their existing local 
preferences? If display names are mandated - what will 
the format be? I.e. Last name, First name? 

The display name will rename as it is currently, i.e. LASTNAME, 
firstname (Org name) 

What happens to a user’s email address when a user 
leaves the organisation if sub domain branding has 
been implemented? Does the organisation retain access 
to that email address? 

All mailboxes created with sub-domain branding will also have 
the primary email alias of firstname.lastname@nhs.net as well.  
When a user is marked as a leaver, the secondary email alias is 
removed, but the primary email alias will remain. 

mailto:nhsmail.development@accenture.com
mailto:firstname.lastname@nhs.net


 

 
 
 

Question Answer 

What if we have a user who works across multiple 
organisations? 

This is the one of the only occasions where a user can have 
more than NHSmail email account.  As the sub-domain branding 
is set up on an Organisational basis, more than one sub-domain 
can’t be applied to the same account. 

Are generic email addresses allowed?  Do they have to 
be paid for? 

Yes, shared mailboxes are permitted, and are currently centrally 
funded.  Shared mailbox guidance has already been published.  

Are we able to create a mailbox which multiple staff can 
have full access to? 

Yes, shared mailboxes are permitted, and are currently centrally 
funded.  Shared mailbox guidance has already been published. 

 
 

  

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharedmailboxguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharedmailboxguide.pdf


 

 
 
 

Organisation Readiness and Migration 

Question Answer 

Will users need to update their self-created distribution 
lists with the new NHSmail address? 

This depends on migration method.  If using self-migration then 
users will need to do this. If using Partial or Managed Migrations 
this step will be completed by the third party organisation. 

Will local distribution lists be migrated and updated with 
user contact e-mails? 

This depends on migration method.  If using self-migration, 
users or LA's will need to do this manually. For Partial and 
Managed migrations the partner organisation will migrate and 
update the local distribution lists on your behalf. 

What if we simply want to create the mailboxes and 
move no data at all? 

This is an option that can be used. 

What is the difference between Fully Managed (£18) and 
VIP Migration (£22).  We understand in the scenario of 
VIP Migration, Accenture would migrate a small number 
of users and we would migrate the rest using the 
Accenture tooling  

There is no difference in the service provided. The prices were 
different on the example provided due to the number of users 
requiring fully managed migration. The costs are based on a 
sliding scale. 

How are group email mailboxes or resource mailboxes - 
e.g. room booking calendars migrated? 

Group and resource email mailboxes are migrated across to 
NHSmail if using the partial or managed migration. 

Does calendar sync cover shared calendars as well? Yes it does 

Does the Mail synchronisation also accommodate 
multiple mailboxes added to the same mail profile? 

Yes it does 

What are the migration options for public folders and 
distribution lists? 

Public Folders are not supported in Exchange 2013. Distribution 
Lists can be migrated if using partial or managed migration. 

Will any of the migration costs be negotiable for large 
user bases?  Does the price increase per email account 
for full migration e.g. 1500 accounts? 

The prices are already based on a sliding scale - i.e. there are 
economies of scale for larger organisations. This is reflected in 
the per mailbox cost. 



 

 
 
 

Question Answer 

How will existing NHSmail accounts be matched up to 
local user accounts with the Managed Migration? 

You will need to run reconciliation between existing users of 
NHSmail and those who will need a new account.  Your Local 
Administrator can supply a list of accounts for your Organisation.  
When the managed migration is run new accounts will be 
provisioned and associated with the existing accounts. Note that 
you do not all need to activate all of the provisioned accounts. 

Are the Dell migration licences perpetual? No, these are one-shot licenses. 

If an NHSmail 1 account is merged with an NHSmail 
account what happens to the naming. For example if 
Joe.Bloggs on NHSmail1 is merged into Joe.Bloggs34 
on NHSmail will the new default account be Joe.Bloggs 
or Joe.Bloggs34 ? 

If someone has an existing account, they will not need a new 
account, as all accounts on NHSmail 1 have been transitioned 
to the new service automatically. 

How long would you estimate to migrate 20,000 users? 

This is again dependant on migration methodology.  The 
Accenture tooling (part of the Managed and Partially Managed 
migrations) will test your network to see what speeds it can 
transfer the data to NHSmail ahead of any migration.  On 
average 1000 per week account migration can be assumed for 
the Managed and Partially Managed migrations. 
 
Self-Migration depends on your planned data migration 
methodology. 

If a large IT team is required for self-migration - how 
large is large? Is there a suggested ratio of IT staff per 
number of mailboxes for ensuring a successful self-
migration? 

There is no fixed ratio.  It depends on your resources and other 
dependencies. 

If we do a self-service migration can we use common 
tools (such as .pst uploads) and setup of connectors at 
NHSmail to route mail back to on-prem during the 
migration? 

That is correct - please go to the NHSmail support pages and 
visit the section on joining NHSmail.  In there you will find a 
project plan and guide for self-migrations 

http://support.nhs.net/joiningnhsmail
http://support.nhs.net/joiningnhsmail


 

 
 
 

Question Answer 

Once all migrations are complete, when a person moves 
between organisations, how will an nhs.net email move 
work between an nhs.net account and either Office 365 
or a self-certified email solution? 

Either back up the data and import in new mailbox via PST, or 
use an archiving solution. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
 

Relay and Applications 

Question Answer 

We have numerous devices that are SMTP relayed 
through our on premise Exchange servers. Would this 
work with NHSmail? 

Relay.nhs.uk can accept traffic from all N3 sources.  If the traffic 
needs to be sent securely - it should point to send.nhs.net.  The 
message will need to come from an NHSmail account with a 
username and password to be accepted. 

What would we have to do to keep our internal SMTP 
relay for alerting and reporting etc.?  How will this be 
supported on NHSmail? 

Relay.nhs.uk can accept traffic from all N3 sources.  If the traffic 
needs to be sent securely - it should point to send.nhs.net.  The 
message will need to come from an NHSmail account with a 
username and password to be accepted. 

Can we use NHS for system messaging? For example 
Datix incident reporting system used by many NHS 
Trust uses email to message notify users that an 
incident has been logged. 

NHSmail accounts are used within many systems and 
applications.  The NHSmail with applications guide has the 
details in. 

  

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/nhsmailwithapplications.pdf


 

 
 
 

General Questions 

Question Answer 

What happens for Trusts that are still undecided? 
Please contact feedback@nhs.net  so and you will be contacted 
to discuss this further 

Can I log a question around the Service Desk process 
please?  Ross stated that its recommended users 
contact their own service desk first.  Would it then be a 
desk-to-desk model for escalations, or would the user 
need to call the NHS Service desk to escalate an issue? 

Users should contact their local IT support first to review their 
issue. If the issue is not a known issue or able to be addressed 
via the Support Site, we recommend the local IT support 
contacts the NHSmail Helpdesk on behalf of the user.  

Is there any way to get an email address back once it 
has been archived? Is there a way to prove the users are 
the same user and then get it re-activated?  

No, email addresses cannot be used again once they've been 
deleted, so they would need a new email address.  If they were 
on long term sick / sabbatical or similar, the account can be 
suspended so that it's not deleted. 

Currently email is held internally but with NHSmail any 
access to email will add to N3 traffic which is highly 
utilised - what protection does NHSmail have for 
sending large volumes of emails?   

You can choose to route NHSmail traffic through any internet 
connection.  Also, 20% of N3 traffic is protected for NHSmail 
usage. 

Is there any way of getting a pilot access for a few 
mailboxes prior to migration for testing and developing 
training. 

As the new NHSmail portal has now gone live your Local 
Administrator can create new accounts directly on NHSmail for 
testing. 

When is the next release of the catalogue due? And will 
this include all the latest pricing? 

This has been released.  Please email Accenture on 
nhsmail.development@accenture.com  for a copy of this 
document. 

Is there an opportunity for direct engagement between 
our Trust and NHS Digital to explore options with senior 
management? 

Please contact feedback@nhs.net specifying the nature of your 
enquiry and we will contact you (or your nominated lead) to 
discuss further. 

 
 
 
 

mailto:feedback@nhs.net
mailto:nhsmail.development@accenture.com
mailto:feedback@nhs.net


 

 
 
 

 

Terms & Acronyms 

Acronym / Term Definition 

MDM Mobile Device Management 

Airwatch 

Mobile Device Management system part of the  Additional 
Services Catalogue - please visit http://www.air-watch.com for 
more information 

ActiveSync 
The built in Mobile Device Management system of Microsoft 
Exchange - this is part of the core service of NHSmail 

TLS 
Transport Layer Security - a cryptographic protocol for securely 
communicating over a computer network  

Archive Solution  
A method of preserving and backing up emails.  This is also 
used to make emails more searchable 

Enterprise Wide Agreement (EWA) 
 An agreement that was in place between the NHS and 
Microsoft until 2010 for the licensing of Microsoft products 

Client Access License (CAL) A license granting access to certain Microsoft products 

Skype for Business (SfB) 

This product (formerly known as Microsoft Lync Server), is a 
unified communications (UC) platform that integrates common 
channels of business communication including instant 
messaging (IM), VoIP (voice over IP), file transfer, Web 
conferencing, voice mail and email. 

LA 
Local Administrator (used to be Local Organisational 
Administrator) 

AUP Acceptable Use Policy 

OWA 
Outlook Web Application - a web based application to access 
your Email Account 

http://www.air-watch.com/

