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Overview 

Document Conventions 
The following methods are used below to highlight important information within the document 

 

! Design Decision 

This box highlights where we have made a decision on the design. The text 
above the box will explain the decision 

 
 

* Note 

This box indicates information not directly related to the design 

 
 

! Important note 

This box highlights critical information 

 
Introduction 
The TANSync deployment guide describes how organisations can automatically create and 
update users on the NHSmail platform from a local Structured Query Language (SQL) 
Server database or Active Directory (AD) using the Microsoft Identity Management (MIM) 
product. Similar functionality can be achieved using a push connector where user 
information is emailed in Comma Separated Values (CSV) format and automatically updated 
in NHSmail each night or manually using the CSV upload functionality in the NHSmail Portal. 

 

Document Intended Audience 

This document is intended for organisations who have users within the NHSmail platform 
and describes the configuration process for the TANSync Solution, an Identity Manager 
Solution which enables organisations to synchronise local data with the NHSmail API. This 
solution has been created based on Microsoft Identity Manager (MIM) 2010 and 2016. 

This document has been produced for a technical audience who have an understanding of 
the installation of Microsoft products and have experience working with identity products 
such as Identity Lifecycle Manager (ILM), Forefront Identity Manager (FIM) or MIM. 

This document serves as a guide on how to build and configure MIM, which will be 
independent of all other servers. 
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Attention 

Potential users of TANSync should be aware that: 

• TANSync can overwrite all the user data for an organisation. Significant care 

needs to be taken when using this configuration to make sure that the correct data is 

being synchronised. The NHSmail helpdesk cannot automatically revert changes 

which have been made incorrectly. 

• Support for MIM with NHSmail is limited to this guide. The NHSmail helpdesk 

cannot provide troubleshooting advice for a local installation of MIM. If there is a 

function within the NHSmail Portal itself which is not working correctly, a support case 

can be raised as normal with the helpdesk@nhs.net. 

• This TANSync connector will need to be updated from time to time as new versions of 

the connector are released by NHSmail to handle Application Programming Interface 

(API) updates. 

 

NHSmail identity management options 

NHSmail supports the methods below for synchronisation of local user data: 

• Manual data update: manually creating, updating and removing people directly within 

the NHSmail Portal either individually or in bulk using the CSV upload feature; 

 

• TANSync: a new service which will enable synchronisation between an organisation’s 

local data sources and the NHSmail Portal, enabling automatic joining and 

provisioning of new and existing NHSmail accounts. 

Each of these update methods can update all of an organisations users, so for example if an 
organisation is synchronising users with TANSync, they can manually update the users in 
the Portal but those updates would be overwritten the next time a bulk synchronisation was 
performed. Please see a list of attributes that may or may not be overwritten here 

It is important to ensure that where data is synchronised in bulk, updates to user data are 
made to the data source for the bulk synchronisation (i.e. database or AD) rather than just 
manually updating in the NHSmail Portal. 

TANSync support 

This documentation is provided to guide local organisations in how they could use MIM to 
synchronise their user data with NHSmail but these local instances of MIM would need to be 
managed by the local organisation. This means that the NHSmail helpdesk and support 
teams will not be able to provide any support for the below: 

• Installing TANSync 

• Configuring TANSync 

• Going live with TANSync 

Commented [OLB1]: To be removed 

Commented [SD2]: To put in box of all attributes that 
can be overwritten e.g. please see list here (link to the 
bottom of the guide, table there)  
Attributes which may or may not be overwritten 
depending on configuration   

mailto:helpdesk@nhs.net
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• Live usage of TANSync 

• TANSync customisations 

• TANSync updates 

Only the TANSync connector source code itself will be maintained by the NHSmail service. 
The TANSync connector code will be updated from time to time, when this happens a new 
DLL (Dynamic Link Library) will be made available on the NHSmail support pages for 
organisations to install 

 
Guidance on updating TANSync in this event can be found under the ‘updating the TANSync 
connector’ heading. 

 

What is TANSync? 

TANSync provides a custom connector for MIM and a set of pre-packaged server 
configurations that will enable you quickly to connect an Active Directory or SQL Server 
based data source to the TANSync Management Agent. The TANSync Management Agent 
will use the NHSmail API as part of the responsibilities for account provisioning and the 
synchronising between the organisation data source and NHSmail Portal. 

 
 

What cannot TANSync be used for? 

The TANSync responsibilities should NOT be used for the following tasks; 

• Marking accounts as leavers from an organisation. 

• Marking accounts as joiners to the organisation. 

• Marking accounts as disabled. 

• Account deletions. 

• Account restorations. 

• Contact deletions. 

 
What can TANSync be used for? 

• Used for User and Contact provisioning and the maintenance/synchronisation of data 
between the organisation data source directory and the NHSmail portal. 
 

Support for Multiple ODS Codes 
 

TANSync BAU can be used for multiple NHSmail organisations if all users in-scope are within 
the same Active Directory domain. If your Active Directory is setup in this way, a Helpdesk 
request for a tansyncadmin.xxx@nhs.net service account will be required with the provided 
organisation names and ODS Codes. A new service account will be created and provided with 
the required roles to the targets organisations which will enable read and write access to those 
containers within NHSmail Portal.  
As part of the default TANSync configuration for a one-to-one relationship between an Active 
Directory containing only users from one organisation to a targeted NHSmail organisation, a 
constant value is required as part of the ADMA attribute workflow as shown on page 37. 
However, if you are using a one-to-many relationship between the two data sources, a 
constant value will not be required. The ADMA workflow will require an attribute mapping of 
the ODS Code from the Metaverse to an available attribute within your Active Directory 
schema which will hold the ODS Code value for each user. This workflow can be seen in the 
screenshot on page 38.  

mailto:tansyncadmin.xxx@nhs.net
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If your organisation is managing multiple users across different Active Directory domains 
TANSync will be required to be configured separately for each domain working as a one-to-
one relationship with NHSmail Portal. If you require this setup, please proceed with following 
the below documentation of how to install MIM and configure TANSync per Active Directory 
domain. 
 
Please see the matrix below providing more detail on the domain scenarios across single 
and multiple ODS codes and what they mean for TANSync, Same Sign On, and Hybrid 
Infrastructure support. 

 

ODS Scenario Domain 
Scenario 

TANSync 

Support 

SameSignOn 

Support 

Hybrid Infra 
Support 

Single ODS Code 

(Within 1 Active 

Directory Domain) 

Single 
Domain 

Yes Yes Yes 

Multiple ODS Codes 

Single Domain Yes No Yes (only one 
ODS Code per 
domain) 

Multiple 
Domains 

No (Multiple 
TANSync 
instances will 
need to be 
configured per 
domain) 

No No 

Cross-forest 
domains (with 
appropriate 
forest Trusts) 

No (Multiple 
TANSync 
instances will 
need to be 
configured per 
domain) 

No No  

 
 

Useful links for support 

• NHSmail support pages: https://support.nhs.net/NHSmail Helpdesk: 

helpdesk@nhs.net | 0333 200 1133 

• NHSmail User Provisioning Guide – NHSmail Support 

https://support.nhs.net/
mailto:helpdesk@nhs.net
https://support.nhs.net/knowledge-base/nhsmail-user-provisioning-guide/
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TANSync installation 

Prerequisites for the TANSync server 
This section describes the prerequisites and installation of the additional software ready for 
deployment of TANSync. 

 

 

* Note 

It is not recommended to deploy TANSync on a Domain Controller. 

It is recommended to install TANSync using the organisation’s own SQL cluster 
infrastructure, however you can also SQL Server on the same server as 
TANSync if this is not possible 

 

Hardware specification 

If SQL instance is installed on the same server. 
 

Site Requirement Operating 

System 

Minimum System 

Specification 

Quantity 

Local 

Organisation 

Premises 

MIM 
Synchronisation 

Server 

Minimum Version: 

Microsoft Windows 
2012 R2 

 
Available Later 
Versions: 

 
Microsoft Windows 
2016 

 
Microsoft Windows 
2019 

2 Core 

16GB RAM 

150GB disk 

1Gbps network 

1 

 
If SQL instance is installed on a separate server. 

 

Site Requirement Operating 

System 

Minimum System 

Specification 

Quantity 

Local 

Organisation 

Premises 

MIM 
Synchronisation 

Server 

Minimum Version: 

Microsoft Windows 
2012 R2 

 
Available Later 
Versions: 

 
Microsoft Windows 
2016 

2 Core 

16GB RAM 

100GB disk 

1Gbps network 

1 
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  Microsoft Windows 
2019 

  

 

TANSync is based on Microsoft Identity Manager 2016, which is included as a part of the 
standard Windows Server 2012 R2 licence or later. If Microsoft Identity Manager is required 
to be installed on a later version than Windows Server 2012, service package information 
can be found here. This link contains a matrix table outlining the Windows Server versions 
and their mappings to Microsoft Identity Manager components. 
 

Local account permissions 

There are different permission levels for accounts used to install the TANSync server. If you 
are getting user data from Active Directory the below permissions are required: 

Organisation’s on-premise Accounts 

• If user data will be coming from AD: 

a. account which has Active Directory Local Administrator privilege (for log-on 

and installation purposes). Please ensure the account has no Two-Factor 

Authentication configured. If external SQL instance is used the account 

requires SA role on the SQL instance to create Synchronization Service 

database during installation. 

b. A service account which has the following permission on Active Directory 

i. Full Control on the target container in Active Directory 

(This object and all descendant objects) 

ii. Replicating Directory Changes on the Domain 

(https://support.microsoft.com/en-gb/help/303972/) 

• If user data will be coming from SQL: 

a. An account which has Local Administrator privilege (for log-on and installation 

purposes). If external SQL instance is used the account requires SA role on 

the SQL instance to create Synchronization Service database during 

installation. 

 

b. A service account which has log-on, read and write permissions on the target 

database. 

 

Organisation NHSmail Account 

• A service account which has following roles in NHS Portal (this account will need to 

be created by a Global Admin at the helpdesk raised via a service request supplying 

the Organisation ODS Code and TANSync Version e.g., BAU): 

a. Connector 

b. EXTERNAL_CONNECTOR_CONTACTS_READ_DEL_UPDATE 

• The service account created will need to follow the format of  

a. First name: tansyncadmin 

b. Surname: ODS code 

c. Email alias: tansyncadmin.XXX@nhs.net 

• The service account created will not require MFA, and MFA should not be enabled on this 
account 

Commented [SD3]: To find out whether it is covered in 
later licence types – find if MIM comes with Windows 
Server 2016 embedded etc 

https://docs.microsoft.com/en-us/microsoft-identity-manager/microsoft-identity-manager-2016-supported-platforms
https://support.microsoft.com/en-gb/help/303972/
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• Once the service account has been created and supplied via the Service Request, the 
organisation’s Local Admin is required to reset the password. They will then need to log in and 
accept the AUP 

 

Ports and Traffic Flows 

TANSync communicates with the NHSmail API over the encrypted TCP port 443 and uses 
outbound connections only. This is much more secure and does not require an organisation 
to expose their internal network to the NHSmail service. 

 

Source Destination Protocol Port Direction 

 

TANSync Server portal.nhs.net IP (TCP) 443 Outbound Initiated 

TANSync Server Active Directory TCP and UDP 389 Outbound Initiated 

 
 

! Important note 

If the organisation requires Proxy for accessing the Internet. Please refer to 5 
for proxy configuration on TANSync server. 

 

The following endpoints should be configured in the Proxy whitelist: 

http://portal.nhs.net – portal endpoint 

https://fs.nhs.net – authentication endpoint 

 

Prerequisite software 

Microsoft .NET 3.5, an installable windows feature, must be installed before the TANSync 

server can be installed. 

Installation of prerequisite software 

This section describes the TANSync package and how to install the product. 
 
 
 

Step Description 

Launch Server Manager 

 
 
Navigate to Dashboard 

 
 
Select Add roles and 

features 

 

http://portal.nhs.net/
https://fs.nhs.net/
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Step Description 

Select Next 

 

Select Next 

 

Select Next 
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Step Description 

Select Next 

 

Select .NET Framework 

3.5 Features 
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Step Description 

Select Install to start 

installation 

 

 

SQL Server Native Client 
 

! Important note 

This is only required if using a separate SQL Server instance. If using SQL 
installed on the TANSync server this can be skipped. 

Microsoft Identity Manager synchronization service requires the native client for the version 
of SQL Server to be installed. The installer for this can be found on the Microsoft website. 

 
SQL Server 2012 is the last available version of SQL native client. Official Microsoft 
documentation can be found here. 

 

Source data cleanliness 

Each organisation that deploys TANSync is responsible for the data that they upload to the 
NHSmail service. If the data is not clean and up-to-date it could impact their NHSmail users. 
For an overview of the attributes that may or may not be overwritten, please refer to the 
table here. 

 
 

! Important note 

Organisations should ensure their data is clean and up-to-date before going 
live with TANSync. 

 

Clean means that the data held in the data source is of a high-quality 

meaning: 

• Attribute values are accurate and correct 

• Attribute values do not have trailing white spaces or unnecessary special 

characters 

Commented [SD4]: Link to table at bottom of guide 

https://docs.microsoft.com/en-us/microsoft-identity-manager/microsoft-identity-manager-2016-supported-platforms
https://docs.microsoft.com/en-us/sql/relational-databases/native-client/sql-server-native-client?view=sql-server-ver15
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TANSync go-live checklist 
To get started with TANSync, an organisation should follow this on-boarding checklist. 

 

Step Action 

1 After completing up to the ‘source data cleanliness’ section of this guide, the 

TANSync package can then be obtained via this LINK as a ZIP file. 

2 One TANSync instance is required per Active Directory domain that will be 

synchronised to the NHSmail Portal. A representative from the organisation, must 

raise a service request with helpdesk@nhs.net requesting a service account 

supplying the Organisation ODS Code for an account creation format of: 

tansyncadmin.xxx@nhs.net (xxx representing the ODSCode) 

This requested is required as the service account can only be created via users 

with Global Admin access. Please ensure that once this account is created, it is 

logged into and AUP is accepted. This is mandatory in order for the account to be 

able to access the API. 

• The administrator is clear which attributes in the source map to the 
attributes in the destination (NHSmail) 

o Failure to correctly map attributes could result in bulk updates to the 
mismapped attributes in NHSmail i.e. mapping FirstName in the 
source to Surname in the destination would cause all users to be 
renamed in NHSmail for that organisation and new emails to be 
generated. 

o This guide can only guide organisations on the correct mappings, 
each administrator is responsible for making the final mapping 
decisions. 

• Ensure each source user has been updated with their new NHSmail 
unique identifier – see ‘TANSync go-live checklist’. 

• Ensure users have ExternalSyncIDs populated at your organisation. 
If users do not have this attribute populated, when running a Full 
Import on the TANSyncMA, the API call will populate this attribute 
and create an audit entry for this update. This essentially acts as a 
blank update on the user accounts.  

o The IDs can be populated via the Bulk Upload tool in Portal. 
 

Each administrator is responsible for updating all local users with the NHSmail 
unique identifier to ensure users in the source join up with the users in the 
destination. 

https://s3-eu-west-1.amazonaws.com/comms-mat/TANSync/TANSyncPackage_v2.zip
mailto:helpdesk@nhs.net
mailto:tansyncadmin.xxx@nhs.net
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3 All NHSmail user creation (via the manual creation or csv upload) must be put on 
hold for the duration of the TANSync on-boarding process. If there are users at the 
organisation who are marked as leavers, they should be removed from the target 
OU in the organisation’s local AD. The process must be stopped before an 
organisation retrieves their list of NHSmail users and their NHSmail Immutable 
IDs.  

 

The Immutable ID can be retrieved from the mailbox report via the Portal, in the 

first column (with the header ID). This Immutable ID is essential as this will be 

used to join your local accounts with the corresponding @nhs.net mailbox on the 

portal. Failure to do so could result in the creation of unwanted duplicate 

mailboxes. 

4 Once the LA retrieves their list of users and their Immutable IDs they should 

update the users in the local data source. It is an organisation’s responsibility to 

update the users in the designated data source. The LA should note down the 

attribute used to store the Immutable ID as this will be needed for further 

TANSync configuration. 

5 TANSync can then be deployed, guidance for this starts from the ‘TANSync 

install’ section of this document. 

 

TANSync Installation 

The TANSync package can be obtained at the following location: TANSync Package 

TANSync is based on Microsoft Identity Manager 2016, which is included as a part of the 
standard Windows Server 2012 R2 license. 

 

! Important note 

It is highly recommended to use SQL Server 2014 Standard or above instead 
of the included SQL Express 2014. 

SQL Express 2014 should only be used if the number of objects in the 
synchronisation scope is smaller than 10000 or testing purposes. 

 
The Package contains the following sources: 

 

Component Description 

SQLExpress SQL Express 2014 

Synchronisation Service Microsoft Identity Manager 2016 Synchronization Service 

TANSync Configurations A set of preconfigured Management Agents to be imported in 
to the synchronization service 

TANSync Extensions A set of management agent extensions required for TANSync 

RunScripts The scripts that runs the synchronization profiles in specific 
orders 

 

https://comms-mat.s3.eu-west-1.amazonaws.com/TANSync/TANSyncPackage_v2.zip
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! Important note 

Before unzipping the TANSync package, it is highly recommended to unblock 
it to avoid further complication during deployment due to Windows blocking 
the execution of the components: 

1) Right click on the zip file 
2) Select Properties 
3) Click on Unblock button at the bottom 
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Install SQL Server 

This section describes the installation process for SQL Express 2014. 
 

! Important note 

If SQL Express is not required, please install the organisation-approved full 
version of SQL Server. 

If SQL will be hosted on a separate server, install SQL Native Client on 
the TANSync server and skip to the next section. 

 
 

Steps Description 

Launch Setup.exe 
to start installation 
process 

 
 

Select New 
installation or add 
features to an 
existing 
installation 

 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 17 

 

 

 
 

Accept the license 
terms and select 
Next 

 

Select Next 
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Select Default 
Instance 

 
 

Select Next 

 

Select Next 
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Add users who 
require Server 
Administrator 
access to the SQL 
instance 

 
 

Select Next 

Select Next 

 

Select Close to 
complete the 
installation 
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Install Microsoft Identity Manager Synchronisation Service 

This section describes the installation process for Microsoft Identity Manager 2016 
Synchronization Service. 

 

 
Steps Description 

Launch 
Setup.exe to 
start installation 
process 

 

Accept the 
terms in the 
License 
Agreement and 
select Next 
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Select Next 

 

If SQL server is 
not installed on 
the current 
server, select “A 
remote 
machine” and 
specify the 
machine name 
DNS name. 

If SQL instance 
name is 
different from 
the default 
MSSQLServer, 
select “A named 
instance” and 
specify the 
name before 
selecting Next. 

 
 

Otherwise leave 
everything as 
default. 

 
 

Select Next 
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Enter the 
service account 
details 

 
 

Note: enter the 
NETBIOS name 
instead of 
Domain name 

 
 

Select Next 

 

Enter the 
Security groups 
details 

These can be 
local or domain 
groups 

Select Next 

 
 

Note: these 
security groups 
will be created 
locally on the 
machine or 
must already 
exist within AD 
if using domain 
groups 

 

Commented [SD5]: To revisit -> redownload MIM on a 
new tansync test VM and see if the sync accounts are 
automatically created 

Commented [SD6R5]: When installing MIM on a 
machine, the security groups get created on that 
machine automatically and they default to the names 
shown on the left. So users should just leave them as 
is unless they want the groups to specifically come 
from the domain controller VM. 
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Select Enable 
firewall rules for 
inbound RPC 
communications 

 
 

Select Next 

 

Select Install 

 

When asked, 
select OK 

 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 24 

 

 

 
 

After installation 
Select OK when 
asked to 
backup SQL 
database key 

 
 

Select a 
location and 
back up the key 

 

Select Finish 

 

 

Configuration of TANSync components 
This section describes configuration of management agents required for the MIM. The order 
of configuration is vital for maintaining the required precedence for attribute flow. This means 
that the TANSync Management Agent should be configured last. 

 

Metaverse scheme configuration 

The steps below describe how to remove the default Metaverse schema in order to configure 
the correct one required for TANSync. 
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Step Description 

Launch 

Synchonization 

Service Manager 

 

Create an Empty 

Object Type. This 

will allow the 

deleting of all 

default object types 

from the Metaverse 

scheme 

 

On Metaverse 

Design tab, select 

Create Object Type 

from Actions List 
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Step Description 

Enter “a” and click 

OK 

 

 

OnMetaverse 
Design tab, delete 
all default object 
types. 

Select an object 
type and select 
Delete Object Type 
on the right hand 
side. 

When ask, select 
Yes to confirm. 

Repeat this for all 
object types 
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Step Description 

Select Metaverse 

Design Tab 

Select Action 

Choose Import 
Metaverse Schema 

 

 Find and select file 

MVSchema.xml and 

Select Open 

 

 

 

 

Select OK 
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Step Description 

Delete the empty 

object type (“a”) 

created above 

 
 

 

AD management agent configuration 

This section describes the steps to deploy Active Directory Management Agent to MIM 
Synchronization Service and is only applicable to organisations with Active Directory as the 
data source. 

Please note organisations that are using SQL as a data source can skip to the ‘SQL 
management agent configuration’ section of this guide. 

A service account with the security permission detailed below needs to be created in Active 
Directory to run the Management Agent. 

- Full Control to the Organisational Unit containing the target users 

- Replicating Directory Changes to the Domain 
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Step Description 

Launch MIM 

Synchronization 

Service Manager 

 
 
At Management 

Agents Tab select 
Actions and select 
Import 
Management 

Agent 

 

Find and select 

ADMA.xml file 

from 

TANSyncPackage/ 

TANSyncConfigurati 

ons and select 

Open 
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Step Description 

Select Next 

 

Enter Forest name, 
Service Account 
name and 
password, Domain 
name 

 
 

Select Next 

 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 31 

 

 

 
 

Step Description 

Select you’re AD 
Directory Partition. 

 

Select the Domain 
Distinguished 
Name from Existing 
Partitions section to 
replace 
DC=dev,DC=accen 
tur 
enhs,DC=co,DC=u 
k 
with and click on 
button Match 

 
 
Select the remaining 
and click Deselect 
 
Then select OK 
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Step Description 

Click on the 
Containers button to 
configure the target 
Container 

 

Expand and select 
the target Container 

 
 

Select OK 

 
 

Note: the target 

Container is where 

users are created in 

the Active 

Directory. The 

illustration is an 

example and this 

might be different 

depending on the 

Active Directory 

architecture of the 

organisation. 
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Step Description 

Select Next 

 

Select Next 
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Step Description 

Select Next 

 

  
Select required 
attributes (ticket 
“show all” to show 
more) 
Please select the 
attribute that is used 
to store the IDs on 
the local AD which 
will be used for ID, 
External Sync ID, 
Email. 
 
Select Next 
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Step Description 

Configure filter for 

user objects if 

required (More 

information can be 

found in the filter 

configuration guide) 

and select Next 

 

Select new Join rule 
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Step Description 

Once the new join 

rule is selected, this 

will allow you to 

connect the 

immutableID 

attribute from the 

local AD datasource 

and map this to the 

ID listed in the 

metaverse 
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Step Description 

On the left select 

the attribute where 

the ID is stored, on 

the right select “ID”. 

This can be any 

attribute within your 

AD Schema which 

will hold the 

Immutable ID of a 

user account. 

 

The local AD 

attribute used to 

store the 

immutable ID here 

is “info”. This 

attribute can be 

any available 

attribute within your 

AD schema. 

 

Click “Add 

Condition” 

 

Click “OK” 

 

Configure attribute 
mapping for your  
Organisation. Ensure 
you select “user” 
from the Data source 
Object type. 

Example shown on 

the right. 

We suggest the 

minimum are as 

listed below; 

- Firstname 
 

- Surname 
 

- Organisation 
(Constant 
value) 
 

- ImmutableID 
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Step Description 

You can also set up 
“advanced mapping” 
by checking 
“Advanced” under 
“Mapping Type” and 
clicking “Edit” 

Example of this is 
the organisation 
attribute. You can do 
this by select the 
attribute you defined 
and clicked 
Advanced. 

Here you can set up 
a constant value for 
an attribute. 

We highly 
recommend you set 
the Organisation 
value as a constant 
value which will 
equal the ODSCode 
of the target 
Organisation. E.g. 
LSP01 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 39 

 

 

 
 

Step Description 

Under the user “Data 
source attribute” 
select the attribute 
where you have 
stored the 
“Immutable ID” E.g., 
“Info”. 

Under “Metaverse 

attribute” select “ID” 

Ensure the flow 

direction is set to 

export and then click 

“new”. 

If you would like to 

flow the email 

address and 

ExternalSyncID for a 

user back into your 

AD, we would 

recommend 

performing the same 

steps below for these 

attributes as shown in 

the screenshot 

 

Note: Attribute “Info” 

is an example and is 

not mandatory to be 

used. 

 

On account creation 

this automatically 

generates the 

External Sync ID. 
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Step Description 

Select Next 
 
 

 

Select Finish 
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SQL management agent configuration 

This section describes the steps to deploy SQL Management Agent to the MIM 
Synchronization Service and is only applicable to organisations with SQL as the data source. 

Please note organisations using Active Directory can skip to the ‘TANSync management 
agent configuration’ section of this guide. 

A service account with the user database read and write permission needs to be created in 
SQL to run the Management Agent. 

 
 

Step Description 

Launch MIM 

Synchonization 

Service Manager 

 
At Management 

Agents Tab select 

Actions and select 

Import Management 

Agent 

 

Find and select 

SQLMA.xml file from 

TANSyncPackage/ 

TANSyncConfiguration 

s and select Open 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Commented [OLB7]: Ensure the same screenshots 
listed in the ADMA for the attribute mapping is 
replicated in this section. 
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Step Description 

Select Next 

 

Enter details for 
SQL server, 
Database name, 
Users Table name, 
Delta View Table name 

 

Enter the Service 
account details to 
connect to the 
database 

Select Next 

Note: Delta view tables 
are not necessary 
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Step Description 

Select the Anchor 
attribute, this attribute 
value will be unique 
and should not 
change throughout 
objects lifetime. For 
Example: 

LocalKey 

Configure delta if 

applicable 

 
Select Set Anchor… 
and add the anchor 
attribute to Selected 
attributes list. 

 

  Select OK 
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Step Description 

Select Next 

 

 Select Next 
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Step Description 

  Click on  

  New Projection Rule 

   

Select OK 
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Step Description 

Select Next 

 

On the left select the 

attribute where the ID 

is stored, on the right 

select “ID” 

Click “Add Condition” 

Click “OK” 
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Step Description 

Configure mapping for 
attribute flows 

 
 

Select Next 

 

Under “Data source 
attribute” select the 
attribute where you 
have stored the 

“Immutable ID”. 

 
 

Under “Metaverse 

attribute” select “ID” 

and then click “New”. 

 

 
Note: Attribute “Info” is 

an example and is not 

mandatory to be used. 
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Step Description 

Select “Export” under 
“Flow Direction” and 
then click “New”. This 
will flow the Immutable 
ID into your SQL 
database in this 
attribute. 
Note: Attribute “Info” is 

an example and is not 

mandatory to be used. 

 

Select Next 

 

Commented [SD8]: Screenshot looks to be from 
ADMA. Tried opening SQLMA but opens via internet, to 
flag to  Lewis 
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Step Description 

Select Finish 
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TANSync management agent configuration 

This section details the configuration of the management agent for TANSync. 

TANSync Management Agent creates users in the Portal using the API service. This is 
required for all organisations independent of whether the user data source is the Active 
Directory or SQL. 

 
 

Step Description 

Launch 

Synchronisation 

Service Manager 

 

Select Management 

Agents Select Actions 

Choose Import 

Management Agent 
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Step Description 

Find and select file 

TANsyncMA.xml and 

select open 

 

Select Next 
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Step Description 

Select Refresh 
interfaces 

 

Specify Service 
Account for 
connecting to the 
Portal API service 

The API is: 

https://portal.nhs.net/api 

Specify full path of a 
log file location with the 
file being a 
.txt type 

 

Verbose option gives 
more detailed logging, 
if not selected, only 
errors will be recorded 

 

Select Next 
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Step Description 

Enter the location you wish 
the default password to be 
saved, ending in .txt (e.g. 

c:\password.txt) 

Note: the password text file 
will contain all of the 
information that you are 
flowing from your local data 
source, it will also include the 
newly generated nhs.net 
address at the start of each 
line, and the users password 
at the end. 

By default, “Disable NHSmail 
Account Creation” will be 
toggled on. If you would like 
TANSync to proceed with 
account provisioning, please 
ensure this is unticked.  

“Disable First Name and Last 
Name change triggering new 
email addresses, we would 
recommend leaving these 
toggled ON, unless any 
marriage names you want 
new primary email addresses 
to be generated. Their 
original address will be 
added as a secondary.” 

Any simple change in 
character in the firstname or 
lastname will be classified as 
a name changed. This should 
be considered as part of the 
data source clean up 
ensuring the data characters 
match Portal formatting. 
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Step Description 

Select Next 

 

Select Next 
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Step Description 

Select Next 

 

Select Next 
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Step Description 

Select Next 

 

Select Next 

(If any accounts 

match on any of the 

following (ID, 

ExternalSyncID or 

Email) the account 

objects will be joined. 

If no join is 

established, a 

projection (Creation) 

is triggered if account 

creation is toggled on 

in the global 

parameters page). 
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Step Description 

Select Next 

 

Select Next 

 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 58 

 

 

 
 

Step Description 

Select Finish 
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Configuring flow precedence 
 

Step Description 

Click on “Metaverse 

Designer” and “person” 

 

Right click “ID” and 
click “Configure 
Attribute Flow 

Precedence” 

 

 

 

In the bottom left, 
check “Use equal 
precedence”. Click OK 

 
 

Do the same for 

“Email/Mail” 

 

Commented [OLB9]: We need to ensure this is 
correct. Check my current configuration and query with 
Thanh if the use of equal precedence is required or if 
that should be unticked for both ID and mail. 

Commented [SD10R9]: Email sent to Thanh on Friday 
(25th, awaiting response)  
Screenshot replaced with Lewis’ JMLtansync set up for 
the time being 
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Enable provisioning 
 

Step Description 

Launch MIM 

Synchronisation 

Service Manager 

 
Select Tools and Select 

Options 

 

Select Enable 

metaverse rules 

extension 

 
Select Browse to select 

Metaverse rule 

extension 
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Step Description 

Select 

MVExtension.dll and 

select OK 

 

Select Enable 
Provisioning Rules 
Extension 

 
 

Select OK 

 



NHSmail TANSync Deployment Guide            

Copyright © 2023 Health and Social Care Information Centre. 62 

 

 

 

TANSync go-live 

Joining local users with NHSmail users 
 

 

 
Day to Day flow after the initial full flow shown above has been successfully completed. 

1. Delta Import ADMA 

2. Delta Import TANSyncMA 

3. Delta Sync ADMA 

4. Delta Sync TANSyncMA 

5. Export ADMA 

6. Export TANSync 

 
 

Note 

• Export To File will generate a pending export report which can be found in: 

o C:\ProgramFiles\MicrosoftForefrontIdentityManager\2010\Synchronization 
Service\MaData\TANSyncMA\export.xml 

• Validate Changes is a very important step and only proceed with the next export when 

the pending changes are verified to be correct. See the ‘checking user updates’ 

section for further information. 
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! Important note 

Any discrepancies between the data source and Portal will need to be resolved at this 
point to avoid undesired updates to the Portal. 

 

As the data source is the authoritative source of information it is best to edit the data 
there. If not possible, edit the Portal. 

 

After this, please repeat the earlier steps up to this point to revalidate the changes. 
 

Any changes to the FirstName or LastName will result in a new DisplayName, email 

address, and the login to the portal being the new email address. The new email 

address is generated by the Portal to ensure uniqueness if the settings are unticked 

in the global parameters (reference TANSync Management Agent Configuration). 

 

• The last Export (blue colour) is only relevant when the organisation intends to flow 

something back to the data source. 

Follow the example above to join the users to the portal and provision all new users with 
mailboxes, once this is achieved you have then successfully deployed TANSync. 

 
 

 

! The information for the newly provisioned NHSmail accounts including email and 

passwords can be found in the text file you specified in the ‘TANSync 

management agent configuration’ section. 
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Running a profile 

To run a profile on a Management Agent perform the following steps. 
 
 

Step Description 

Launch MIM 
Synchronization 
Service Manager 

 
 
On Management 

Agents tab, right click a 

Management Agent 

and select Run 

 

Select a run profile and 

press OK to run 

 

In this example, we are 

running a Delta Import 

on the TANSyncMA. 

On the initial flow, 

please refer to the full 

import flow. 
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Checking user updates 
 

Step Description 

To check the changes 
that you are going to 
make, you can export 
to a file. 

 

This will show you 
how many accounts 
are being added to 
the portal and how 
many pre-existing 
accounts will be 
changed 

 

PLEASE NOTE: 

any name changes 

will result in a new 

email being 

provisioned  

 
Set up scheduled task 
After you have completed your initial manual synchronisation with TANSync, you can set up 
the task scheduler that will run TANSync automatically each day. Scheduled tasks should be 
set up outside the hours of 8am to 5pm. 

Run the setupScheduledTask.cmd and it will prompt you for an account. 

 

! This account must already exist and have the permissions to run scheduled tasks 

and a member of MIMSyncAdmins group 

 

Note the formatting requirements: 

• Local account <machine name>\<account name> 

• Domain account <domain>\<account name> 
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Verify that the scheduled task has been created by checking Task Scheduler 
 

 
 

Common issues and solutions 

This section details the common issues which may occur when installing and configuring the 
TANSync solution. 

Account Permission Issues 
Description: Installation with an account that does not have sufficient permission. 
Fix: The account needs to have Local Administrator privilege on the local machine to install 
TANSync. The process needs to be run as Local Administrator. 

 
Default Setup 
Description: The default installation process will install SQL Express 2014 on the same 
machine as TANSync. 
Fix: If the user wants to use an existing SQL Instance, they need to have an SA privilege on 
the SQL and follow the manual installation process and use the existing SQL details during 
installation of MIM Synchronization Service. 

 
Schedule Task Account 
Description: Unable to perform setup scheduled task step where a schedule task is created. 
Fix: The schedule task account needs to be run as Local Administrator. 
The account to run scheduled task should be created before the step. The account should 
have permission to run scheduled task on the machine. Please check group policy and with 
administrator for the required permission. 
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Schedule Task Not Running 
Description: Unable to run scheduled task, or scheduled task does not run synchronisation. 
Fix: 

1) Make sure the scheduled task account has permission to run the synchronization. 
2) Check that Post Installation step is successful and scripts are copied to C:\Program 

Files\Microsoft Forefront Identity Manager 
 

 

Installation of TANSync 
Description: You are not prompted to select a location and specify file name to backup 
encryption key to finish the installation. 
Fix: ensure you have installed the prerequisite .Net 3.5. 

 
Installation of TANSync 
Description: The post install didn’t work as it prompted to install. Net3.5. 
Fix: Install the prerequisite .Net 3.5. 

 
Post Installation 
Description: Synchronization Service Manager is not recognised on the server. 
Fix: Ensure the server is connected to the Internet. 

 
Please Note: To avoid additional issues, you should ensure the following 3 configuration 
requirements are satisfied; 

1. Configuration of Active Directory Management Agent (ADMA) - A service account 
which has the privilege of Full Control on the target container in Active Directory and 
Replicating Directory Changes on the Domain. 

2. Configuration of SQL Management Agent (SQLMA) - A service account which has log 
on, read and write permission to the target database 

3. Configuration of TANSync Management Agent (TANSyncMA) - A service account 
which has permission to create, modify and delete users of the particular organisation 
on the Portal 

 
dll-exception-error 
Description: while running a run profile of TANSyncMA, dll-exception-error 
occurs  
Fix: 
1) make sure that the service account specified during installation of Microsoft 
Synchronization Service has permission to create and write to files in logs location and 
password file location. 
2) make sure that all dll files in C:\Program Files\Microsoft Forefront Identity 
Manager\2010\Synchronization Service\Extensions are unblocked. 
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Connection Errors while running profile on TANSyncMA 
Description: during Import or Export connection error occurs 
Fix: make sure the account still has access to the portal, but trying to log onto the portal with 
it. If password requires to be changed, please do so and update TANSyncMA configuration. 

 

Appendix 

Users who move between Organisations 
Please note that if a user joins your organisation who already has an NHSmail account then 
you must ensure you retrieve their Immutable ID and NHSmail email either via the 
Organisation Mailbox Report Admin report. This can be retrieved by a Global Admin, 
Primary Admin or Local Admin. 

Doing this will ensure the mover is successfully re-joined with their NHSmail account. 

If this is not completed a new mailbox will be created in the NHSmail Portal and manual 
remediation steps will need to be carried out to resolve this both within the organisation’s 
TANSync solution and on the NHSmail service.  

Please note, it is the responsibility of the TANsync admin user to retrieve weekly mailbox 
reports from Portal before creating an AD account to see if an existing account for the joiner 
exists within NHSmail to sync up. 

 

Metaverse schema 
This section describes the Metaverse Schema. The compulsory attributes are marked in 
bold. 

 

Attribute Name Mandatory Leave 

Blank 

Data 

Type 

Description 

ClinicalRoleMultiValued   string User Clinical Role (multivalued 

attribute) 

ClinicalSpecialityMultiValued   string User Clinical Specialty 

(multivalued attribute) 

DisplayName  Yes string User display name. This is 

automatically generated if 

null. (Portal has its own 

format, it is best to let this be 

generated) 

Email   string Email address. 
 

If known please give the 
value. This allows successful 
joins on objects during Initial 
Synchronization Cycle. 

 

If left blank this will be auto 

generated. 
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Attribute Name Mandatory Leave 

Blank 

Data 

Type 

Description 

EmailType  Yes string Email type will be auto 

generated with value “user”. 

 
 
Please leave this blank for 

auto generation. 

ExternalSyncId   string Anchor attribute this attribute 
should be mapped to a unique 
attribute which should not 
change once set. This allow 
successful joins on objects 
during Initial Synchronization 
Cycle. 

 

This will be automatically 

generated. 

Fax   string Fax number 

FirstName Yes  string User first name 

ID  Yes string User ID in the portal. This 

value is auto generated 

during provisioning of 

the user into the Portal. 

JobTitle   string User job title 

LastName Yes  string User last name 

MobilePhone   string Mobile phone number 

Notes   string Notes 

OfficePhone   string Office telephone number 

Organisation Yes  string Organisation code 
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Attribute Name Mandatory Leave 

Blank 

Data 

Type 

Description 

OrganisationUnit   string Organisation Unit code: A 
code of Department within the 

Organisation. 
 

If left blank if not known and 

this will be auto generated to 

have the same code as 

Organisation 

Pager   string Pager number 

Status  Yes string User account status. 
(Pending, Active, Deleted…). 
The value comes from the 
portal. User 

account status 

Subscriptions  Yes string User Portal subscription ID. 
(comma separated multiple 

values) 
 

This value is auto generated if 

left blank. By default this is 1. 

Title   string Personal Title (Mr, Mrs, 

Lord…) 

UserPrincipalName   string Portal User Principal Name 

This is automatically 

generated 

WorkAreaMultiValued   string User work area (Multivalued 

attribute) 
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Attributes that may be overwritten 
 
        The below table outlines which attributes can or cannot be overwritten and synced into the  
        metaverse. 
  

Attribute Name Can be 
Overwritten? 

Notes 

info (ID) No  

External Sync ID No  

OrganisationUnitName No  

OrganisationName No  

Status No  

EmailType No  

EmailSize No  

Subscriptions No  

UserPrincipalName No  

OrganisationUnit No  

Organisation No  

SamAccountName No  

SiteID No  

SiteName No  

Profile Yes  

Notes Yes  

JobTitle Yes  

Fax Yes  

Pager Yes  

OfficePhone Yes  

ClinicalRole Yes Please note these will need to be validated 

against the drop-downs in the User 

Management / My Profile page in the 

NHSmail Portal 

ClinicalSpeciality Yes 

WorkArea Yes 

FirstName Yes This is dependent on the configuration of the 

Global Parameters. Please refer to page 52 in 

the TANSyncMA set up 
LastName Yes 

Email Yes 

MobilePhone Yes  

Title Yes  

DisplayName Yes  
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Updating the TANSync connector 

When provided with a new TANSyncMA.dll. file. Perform the following steps to update 
TANSyncMA to the latest version. 

 
 

Steps Description 

Copy file TANSyncMA.dll 
to 

C:\Program 

Files\Microsoft Forefront 

Identity 

Manager\2010\Synchroni

zationService\Extensions 

 

Unblock the file by right 

click on the file and 

select Unblock and click 

OK to finish. 

 

Open Synchronization 
Service and navigate to 
TANSyncMA 
configuration.  
 
Select Extension DLL 
option and click Refresh 
interface. Click OK to 
finish the update. 

 

 


