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NHSmail Calendar Federation

| ntroducti on

This document provides external federation partners with the information required to complete
Calendar federation with NHSmail.

Overview

The NHSmail service has been designed to enable interoperability with third-party systems.
NHSmail Calendar is one key area of the service where interoperability holds significant value
in enabling collaboration across health and social care.

An overview of the NHSmail Calendar federation is provided below:

1 NHSmail Calendar federation enables NHSmail users to view free and busy
information within the calendar between users in a partnering organisation that has
federated calendars.

1 Federated contacts can only view, by default, the free and busy information within the
calendar. The individual users can opt to share increased visibility to make the location
and subject fields within their calendar available if they choose to.

1 Calendar federation is controlled by security configurations that must be reciprocated
between NHSmail and partnering organisations.

1 NHSmail Calendar federation requires the consent and correct configuration of both
parties of the federated relationship, which will need to be completed by the Microsoft
Exchange system administrators; Accenture on behalf of NHS Digital.

1 Currently, federation with NHSmail is only being offered to those organisations
operating in a health and care setting, for example, local authorities, publicly funded
health services, pharmacies etc.

1 NHSmail Calendar federation will only be offered to health and care organisations
operating with Microsoft Exchange 2010 SP3 or higher.

Copyright © 2018 Health and Social Care Information Centre. 3



NHSmail Calendar Federation

Ter mi nol ogy

Interoperability - the ability for computer systems or software to exchange and make use of
information.

Federation - functionality which allows users to communicate with others outside their
organisation.

Authorised signhatory - officer or representative vested (explicitly, implicitly, or through
conduct) with the powers to commit the authorising organisation to a binding agreement.

Federation partner & Partner - organisation with which calendar federation / sharing is
enabled between.

Federation Partnership Agreement (FPA) - a formal document agreeing the federation
between the partner organisations.

Domain Name System (DNS) - the Internet's system for converting alphabetic names into
numeric IP addresses.

De-federation - the process of disconnecting the link to NHSmail calendar federation service.
End-user - user of the calendar service.

Single Point of Contact (SPoC) - a person or department serving as the co-ordinator or focal
point of information, concerning an activity or program. For calendar federation, the SPoC is
each organisationd6s |l ocal helpdesk purposed foc
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Cal eraldaer attaocomni cal gui dance

The following sharing options will be made available for configuration in the existing NHSmail
Exchange 2013 environment through calendar sharing:

A F busydnformation
A Calendar time, subject and location informat
The NHSmail service uses the following SMTP address domain name: nhs.net.

The federated partner must create the organisational relationship to NHSmail with this SMTP
address.
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To enable the federation, the table below lists the technical requirements which you will need to

meet.

Requirement

Network Ports

Configuration

HTTPS access on port 443 from the source Exchange servers to Azure
AD Authentication System, the external EWS URL of NHSmail and the
Autodiscover URL of NHSmail.

Certificates

Exchange Autodiscover and EWS published on the Internet using a valid
certificate from a public certificate authority.

Encryption

The connection between the Exchange Servers uses TLS 1.0. The
network devices need to allow/support this. It is not possible to restrict to
TLS1.1 or 1.2 only as long as NHSmail is using TLS 1.0.

Autodiscover

Autodiscover must be available on the Internet.

The environment must pass the auto-discover test from the Microsoft
Remote Connectivity Analyzer https://testconnectivity.microsoft.com/.

WSSecurity
authentication

WSSecurity must be enabled on the EWS and Autodiscover virtual
directories. It is enabled in a default installation of Exchange, if this has
changed, enable again.

Verify the settings on the Exchange server with:
Get-ClientAccessServer | GetWebServicesVirtualDirectory |select *auth*
Get-ClientAccessServer | Get-AutodiscoverVirtualDirectory |select *auth*
WSSecurity must be true. If this is not set, run the following:

Get-ClientAccessServer | SetWebServicesVirtualDirectory -
WSSecurityAuthentication $true

Get-ClientAccessServer | Set-AutodiscoverVirtualDirectory -
WSSecurityAuthentication $true

DNS

A txt record needs to be created during federation trust creation in the
public DNS zone for any primary SMTP domain in use for NHSmail.
Access to the NHSmail nhs.net public DNS zone is required for this.

Partner organisations must have access to their external DNS zone for
the primary SMTP namespace to add their primary SMTP domains to the
federation trust they create.

This is a one-time setup.

Admin rights

The admin executing the calendar federation must be a member of the
AOrgani sational management o group



https://testconnectivity.microsoft.com/

NHSmail Calendar Federation

Progeyttings

To access Azure and NHSmMmail 6s Autodi scover / EWS

must ensure that any proxy settings are adjusted to ensure Exchange can access the proxy
server for HTTPS traffic and the traffic is allowed through.

The below sections show the settings that must be implemented if a proxy server is used to
access the Internet. Depending on the specifics of the partner organisation, the following
must be implemented:

1 WinHttps setting on the Exchange Server
1 Configuring Exchange to use the proxy

1 Any required whitelisting on the proxy server

Wi nHtseps$i ngs

The Microsoft Windows HTTP Services (WinHTTP) provides a server-supported, high-level
interface to the HTTP/1.1 Internet protocol. WinHTTP is designed to be used in server-based
scenarios by server applications that communicate with HTTP servers.

The service on each Exchange server must be configured to use the proxy server. The
following steps need to be executed for this.

1. Open a command window as administrator
2. Verify the setting with netsh winhttp>show proxy

3. If the proxy settings are not shown, run the following command (all in one line) to add
your proxy server, port to access the proxy, and any exceptions.

netsh winhttp set proxy <Proxy Server>:<Proxy Port> Exceptions
For Example:

netsh winhttp set proxy proxyl.battlecalfed2.co.uk:1234 <local>;*battlecalfed2.co.uk;
192.168.*"

4. Verify that the settings are present with netsh winhttp>show proxy

Exchange settings

The Exchange application must be configured to use the proxy settings configured in
WinHttps. This must be executed on all Exchange servers.

1. Run the following command in the Exchange Management Shell:
Get-ExchangeServer | Set-ExchangeServer -InternetWebProxy:http://<Proxy
Server>:Proxy Port

With the example above, this would be

Get-ExchangeServer | Set-ExchangeServer -InternetWebProxy:http://
proxyl.battlecalfed2.co.uk:1234
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| nt er net seetxtpil mgser

The Proxy settings in Internet Explorer can be set for the users. These will need to be set to
point to the address: <Proxy server>:<Proxy Port>. The exceptions in the table below need
to be included to make sure internal addresses are not routed through the proxy.

For the example above, this would be proxyl.battlecalfed2.co.uk:1234
Additionally, the exceptions must be added and the local address bypass ticked.
For the battlecalfed example above, this would be
Setting Configuration
Exceptions * battlecalfed2.co.uk
192.168.*

Bypass proxy server for local Setting ticked
addresses

These settings could be configured with a GPO that is then linked to the Organisational Units
for the NHSmail Exchange servers.

Please note:As this is a GPO for servers that is effective for users, the user loopback
settings must also be set:

This step concludes the Exchange server configuration to use the proxy.

Progeyr ver configuration
The proxy server must allow outbound connectivity to port 443.
The partner& Exchange server must be able to communicate with:

1 the NHSmail Exchange servers to retrieve calendar sharing
1 the Microsoft Azure Active Directory Authentication System to request / validate
authentication tokens
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Feder drtu sotn

The federation trust that Exchange creates to the Microsoft Azure AD Authentication System

is the first step in enabling the calendar federation. This one-time setup must be completed
in each organisation. The federation then works for all organisational relationships that will

be created.

During creation, the federation trust validates that only the domain owner can add the
primary SMTP namespace to the Azure Active Directory Authentication System for
federation. The validation step creates a txt record that must be added to the external DNS

zone. This then gets validated in subsequent steps and ensures that only the owner can add

the domain and all federation trusts are with valid domains.

The following steps need to be taken to set up the federation trust. The example below sets
up the trust for the test environment battlecalfedl.co.uk. The setup for the partner
organisation would be identical, except for the domain name. These would be the primary
SMTP addresses for the partner organisation.

Step

Login to the
Exchange Admin
Centre, go to the
Organization
section and click

Exchange admin center

recipients

sharing apps

Federation
Afederation

Configuration

address lists

Trust

trust isn't enabled., Create a federation trust to enable users in your organization to share calendar free/busy information with Exchange Online and other federated Exchange erganizatio

ns. Learn

more

automatically
creates the trust.
Once finished click
close.

1ore

or?arilzanon I&
on enable. protect

mail

publ

hybrid
This starts the & | MORIAING
Federation Trust The federation trust has been created successfully, -
wizard, that then _

You've completed the operation,

Mk A TRET
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Then in the
Federation Trust
section click on
modify

Exchange admin center

recipients

nagement

organization

sharing apps address lists

Federation Trust
¢ federation trust

modify remave

Organization Sharing
Enable free/busy and other calendar information sharing between federated Exchange organizations. Leam more

+ (=]

o NAME | Dowas

Individual Sharing

Allow users to share calendar information and contaets with extemal organzations. Leam more

s ensbled but fing verification eF You must for sharing ¢

There are no items to show in this view,

+7s0 e
o NAME 4| Dowans
m Defautt Sharing Policy [DEFAULT) Anomymous; Sharing with all domasrs.

Copyright © 2018 Health and Social Care Information Centre.
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Click Browse and
add the partner®
primary SMTP
address domain
to the federation
trust. The example
here is using
battlecalfedl.co.uk

Help

edit sharing domains

YYou must first set the primary shared domain, which will be used to generate the name of your federation
trust. Then you add additional domains for which you want to enable sharing into the federation trust. Learn
more

Step 1: Select an accepted domain that will be used to create a unique namespace for your federation trust

Step 2: Add additional domains you want to enable for sharing

DOMAIN NAME STATUS

| Update | cancel |
0% ~*
g Sharing-Enabled Domains - Internet Explorer [=]a] x |
Help
edit shass
You must fir ion
trust. Then v ACCEPTED DOMAIN 4 DOMAIN TYPE ‘ Learn
more
battlecalfed1.co.uk Authoritative
Step 1: Sele| trust
Step 2: Add
+ -
DOMAIN N4

Copyright © 2018 Health and Social Care Information Centre.
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This then shows a
txt record that e
must be added to edit sharing domains
the external DNS
Zone for the You must first set the primary shared domain, which will be used to generate the name of your federation
partner@ SMTP :Ir:iThen you add additions| domains for which you want to enable sharing into the federation trust. Learn
domain

Step 1: Select an accepted domain that will be used to create a unique namespace for your federation trust

battlecalfed1.co.uk

Make sure you create a TXT record for this domain on your public DNS server that contains the following key:

fl2nGrufculelZ5+mLXFoT/PhbYcVo2MPz+VICT1DzTMI42B12nKbz AuduDCEpdiMBHIHLEU04218< BuhsFzw==

Step 2: Add additional domains you want to enable for sharing

+ -

DOMAIN NAME STATUS
Update | cancel |
F00% v

Once the txt
record is created,
click Update and
this concludes the
setup of the trust

Copyright © 2018 Health and Social Care Information Centre.
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The below table shows the setup for a partner organisation with Exchange 2010.

In the
Exchange
Management
Console, go
to
Organization
configuration
->
Federation
Trust, right
click and
select New
Federation
Trust

7 Exchange Management Console =8
File Action View Help
[ Microsoft Exchange =] Actions
a [55 Microsoft Exchange On-P
o 2 Hybrid Configuration | Federation Trust elationships. O -

4[5 O tion C

4 Mailbox
&) Client Access

e} Unified Messay
4 7 server Configurati

5 Mailbex

S Client Access

59 Unified Messa
43 Mailbox

£, Distribution G
5] Mail Contact

&3 Disconnected

& Toolbox

1% Hub Transport

2 Hub Transport

4 & Recipient Configuration

&3 Move Request

Name — *

ging
ion

Application Identifier

Application URI Current Certificate

There are no items to show in this view,

New Federation Trust...

ging

roup

Export List..
View
Refresh

Help

Mailbox

Next Certificate

Previous

Medify Configuration Demain ..
5 New Hybiid Configuration..

% Mew Federation Trust.

% New Organization Relationship...

Export List...

[Fi

View 3
Refresh

BB

Help

Click New in
the New
Federation
Trust Wizard

1 New Federatior
3 [ Completion
i
[
€
3
3
q
q
Help

New Federation Trust

nTrust | New Federation Trust

Create a federation trust with the Microsoft Federation Gateway for the purposes of sharing
calendars and contacts, accessing free/busy i { ions,
and securing shared information with other extemal federated Exchange organizations.

across Exchange

This requires a certficate. A self-signed certficate for the federation trust will be generated
and automatically deployed to the Exchange servers in your organization.

By default, the name of the federation trust is "Microsoft Federation Gateway'.

Click Finish

[ New Federation Trust

M Completion

New Federation Trust

Completion

The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:04

Hlapsed Time

Waming:

Shell.

LILg'; MNew-ExchangeCertificate

00:00:02

Ll]g MNew-FederationTrust

Summary: 2 tem(zs). 2 succeeded, 0 failed.

Exchange Management Shell command completed:
Mew-ExchangeCertificate -DomainName Federation’ -FriendlyName "Exchange
Delegation Federation' -KeySize "2048' -Services "Federation’
-SubjectKeyldentifier ‘abGaetHf26748c9a60F8c0607H 413
-Private KeyExportable Strue

To copy the conterts of this page, press CTRL+C.

>
m

To complete the federation configuration, you need to add a TXT record in DNS
for the domain you want to use as the account namespace and for any other
domain you want to add as a federated domain.
The format of the TXT record should be “"example.com [N TXT hash-value™
where example com ig replaced with the domain you want to configure for
federation and hash-value is replaced with the proof value genersted with
"Get-FederatedDomain Proof -DomainName example.com”
After the TXT record is available in DNS, complete the federation configuration by
using the Manage Federstion Wizard in the Bxchange Management Console or
the Set-FederatedCrganizationldentifier cmdlet in the Bxchange Management

Open the
Exchange

Get-FederatedDomainProof -domain name battlecalfed3.co.uk

Copyright © 2018 Health and Social Care Information Centre.
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management | B Machine: wj-CalFed3-EX1.battlecalfed3.co.uk
[PS]1 G:~\Windows\system32>Get-FederatedDomainProof -DomainMame battlecalfed3.co.uk
shell and run |

the ; ef53%e22-24a1-45b791c4-44e41e?eb6155
bhattlecalfedd.co.uk
OrgPrivCertificate
comman d tO D65AIEIBSACALCDS627B42C534C1CC875AEG691A

3 DUFDSTUdkAT /NYBRwhhruinBzknzDENs +NkBuyRp2nKn?PuH2 ?kUuw4Pd4g jsrelpt IwPKE PGGQUUM js JHrNxeg==
DnsRecord hattlecalfed3.co.uk THT IN DUfDSTUdk-f /NYBRwbhruinBzknzDENs +NkBuyRp2nKn??uN2 7kUuw4Pd4qjs reVpt3wPKf PGGQUUN s

get the tXt i JHrNxeg==
record.

[P2]1 C:“Windowsssystem32>_

This shows the txt record that must be added to the external DNS

O h Exchange Management Console - | @
nce the txt Fie Adion View Hep
record has | 2% = EE : : , : i
Microsoft Exchange ] Actions
4 [E Microsoft Exchange On-Premise 5 5
be e n ad d ed o it Hybrid Configuration | Federation Trust | Organization Relationships Organization Configuration A
) 4 2] Organization Configuration
M . |4 Mailbox Name - Application Identifier Application URI Current Certificate Next Certificate Previout|| | | Medify Configuration Demain ..
rlght CIICk the 8, Client Access & Manage Federation. 55 New Hybrid Configuration...
|53 Hub Transport .
. > Remove Federation Trust % New Organization Relationship..
F d t s Unified Messaging
e e ra IO n 4 [ Server Configuration Help |5l Export List.
Mailbox View »

Client Access

Trust and 7
select o
Manage
Federation

3 Refresh

Click Next in
the manage bR Manage Federation

I ,’,}
Federation
Wizard g Merage Federaion | Memage Federstion Cerificate
e teate A different certificate can be specified for the Federation Trust by editing the next cedificate.
Manage Federated a Properties... Edit... ‘::} Show distribution state
Domains
i Property Name Distribution Status Expiration Date
Manage Federation Cument Certificate Unknown Tuesday, February 21, 202
Completion Mext Certificate

Previous Certfficate

< m >
Contacting the Microsoft Federation Gateway to get its certificate and federation
metadata

Roll certificate to make the next certificate as the cument cerificate

Neat = | | Cancel
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Click Add,

Lo -
se I ect th e Ty Manage Federation
domain , ,
] Manage F y -
name you Certificate Configure which accepted domain should be federated. Secure data sharing with other
Exchange organizations is only available to users with an e-mail address with a federated
H H Manage Federated domain.
Op,
JUSt Ve rlfled e The account namespace is the federated domain used to construct a user identifier for the
H M Federati Microsoft Federation Gateway. Make sure the added domains have TXT records available
and click OK . amge_ (S0 | i (NS with = veite genemted by the Get-Federmt odlJomeinProef emdet
eI =8 Add... =7 Set as Account Namespace
Domain State:
E-mail address of organization contact
Enable Federation
Help cBack || MNe> | | Caneal

<1 Select Accepted Domain = | = -

File  View
Search: Find Now Clear
Name: - Domain Name:

| = battlecalfed3 co.uk battlecalfedd.co.uk

|1 ohjectis) selected. 1 object(s) feund.

Click Next

o
q[i%! Manage Federation
Manage Federation Manage Federated Domains
O Certificate Configure which accepted domain should be federsted. Secure data sharing with other
Exchange organizations is only available to users with an e-mail address with a federated
o Manage Federated domain
Domains

The account namespace is the federated domain used to construct a user identifier for the
[] Manage Federation Microsoft Federation Gateway. Make sure the added domains have TXT records available
in DNS with a value generated by the Get-FederatedDomainProof cmdlet

] Completion #Add‘..

Domain State
3.couk Unik

E-mail address of organization contact:

Enable Federation

Help <Back || MNet> | [ Cancel

Copyright © 2018 Health and Social Care Information Centre.
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Click
Manage

=%

b % Manage Federation

n Manage Federation
Certificate

n Manage Federated
Domains

] Manage Federation
i Completion

Federation
The wizard will use the configuration below. Click Manage to continue.
Configuration Summary:
(i Set-FederationTrust

RefreshMetadata:
Identity: "Microsoft Federation Gateway"

{25 Set-FederatedOrganizationldentifier

»

DelegationFederation Trust: "Microsoft Federation Gateway
AccountNamespace: battlecalfed3.co uk’
OrganizationContact: *

Enabled: Strue

To copy the contents of this page, press CTRL+C.

< Back H Manage I l Cancel

Click Finish

2%! Manage Federation

Manage Federation Completion

B Certificate

n Manage Federated

Domains

Il Manage Federation (i) Set-FederationTrust

[ Completion

The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:14

Summary: 2 item(s). 2 succeeded, D failed.

Exchange Management Shell command completed:
Set-Federation Trust -RefreshMetadata -Identi

Hapsed Time: 00:00:01

Sé Set-FederatedOrganizationldentifier

Exchange Management Shell command completed:

Set-FederatedOrganization|dentifier -Delegation Federation Trust "Mi ft Federation
Gateway’ -AccountNamespace battlecalfed3 co .uk’ -OrganizationContact ™ -Enabled
Strue

Hapsed Time: 00-00:13

To copy the contents of this page, press CTRL+C.

Copyright © 2018 Health and Social Care Information Centre.
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The trust can be verified with the following commands:

1 Get-FederationTrust | Format-List

1 Get-Federationinformation -DomainName <Federation Partber Domain name>
For the federated partner example, this would be:
Get-FederationIinformation -DomainName battlecalfed1.co.uk

1 Test-FederationTrust -Userldentity <User name>

For the federated partner example, this would be:

1 Test-FederationTrust -Userldentity <testuserl@battlecalfedl.co.uk>

Partner organisations must add all SMTP addresses that are to be used for calendar
federation in the Manage Federation. If multiple domains are in use and all domains will be
used by NHSmail to query for calendar federation, the partner must add each domain in the
federation trust using the steps outlined above. There is only one federation trust, and the

additional domain names must be addedseantit dre.

addition, each domain name requires the creation of a txt record and adding it to the external
DNS.

Copyright © 2018 Health and Social Care Information Centre. 17
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Or gani s aetliaohnsahli p

The calendar federation is then configured with the organisational relationships. These
determine the default sharing capabilities. NHSmail will share out free/busy only as a default.

The partner organisation has to create the organisational relationship with the NHSmail
primary SMTP address nhs.net.

NHSmail would configure the organisational relationship witht h e

primary SMTP addresses to share with.

partner

organi

The example below shows the steps for the partner organisation to create the organisational
relationship to NHSmail. The first example is for partner organisations using Exchange
2013/2016, the second for partner organisations using Exchange 2010.

Both use identical settings, Exchange 2010 has a desktop application for the configuration,

while Exchange 2013/2016 use a web application.

Step

In the Organization
Section in
Organization
Sharing, click on the

Configuration

Exchange admin center
recipients sharing apps address lists

permissions

Federation Trust

compliance management Afederation trust has

been created and requires the verification of

organization

shared domains. Select the domains that will share calendar free

/bus,

y information. Learn mare

plus sign. o= o

protection

Organization Sharing
mail flow -
Enable free/busy and other calendar information sharing between federated Exchange organizations. Leam more

mobile + a

public folders oN NAME | DOMAINS

unified messaging T ms to show in thi

servers

hybrid

0 selected of 0 total
Conﬁgu re the SMTP = Organization Relationship - Internet Explorer == -
name and the sharing Help
level new organization relationship
The domain to share
. . Create an organization relationship to allow users to share calendar free/busy and other

Wlth IS N hs .n et a-nd calendar information with people in other federated Exchange organizations. Learn more
the sharing level e

Relationship name:
Free/Busy [NHSmai |
|nf0rmat|0n W|th *Domains to share with:

: nhs.net

time only | |

Enable calendar free/busy information sharing

(@) Calendar free/busy information with time only
. (O Calendar free/busy information with time, subject, and location
C“Ck save to Create Share calendar free/busy information for:
th ere | atl ons h | p (®) Everyone in your organization
(O A specified security group
Enter the security group that contains the internal users that will share calendar
free/busy information
save cancel
®100% -
Copyright © 2018 Health and Social Care Information Centre. 18
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This then configures
the relationship.

Click on NHSmail to
see the details.

-+

OM

L o

Q

MNAME

NHSmail

& | DOMAINS

nhs.net

1 selected of 1 total

The general section
shows the configured
domain name and the
access URLs for
Application URI and
Autodiscover
endpoint that the
federation trust and
the NHSmail
Autodiscover have
provided.

The sharing section
shows the configured
access.

Copyright © 2018 Health and Social Care Information Centre.
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