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I am going to talk with you today about ongoing efforts, in both the US and the UK, to revise election laws in light 
of revelations about how online platforms and digital information were used in the 2016 elections.  
 
As you know, those elections – the presidential election in the US and the Brexit referendum in the UK – rocked 
politics on both sides of the Atlantic.  Both of these campaigns were fueled by anger, frustration, and a deep distrust 
of elites who, for the most part, did not see the results of either election coming. 
 
These elections also saw extraordinary and strategic efforts, some undertaken by foreign actors, to manipulate public 
opinion through electronic means, including misusing personal data, stealing private email, and spreading 
disinformation and “fake news” through fraudulent social media accounts.  
 
Efforts to manipulate public opinion during campaigns are not new, of course, and neither are attempts by foreign 
actors to interfere in the elections of other nations. Election law is constantly adjusting to challenges presented by 
new technologies, evolving electoral incentives, and shifting campaign environments.  
 
What is new about what happened in 2016 is how surprisingly difficult it has been for our election laws to respond.  
 
Advocacy groups, think-tanks, and official commissions on both sides of the Atlantic have made numerous proposals 
to ensure that election rules designed decades ago to provide transparency and accountability in election campaigns 
remain relevant in a landscape dominated by Facebook, micro-targeted advertising, and online liking and sharing. But 
very few of their suggestions have been operationalized. 
 
There is a reason for this.  As it turns out, the 2016 elections did not just highlight deep social divides in our societies. 
They also brought to the surface underlying issues about the goals and purposes of our election laws themselves. 
These issues create tension in many of our existing rules, and they are particularly difficult when it comes to regulating 
online content.  
 
The goal of my talk today is to introduce you to what these issues are, to explain why they present so many challenges 
in the online environment. I also will propose some changes we should be making even in the face of these challenges. 
My proposed changes are modest – perhaps frustratingly so. But they are things that would be relatively easy to do 
quickly, within existing law. As such, they represent a small but important first step on a difficult but essential journey 
to preserve free and fair elections in both of our nations. 
 
What happened? 
 
Much of what we know about what happened in the lead up to the 2016 elections has trickled out slowly, in the form 
of committee, commission, and intelligence reports, and, in the US, indictments from the Office of the Special 
Counsel of the US Department of Justice.  



 
 

 

 
We have more information regarding the US than the UK, but investigations in both countries have revealed a 
common story of how highly motivated actors harnessed the power of the internet to unleash targeted digital 
disinformation campaigns for the purpose of stoking social tensions, undermining democratic institutions, and 
influencing the elections. 
 
Indictments from the Special Counsel’s office and an assessment by the US Intelligence Community reveal the 
magnitude of this effort in the US. Individuals and entities seemingly affiliated with Russian intelligence were spending 
more than $1 million per month in the leadup to the 2016 presidential election. (Some parties named in the indictments 
deny this). That money purportedly was used to train and employ an army of online trolls and programmers, many of 
whom represented themselves as American citizens, who created and shared inflammatory and false information, 
which was then amplified by bots – programs that rapidly and automatically spread messages across social media 
platforms. In the US, this meant messages designed to inflame existing tensions around issues such as race, 
immigration, and guns, spread rapidly and usually anonymously across social media platforms.  
 
We also know these efforts reached a wide audience. In the leadup to the 2016 presidential election in the US, at least 
3,000 fake social media accounts associated with Russia’s Internet Research Agency were active on Facebook, and 
about 30 million Americans had content from these accounts delivered into their Facebook News Feed. At least an 
additional 100 million Americans saw that same content through likes and shares.  We also know that these activities 
generated 17 separate investigations, 34 indictments, and 7 plea agreements. 
 
We know less about what happened in the UK. The British Prime Minister has explicitly called out Russian efforts to 
influence elections, but the Government also said repeatedly that it has seen no evidence of a “successful” foreign 
campaign to influence elections in the UK. The public investigations in the UK have been more focused on the misuse 
of online data than on foreign intervention. We know, for example, that the Information Commissioner imposed the 
then-maximum possible fine of £500,000 on Facebook for its data management practices – a fine Facebook is 
challenging. But additional activities may have occurred as well. Academic researchers found that 419 of the Russian-
affiliated accounts suspended by Twitter for their efforts to spread misinformation in the US also had engaged in 
efforts to influence UK politics. The Digital, Culture, Media and Sports Committee likewise concluded that Kremlin-
aligned media published “significant numbers” of articles about the Brexit referendum, and that those articles 
generated more social media impressions than did messages from the official Leave campaign. There also have been 
at least two criminal investigation referrals around the financing of the Brexit referendum. 
 
What does Election Law have to say about this? 
 
Since these activities – from the theft of private data, to the use of fake identities and bots online, to the distribution 
of false and misleading information – seem designed at least in part to influence elections, and since elections are 
heavily regulated in both the US and UK, it would be reasonable to think that election law may have something to 
say about all of this. But to a surprising extent, it does not.      
 
Much of what we saw in 2016 – most strikingly the failure to label or disclose most online electioneering – is not 
obviously illegal under existing election law in the US or UK. In the words of the UK-based Electoral Reform Society, 
the 2016 elections demonstrated that the internet is indeed the “wild west” of election law: a regulation free zone 
where almost anything goes.  
 
To understand why, I’ll begin by comparing existing election laws in the US and the UK. 
 
Election laws in the US and UK are usually thought of as very different. In fact, when policy makers in the UK invoke 
US election law, it is usually as a negative example: whatever we do, don’t let us become like the US. 
 



 
 

 

And the differences between the systems are real and meaningful, to a point.  
 
The UK system, grounded in the Representation of the People Act 1983, the Political Parties, Elections, and 
Referendums Act 2000, and the Communications Act 2003, is built on a model of restricting spending in campaigns, 
and thereby “leveling the playing field” by reducing and equalizing the amount of money spent in an election cycle.  
 
So, in the UK, political parties, candidates, and “third party campaigners” (entities that are neither parties nor 
candidates but intend to spend more than a certain amount of money for the purpose of influencing an election) are 
all subject to caps on the amount of money they can spend on election-related activities. Additionally, the most 
expensive of those activities – paid television and radio advertising – are prohibited. 
 
The US, as is well known, does not do this. In 1976, in Buckley v. Valeo,1 the US Supreme Court drew a sharp distinction 
between contributions that enabled the speech of others (which could be limited consistent with the US constitution) 
and the independent spending of individuals, groups, candidates and political parties themselves (which could not).  
In doing so, the Court rejected the legitimacy of using election law to equalize influence by reducing the speech of 
some in order to enhance the speech of others. Any such efforts, the Court said, were “completely foreign” to the 
First Amendment, and therefore unconstitutional and void.  
 
This decision, in effect, means that in the US, candidates, political parties, and third-party campaigners can spend as 
much money as they can raise, but they have to raise it in relatively small chunks – through the capped contributions 
of others. Different types of groups, however – groups that are supposed to be less directly tied to elected officials 
and political parties - are not subject to those limits and can both raise and spend money with few limitations, as long 
as they don’t formally coordinate that spending with candidates.  
 
These differences matter, and they have created very different systems. In the UK, most political spending runs 
through political parties and regulated third-party campaigners, with outside or unregulated groups playing less of a 
role. In the US, in contrast, spending is increasingly dominated by outside groups who can both raise and spend 
unlimited (and often undisclosed) amounts of money.  
 
But in regard to regulating online election activity, the similarities between the two nations are more 
meaningful than the differences.  
 
First, neither country comprehensively requires imprints on digital campaign materials. Imprints are disclaimers on 
the face of a message saying who authorized or paid for the communication. In both the US and the UK, even online 
election communications that would be required to carry imprints if distributed or broadcast offline are not 
consistently required to carry them when distributed online. 
 
In the US, imprints are only required online for election-related “express advocacy,” which in US law means 
communications that can only be interpreted as calling for the election or defeat of an identified candidate. This 
excludes most communications that don’t use words like “vote for” or “vote against,” even when they run in close 
proximity to an election. 

 
US online imprint laws also are limited to “paid placements” on webpages, meaning that most communications shared 
throughs social media accounts need not carry imprints, even if millions of dollars were put into setting up the 
accounts and training their operators.  

 
In the UK, the situation is worse: imprints are not required for online communications at all, even if the exact same 
message would be required to carry an imprint if printed and distributed offline.  

                                                            
1 Buckley v. Valeo, 424 U.S. 1 (1976). 



 
 

 

 
Second, neither system has comprehensive spending disclosure laws, which allows much online activity to be 
unreported, reported long after the election, or masked within other reported spending.  
 
Disclosure requirements, unlike imprint requirements, require that certain types of expenditures, or expenditures by 
certain types of groups, be reported to a regulatory body. In the US, this is the Federal Election Commission (FEC); 
in the UK, it is the Electoral Commission (for UK-wide elections).  

 
In the US, the disclosure regime is permeated by exceptions permitting many groups to avoid disclosing both their 
own activities and their sources of funding, even when they engage in significant election-related activity.  

 
In the UK, disclosure is more comprehensive, but it comes too late – usually months after an election. This severely 
limits its effectiveness as a public information tool. Additionally, even when eventually reported, online spending is 
not disaggregated from other advertising outlays, making it difficult to connect expenditures to particular digital 
campaigns. 
 
Finally, neither nation has comprehensive and clear rules prohibiting foreign individuals or entities from spending 
money to influence domestic elections.   
 
In the US, the law prohibits foreign actors from making election-related contributions or independent expenditures, 
but that prohibition has been interpreted as only applying to “express” advocacy, leaving the law in this area uncertain 
in regard to spending on other types of electioneering communications. 

 
In the UK, foreign citizens are prohibited from making donations to political parties and cannot lawfully register with 
the Electoral Commission as third-party campaigners. But it appears they may not be legally prohibited from spending 
on election advocacy as long as their total spending is less than the amount triggering registration. Likewise, British 
based subsidiaries of foreign companies are allowed to make political donations, with no substantive rules ensuring 
that the donations are not effectively subsidized by the foreign parent. 

 
In combination, what these regulatory gaps mean is that much of the online activity seen in 2016 and since – anonymous 
online political advocacy, unregulated electioneering through social media accounts, and foreign-funded amplification 
across the internet – was simply not captured by our existing election rules. 
 
Numerous committees, commissions, and advocacy groups have made serious suggestions about how election laws 
should be changed in light of this. These proposals take various forms. I am going to focus today on two: increasing 
transparency around digital campaigning and strengthening prohibitions on foreign-funded advocacy. These 
categories best exemplify the challenges involved in moving existing offline regulations into the online environment, 
and also hold the most promise for fruitful cross-country comparisons between the US and the UK.  
 
Transparency 
 
Much of our existing election law is built around a belief in the value of transparency. We believe that transparency 
helps guard against the corruption of elected officials by revealing the extent to which office holders are indebted to 
campaign contributors, thereby allowing us to be vigilant in evaluating whether those donors are receiving 
inappropriate benefits from the candidates to whom they gave money. Separately, we also believe transparency helps 
voters make better choices by providing information about who is financing the political messages they are seeing. As 
the US Supreme Court has acknowledged, people are better able to evaluate the arguments to which they are being 
subject when they are fully informed about the person or group who is speaking.2 

                                                            
2 Citizens United v. FEC, 558 U.S. 310 (2010). 



 
 

 

 
In the offline world, these goals are advanced by imprint and disclosure rules, but these rules do not fully capture 
comparable online communications. This is in part because, in both the US and the UK, the primary pieces of 
legislation governing imprints and disclosures are decades old, and do not explicitly include internet communications 
within the definition of communications subject to their requirements.  
 
This has left regulators a bit on their own in trying to develop appropriate rules for the online environment. In the 
US, much of that work has been done by the FEC through “advisory opinions” – opinions that respond to a particular 
query rather than by creating a generally applicable rule.  This is about to change, as the FEC has initiated a notice 
and comment period seeking input on two draft proposals that would finally bring regulation of online imprints under 
the purview of a more comprehensive rule. 
 
But the proposed changes themselves are quite narrow. They would not expand online imprint requirements beyond 
communications containing express advocacy and would only cover political advertisements placed “for a fee” on a 
digital platform. The proposal also limits the underlying disclosure requirements to those who have “earmarked” a 
contribution of more than $1000 for the purpose of placing the specific ad in question.3 These limitations mean that 
even if the proposal is adopted, much online electioneering would still not be required to carry imprints, and even 
those that do might never have to disclose the true source of funding for the communication in question.  
 
In the UK, the disclosure regime is more extensive. Political parties and “third-party campaigners” planning to spend 
more than a certain amount in activity intended to influence voters are required to register with the Electoral 
Commission and file regular reports regarding their income and expenditures. This includes reporting the identities 
of all donors to those groups who contributed more than £7500. In addition, imprint requirements reach any person 
or group distributing campaign material meeting the purpose test - there is no minimum spending threshold triggering 
this obligation. But as noted above, UK election law is narrow in a different way: it does not require imprints on any 
digital material distributed online. It also does not require the disclosure of spending, including online spending, until 
well after the election cycle has ended, and even then, allows online spending to be aggregated with other spending.  
In addition, spending by third-party campaigners that comes in under the registration trigger (which was £10,000 for 
the Brexit referendum) is not captured by the existing disclosure regime.  
 
The Electoral Commission has asked the Government to allow it to require imprints on online material in the same 
manner it does for offline material. More recently, it also has recommended requiring greater promptness and 
specificity when reporting online spending. The Government’s response to these requests has been noncommittal: it 
has called for additional study and praised Facebook’s efforts to voluntarily increase transparency of political messages 
appearing on that platform.  
 
The net effect is that more often than not, the British public, like their American counterparts, are left in the dark 
about who is behind the online election communications flooding social media. 
 
The key point I want to draw your attention to today is that efforts to implement transparency reforms in both 
countries are getting stuck on the same basic question: how to define the online communications being regulated.   
 
This is both a normative and a legal problem. Normatively, the question is how to strike the right balance between 
fair elections and freedom of speech. Generally speaking, we want people to be able to engage in robust debate and 
discussion without being subject to a complicated regulatory regime. Legally, the justification for the regulation is part 
of the test used by courts in the US, UK, and Europe to evaluate the legitimacy of regulations that burden political 
speech. In the US, the legal test asks whether the government has burdened more speech than is necessary to advance 

                                                            
3 This limitation, also imposed by the FEC on existing some offline disclaimer rules, has been struck down by a federal district court 
as inconsistent with the enabling statute. If upheld on appeal, that ruling could affect this limitation as well. CREW v. FEC (16-0259). 



 
 

 

its goal. In the UK and Europe, courts ask if the restriction is “proportionate’ to the need, or “necessary” in a free 
and democratic society.  
 
To appreciate the difficulty of this issue, let’s consider an example. 
 
Almost any system would want to capture within its election regulations a widely distributed message saying “Vote 
for Ringhand” when Ringhand is a candidate for public office. This is clearly an attempt to influence the election, so 
capturing it within a regulatory scheme would reveal who “Ringhand” is indebted to (to watch for undue favors); and 
who is paying for the communication (to help voters critically evaluate its content).  
 
On the other hand, few systems would want to regulate “Law professors are awesome.” “Law professors are 
awesome” is a general comment on a topic of public interest (at least to law professors) of the type people make every 
day. In a free society, we want people to be able to say “law professors are awesome” without being caught in a web 
of reporting and disclosure requirements.  
 
But what about “We need more law professors in the Senate”? When Law Professor Ringhand is running for the 
Senate, should this statement be regulated, or not? 
 
This is not a new problem. It is one reason, in fact, why election law in the US is so complicated: courts and legislatures 
have tried for decades to develop different ways of drawing the line between regulated electioneering and unregulated 
speech about matters of pubic importance. 
 
These efforts have included defining the scope of regulated speech based on what is said (the “magic words” test 
developed by the US Supreme Court). But that proved too easy to get around. So regulators, in both US and UK, also 
have tried to draw the line based on who is speaking: if you are a political advocacy group, you’re regulated. This is 
better, but pushes the problem downstream, to defining who is and is not a ‘political advocacy group” – a problem 
the US is actively struggling with right now. 
 
Both nations also have used time-based tests, defining regulatable speech based on when it occurs: if it is distributed 
to the relevant audience during the lead up to an election and identifies a candidate or party, it is regulated.  
 
Finally, both nations have built cost triggers into their schemes, allowing minimal expenditures under the regulatory 
trigger to escape most regulation regardless of who is purchasing the communication, when it is distributed, or what 
it says.  
 
Each of these approaches has strengths and weaknesses; none are fully satisfying. And they are even less so when it 
comes to online electioneering, for several reasons.   
 
Online speech is transitory. The ease of avoiding regulations by using ads that eschew phrases like “vote for” or “vote 
against” becomes laughably easy in the online environment, when tens of thousands of versions of messages can be 
automated, tested to different audiences, rejected, and deleted in a matter of minutes.   
 
Online speech is faceless. Regulating election communications on the basis of who is speaking is difficult in a world in 
which affiliated entities can be created and move money quickly and easily among themselves; it is even more difficult 
when all that is required to engage on most social media accounts is an email address, an avatar, and a smart phone.   
 
Online speech spreads organically.  Off line regulations defining regulated speech based on the identity of the speaker (i.e., 
a candidate or political party) don’t work well in an online environment where messages spread quickly and organically 
from person to person, raising tricky questions of where the regulatory obligation ends. Tying regulation to a monetary 



 
 

 

trigger based on the cost of an initial online paid advertising placement likewise misses the nature of how online 
information spreads without charge from person to person. 
 
Online speech is cheap and ubiquitous. Cheap speech – and online speech is nothing if not cheap – means we are all talking 
all the time. In such an environment, time-based schemes, triggering regulation only during pre-determined election 
cycles, misses a great deal of even overtly election-related activity, as do “cost of placement” triggers that don’t take 
into account the cost of creating and distributing the message.  

 
So, while transparency requirements in general are seen as an important and accepted part of election regulation, rule 
makers have always had to grapple with tough questions about how to define the scope of the speech being regulation. 
And those questions are even more vexing when trying to regulate online electioneering.  
 
But source exclusions – the next group of proposed changes I want to discuss – suffer from even more challenges.  
 
Source exclusions 
 
Source exclusions prohibit some entities from participating in a nation’s electoral conversation at all, even if their 
participation is fully transparent. Source exclusions raise a host of problems for regulators, and those problems are, 
once again, more challenging online.  
 
Let’s consider this in the context of another example. 
 
Some of you may remember a letter-writing effort, organized by The Guardian, in the 2004 Bush v. Kerry presidential 
election in the US. The Guardian facilitated the delivery of letters from British citizens to US voters in Ohio, a swing 
state, so the Brits could tell the Ohioans why they should vote against Bush.  
 
This was not a success. It created a predictable backlash and culminated in a mea culpa of sorts from The Guardian. 
So this was foolish; but should it be illegal? What, exactly, is wrong with people sharing their opinions about the 
internal politics of another nation? As long as the identity of the speaker is disclosed, what is the justification for 
depriving a voter of an outside perspective?  
 
To put it another way, when a fully transparent message is mediated through the mind of an eligible voter, what 
exactly is the harm in allowing her to hear it? 
 
We do not have a good answer to this, even in the offline world, which is why source-based exclusions are 
controversial.  
 
The US Supreme Court dealt with a version of this issue in the Citizens United case.4 The question presented in Citizens 
United was whether corporations could be prohibited from using general corporate revenue funds to make 
independent expenditures advocating for candidates or positions. The Supreme Court struck down the prohibition as 
a violation of freedom of expression. Importantly for our purposes, the Court based its decision on a deep suspicion 
of source-based restrictions of political speech. There was simply no reason, in the Court’s view, to ban election-
related speech based on who was paying for it. Particularly when the public was appropriately informed about the 
person or group speaking, prohibitions based on the identity of the speaker served no constitutionally recognized 
purpose.   
 

                                                            
4 558 U.S. 310 (2010). 



 
 

 

Yet just a year later, a lower federal court in Bluman v. FEC5 upheld a source-based restriction prohibiting foreign 
nationals residing in the US from funding election communications that expressly advocate for the election or defeat 
of an identified candidate. This decision tapped into a very different strand of democratic thought than did Citizens 
United. The Bluman Court stressed a body of law allowing countries to exclude foreign nationals from participation in 
activities “intimately related to the process of self-government.” That power, the Bluman court said, is an essential 
component of a sovereign’s duty to preserve “the basic conception of a political community” – that is, to say who is 
and is not a member of a given polis, and to exclude those who are not from participating in the community’s process 
of political self-definition. 6   
 
The Supreme Court declined to review this decision. But there is considerable tension between the rhetoric of Citizens 
United, which doubted the legitimacy of source-based exclusions and praised the ability of voters to critically assess 
political information; and the rational of Bluman, which emphasizes the power and duty of sovereign states to protect 
voters from foreign influence, at least in regard to explicit electioneering, even when properly disclosed. 
 
In the UK, the law is similarly fractured. Foreign citizens are not permissible donors and parties and registered 
campaigners cannot accept contributions from them. Foreign entities also cannot lawfully register with the Electoral 
Commission as third-party campaigners. But it appears they are not prohibited from spending on election advocacy 
as long as the total spending is less than the amount triggering that registration. Additionally, British-based subsidiaries 
of foreign companies are allowed to make political donations, with no substantive rules ensuring that the donations 
are not effectively subsidized by the foreign parent. 
 
The point is this: the law around source-based exclusions is murky, and it is murky because such restrictions put stress 
on an unresolved tension between the democratic ideal of an informed citizen making rational decisions in light of 
full information, and the equally potent notion that members of a sovereign state constitute a distinct political 
community and that only members of that community should have a say in its fundamental matters of democratic 
self-governance. 
 
And once again, this tension is aggravated online.  
 
In addition to the problems created by the transitory, faceless, organic, ubiquitous and cheap nature of digital 
communications, there also is a growing body of research demonstrating how the online environment – particularly 
social media platforms – effect how we process information.  
 
None of it is good.  Online information intensifies confirmation bias (the tendency to give greater credence to ideas 
you already agree with and discount those you don’t); emotionality (social media messages with high emotional appeal 
travel faster and wider than do less emotional appeals); and normalization (artificial amplification of fringe ideas to 
make them appear more common than they are, making it more likely people will adopt them).  
 
These studies throw into stark relief the shallowness of our collective conversations about democratic deliberation 
and decision making, and the inadequacy of our thinking about how people perceive and use information, especially 
online. Yet source-based distinctions depend on those very ideas for their legitimacy, and risk being invalidated unless 
we develop better legal thinking around these issues.  
 
Conclusion 
 
Regulating online electioneering is challenging because so many of the things that make election regulation difficult 
offline are even more difficult online. So perhaps, in the end, it should not surprise us that reformers have as of yet 

                                                            
5 800 F. Supp. 2d 281 (D.D.C. 2011). 
6 Id. 



 
 

 

accomplished so little. But in case this is too dispiriting, I want to be clear: I do think these are solvable problems. We 
can have more transparency about online political messages; a sensible package of regulations about who participates 
in democratic deliberations; and better knowledge about who is funding digital efforts to influence our electoral 
choices.  
 
My point is merely that figuring out how to balance those efforts against the equally important need to maintain space 
for robust political discussion in free and democratic societies is not an easy task and will take some time.  
 
But what can, and should, we be doing right now?  
 
My answers to that question are small, exploratory, and may seem too small for the job at hand. But they share a 
common goal: to save the most difficult questions for later and use the space available within existing legislative and 
constitutional boundaries to maximize transparency and clarity around as many online communications as possible, 
in the hope that by doing so those communications that are less transparent will be viewed with more skepticism. In 
other words, we can try to create on online environment where people become so accustomed to seeing disclaimers 
on political messages that they become distrustful of messages without them. 
 
So, what would that entail? 
 
First, regulations in both the US and the UK should be changed to require online imprints on any paid advertisements 
that would be required to carry them right now, under existing law, if appearing offline or in traditional broadcast 
media. This will not capture all online election communications, but it is legally feasible both the US and the UK and 
is practically doable – Scotland did it fairly successfully in its 2014 independence referendum. So, it is a start, and 
would give regulators a way to perfect the underlying technologies and work through at least some of the challenges 
entailed before expanding imprint requirements into more contested areas. 
 
Second, legislators in the US should eliminate most of the constitutionally unnecessary exemptions currently in place 
regarding the types of groups that report electioneering activity to the FEC and should likewise remove the 
“earmarking” requirement that allows even regulated groups to avoid full disclosure of their funding sources. As 
noted above, this change has been endorsed by a federal appellate court and is plainly permitted by existing Supreme 
Court precedent. 
 
Third, the UK Government should authorize the Electoral Commission to update existing report requirements and 
require regulated entities to report election spending with more specificity, and in something approaching real-time. 
Again, this is legally and practically doable, and well-worth doing.  
 
Fourth, both countries should clarify their rules regarding foreign spending, to ensure that they are prohibiting the 
activities they intend to prohibit. This also will enable more efficient judicial review of any such prohibitions when 
they are challenged which, at least in the US, they certainly will be. 
 
Finally, lawmakers and reformers in the US and the UK should look toward each other’s experiences and recognize 
that as distinct as our election regimes are, in regard to the online challenges facing both nations today, our similarities 
are more significant than our differences.  
 
There is potential to learn from each other’s experiences, and we should embrace the opportunity to do so. Public 
confidence in elections as a fair and effective way of allocating political power is the lynchpin of democratic self-
governance. Protecting that confidence is fundamentally what this fight is about, and we are all going to need all the 
help we can get.  
 

© Professor Lori Ringhand 2019 
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