
DECEPTIONGRID™ AND MCAFEE  
ADVANCED THREAT DEFENSE

AGDSWLYH DHIHQVH for the New Breed of Malware
Deception technology is now combined with the speed, accuracy and low total 
cost of ownership �TC2� of your McAfee Advanced Threat Detection.  
Complementary to your McAfee architecture, DeceptionGrid enables you to 
reduce the time to breach detection while leveraging all the benefits of your 
McAfee cyber defense.
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•  Powerful  Situational Awareness.
DeceptionGrid detects 9LAN
lateral movement unseen by other
cyber defense.

PARTNERSHIP BENEFITS

•  Reduced Time to Breach Detection.
DeceptionGrid detects the movement
of malware almost immediately.

•  Low to No False Positives.
DeceptionGrid generates a very small
number of highly accurate alerts.

•  Automated Forensics in Real-Time.
McAfee AGYDQcHG TKrHDW DHIHQVH
provides a complete static and
dynamic analysis.  TKLV analysis
flows through your McAfee cyber
defense WR GHIHQG \RXr HQWHrSrLVH
DQG GHIHDW \RXr DWWDcNHrV�

•  DeceptionGrid Architecture Provides
Ease-of-Deployment.  DeceptionGrid
deployment is simple and fast XVLQJ
RXr SrRSrLHWDr\ HPXODWLRQV DQG
SRZHrIXO DXWRPDWLRQ�

•  AcWLRQDEOH ,QWHOOLJHQcH�  ,QIRrPDWLRQ
IORZV DcrRVV RXr LQWHJrDWHG QHWZRrN
WR OHYHrDJH GLVcRYHr\ DQG XQcRYHr
KLGGHQ WKrHDWV�

•  Full McAfee Ecosystem IntegratLon.
DeceptionGrid seamlessly integrates
into your existing McAfee architecture
for rapid deployment and easH of
management.



•  FXOO AXWRPDWLRQ�  AGYDQcHG
DXWRPDWLRQ SrRYLGHV VSHHG RI
GHSOR\PHQW DQG HDVH RI PDLQWHQDQcH�
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Break The C\EHr Kill Chain®

CONTACT US
TrapX Security, Inc., 1875 S. Grant St., Suite 570, San Mateo, CA 94402

+1–855–249–4453 
www.trapx.com

Download our product: links on the bottom of our homepage via www.trapx.com

FOR SALES:  sales@trapx.com
FOR PARTNERS:  partners@trapx.com
F O R  S U P P O R T :  s u p p o r t @ t r a p x . c o m
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About TrapX Security
Trap; Security is a leader in the delivery of deception based cyber security 
defense. 2ur solutions rapidly detect, analyze and defend against new zero-day 
and A3T attacks in real-time. DeceptionGrid� provides automated, highly 
accurate insight into malware and malicious activity unseen by other types of 
cyber defense. We enable a pro-active security posture, fundamentally 
changing the economics of cyber defense by shifting the cost to the attacker. 
The Trap; Security customer base includes global �000 commercial and 
government customers around the world in sectors including defense, 
healthcare, finance, energy, consumer products and other key industries.

DeceSWLRQ THcKQRORJ\ RHGXcHV WKH TLPH WR %rHDcK DHWHcWLRQ 
DeceptionGrid automates the deployment of a network of camouflaged 
malware traps that are intermingled with your real information technology 
resources. The traps appear identical in every way to your real IT assets.  2nce 
malware has penetrated your enterprise, it moves laterally to find high value 
targets. -ust one touch of the DeceptionGrid by malware sets off a high 
confidence A/(5T and triggers the powerful  protection of your McAfee cyber 
defense suite.

DeceptionGrid's real-time automation passes injected malware directly to 
McAfee Advanced Threat Detection.  McAfee Advanced Threat Detection then 
rapidly and accurately performs a complete analysis of the threat and  
leverages the benefits of the full McAfee product suite to defend your 
enterprise and defeat the attacker.  McAfee offers all essential components to 
find advanced malware, freeze the threat, and initiate full remediation.

DeceptionGridTM

•  EOLPLQDWH E[SHQVLYH /HJDc\
THcKQRORJ\ SHWV�  3rRSrLHWDr\
HPXODWLRQV GrDPDWLcDOO\ rHGXcH cRVW
DQG LQcrHDVH IOH[LELOLW\�

• NR AJHQWV� DHcHSWLRQ WHcKQRORJ\
SODcHV QR EXrGHQ RQ \RXr GHVNWRS
SHrIRrPDQcH DQG PDLQWHQDQcH�

•  NR %LJ DDWD�  DHcHSWLRQ WHcKQRORJ\
SrRGXcHV D VPDOO QXPEHr RI KLJKO\
DccXrDWH DQG DcWLRQDEOH DOHrWV�
TKHrH LV QR QHHG WR ILOWHr DQG DQDO\]H
KXJH YROXPHV RI H[WrDQHRXV DOHrWV�

•  SLPSOLcLW\ %rLQJV SSHHG DQG
CRQILGHQcH�  DHcHSWLRQ WHcKQRORJ\
GRHVQ
W XVH EODcN ER[ PDWK Rr
cRPSOH[ SrREDELOLW\ cDOcXODWLRQV�  AQ\
PRYHPHQW WKDW WRXcKHV Rr SHQHWrDWHV
WKH PDOZDrH WrDSV LV E\ GHILQLWLRQ
XQDXWKRrL]HG DcWLYLW\ DQG OLNHO\ DQ
DWWDcNHr�

McAIHH LV D rHJLVWHrHG WrDGHPDrN RI ,QWHO 
SHcXrLW\�

•  UQLTXHO\ 3rRWHcW WKH CRrH RI \RXr
V/ANS�  NHWZRrN� SHrLPHWHr DQG HQG�
SRLQW VROXWLRQV DrH LPSRrWDQW� EXW PD\
QRW DGHTXDWHO\ cRYHr \RXr HQWHrSrLVH�
DHcHSWLRQ THcKQRORJ\ SrRWHcWV \RXr
V/ANS DQG GHWHcWV DWWDcNHr ErHDcKHV
DOPRVW LPPHGLDWHO\�

•  DHcHSWLRQ THcKQRORJ\ LV
RHcRPPHQGHG�  SRPH RI WKH OHDGLQJ
LQGXVWr\ DQDO\VWV rHcRPPHQG WKDW
C,SO
V DGG GHcHSWLRQ WHcKQRORJ\ WR
WKHLr c\EHr GHIHQVH�


