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1 Introduction 
 
There are six alternative ways in which the lawfulness of a specific case of processing of 
personal data may be established under the GDPR.  It is policy to identify the appropriate 
basis for processing and to document it, in accordance with the Regulation.  
 
The options may be listed as follows: 
 

 Consent 

 Performance of a contract 

 Legal obligation 

 Vital interests of a data subject 

 Task carried out in the public interest 

 Legitimate interest 
 
This procedure is intended to be used when it has been identified that the lawful basis of 
processing in a particular case might be based on legitimate interest. 
 
This procedure should be considered in conjunction with the following related documents: 
 

 Data Protection Policy 

 Records Retention and Protection Policy 

 Personal Data Analysis Procedure 

 Data Subject Request Procedure 

 Data Protection Impact Assessment Process 
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2 Legitimate Interest Assessment Procedure 
 
The GDPR allows for the processing of personal data to be lawful where: 
 
“processing is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject which require protection of personal data, in particular 
where the data subject is a child.” (GDPR Article 6 point f) 
 
In general, legitimate interest will apply in cases where the processing might reasonably be 
expected by the data subject and where its impact on the data subject’s privacy is not 
significant. It may also apply where there is a strong, justified reason for the organisation to 
carry out the processing.  In Recital 47, the GDPR mentions the examples of fraud prevention 
and direct marketing as being good candidates for legitimate interest, as long as this could 
reasonably be expected by the data subject e.g. where he/she is an existing customer of the 
controller. 
 
In order to fully establish, and be able to show, that legitimate interest is a reasonable basis 
for processing in a specific case, a three-part test must be applied. 
 
This test requires the organisation to demonstrate: 
 

1. the precise nature of the legitimate interest (the Purpose test) 
2. that the processing is necessary for the legitimate interest (the Necessity test) 
3. that the data subject’s interests, rights and freedoms do not override the 

organisation’s legitimate interests (the Balancing test) 
 
This procedure uses the Legitimate Interest Assessment Form to document each of the above 
tests and provide evidence, when required, that a fair assessment has been carried out. 
 
All three tests are to a great extent subjective in nature, and care should be taken that a fair 
and balanced approach is used and a reasonable, defensible conclusion drawn.  
 
2.1 The Purpose Test 
 
The purpose test seeks to establish whether the interest stated is indeed legitimate for the 
organisation, or for a relevant third party. This test involves defining the exact reasons for the 
processing and the benefits of it. 
 
On the Legitimate Interest Assessment Form, provide a considered answer to the stated 
questions in the following areas, including any further detail where appropriate. 
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2.1.1 Objectives 

 
Describe what the processing is intended to achieve, in particular: 
 

 What are the objectives of the processing? 

 How will you know if it has achieved its purpose? 

 How likely are the objectives to be met by the processing? 
 
Try to provide a clear statement of exactly what the processing involves e.g. direct marketing 
of supplementary products and services to existing customers, leading to more sales. 
 
2.1.2 Benefits 

 
Assess what the results of the processing provide: 
 

 What benefits (could) derive from the processing? 

 How significant are these benefits (quantify if possible)? 

 Who will receive the benefits of the processing e.g. the organisation, the public, the 
data subject? 

 
Give as rounded a view as possible of the overall benefits of the processing to all parties 
involved, not just for the organisation. Continuing with the direct marketing example, 
information about your products may provide customers with a solution to a problem they 
have, and you may be offering a discount. 

2.1.3 Impact of not processing 

 
Describe the potential impact of not processing the personal data in the way proposed. 
 

 How significant would the impact be? 

 How likely is it that the impact would be felt? 

 Who would be impacted by not processing? 
 
This may simply be the opposite of the benefits, but for example (direct marketing again), if 
the organisation needs more sales to remain viable, then an impact of not processing the 
personal data could be job losses. 
 
2.1.4 Other Issues 

 
Any other issues that might be relevant: 
 

 Has this processing been carried out before, and if so, what were the results? 

 Is the processing ethical? 

 Would the processing have any negative impact and, if so, what and for whom? 
 
There may be other factors for and against the processing and it is important to present a 
balanced view. Try to use firm facts where possible, rather than subjective opinions. 
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2.2 The Necessity Test 
 
In order for legitimate interest to be a valid lawful basis for processing personal data, it has 
to be shown that the processing is actually required for the benefit to be gained. Consider 
whether there are other ways to achieve the objectives stated in the purpose test which don’t 
involve processing the personal data, or involve processing less of it. 
 
On the Legitimate Interest Assessment Form, explain why the processing must happen in the 
way described for the intended benefits to be forthcoming. In particular: 
 

 How does the processing relate to the benefits expected? 

 Is the processing as proposed the best way to achieve the end result? 

 What alternatives have been considered and why were they rejected? 
 
Staying with the direct marketing theme, the objective of increasing sales could be met via 
advertising which doesn’t involve the processing of personal data. However, this method may 
not provide as good a return on investment as emailing customers who have already 
purchased similar products and services. 
 
2.3 The Balancing Test 
 
Having established the nature of the interest, its benefits and the fact that the processing is 
necessary for the benefits to be gained, the final step is to assess whether the identified 
interest overrides the privacy interests of the data subjects involved. 
 
Use the Legitimate Interest Assessment Form to assess this balance of interests by addressing 
the following questions: 
 

 Who are the data subjects? 
 
How can the data subjects be typically categorized? Pay particular attention to whether any 
of them belong to vulnerable groups such as children, or if there are any cultural 
considerations. 
 

 What is the organisation’s relationship with the data subject? 
 
Consider whether the organisation is known to the data subject and if so, what the nature of 
the relationship is e.g. are they a customer, a service user or an applicant? 

 What personal data are involved in the processing? 
 
Do any of the personal data being processed fall into special or sensitive categories, such as 
political opinion or biometric e.g. fingerprints 
 

 What is the likely reaction of the data subject to the processing? 
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Would the data subject reasonably expect the processing to be carried out or are they likely 
to regard it as intrusive or inappropriate? Any consultation with representatives of the data 
subjects would add weight to the case in this area. 
 

 What is the potential impact on the data subject? 
 
What consequences could the processing have on the data subject e.g. could it take their 
time, affect their reputation or cost them money? 
 

 How could the impact on the data subject be lessened? 
 
Are there any techniques or approaches that could be used to reduce the impact on the data 
subject e.g. emailing rather than telephoning, or give them an element of choice e.g. an 
unsubscribe or opt-out? 
 
2.4 Assessment Decision 
 
Once the three tests have been completed, an assessment must be made about whether, on 
balance, the processing may be considered to be lawful based on legitimate interest. 
 
The decision made must be recorded on the Legitimate Interest Assessment Form together 
with details of who carried out the assessment and when, and who approved the decision. 
 
Records of legitimate interest assessments must be retained as evidence that such an 
assessment was carried out, and as input to the relevant privacy notice. 


