
  
 

Statement of Compliance   
Third Party Assessment 

 
The Statement of Compliance is issued in order to evaluate your organisation’s security 
practices and compliance with the law.  

The assessment covers security and compliance with information security policies, 
physical security procedures, technical controls, etc. This will provide us with a level of 
assurance with regards to how you will protect Guinness data. 

On success of the tender/procurement process, we will require you to provide us with 
detailed information and evidence on how you meet this statement of compliance. 

Certification 
1. You must be certified under the Information Security Standard ISO27001 or accredited 

to any other security related standard code. 
 
Human Resource Security 

2. Background checks must be made against all employees to ensure their reliability and 
trustworthiness where they are handling our data.  
 
Policy and Awareness 

3. You must have policies which refer to information security and data protection and 
these are promoted to staff for awareness. 

4. You must provide information security and data protection training that is regularly 
refreshed on a biennial basis. 

5. Your employee contracts must include confidentiality / non-disclosure clauses to 
ensure they understand their responsibilities with regards to security.  
 
Physical Security / DPA compliance 

6. You must have appropriate security measures in place on your company premises or 
where the information will be held, this includes secure rooms with controlled access, 
clear desk policy and locked storage when not in use.  

7. On reasonable notice, you must submit to periodic checks or audit by an authorised 
employee of the Guinness Partnership to ensure both parties are meeting their legal 
obligations Segregation of Duties. 

8. You must have appropriate security controls in place where processing is outsourced 
to a third party.  
 
Technical / Operating System Security  

9. You must use appropriate layers of protection from the Internet and other networks 
(firewall, web application firewalls, IPS etc). 

10. You must have appropriate security controls in place to prevent from vulnerabilities 
such as malware, anti-virus and data loss prevention.   

11. You must have formal procedures for joiners/leavers/transfers, this includes setting up 
role-based permissions that will only allow authorised staff access to Guinness data 

12. You must have appropriate password management policies in place and privileged 
accounts must be restricted to authorised employees. 

13. You must have an appropriate patch management process which is applied in a timely 
manner.  

14. You must only hold Guinness data on servers within the EEA. 
15. You must have security controls in place to keep Guinness system and data separate 

to other client data.  
16. You must perform routine vulnerability scanning / penetration testing of its environment 

on a regular basis.  
17. You must have remediated any high risk findings as a result of point 16 and a clear 

action plan to complete outstanding issues in timely manner. 
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18. You must have end point protection to stop employees copying Guinness data. 
19. You must have appropriate process to handle data recovery in the event of a disaster 

 
Authentication and Authorisation 

20. You must have multi-factor authentication in place.  
21. You must have encryption/authentication on mobile devices that accesses Guinness 

data. 
 
Logging and reporting 

22. You must hold security logs to identify any serious breach / malicious activity and be 
made available upon request of any incident. 

23. You must have procedures in place for reporting security incidents and personal data 
breaches to Guinness. 
 
Incidents  

24. We will require you to provide details of any security incident in the last 3 years, where 
your company has lost, misused or had stolen any personal or sensitive business 
information. 
 
 
This document needs to be signed off by the company’s security officer or his/her 
representative and sent back to your Guinness’s contact together with a copy of the 
certifications (point 1) and incident details (point 24). 
 
Number of attachments: 
 

Name Title Date Signature 
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