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SAP provides several methods to correct errors that have occurred
in your SAP system. This chapter describes these methods, the
contents of the changes involved, and recommendations for proj-
ect implementation.

17 Maintaining SAP Software

In this chapter, you will learn about the software maintenance strate-
gies and tools provided by SAP and, in particular, about Support Pack-
ages and SAP Notes. Support Packages correct all errors that have been
identified within a specific time period in a system, whereas SAP Notes
correct individual errors as they occur. This chapter also explains the
modification adjustment steps you need to take when importing Sup-
port Packages.

The tools discussed in this chapter are as follows.

» The Note Assistant (Transaction SNOTE), used to import Notes with
code corrections.

» The SAP Patch Manager (Transaction SNOTE), used to import Support
Packages.

» The SAP Add-on Installation Manager (Transaction SAINT), used to
import add-ons and delta upgrades.

» The SAP Java Support Package Installation Manager, used to import
Java Packages.

This chapter is intended primarily for system administrators and tech-
nical consultants who are responsible for maintaining and updating an
SAP ERP system landscape. Nonetheless, project leads and strategic con-
sultants will also benefit from this information because it is helpful for
planning package upgrades and for estimating the time and staff costs
involved. Experience shows that the main factors causing difficulties in

643

Tools



17

Maintaining SAP Software

Support Package implementation projects are the required downtime,
the time and effort necessary for testing, and the indispensable code
freeze. Section 17.3 addresses these aspects, and also describes the ben-
efits gained from importing Support Packages.

Section 17.4 focuses on the maintenance of Java-based systems in par-
ticular, which in many respects is different from the maintenance of
ABAP systems.

171 Making Manual Corrections on
the Basis of SAP Notes

If a specific problem occurs with the SAP ERP software and this problem
is corrected, details of the correction are published in an SAP Note. The
correction is also included in the next Support Package.

If the problem is particularly urgent, you may not be able to wait for the
Support Package and will have to manually make the correction with the
help of an SAP Note.

SAP provides the SAP Note Assistant to enable customers to import
SAP Notes. This tool considerably reduces the amount of manual work
required to implement the Note and make modification adjustments
later on.

Particularly important Notes—such as those about faults with seri-
ous consequences including system downtime and data inconsisten-
cies—are classified as HotNews and are published on the SAP Service
Marketplace.

17214 SAP HotNews

SAP HotNews items are SAP customer Notes with Priority 1 (very high).
These Notes contain the solutions to problems that could cause a sys-
tem breakdown or data loss in the SAP system. Therefore, if one of
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these Notes applies to your system, it is very important that you take it
seriously.

The new SAP HotNews process enables you to display only HotNews
items that are relevant to your areas. The shared personalization inter-
face for SAP HotNews and SAP TopNotes (see the text that follows)
allows you to create multiple filters for the applications you use (such as
SAP ERP or SAP CRM). Using the filter maintenance functions, you can
select your products (such as SAP ERP), product versions (such as SAP
R/3 4.6C), software components (such as SAP Basis 4.6C), and Support
Packages, and the system returns only the HotNews items that are rel-
evant to your criteria.

SAP HotNews items are located in the SAP Service Marketplace under
the /notes Quick Link: http://service.sap.com/notes. (You need a Service
Marketplace user to be able to view this content.)

You can also have the SAP HotNews that are of interested to you emailed
to you in the SAP Service Marketplace newsletter. To subscribe to the
relevant topic area—NEWS FOR ADMINISTRATORS (INCL. SAP HOTNEWS) —
of the SAP Service Marketplace newsletter, you need to configure the
required settings in the SAP Service Marketplace under MY PROFILE. You
will then be informed automatically as soon as there is a new SAP Hot-
News item that is relevant to your settings.

If you receive an SAP HotNews item with information that is extremely
important for the operation of your SAP system, you should confirm
receipt of this item in the SAP Service Marketplace. When you do so,
this HotNews item is no longer displayed to you. SAP is also notified that
you have read the HotNews item and that you have taken the recom-
mended measures.

As an SAP system administrator, you should regularly review all SAP
HotNews items, or ensure that this is done and, if necessary, proactively
implement applicable items in your system. Figure 17.1 shows the SAP
HotNews Browser in the SAP Service Marketplace.
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= SAP Hokthews Documentation = |
= SAP HotMews 2005 = R
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= SAP HotMews WaorkFlow (internal) BC-CST-MU (Mumber Range Buffer)
» SAF Tophlotes [ Patch level 652 (Release 6.20) & 1445 (Release 4.60) 27.03.2003
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Access this topic directly at [T Cracle Critical Patch Update Program 06.10.2005
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Copial | Fivey D ™ Oracle Critical Patch Update Program 19.08.20035
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) [T Incorrect values for a query with a "common sub-expression” 15.04.2005

Figure 171 SAP HotNews Browser in the SAP Service Marketplace

171.2 SAP TopNotes

SAP TopNotes are the most important SAP Notes in a component or sub-
component (such as FI-AR). These are the Notes that are most frequently
attached to customer problem messages. Every month, the system iden-
tifies the ten most common messages for the component in question.
Then, the TopNotes are checked manually, and other important SAP
Notes can be added to them or replace them. This concept is described
in detail in Note 557703.

SAP TopNotes are also located in the SAP Service Marketplace under the
/notes Quick Link (http://service.sap.com/notes). As with SAP HotNews,
you can also be notified of new SAP TopNotes by email.
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17.2  Implementing Notes with the
SAP Note Assistant

The SAP Note Assistant (Transaction SNOTE, see Figure 17.2) can auto-
matically implement Notes that contain corrections to source code. Other
changes, such as Customizing changes or changes to a table cannot be
automatically implemented. Always make sure to read the Note carefully
before implementing it using the Note Assistant. It may contain informa-
tion about prerequisites, interdependencies, and references to clean-up
steps you'll need to consider in the implementation process.

=g EOE
SAPMNote Edit Goto Environment Ufilties(M) System Help

(] IaH e SHE DDhon BE @B
Note Assistant: Worklist for User NERDING
Rl | Sl | @@ Lk &) =

SAP Notes

1«01

3@ Inconsistent
= New

0BOB981557 Passport processing in the Internet Communication Framework
0001030145 SAPWL_GET_STATRECS_FRAME time zone incorrect

0001041446 PERFORMANCE_TRACE_SUMMARY error with selection using TRANSID
0001076188 CTS+: Missing service DeployProxy on javastack

GOGE

3= In Processing

e 0DDO592666 Process manager: Reports set incorrect status
118 000B6EI8023 PERZ: Tree editor reports syntax errors with operation NUMV
0080744942 Hierarchical 0IC: Various Corrections Part 7
' 0001157393 Retrofit func. for systems w/ Basis Release 7.0 as of SP 11

LRI

L (0|
\ alZ

Figure 17.2 The SAP Note Assistant

The Note Assistant provides the following functions:

» Reporting
Provides an overview of the existing Notes and their processing
status, and of all the source-code corrections that have been imple-
mented to date.
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Project administration

Allows you to assign Notes to processors, which can then set the pro-
cessing status. The system notifies you if a Note has an inconsistent
status.

Retraceability
Means that the system automatically logs the processing steps.

Error correction
Enables you to automatically implement source-code corrections (cor-
rection instructions) that are described in Notes.

Integration

When Support Packages or upgrades are imported, the system automat-
ically identifies the Notes that the Support Package or upgrade resolves
and which correction instructions have to be reimplemented.

17.21  Registering Manually-Implemented Notes

If you implemented corrections from Notes in your SAP system before
installing the Note Assistant, you can retroactively “notify” the Note
Assistant of this fact. Because the Note Assistant cannot automatically
determine whether a Note correction was implemented in your system
manually (that is, without the use of the Note Assistant), this is impor-
tant to do. Proceed as follows:

1.

Inthe ABAPEditor (Transaction SE38), call the program SCWN_REGISTER_
NOTES.

. In the program's input screen, enter the numbers of the Notes you

want to register and that have been fully implemented.

. This can cause the following situations to occur:

» Ifyou created a Remote Function Call (RFC) connection to the SAP-
Net-R/3 frontend, the program automatically loads the Notes to be
registered into your system's database.

» If you did not create an RFC connection, first load the Notes to
be registered from the SAP Service Marketplace. Then, upload the
Notes in the Note Assistant.
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4. The program checks whether the Notes are valid for your release and
Support Package level. It also verifies whether the Notes are already
registered as having been implemented in the Note Assistant. The sys-
tem then outputs the results of these checks to a list.

5. To register the Note, select PROGRAM * EXECUTE.

To be able to register the Note as implemented, the system has to enter
the details of the Note and the objects it corrected in a change request.
When you transport this request, you are registering the Note as imple-
mented, even in your downstream systems. If it is not possible to
include the Note and its objects in one request—because, for example,
some objects have already been locked in other requests—the system
will reject the registration.

17.2.2 Processing Notes

To correct an error in a program using the Note Assistant, proceed as
follows:

1. Load the Note into your system. During the loading process, the
Note Assistant checks whether the characteristics of the Note (soft-
ware component, release level, and Support Package level) match
those of your system. It then states whether the corrections can be
implemented.

Only Notes with source-code corrections (correction instructions) can
be automatically implemented.

2. Read the Note description carefully.

The Note description may contain information about prerequisites
and interdependencies, and references to post-processing steps (for
example, changes that need to be made to a table), which the Note
Assistant does not automatically recognize. If you do not read and, if
required, act upon this information, serious problems can result. It
is therefore absolutely imperative that you read the Note before you
start the implementation.

3. Determine whether the Note is relevant to you. Classify the Note in
accordance with the processing status.

649

[+]

[+]

17.2



17

Maintaining SAP Software

Note Browser

4. Implement the correction.

5. Carry out any post-processing steps that may be specified in the Note.
6. Test whether the error has been successfully corrected.

7. Set the processing status to COMPLETED.

8. Release the transport request and import the corrections into the
downstream systems in your system landscape.

Search Note
The Note Browser enables you to search through all SAP Notes in your
system. It also displays Notes that are assigned to another processor and
Notes that have already been implemented. Proceed as follows:
1. Select a search criterion for the Note:

» Note number

» Application component

» Processing status

» Implementation status

» Processor
2. Select which option you require:

> Restrict the selection process to certain software components and
their releases.

» Sort the Notes according to their number or the application com-
ponent to which they belong.

3. Confirm your selection.
The Note Browser then displays a list of the Notes that match your cri-
teria, including their Note number, short text, component, processing

status, implementation status, and user (see Figure 17.3). You can also
implement Notes directly from the Note Browser.
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Figure 17.3 The Note Browser Displays All Notes That Have Been Implemented Using
the SAP Note Assistant

Load Note

You can load SAP Notes into your system from the SAP Service Market-
place or the SAPNet-R/3 frontend, using either a direct RFC connection
(Note download) or by file transfer (Note upload). Note download has
the following benefits:

» You can transfer the Note in the Note Assistant from the SAPNet-R/3
frontend directly to your system.

» If the Note in question specifies other Notes as prerequisites, the
Note Assistant automatically downloads these in the implementation
process.

» You can download updated versions of the Notes with the touch of a
button.

To download a Note, you must create an RFC connection to the SAPNet-
R/3 frontend. To upload a Note, a permanent RFC connection to the
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Procedure for
Note download

Procedure for
Note upload

SAPNet-R/3 frontend is not necessary. Instead, first load the required
Note from the SAP Service Marketplace and save it locally on your PC.
Then, upload the Note from inside the Note Assistant.

To download a Note, proceed as follows:

1. Select GOTo * DOWNLOAD SAP NOTE in the Note Assistant.

2. Enter the numbers of the Notes you want to download. You can use
the selection function to select individual Notes or a list of Notes.

3. Confirm your selection. The system then loads the matching Notes
from the SAPNet-R/3 frontend into your database.

For Note Upload to be available, the SAP Download Manager must be
installed on your computer. Notes can then be downloaded from the SAP
Service Marketplace. For more information on the SAP Download Man-
ager, see the SAP Service Marketplace at service.sap.com/swcenter. Proceed
as follows:

1. Select the Note in question from the SAP Service Marketplace under
service.sap.com/notes.

2. Select DownNLoAD. The Note is added to your Download Basket.
Repeat this process as many times as necessary.

3. To save the selected Notes to your local PC, start the SAP Download
Manager. Select DOWNLOAD. The Notes are saved as files to the local
directory you specified.

4. In the Note Assistant, load the Note files into your system using the
Note Upload function (GOTo * UPLOAD SAP NOTE).

After you have successfully downloaded or uploaded a Note that was not
previously in your system, it is listed with processing status NEw.

Classify Note

Classifying a Note allows you to specify the relevance or processing sta-
tus of a Note. Read the Note carefully and decide whether its content is
relevant to the situation in your system. Then proceed as follows:

1. If the Note is relevant, set its status to IN PROCESSING (see Figure 17.4).
This informs other users that you are already processing this Note.
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2. Closely follow the recommendations given in the Note. If the Note
contains a correction instruction, implement it in your system.

3. If you want to assign the Note to another processor, enter the user
name of the processor.

I_Err' Set Processing Status SAP Mote 00003839444
O New Proc. by
@inProcessing  [NERDING " [=)
O Compltd
O Nat Relevant

Figure 17.4 Processing Statuses for Implementing Notes

All of your actions are recorded in the log file for the Note. You can also
enter additional comments in the log file, for instance, information you
may want to pass on to another user.

If the Note is not relevant to you, set the processing status to NOT REL-
EVANT. This signals to you and all other users that this Note can be
disregarded.

Implement Correction Instruction

A function exists that implements the correction instruction contained
in a Note. If you have previously modified the object that is the subject
of a correction instruction, you can also adapt the correction to your
modifications.

To implement the correction instruction of a Note in your system, pro-  Preparations
ceed as follows:

1. Place the cursor on the title of the Note in the initial screen of the
Note Assistant and select SAP NOTE ¢ IMPLEMENT SAP NOTE. First, the
system checks which correction instruction from the Note is appropri-
ate for your release and Support Package level. It then checks whether
any corrections from other Notes are a prerequisite to the implemen-
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[+]

Select request

tation of this correction. If there are prerequisite Notes, the system
displays these in a dialog box.

» If you have an RFC connection to the SAPNet-R/3 frontend, you
can automatically download these Notes by confirming the dialog
box.

» Otherwise, load them from the SAP Service Marketplace and then
upload them using the Note Assistant.

If the prerequisite Notes are relevant to your system, they are then
displayed in the order in which they need to be implemented (see
Figure 17.5). If possible, the system implements all prerequisite Notes
in one step.

llI? Confirmation: Manual action

@ Do you want to confirm that you have read SAP

Caution! Additional work is reguired

In addition to the Mote implementation, also
perform the manual actions that are described in
the Mote text.

Mote 0000778625

o Yes  (E) SAPNote |3 Cancel

Figure 17.5 Prerequisite Notes

Read the prerequisite Notes as carefully as you would any other Notes.

If any prerequisite Notes are not relevant (for example, because they
have already been imported in a Support Package), the Note Assistant
automatically assigns the correct status to them and does not display
them in the list. To view these Notes, call the Notes Browser and
select the NOT RELEVANT processing status.

. Before the system corrects the objects, it opens a dialog box in which

you can select the change request.

Either select a suitable change request, or create a new one.

The Note (R3TR NOTE), including all correction instructions (R3TR
CINS) and all changed objects, is entered into the request. The

transport request then transports all corrections to the downstream
systems.
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Note that all objects to be corrected, plus details of the Note, must be [+]
entered in a request. This is the only way to ensure that the correc-
tions are transported in their entirety to the downstream systems.

No SSCR key is required for automatically implementing Note
corrections.

3. A dialog box opens that lists all of the objects to be changed. A traf- Change objects
fic light icon shows whether the system can automatically implement
the correction.

Click on the object name to open an editor. The editor shows you the
changes in detail.

If you previously modified the objects to be corrected, the Note will
have a yellow traffic light. You can then adapt the corrections to suit
your modifications (also see the section “Split-Screen Editor").

If you make manual changes when implementing Notes, the system
cannot judge whether the corrections have been implemented prop-
erly. Therefore, you must confirm in a separate dialog box that the
corrections can be classified in the system as fully implemented (see
figure 17.6).

(& Download SAP Motes

Load the following SAP Notes into your system:

Mote
310488
372118
507186
733860

v 2 ¢

Figure 17.6 Additional Manual Action Required in
Note Implementation

If the system cannot automatically implement a correction, even [+]
though the objects in question were not previously modified, you
should first attempt to import the Note using the split-screen edi-
tor. In many cases, minor differences in the source code cause the
automatic implementation to fail. If the implementation still doesn't
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Syntax checking

Testing

Completed

[+]

Release

Note queue

work, it is probably because the Note contains an error of some sort.
If this happens, contact SAP Support by creating a problem message
under the Note's component (for example, FI-AR-CR).

4. Check that the corrected objects do not contain any syntax errors. This
is particularly important if they also contain customer-specific modi-
fications. Note that currently the system can automatically implement
only source-text changes. If any other changes are required (changes
to Dictionary objects, for example), they are described in the Note text
and must be manually implemented in your system.

5. After implementing the corrections, test the function in question to
ensure that it has been fully corrected by the Note.

You can display all objects that were corrected by the Note; simply
select GOTO * CORRECTED OBJECTS to call the modification browser.

6. Set the processing status to COMPLETED.

In exceptional cases, you can remove correction instructions that you
have implemented. This undoes all implemented changes. The Note
in question remains in your system and is reset to the status it had
prior to it being implemented. To remove certain correction instruc-
tions, select SAP NOTE * RESET SAP NOTE IMPLEMENTATION.

7. After you have solved your problem via the Note, release the change
request that was created when you implemented the correction
instruction. This transports the corrections and the Note data to the
downstream systems in your system landscape.

If a particular Note has prerequisite Notes, the Note Assistant identifies
these when the Note is being implemented and instructs you to load
them into your system. As soon as the prerequisite Notes are available,
the Note Assistant displays the Note you selected along with all addi-
tional Notes in a dialog box called the Note queue (see Figure 17.7). The
Notes have to be implemented in the order shown in the Note queue.
Before you start the implementation process, read the prerequisite Notes
as carefully as you would any other Notes.
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I@SAP Mote guaue to be imported
NDteISthex‘t Compnnentlstatus I\mplementation Stat IL
826925 Account number check - Sweden CA-BK Can he implemented |k
8359444 Kontonummerprifung Schweden - Erweiterung  CA-BK Can he implemented |k
KNI D]
® single

Figure 17.7 Implementing a Note Queue

You have the following options:

» Implement multiple Notes in one step
The system implements as many of the specified Notes as possible,
in one step, in sequence. The Notes that can be implemented at the
same time are highlighted in color.

The system can implement multiple Notes in one step only if all cor-
rections can be transferred in unmodified form from the Notes. If
you have made your own modifications to the includes in question,
the system may be unable to insert individual changes. The system
always implements such Notes individually so that you can adapt
your modifications.

» Implement all Notes individually
The system implements the specified Notes individually. This option
allows you to review in detail what source code changes belong to
which of the specified Notes, and to modify the changed source code,
if necessary.

» Cancel SAP Note implementation
The system does not make any changes to the source code.

The CoNFIRM CHANGES dialog box shown in Figure 17.8 displays which
objects will be changed by the Note implementation, and whether the
Note Assistant can copy in the changes. If you confirm this dialog box,
the system implements the corrections into the specified objects. If you
select Cancel, the system does not make any corrections.
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tep
Implement SAP Note 0BOO7FEE25 Yersion ooos

Ml @oo DYNP SAFLFSBP_0S_GUST 0081
Changes can be copied
[i] If you inmplement changes, object will contain syntax errors

[ @o@ DYNP SAFLFSBP_0S_CUST 0002
Changes can be copied

/Dl [«

Figure 17.8 Display of Objects to Be Changed

The ‘traffic light' icons show you whether the corrections in a Note can
be implemented. The different colors have the following meanings:

> Green light
The corrections can be implemented without any changes.

> Yellow light
Some of the corrections can be implemented.

Before you confirm the implementation, you should adapt the correc-
tions so that the object changes can be imported correctly. To do this,
click on the object name or on the traffic light icon. The split-screen
editor opens, where you can edit the source code.

> Red light
The object changes cannot be implemented.

This can occur for a variety of reasons; for example, the object has to
be created from scratch, or is locked by another change request.

A corresponding message text exists for every object (for example,
Corrections that have not been included completely). If you click on
the text, the system displays the appropriate long text with detailed
information.

To implement the corrections, select all of the objects for which you
want to implement corrections and select CONTINUE.

[+] Note that only the objects you selected will be changed.

Split-screen editor  The split-screen editor shown in Figure 17.9 provides a detailed display
of all corrections in an object. You can use this editor to adapt the cor-
rections to your own modifications, if necessary.
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Figure 17.9 Split-Screen Editor

The split-screen editor is divided into two areas:

>

On the left-hand side of the screen, you see the source code as it
looks after the changes have been implemented. The changes are
highlighted in color. You can edit the source code in this portion of
the screen.

On the right-hand side of the screen, you see the parts of the pro-
gram that have been deleted, and the corrections the Note Assistant
cannot implement automatically. These deletions and corrections
are displayed in the form of context blocks, delete blocks, and insert
blocks.

You can do the following on the left-hand side of the screen:

>

>

Manually edit the program
Select, cut, copy, and paste blocks

To select a block that is highlighted in color, place your cursor on
the header line and choose SELECT. You can also select multiple lines.
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Format

To do so, place your cursor on the first line of the block you want to
select and choose SELECT. Then place your cursor on the last line and
choose SELECT again.

» Select UNDO to undo all changes, step by step, that you made in the
split-screen editor.

> Select REDO to restore all changes you undid.
> Use the arrow buttons to go to the next or last change.

» Select CONCATENATE to attach two lines to each other.

If a block has been inserted or deleted, the UNDO/REDO button appears
between the left- and the right-hand side of the editor. You can use it to
undo or redo individual changes. The technical function of the undo and
redo buttons is to exchange individual delete and insert blocks.

Technical Details on Correction Instructions

Technical details on correction instructions contains information on the fol-
lowing topics:

» The format of correction instructions
» The validity of correction instructions

» Prerequisites for correction instructions

Correction instructions describe how the source code of ABAP programs
has to be changed to resolve an error. These instructions are located at
the end of each SAP Note. You use correction instructions to automati-
cally correct the source code of ABAP programs, ABAP includes, func-
tion modules, method implementations, dynpro flow logic, and type
groups.

Every change contains information about the object (for example, the
include or the function module) and the modularization unit (such as
the FORM routine) in which it will be made. The location of the change
is identified by the unique number of the unchanged lines that directly
precede the lines to be changed (context block). The lines to be deleted
are then listed (delete block), followed by the lines to be inserted (insert
block). A correction instruction can consist of multiple context blocks,
delete blocks, and insert blocks.
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When automatically implementing a correction instruction, the system
finds the context blocks in the include or function module to be cor-
rected, checks whether the context blocks follow the lines to be deleted,
and replaces these lines with the lines to be inserted.

If the include or function module to be corrected contains customer
modifications, sometimes the system cannot find the context blocks
specified in the correction instruction, or in the lines to be deleted. In
other words, the system cannot fully implement the correction. In this
case, you can use the split-screen editor to adapt the corrections in the
Note to your modifications.

Since 1998, correction instructions have been formalized to such a degree
that they can be implemented automatically. However, older Notes may
still be in non-standardized format, and the Note Assistant will be unable
to automatically completely implement these Notes. However, as men-
tioned before, you can manually edit the source code, using the split-
screen editor. It is recommended that you do this to ensure that the Note
Assistant can register the Note in your system.

Every correction instruction specifies the release and Support Package
levels in which you can implement the correction instruction. These lev-
els are known as the validity range of the correction instruction .

For example: if an error is detected in Release SAP_BASIS 7.00, and Sup-
port Package 5 corrects this error, the validity period of the correction
instruction in question will be specified as “SAP_BASIS 7.00, Support
Packages 1-4."

A Note can also specify that a correction instruction may not be imple-
mented if the system contains a specific software component (such as an
add-on). This may be the case if, for example, a correction makes changes
to a part of a program that is required in its unmodified form by another
software component.

If such a condition exists, this information displays in the header area of
the correction instruction under Invalid for <software component, release,
Support Package level>.

The Note Assistant automatically checks the validity and implements a
correction instruction only if the status of the system is included in the
specified validity area.

661

Validity of Notes



17

Maintaining SAP Software

Prerequisites

In certain cases, correction instructions can be implemented only if other
correction instructions have already been implemented. This is due to
interdependent changes made to the same points in the source code, or
to semantic dependencies.

These dependencies are described in the header area of the correction
instructions. If there are dependencies, you will have to implement not
just one Note, but a series of Notes.

Log File

Alog file is created when you download a Note (see Figure 17.10). A log
file contains information about all of the main processing steps, includ-
ing the date, time, system, and user in question, allowing you to trace
the steps that have already been taken.

You can also save your own notes or remarks in the log file, provided
that you are entered as a processor for this Note.

The information in the log file cannot be deleted.

=g == E3)
Mote  Edit  Systern Help

@ 148 e BHBE Do HE @

Log Display SAP Notes

izl i= =

SAP Note 0000839444 z
@ 21.06.2005 13:21:29 DEV WERDING

SAP Note 0000839444 in version 0002 downloaded

@ 21.08.2005 13:21.35 DEV MERDING
Processing status changed to 'in processing' (version 0002)
Processor has heen changed: new MERDING, old

@ 21.08.2005 13:25:39 DEY NERDING
User NERDING confirmed that he or she has read the SAP Note text

@ 21.08.2005 13:26:07 DEY NERDING
SAP Mote locked in request DEYKIBO1B2

@ 21.08.2005 13:26:12 DEY NERDING
Correction instructions 012006153244 000A87150180001 completely implemented

[ D\DEV(muun\p135125\ws\/__

Figure 1710 Log File
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Update Note

Updating a Note allows you to adjust the version of a Note in your sys-
tem to the current version in the SAPNet-R/3 frontend. You can thus
check at any time whether the Notes in your system are up to date. If
necessary, the system downloads the latest version.

You have the following options:

» Adjust an individual Note from within the Notes display
» Adjust all Notes listed in your worklist
» Adjust all Notes listed in the Notes browser

Notes can be automatically updated only if you have set up an RFC con-
nection to the SAPNet-R/3 frontend.

To update a Note, proceed as follows:

1. Choose DOWNLOAD LATEST VERSION OF SAP NOTES.

The system checks whether your system contains the latest versions
of the Notes listed on the screen.

It also displays—in a dialog box—any Notes that SAP has changed
since the last time you downloaded them.

2. To download the latest versions of these Notes, click OK in the dialog
box.

If the current Note was changed, and therefore has to be reimplemented,
the Note Assistant displays this Note in your worklist under the INCON-
SISTENT heading. In this case, all you have to do is reimplement the
Note.

Post-Processing Support Packages

A Support Package contains a collection of error corrections. Support
Packages can be imported only in their entirety and only in the speci-
fied order. Every correction in a Support Package is documented in a
Note.
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Figure 1711  Post-Processing Support Packages in Transaction SPAU

After you import a Support Package, you must execute the modifica-
tion adjustment using Transaction SPAU as shown in Figures 17.11 and
17.12. The scenarios that can arise are as follows.

1.

When a Support Package is imported, the system automatically checks
whether you have previously implemented individual corrections from
this Support Package in the form of Notes. In the modification adjust-
ment function (Transaction SPAU), these Notes are displayed with a
traffic light icon with no colors and are therefore marked as obsolete.

You must reset the objects they contain to their original SAP status.
You can do this in one of the following ways:

» Click on the traffic light icon.
» Position the cursor on the Note number. Choose RESET TO ORIGINAL.

A dialog box opens. In this box, confirm that you want to reset the
Note correction to the original status.

If you have selected multiple Notes corrections, you can choose RESET
ALL, and the dialog box does not open.
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Figure 1712 Color Legend in Transaction SPAU

2. The system checks whether corrections that you have previously
implemented via a Note have been overwritten by a Support Pack-
age that did not contain these corrections. If this is the case, you
will have to reimplement these Note corrections. The system displays
these Notes in the modification adjustment (Transaction SPAU) with
a yellow traffic light.

Click on the traffic light to start the reimplement process for the
Note.

These Notes are also displayed in your worklist with the status INCON-
SISTENT, which mean they have to be reimplemented. To start the
reimport, choose IMPLEMENT SAP NOTE.
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3. The system checks whether you have previously implemented indi-
vidual corrections from the Support Package into your system via
Notes. If the Note version in the Support Package is more current than
the Note that was implemented in your system using the Note Assis-
tant, the modification adjustment function cannot reset the objects in
the Note to their original status. The system displays this Note with a
yellow traffic light.

In this case, proceed as follows:
» Call the Note Assistant.
» Download the latest version of all Notes.

» Recalculate the adjustment modes in the modification adjustment.
Then choose GOTO * DETERMINE ADJUSTMENT MODE.

If SAP has not changed the Note, its traffic light icon has no colors.
You can reset it to its original status as described in step 1.

If SAP has changed the Note, its traffic light icon is yellow. In this
case, proceed as described in step 2.

4. An example of this scenario would be a Note that contains several
correction instructions, each of which has a different validity period.
This can have the following effect: When a Support Package is import-
ed, one correction instruction may become obsolete, whereas another
may still be valid. In such cases—which are, admittedly, rare—the
Note has a green traffic light icon.

If you click on the icon, correction instructions that are no longer rel-
evant are reset to their original status.

5. The adjustment modes for Notes corrections are calculated in a back-
ground process after a Support Package is imported. However, if for
some reason this process is not started, or if errors occur, a green
question mark is displayed in front of the object in the hierarchy dis-
play. Click on the question mark to restart the process. This process
can take a few minutes to complete.

If an object contains your own modifications and Note corrections, you
must first process the Note corrections in the modification adjustment
function (SPAU), and then adjust your own modifications.
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The system does not support modification adjustments in the WiTH MoD-
IFICATION ASSISTANT subtree if the object is contained in Note corrections
that have not yet been adjusted, or reset to their original status.

In all cases, in a modification adjustment—or when correction instruc-
tions are reset to their original status—the objects contained in the Note
are placed into transport requests. This ensures that they are transported
to the downstream systems.

17.2.3 Implementation Status and Processing Status of Notes

The Note display in the Note Assistant contains two statuses: IMPLEMEN-
TATION STATUS and PROCESSING STATUS. The implementation status of a
Note is determined by the system, based on existing information. The
processing status is specified by the user.

You should note that the system checks whether the processing status
you specify is consistent with the implementation status of the correc-
tion instructions.

For example, you may set the processing status to COMPLETED only if
all relevant corrections have been implemented (implementation status
COMPLETELY IMPLEMENTED Or CANNOT BE IMPLEMENTED).

If the implementation status changes afterwards and if it is no longer
consistent with the processing status (for example, after a Support Pack-
age is imported), the system marks this Note as INCONSISTENT in the Note
overview.

Implementation Status

If a Note contains correction instructions, the implementation status
indicates whether all relevant correction instructions of the Note have
been implemented in the system.

The system automatically sets the implementation status. The possible
values are as follows (see Figure 17.13):

» Incompletely implemented
Not all relevant correction instructions have been implemented, or a
particular correction instruction has not been implemented completely.

667

17.2



17

Maintaining SAP Software

v

v

v

v

v

The objects in question are therefore considered to be in an inconsis-
tent state, and you should reimplement the relevant Note.

Obsolete version implemented
SAP has corrected a Note that contained errors. Reimplement the
Note in your system.

Can be implemented
The Note contains correction instructions you can implement in your
system, if necessary.

Completely implemented
The corrections in the Note have been fully implemented in your sys-
tem. In this case, you don't have to take any action.

Cannot be implemented
The Note does not contain any correction instructions you can imple-
ment in your system. In this case, you do not have to take action.

Obsolete

After you implemented the corrections in the Note, you imported a
Support Package that also contains these corrections. The error has
therefore been resolved completely.

= color Legend o
Standard Display
B} Incompletely implemerted
Bl 0Obsolete version implemented
v Completely implemented
Can be implemented
g Undefined Implementation State
< Cannot he implemented
< Obsolete

Figure 1713 Possible Implementation Statuses of a Note

Processing Status

The processor of a Note sets its processing status. This status tells other

u

sers and the system whether this Note has already been processed and

if so, to what extent. This status is set in the Note Assistant and can be

(0]

6

ne of the following:
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» New
The Note has been loaded into your system but has not yet been
processed.

» In processing
The Note is being processed.

» Completed
The instructions in the Note have been executed and any correc-
tions have been implemented in the system. Therefore, processing is
completed.

» Not relevant
The Note has been read and classified as not relevant. A possible rea-
son for this is that it pertains to a function that you do not use.

17.3 ABAP Support Packages

SAP regularly publishes Support Packages for different types of program
correction and updates, both for ABAP and Java.

Support Packages can be downloaded from the SAP Service Marketplace
under the Quick Link /swdc. SAP also provides collections of Support
Packages on CD-ROM. You can order these Support Packages from the
SAP Software Shop at http://service.sap.com/softwarecat.

SAP provides a range of tools that make it easy and convenient for you
to obtain Support Packages and import them automatically.

The new reporting tool for side effects of SAP Notes helps you avoid any
undesirable side effects of Support Packages after you import them. This
tool discovers whether the SAP Notes in a Support Package could have
side effects on other areas of your SAP system, and outputs a list of addi-
tional SAP Notes you should implement to prevent these side effects
from happening.

Support Packages provide the following benefits:

1. Proactive solution of known problems
Support Packages solve known problems that have occurred in other
SAP customers' systems, and thus proactively remove potential prob-
lems. This, in turn, leads to better system stability.
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. Prerequisite to problem-solving

In rare cases, a problem can be solved only if a certain Support Pack-
age has been imported. In such cases, it is not possible to solve the
problem with a series of Notes. If the problem in question occurs, the
required Support Package will have to be imported at short notice.
The older the Support Package status, the higher the risk becomes.

. Improved repair and maintenance

If a problem occurs, it is easier to find a solution if the latest Support
Package has been imported. This is because you can exclude from the
possible solutions all Notes that are contained in the Support Pack-
ages that have already been imported.

. Reduced repair and maintenance

If you import the Support Packages for your system, there is no need to
import all of the individual Notes. If the kind of error occurs that necessi-
tates the implementation of a Note, this Note may have several prerequi-
site Notes that also have to be implemented. If you don't have the latest
Support Packages, the list of prerequisite Notes may be very long, thus
increasing the amount of time and effort required for error correction.

. Prerequisite for implementation projects

An up to date Support Package is often a prerequisite for the imple-
mentation of new functionality in a system. In such cases, if the Sup-
port Package level is not current, the implementation process will have
to be put on hold until the appropriate Support Package is imported.

. Prerequisite for interfaces to other SAP systems

In some cases, it is necessary to import the latest Support Packages so
that other SAP systems with newer Support Packages can use inter-
faces to your system.

. Statutory changes

Support Packages comply with the latest statutory requirements. This
is especially relevant to the HR area, but also to statutory changes in
the FI/CO area.

. Prerequisite for importing Enhancement Packages

SAP ERP 6.0 as well as most applications based on SAP NetWeaver
7.0 provide new functions in Enhancement Packages. These enable
the customer to import software innovations more frequently and
with little additional effort. Enhancement Packages each require a
current Support Package stack.
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Support Packages contain quality improvements to the SAP system and
make any adjustments that may be necessary (due to statutory changes,
for example). They do this by replacing the affected objects in your
system.

Every Support Package is valid for one specific release level (but for all
databases and operating systems) and has a prerequisite number of pre-
decessors. An upgrade of the next release level or correction level con-
tains all Support Packages for the preceding levels that were available
when the upgrade was delivered.

The Support Package Manager ensures that Support Packages are
imported only in the predefined order.

To prevent problems from occurring, import Support Packages at regular
intervals. This is the best way to keep your system landscape up to date.

Java Support Packages contain corrections and updates to Java compo-
nents. They are delivered in the form of software component archives
(SCAs). Unlike ABAP Support Packages, Java Support Packages always
contain the full version of the development component in question. It is
therefore sufficient to import only the latest one. If dependencies exist
between the current Java Support Package and other Java Support Pack-
ages, they are described in an SAP Note.

Java Support Packages have been delivered since SAP Web Application
Server (SAP Web AS) 6.20 and are imported using the Software Deploy-
ment Manager (SDM). The SDM is delivered with the SAP Web AS from
Version 6.20 on. SAP Note 544244 contains more detailed information
on this topic. As of SAP NetWeaver 7.00 you are also provided with
the Java Support Package Manager (JSPM). This is a Java-based tool
for implementing Java Support Packages, patches, and Support Pack-
age stacks. The use of JSPM is similar to the use of SPAM. Java Support
Packages and patches are discussed in detail later in this chapter.

17.31  Applying ABAP Support Packages

Support Package Manager

The Support Package Manager (SPAM) enables you to import SAP Sup-
port Packages into your system easily and efficiently.
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Features

You can open the SPAM in one of the following ways:

» Choose SAP MENU ¢ ToOLS * ABAP WORKBENCH * UTILITIES® MAINTE-
NANCE * SUPPORT PACKAGE MANAGER.

» Enter Transaction code SPAM.

The SAP Add-on Installation Tool (SAINT) provides functionality that is
similar to Transaction SPAM. However, SAINT also lets you implement
add-ons and delta upgrades of individual ABAP software components.
If you need to upgrade software components with the Support Package
stack, Transaction SAINT is frequently used instead of Transaction SPAM.
However, using SAINT is similar to using SPAM; therefore, only Transac-
tion SPAM (see Figure 17.14) is described in detail here.

= =13 =
SupportPackage Edit Goto Extras Utilities(M) Environment System Help

@ Bl H (GO EBHE ana 8
Support Package Manager - Version 7.00/0026

Queue | o Display/define
Directory Status -
@ Mew Support Packages
(O Aborted Support Packages Mo queue has been defined
O Imported Support Packages SPAM status: CCa
O All Support Packages
G Display Gy Package level

| Y

Figure 1714 The Initial Screen of Transaction SPAM

The Support Package Manager has the following features:

» Support Package loading
You can load Support Packages into your system from the SAP Service
Marketplace, the SAPNet-R/3 frontend, or from collection CDs.
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> Restartability
When the Support Package Manager imports a Support Package into
your system, it adheres to a fixed order of steps.

If the import process has to be canceled for any reason, you can resume
processing at a later stage from the point that had been reached.

» Display import status
You can use the Support Package Manager to identify the current
import status of your system.

> Special import procedure
A special import procedure minimizes downtime.

» Start time control
The individual phases of the Support Package Manager are grouped
into modules. This allows you to set the start time of the modules to
any time you like.

» Background processing
You can also schedule the modules to run in background processing,
with predefined start times.

You need the following authorizations to be able to use all of the Support
Package Manager functions:

» S_TRANSPRT

» S_CTS_ADMIN

Authorizations

Both authorizations are contained in the S_A.SYSTEM authorization
profile.

If you log on to client 000 and your user master contains the relevant
authorization profile, you can use all of the Support Package Manager
functions. If you log on to another client, or if you don't have the
required user profile, you can use only the display functions.

You can only assign this authorization profile to the system administra-
tor. Also, only the system administrator should have authorization for
the following actions:
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v

Download Support Packages

v

Import Support Packages

v

Confirm successfully imported Support Packages

v

Reset the status of a Support Package

Settings

Choose EXTRAS * SETTINGS to open a dialog box in which you can con-
figure general settings for the Support Package Manager. These settings
affect the behavior of the system when loading and importing all types
of Support Packages. One exception is SPAM/SAINT updates, which have
special predefined settings.

You only have to configure the settings once because they are saved and
used every time the Support Package Manager is called. Note that these
settings also apply to the SAP Add-On Installation Tool.

An exception to this is the settings for the Downtime-minimized import
mode: This does not automatically apply to the Add-On Installation Tool.

= sPAm: Settings

Load packages Define Queue |, Import Queue

Directory on Application Server
Wi4tdcOO\sapmntitrans_TT4EPSn

Load CARISAR Archives from Frontend
Display Content Before Decompressing
Delete Archive After Decompressing

[ Save Last Upload Directory
Upload Directory |

Figure 17145 Load Packages Tab

On the LoAD PACKAGES tab, you can change or check the following prop-
erties (see Figure 17.15):
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» Directory on Application Server
Shows the application server directory in which the Support Packages
are stored.

» Load CAR/SAR Archives from Frontend

» Display Content Before Decompressing
Allows you to specify whether you want to view a dialog box con-
taining the archive content before the CAR/SAR archive is decom-
pressed. This is selected by default.

» Delete Archive After Decompressing
Allows you to specify whether the CAR/SAR archive that was trans-
ferred to the application server should be deleted after it is success-
fully decompressed. This is selected by default.

» Save Last Upload Directory

Allows you to specify whether the most recently used upload direc-
tory on your frontend computer should be saved. If you select this
option, this directory is automatically displayed as the start direc-
tory in the archive selection dialog box the next time you use this
transaction. You can also enter an upload directory of your choice
in the UPLOAD DIRECTORY field. This directory is then displayed as
the start directory in the archive selection dialog box.

= sPan: settings

Load packages Define Queue Import Queue

Queue Calculation Initial Screen

(O Calculation for a Vector of Software Comps
@ Calculation for a Single Software Compaonent

Include Modification Adjustment Transports

{0 Include Adjustment Transports
O Do Mot Include Adjustment Transports
@ Always Ask

Figure 1746 Define Queue Tab
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Define Queue tab

On the DEFINE QUEUE tab, you can change or check the following prop-

erties (see Figure 17.16):

» Queue Calculation Initial Screen
You can specify the queue calculation method you want to be pro-

vided with by default when entering the queue definition screen:

» Queue calculation for a Vector of Software Comps (components)

The Support Package queue calculation takes place for multiple
software components based on the target Support Package level
that has been defined for each software component (see section
“Define Queue,” marginal text: “Define queue on the basis of mul-
tiple software components”).

» Queue Calculation for a Single Software Component

The Support Package queue calculation is done by selecting one
software component and the highest Support Package for this
software component (see section “Define Queue,” marginal text:
“Define queue on the basis of target Support Package").

Include Modification Adjustment Transports

You can specify whether you want to include SPDD and SPAU adjust-

ment transports.

= sPau: settings

Load packages | Define Queue Tl I EeTTN

Scenario
@ Standard

[ Import Mode: Downtime-minimized
OTest

{vl Create New Data File

[ Delete Data File Atter Import

[ Creats Object Versions during Import

ABAP/SCcreen Generation

@ Never

O Always

O According to SAP Instructions

Figure 17147 Import Queue Tab
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On the IMPORT QUEUE tab, you can change or check the following prop-
erties (see Figure 17.17):

» Scenario Import Queue tab
By selecting the scenario, you determine which actions will be carried
out during the import of the Support Package:

» Standard
Select the standard scenario if you want to import Support Pack-
ages completely and execute all of the steps involved.

» Import Mode: Downtime-minimized
If you select the standard scenario, you can also select the down-
time-minimized import mode to reduce the downtime. This is
not selected by default. If you do not select this option, Support
Packages are imported using the conventional method. For more
information on this import mode, see the relevant section that
follows.

» Test

The test scenario lets you determine whether you need to carry out
a modification adjustment, or whether conflicts exist that need to
be resolved before the import—that is, before the Support Pack-
age is imported. No data or objects are imported into your system
in the test scenario.

There is no test scenario for SPAM/SAINT updates. Therefore, if
you select this option when importing a SPAM/SAINT update, it
is ignored.

» Create New Data File
This option allows you to specify whether the data files in the EPS
packages should be decompressed with every attempted import. It is
selected by default.

If you have a multisystem landscape with a shared transport direc-
tory, it is best to select this option in only the first system into which
you import Support Packages, and to deselect it in the downstream
systems. This saves time in the import process because the data files
do not need to be created again in the downstream systems.
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» Delete Data File After Import

This option allows you to specify whether the data files should be
deleted after a Support Package is imported. This helps to save disk
space and is selected by default.

If you have a multisystem landscape with a shared transport direc-
tory, it is best to deselect this option because the data files do not
need to be created again in the other systems (see the list item “Create
New Data File").

Create Object Versions during Import
This option does not apply to SPAM/SAINT updates.

It allows you to specify whether versions should be created of the
Support Packages' objects during the import process. This option is
deselected by default. This is because versioning makes sense only if
it is activated for all imports, and also because it can take a long time
and takes up a lot of space in the database.

Note that if version creation is activated in the transport tools’ con-
figuration in the Transport Management System (Transaction STMS),
you must set the VERS_AT_IMP parameter to ALWAYS.

ABAP/Screen Generation

These options allow you to specify whether the programs and screens
that come with the Support Package should be generated during the
import.

They have no effect with SPAM/SAINT updates.

» Never
If you select this option, the programs and screens are generated
only when they are called for the first time.

> Always
If you select this option, the programs and screens are always gen-
erated. Note that the generation process can take a very long time
to complete, and may cause errors.

» According to SAP Instructions
If you select this option, the programs and screens are always gen-
erated if the generation option is activated during the import pro-
cess for these Support Packages.
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Import Phases and Modules

All actions the import tools perform run in phases. These phases, in turn,
are grouped into modules. The modules have the following properties:

» You can run them individually.
» You can start them in a background process.

> You can set the start time of the modules to any time you like.

The import process is subdivided into the following modules: Description of
import process
» Preparation module

This module carries out all of the preparation and testing steps (such
as a test import and add-on conflict checking). It can run during live
operation.

After you have run the Preparation module, you can reset the queue.
If you proceed to the Import 1 module and do not reset the queue,
the data is changed in the database and you will not be able to reset
or delete the queue from this point on.

» Import 1 module

This module imports and activates Dictionary objects (and carries out
a modification adjustment of Dictionary objects, if necessary). Any
changes that are made in the process of importing and activating the
Dictionary are still in an inactive state in the system. This means that
the runtime system cannot “see” these changes yet. If you are sure
that manual changes do not need to be made and that no transports
will be imported into the system, this module can also run during live
operation. This is usually the standard in production systems.

» Import 2 module
This module carries out the remaining import steps, including the
activation of inactive Dictionary nametabs. To avoid inconsistencies,
this module cannot run simultaneously with live operations, because
it imports changes to various transport objects.

» Clean-Up module
This module handles all post-import (“clean-up”) steps, especially
modification adjustment for Repository objects. Live operations can
resume after all modifications have been adjusted.
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Import phases

Because the package import process can be stopped after every module,
it is possible to run the Preparation and Import 1 modules during live
operations. After the system has been transferred to non-live operations,
the Import 2 module and, if necessary, the modification adjustment can
be carried out, after which live operations can resume.

Make sure that no company-specific transports, aside from modification
adjustment transports, occur when the Import 1 module has been started,
and that no manual changes are made to Repository objects (ABAP pro-
grams and Dictionary objects). Moreover, the search helps may be incon-
sistent during the time period between running modules Import 1 and
Import 2. This time period should be kept as short as possible.

The Support Package Manager uses the status bar to indicate which
phase is currently being executed. If you want to know which phases
are executed for which scenario (test or standard scenario), run program
RSSPAM1O.

SAP Add-on Installation Tool

The SAP Add-on Installation Tool (SAINT) provides functionality that is
similar to Transaction SPAM. However, SAINT also lets you implement
add-ons and delta upgrades of individual ABAP software components.
If you need to upgrade software components with the Support Package
stack, you need to use Transaction SAINT instead of Transaction SPAM.
Moreover, Transaction SAINT enables you to use multiple parallel pro-
cesses for the R3trans import and for background processing. However,
this is only possible for specific packages that consist of multiple object
bills of material, for instance, ERP Enhancement Packages.

Import SPAM/SAINT Update

SPAM/SAINT updates (known as SPAM updates for short) provide you
with updates and improvements to the Support Package Manager and
the SAP Add-On Installation Tool. Every release comes with a SPAM
update, which is then updated as necessary over time. It is stored in the
following locations in the system:
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» In the short description; for example, SPAM/SAINT update version
<REL>/0001

» In the package name; for example, SAPKD<REL>01

We recommend that you always import the latest version of a SPAM
update before importing Support Packages or Installation Packages.

A SPAM update can be successfully imported only if the system does not
contain any canceled packages. If the system does contain such packages,
a dialog box informs you of this fact and you can do one of two things:
» Fully import the queue and then import the SPAM update.

» Delete the queue, import the SPAM update, and then import the

queue.

Note that you can delete the queue only if the Import 1 module has not
yet been started (up to phase SCHEDULE_RDDIMPDP).

To import a SPAM update, proceed as follows:

1. Open the Support Package Manager (Transaction SPAM).

2. Check that the SPAM update in question is more up to date than the
version that is currently on your system. (The latest version is dis-
played in the title bar of the Support Package Manager.)

3. To import the latest version, choose SUPPORT PACKAGE * IMPORT SPAM
UPDATE. SPAM updates are automatically confirmed after they have
been successfully imported.

Loading Support Packages

Before you can import a Support Package, you must load it from the SAP
Service Marketplace (see Figure 17.18).
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Figure 17148 Loading Support Packages from the SAP Service Marketplace

Support Packages in the SAP Service Marketplace are in compressed for-
mat. You therefore have to decompress them before using them.

If the archives are located on your frontend computer, you can transfer
them directly to the application server from within the Support Package
Manager and decompress them there. However, if the archives are larger
than 10MB, proceed as follows:

1. Load the Support Packages from the SAP Service Marketplace or
mount the relevant CD.

2. Log on with the following operating system-dependent user:

Unix <sid>adm
IBM eServer iSeries <SID>O0FR
Windows <SID>adm
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3. Switch to the following operating system-dependent subdirectory in
your system:

Operating System Subdirectory

Unix and IBM eServer iSeries trans

Windows TRANS

4. Use the following operating system-dependent command to decom-
press the archive that contains the Support Packages:

Operating Command
System

Unix SAPCAR -xvf /<CD_DIR>/<PATH>/<ARCHIVE>.CAR
IBM eServer SAPCAR “-xvf /QOPT/<VOLID>/<PATH>/

iSeries <ARCHIVE>.CAR’

Windows SAPCAR —xvf <CD_DRIVE>:\<PATH>\<ARCHIVE>.CAR

The decompressed Support Packages are then automatically placed in
the EPS inbox of your transport directory (Unix and IBM eServer
iSeries: /usr/sap/trans/EPS/in; Windows: <DRIVE>:\usr\sap\trans\
EPS\in).

5. Load the Support Packages into your system using SUPPORT PACKAGE *
LOAD PACKAGE * FROM APPLICATION SERVER.

A list of the Support Packages you just uploaded displays. They are
now known to the SAP system with all of their attributes and can be
handled correctly by the Support Package Manager.

6. Choose Back to return to the Support Package Manager's initial
screen.

7. Define the queue.

If you want to load the archives (*.CAR/*.SAR) from the frontend to the Load from frontend
application server, and if the archives are smaller than 10MB, proceed as

described in the list of steps that follows. If the archives are greater than

10MB, the procedure described here will not be efficient. In this case,

first transfer the Support Packages to the application server—via FTP, for

example—and then load them from there.
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1. Open the Support Package Manager (Transaction SPAM).

2. Choose SUPPORT PACKAGE * LOAD PACKAGES * FROM FRONTEND. The
dialog box for archive selection opens.

3. Select the relevant archive. This archive is transferred to the applica-
tion server. The archive's table of contents is read and then displayed
in a dialog box.

4. Select DECOMPRESS to transfer the archive to the application server
and decompress it. If you select the NEw SUPPORT PACKAGES option
and choose DispLAY under DIRECTORY in the initial screen, the corre-
sponding package is displayed in the Support Package Manager after
the archive has been decompressed.

Define Queue

The queue determines which Support Packages are imported into your
system by the Support Package Manager, and in what order. If the queue
has not yet been fully defined, you now have to define the queue, mak-
ing your selection from the available Support Packages. If the queue
has been fully defined, it is simply displayed, and you cannot change
it. However, you can delete the queue entirely, if required, by choosing
DELETE QUEUE.

Note that you can delete the queue only if the Import 1 module has not
yet been started (up to phase SCHEDULE_RDDIMPDP).

The Support Package Manager ensures that only Support Packages that
are suitable for your system are displayed in the queue. Support Packages
that are intended for another release, or for an add-on that you have not
installed, don't appear in the queue, even if you loaded them into your
SAP system.

You can define the queue on the basis of either the software components
in your system or a target Support Package as shown in figure 17.19.
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[E Define Gueue for all components of the SAP system
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- Confirm the gueue with [Confirm Queue].

Figure 1719 Defining the Import Queue

To define a queue on the basis of software components, proceed as
follows:

1.

Click DispLAY/DEFINE in the initial screen of the Support Package
Manager.
The ComMPONENT SELECTION dialog box appears, and the list of installed
software components is displayed (such as SAP_BASIS, SAP_HR,
SAP_BW).
. Select the component you want.
Alternatively, you can calculate a common queue for all software
components in the system by selecting ALL COMPONENTS.
. The queue is then displayed. The queue contains the Support Pack-
ages available for the selected component(s) in your system, and pos-
sibly also any Support Packages required for other components, Con-
flict Resolution Transports (CRTs), and any associated add-on Support
Packages.
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If you want to define the queue for another software component,
select NEw COMPONENT.

4. You now have the following options:

» If you are happy with the queue as displayed, choose CONFIRM
QUEUE to confirm and close the dialog box.

» You can also reduce the queue selection. To do this, select the Sup-
port Package you want to be the last in the queue. The queue is
then recalculated. You can also explicitly recalculate the queue by
selecting RECALCULATE QUEUE.

To define the queue on the basis of a target Support Package, proceed
as follows:

1

. In the initial screen of the Support Package Manager, choose the NEw

SUPPORT PACKAGES option under DIRECTORY.

. Choose DispLAY. The system displays a list of the Support Packages in

the system.

. Place your cursor on the Support Package you need and click CALcu-

LATE QUEUE. The queue is displayed. It contains the Support Packages
available in your system for the target Support Package, and possi-
bly also any Support Packages required for other components, Con-
flict Resolution Transport (CRT), and any associated add-on Support
Packages.

. Proceed as described under Step 4 in the section “Define Queue,”

marginal text: “Define queue on the basis of software components.”

The following rules apply when you create a queue:

>

Support Packages for a selected component are placed in the queue
in sequence.

If Support Packages in the queue are linked to Support Packages of
another component (such as another predecessor relationship or a
required CRT), other Support Packages are added to the queue until
all predecessor relationships are accounted for.

Note that the Support Package Manager takes into account the configu-
ration of your SAP system and places only the Support Packages your
system can accept into the queue.
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Import Queue

The Support Package Manager provides the following two scenarios for
importing Support Packages or the queue:

The test scenario is used to identify any conflicts or problems (for exam-
ple, repairs that have not been released) before the actual import process.
The test import creates the list of objects to be adjusted in Transactions
SPDD and SPAU, and should therefore be run during the project prepa-
ration phase.

This scenario allows you to estimate—and, possibly, minimize —the time
and effort required to import Support Packages. No data is imported into
the system in this scenario, and if errors occur, you can continue the
import without having to correct them. You must explicitly select the
test scenario.

Note that after the test scenario has run, the queue is empty again and
you will have to redefine it. You will then also have to explicitly select
the standard scenario.

In the standard scenario, the Support Packages contained in the queue
are fully imported. If errors occur, you can continue and complete the
import only after you have removed or resolved them.

After you have selected the standard scenario, you can choose between
the conventional import mode and the downtime-minimized import mode.
The latter reduces the downtime.

Proceed as follows to import the queue in the standard scenario:

1. To set the standard scenario, select EXTRAS * SETTINGS.

2. On the IMPORT QUEUE tab, select STANDARD and configure the other
import settings.

3. Select the import mode you need to use.

4. Select SUPPORT PACKAGE * IMPORT QUEUE. You can also use this func-
tion to resume an import procedure that was previously canceled.

5. The dialog box for selecting the start options opens. Specify the
required start options and confirm the dialog box.
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The Support Package Manager then completes the import, in accordance
with the import mode and start options you selected.

If you accept the standard start options without changing them, the Sup-
port Package Manager handles the entire import process in the dialog
box. The status bar provides you with information about the progress of
the import and the current phase of the Support Package Manager. Note
that your system should no longer be live at this point.

If you selected a start time or CONTINUE MANUALLY for the Import 2
module, you can keep the system in productive mode until the Import
2 module starts.

If you accepted the standard start options without changing them, you
can keep the system in live mode for the time being, because the Support
Package Manager will explicitly ask you to stop live operations when the
time comes.

As usual, the Support Package Manager carries out all of the preparatory
and checking steps (Preparation module). It then imports the inactive
objects (Import 1 module), during which process the system can stay
live.

The development environment is locked when the Import 1 module
starts, so that objects are not unintentionally modified. Therefore, the
consistency of the system is not jeopardized when objects are accessed
by this module.

The Support Package Manager then notifies you in a dialog box that you
have to stop productive operations for the next import module (Import
2).

» Click on CANCEL to do this in an orderly manner.

Close any background jobs that are running. Request all users to close
any transactions they are running and to log themselves off from the
SAP system.

» Click on CONTINUE to continue the import.

The Import 2 module activates the objects that were previously
imported in an inactive state and imports the remaining objects from
the Support Packages in the queue.
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After this module has finished, the Support Package Manager informs
you that you can resume live operations in the system, provided
that no changes, or at most only small changes, were made to SAP
objects.

» If you made changes to SAP objects, the Support Package Manager
instructs you to finish the modification adjustment process.

If you have to adjust Dictionary objects (Transaction SPDD), you must
do this immediately, whereas with Repository objects (Transaction
SPAU), you can adjust the objects immediately, at a later point, or in
parallel with the clean-up steps after importing a Support Package. To
do this, proceed as described in Chapter 18, Section 18.3.

» To complete the import process, select IMPORT QUEUE again.

The clean-up steps are carried out on the next import module (Clean
Up), and the import process is completed and closed.

You can define the start options for the individual modules according
to your system requirements. If you confirm the dialog box without
configuring any specific settings of your own, the import tool uses the
standard settings of the selected import mode. You can store any settings
you configure as a template for future import procedures.

The tabs in the START OPTIONS FOR THE QUEUE dialog box (see Figure
17.20) allow you to select the options you need for every module:

> Start in dialog immediately
Select this option if you want this module to start running immedi-
ately in the dialog box. If you select this option for multiple mod-
ules, they are executed immediately, one after the other. The mode
remains blocked for the duration of the import.

> Start in background immediately
Select this option if you want this module to start running immedi-
ately in the background. If you select this option for multiple mod-
ules, they are executed immediately, one after the other.

> Start in background later
Select this option if you want this module to start running in the
background at a later time. Specify the start date and start time in
the input fields. The NO START AFTER option lets you specify that this
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module should run only during the period between PLANNED START
and NO START AFTER. If no background process is available in this time
period, this module is not started.

» Manual Start/Continue Manually
Select this option if you want to manually start processing of this
module. The import tool stops the processing process after the previ-
ous module has finished.

I_E:' SPAM: Start options for the guade

Chogen start options for the import modules
Freparation: ﬁ Startin dialog

Import 1: Q Continue in dialog
Import 2: =P Continue in dialog
Clean Up: = Continue in dialog

m Import1 . Import2 , Clean Up
Start options

O Start in hackground immediately
() Startin hackground |ater

Planned start it ] |
Mo start after = | & |

Figure 17.20 Defining the Start Options

If you selected the conventional import procedure (DOWNTIME-MINI-
MIZED is not activated), the following standard settings apply:

Preparation Start in dialog immediately

Import 1 Continue in dialog immediately
Import 2 Continue in dialog immediately
Clean Up Continue in dialog immediately
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If you have selected the downtime-minimized import mode, the follow-
ing standard settings apply:

Preparation Start in dialog immediately
Import 1 Continue in dialog immediately
Import 2 Continue manually

Clean Up Continue manually

Downtime-minimized Import Mode

As a rule, the process of importing the latest OCS packages (Support
Packages, Add-on Installation Packages, and add-on upgrades) requires
a relatively long system downtime due to the size and scope of these
packages. Although the system is not restarted in the import process,
it should still not be used for live operations during this process. This
restriction is a distinct disadvantage in many live systems.

Therefore, the downtime-minimized import mode was developed to
reduce the downtime required for package imports. This mode enables
you to import the majority of import objects while keeping the system
live. The objects in question are program code and program texts. There-
fore, downtime can be reduced greatly if a package contains a high pro-
portion of program code and texts. (This figure is approximately 70-80%
for SAP Basis and SAP R/3 Support Packages.)

In downtime-minimized import mode, the objects are imported into the
database in an inactive state and are mostly “invisible” to the system. The
system can continue to stay live.

This procedure contains new actions (activation of inactive objects) and
more organizational steps than the previous mode, which means that the
import process takes longer. The efficiency and time-savings in the non-
live phase of this mode, as compared to conventional mode, depend on
two things: the proportion of inactively imported objects of the overall
volume of imported data, and the amount of time consumed by addi-
tional actions that have to be carried out during the downtime (such as
the handling of after-import methods and XPRAs).
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all packages in one queue.

Note, however, that in some cases Support Packages cannot be imported
in one queue using the Support Package Manager. Consult the relevant
SAP Note in your release for more information.

Because the inactively imported objects are stored in the database at the
same time as the active versions, more space is temporarily required in
the database.

The objects are activated later by a predefined process that is provided
by the import tool (Support Package Manager/SAP Add-On Installation
Tool). Nevertheless, inactive objects are not fully isolated from the sys-
tem, which means that parallel changes can cause unwanted activations
and therefore system inconsistencies.

During the import, you should ensure the following:

» That there is enough free storage space in the database
» That there are no simultaneous imports of transport requests

» That the development environment is not in live use
Use downtime-minimized import mode in the following situations:

» In live systems

» In test systems, if you want to test the expected downtime in the live
system

During the import process, you should treat the systems like live systems
(no manual changes to program objects, and no parallel imports of other
transport requests).

Do not use downtime-minimized import mode in the following
situations:

» In development systems or in systems into which a lot of regular
imports are made (such as QA or test systems)

System consistency cannot be guaranteed during the import if manual
changes are made to program objects, or if other transport requests
are imported at the same time.
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» To import Support Packages to BBP/CRM systems

The additional preparation and clean-up steps required by the spe-
cial Support Package Manager for BBP/CRM mean, in effect, that the
entire import process takes place during downtime.

» To import preconfigured systems (SAP Best Practices) using the Add-
On Installation Tool

Importing Support Packages into a System Landscape

Support Packages can be imported in groups or individually. If you have
multiple SAP ERP systems, you must import Support Packages into each
of these systems.

You can use the previously discussed procedure to import Support Pack-
ages into your landscape's development system, but the procedure is
different for the other SAP ERP systems in your landscape, especially if
you have to carry out a modification adjustment. Figure 17.21 shows an
example of how Support Packages can be distributed in a three-system
landscape.

Patch Queue| @ |Patch Queue| @

QA P&
g : !
S L7

Transports
for the
Modification
Adjustment

/

Figure 17.21 Distribution of Support Packages in a Three-System Landscape

Ideally, all SAP ERP systems have the same release level, as is the case
after they are installed, after an SAP ERP release upgrade, or after the roll-
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out in the implementation phase. If this is the case, you can import one
or more Support Packages the same way you import change requests:

1.

Import the Support Packages into the development system. The sys-
tem adjusts all objects that were imported with the Support Package
and that have been modified by the customer:

» You may need to carry out a modification adjustment for the Dic-
tionary objects using Transaction SPDD in the development system.
The changes that result from the adjustment can then be included
in a change request. This change request can be used to transport
the modification adjustment of the ABAP Dictionary objects to
other systems.

» You may need to carry out a modification adjustment for the ERP
Repository objects using Transaction SPAU. The changes that result
from the adjustment can then be included in a change request.
This request can be used to transport the modification adjustment
of the Repository objects to other systems. If enhancements were
used to make changes to the SAP ERP system (see Chapter 2), there
is no need for an adjustment because enhancements don't result in
modifications.

. Import the Support Packages into the quality assurance system.

. Import the change requests with the changes from the modification

adjustments (if any) into the QA system.

. Verify the Support Package using operational validation tests. If chang-

es have to be made due to Support Package imports, make the changes
in the development system and then test them in the QA system.

. After you have tested and verified the Support Packages, import them

into the live system, along with all transport requests associated with
the Support Packages.

It is a prerequisite of this process that no change requests for the import
are waiting to be processed in the QA or in the live system. In other
words, the SAP systems—especially the QA and live systems—must all
have the same release level. The validation process in the QA system
ensures that the Support Package and all of the change requests that result
from the modification adjustment can be imported into the live system.
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Support Packages and Development Projects

It is more difficult to schedule Support Package imports if large devel-
opment projects are ongoing in your system landscape. This is because
you are not supposed to make transports between systems with dif-
ferent Support Package levels. Therefore, development projects cannot
be imported into the live system until the Support Packages have been
imported into all systems in the landscape.

Despite efforts to keep this “code freeze" period as short as possible,
experience shows that one to two weeks have to be allotted for the SPAU
adjustment in the development system, and approximately two to four
weeks must be scheduled for the integration test in the QA system that
follows. Of course, these time periods are average values and will vary
from system to system.

The time and effort required for the SPAU adjustment increases as the
number of modified and customer-specific objects increases. In addi-
tion to the objects listed in SPAU, any customer-specific objects that
access standard SAP code also have to be checked. The SAP Code Inspec-
tor (Transaction SCI) is an automated tool for performing this task, and
lets you carry out an extended syntax check for all customer-specific
objects.

The time and effort required for this check depends on the number of
business processes in use. The SAP system administrator has to decide
whether to test only the most important business processes, or whether
more minor processes should also be included in the test. Therefore, it is
necessary to categorize the business processes according to their impor-
tance (ABC analysis) in advance. A well-organized test management pro-
cess and the ready availability of automated test cases (eCATT) reduce
the time and effort required for the test, and thus shorten the duration
of the code freeze period.

Before Support Packages are imported into the development system, any
open change requests should be released and imported to the down-
stream systems. After the Support Packages have been imported into the
development system and the SPAU adjustment is complete, you may be
able to resume development work in the development system. However,
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it's still possible that errors detected in the Support Package tests may be
difficult to solve in the development system because the development
system may have a more up to date software release. The safer option
is therefore to resume work in the development system only if the Sup-
port Packages have been tested and found to be error-free. In all cases,
all transports in the QA system must be suspended for the duration of
the integration test.

Because of these effects on development projects, the timing of Support
Package imports must be carefully planned and coordinated with the
development project teams.

Some SAP customers first test Support Package imports and the SPAU
adjustment in a sandbox environment, to minimize the code freeze
period. Initial unit tests can also be carried out in the sandbox system.

You can also use the latest Support Package level for the relevant devel-
opment projects, and then transport the changes along with the Support
Packages through the maintenance landscape. This has the advantage
that only one test is required for Support Packages and development
projects. Note that this approach requires a phase-based system land-
scape, as described in Section 3.6.2.

17.3.2 Maodification Adjustment

If Support Packages include objects that have been modified in the cus-
tomer system, you need to implement a modification adjustment. Here,
you have the following options: keep the modified version, accept the
new standard SAP version, or adjust the two versions manually. The new
standard SAP version remains active unless an adjustment has been car-
ried out. Ideally, the modification adjustment needs to be implemented
only in the development system. The resulting SPDD and SPAU trans-
ports can be integrated in the Support Package queue for the down-
stream systems.

Chapter 18, Section 18.3 deals with the topic of modification adjustment
in greater detail. Thus, we will not discuss it further at this point.
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17.4 Java Corrections

ABAP corrections are delivered via SAP Notes or Support Packages. SAP
Notes contain correction instructions that can be used to insert selected
code lines into existing code. This lets you correct errors individually
and in an isolated manner. In Java systems, these isolated changes are
not possible, and you need to at least update the entire development
component.

Figure 17.22 shows the SAP component model. Products consists of mul-
tiple software components, which comprise multiple packages (ABAP)
or development components (Java). These, in turn, are containers for
individual development objects that belong together logically and are
interdependent.

SAP component
model
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Packages/ E m D11 -

Development r

Components
[o4] (o] o

05|
Objects } SAP Note

ABAP Java

Installation/ Installation/
P1 P2 }
Products | Upgrade Upgrade
Software Support Support
Components $1 52 [ Package Package/

Figure 17.22 SAP Component Model

17.44 Java Correction Types

Software maintenance is available for products, software components,
and development components. Products are installed or upgrades to a
higher release level are implemented. A release consists of multiple soft-
ware components that contain new functions and improvements.

697



17

Maintaining SAP Software

JSPM

Support Packages

In contrast to ABAP, a Support Package does not just contain the changed
objects, but all objects of a software component. Therefore, in Java, you
only have to import the last Support Package; in ABAP, you have to
import all predecessors in the correct sequence. This means that Java
Support Packages are cumulative. The common file format is SCA, which
is implemented using the Java Support Package Manager (JSPM).

Fixes

Fixes are full deliveries of a development component. In other words, they
contain all objects of this particular development component. A fix is the
smallest delivery unit of corrections and usually solves one specific prob-
lem. Fixes are provided only in emergency cases if an urgent preliminary
correction is required before the next Support Package is available. They
are not offered on the SAP Service Marketplace by default, but are instead
delivered to individual customers on demand as a support message or in
an SAP Note. If the error correction is of general interest, a patch is pub-
lished on the SAP Service Marketplace (see the next section).

The import of fixes carries a certain risk because it may be possible that
dependencies exist to other development components that will stop
functioning after the fix has been imported. You should therefore imple-
ment fixes only in coordination with SAP Support. Fixes are delivered
in SDA file format.

Patches

A patch is a modified Support Package. It contains the last regular Sup-
port Package and also all important and generally valid fixes that have
been compiled since the release of the last Support Package. Just like a
Support Package, a patch is a full delivery of a complete software com-
ponent. The common file format is SCA. Patches are created by SAP on
request and are published in the SAP Service Marketplace, for instance,
if serious problems have emerged. Usually, patches are created only for
the latest Support Packages.

You can download both Support Packages and patches from the SAP Ser-
vice Marketplace under the Quick Link http://service.sap.com/swdc (see
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Figure 17.24). You must decide whether you want to import the last Sup-
port Package or also integrate the latest patch. Under the INFo link of a
patch you can find a list of Notes available for the patch. If these Notes
are relevant for your system, you should integrate the patch. If you click
on the INFo link of a Support Package, you are provided with a summary
that describes all corrections in a Support Package.

Figure 17.23 shows the three different Java correction types: Support
Packages, Fixes and Patches.

Java Support Package

Support
Development Development Development Package
Component 1 Component 2 Component 3

Development
Component 3

Java Patch
Development Development Development
Component 1 Component 2 Component 3 Patch

0 o

Figure 17.23 Java Support Packages, Fixes, and Patches
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Figure 17.24 Java Support Packages and Patches in the SAP Service Marketplace
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17.4.2 Version Information of a Java System

You can view the version information of a Java-based system on the
component information page. The URL is http.//<hostname>:<port>/sap/
monitoring/ComponentInfo (see Figure 17.25).
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2
{ ) Back - | -~ Fay s - ﬂ b,
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System TT4 w o
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Figure 17.25 Version Information of a Java System
For each software component, the version information indicates the
release level, the Support Package level, and the patch level.

SCA Java Support Packages are delivered in Software Component Archive
(SCA) format. A software component archive comprises the following
attributes:
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» Vendor
The manufacturer of the software, for example, sap.com.

» Name
The name of the software component, for example, SAP-JEE. Vendor
and name form a unique key for the software component. Compo-
nents with identical names and different manufacturers are consid-
ered to be different.

> Release
» Support Package level
» Patch level

» Counter
The counter includes the release, Support Package level, patch level,
and time stamp, for example, 1000.7.00.2.0.20050524093600. In
this example, 7.00 is the release, 2 the Support Package level, O the
patch level, and 20050524093600 the time stamp.

» Provider
The provider who created the software component, for example, SAP
AG.

17.4.3 Java Support Package Manager (JSPM)

The Java Support Package Manager (see Figure 17.26) was implemented
in SAP NetWeaver 7.0 to facilitate the import of Java Support Packages.
In previous releases, Java Support Packages had to be imported using the
Software Deployment Manager (SDM). The JSPM can also be used to
import new software components or business packages. In addition, the
JSPM identifies software components that have been modified and pro-
vides a modification adjustment in connection with the SAP NetWeaver
Development Infrastructure (NWDI).

The JSPM is a Java-based program whose user interface is called at the
operating system level. The script is go.bat and it is stored in the direc-
tory, \usr\sap\<SID>\<Instance>\j2ee\JSPM\. The structure of the JSPM
is similar to Transaction SPAM in ABAP systems and provides similar
functions.
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Figure 17.26 Java Support Package Manager

The JSPM establishes a connection with the Software Deployment Man-
ager (SDM) to import Support Packages and new software components.
The SDM implements additional validation steps for the packages and
imports them into the Java application after the check has completed
successfully.

Advantages  SAP continuously provides new technologies and applications based on
of JSPM  SAP NetWeaver Applications Server Java (AS Java). It is therefore impor-
tant that these innovations can be imported safely and easily. JSPM was

developed to address this issue and has the following advantages:

702



Java Corrections 17.4

» Improved user interface

The JSPM has a graphical user interface whose structure is similar to
the installation and upgrade tools SAPinst and SAPJup. Its functions
and operating elements are extensively adapted to the proven ABAP
Support Package Manager (Transaction SPAM), and the status of the
import can be monitored. The import process is logged comprehen-
sively and can be restarted if an error occurs. The JSPM also informs
you if a restart of the J2EE Engine is necessary during the import
process.

» Check for Support Package prerequisites
Prior to the import, the JSPM checks whether all prerequisites are
met for importing the Support Packages—in particular, whether
dependencies to other software components and their Support Pack-
ages exist.

» Update of the SAP kernel and additional operating system files
The JSPM can update both the software component within the Java
Application Server and the associated operating system files, for
instance, the SAP kernel or the Internet Graphics Server (IGS). These
files can also be distributed in a high-availability cluster environ-
ment.

Prior to importing the actual update, the JSPM can update itself and
the Software Deployment Manager (SDM).

As a result, the JSPM automates the import of updates extensively
and carries out many steps that previously had to be implemented as
additional manual steps.

> Import of a complete Support Package stack

The JSPM can import a complete Support Package stack, including the
appropriate SAP kernel, into the system. During this process, the stack
configuration file, which was created when the stack was downloaded
from the SAP Service Marketplace, is evaluated. You can set restric-
tions to a specific system usage type. You can also integrate patches
that are more up to date than the stack to be imported if these patches
have previously been downloaded to the Support Package inbox.

» Modification adaptation in connection with the NWDI
In some scenarios, SAP provides the Java source code which can then
be modified by the customer—for example, in the SAP ERP scenarios
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Software

shipment

units

ESS/MSS or Biller Direct. During the import of Support Packages, the
modifications are supposed to remain unchanged and not be overwrit-
ten by the SAP standard. This is provided by the JSPM in connection
with the SAP NetWeaver Development Infrastructure (NWDI). First,
the new Support Package is imported in NWDI where the modifica-
tion adjustment takes place. Then, the modified archive is imported
into the runtime system.

The following shipment units can be imported using the JSPM:

> Support Package stacks

Support Package stacks are coordinated combinations of Support Pack-
ages for all components of an application. They were introduced to
reduce the wide range of possible software versions in customer sys-
tems. Moreover, the Support Package stacks are already tested inten-
sively at SAP. For more information about Support Package stacks
refer to Section 17.5. A Support Package stack may contain the fol-
lowing packages:

» Archives for different software components (SCA). These archives
can be both Support Packages and patches, which means that you
can integrate the latest patches with the Support Package stack.
After the corresponding software components have been modified,
you can implement an adjustment using the NWDL.

» Update for the Software Deployment Manager (SDMKit.jar)

» SAP kernel (SAPEXE.SAR and SAPEXEDB.SAR)

» Archives for the Internet Graphics Server (IGS)

» Configuration file of type XML that contains a description of the
stack's software components as well as the corresponding support
package and patch level

Individual Support Packages and patches

SAP provides Support Packages for every software component. If

dependencies exist between the current Support Package of different

software components, they are described in an SAP Note.

In addition, you can import “patched” Support Packages or patches.

For example, patch 2 of Support Package 3 contains fixes that were
created after the Support Package had already been released.
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The file format of Support Packages is SCA, JAR, or SAR. Using the
NWDI, you can only modify Support Packages of type SCA.

Java Support Packages always contain all objects of a software com-
ponent. Therefore, you only have to import the latest Support Pack-
age and not all predecessors in the correct sequence, as is the case in
ABAP. This is the major difference in the software logistics of ABAP
and Java systems.

» New software components
New software components of SAP and SAP partners.

> Business packages for SAP Business Suite applications

Business packages for applications of SAP Business Suite are new Java-
based applications that are integrated with the SAP Business Suite
applications. For example, business packages exist for the ESS/MSS
scenario. These contain applications and user interfaces in the Portal
that are integrated with the new business processes in the SAP ERP
backend. Usually, the version of the business packages must be coor-
dinated with the version of the backend application.

17.4.4 Importing Java Support Packages

This section provides guidelines and tips on how you should import Sup-
port Packages into the Java stack. The links provided are valid for Release
SAP NetWeaver 7.0. Similar links exist for other releases.

Step 1 — Planning

From the SAP Service Marketplace, download the latest Support Pack-
age Stack Guide for your Support Package level, which can be found
under http://service.sap.com/maintenanceNW70. The latest information is
provided in the Notes, which can be found under http://service.sap.com/
sapnotesNW70. The most important SAP Notes are as follows:

v

724452: Central Note for SAP NetWeaver Java Server 04/2004s
852008: Release Restrictions for SAP NetWeaver 7.0

879289: Support Package Stack Guide — SAP NetWeaver 7.0
891983: JSPM: Central SAP Note SAP NetWeaver 2004s AS Java

v

v

v
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JDK update

Integrate patches

Consult the SAP online help to get additional information about enhance-
ments and changes that are imported with the new stack. The online
help can be found under http://help.sap.com/NW?70. Click on the RELEASE
NoTEs link and select your Support Package stack.

In certain cases, the JSPM stops the system or individual instances and
restarts them again after a specific period of time. This is necessary for
replacing the SAP kernel, for example. If you use a high-availability clus-
ter solution, you must switch it off during the import process so that the
JSPM can exclusively stop and start the instances.

In some cases, it is necessary to renew the Java Development Kit (JDK)
before you can import Support Packages. This is described in SAP Note
718901. Note that the JVM path may change. In this case, you must
adapt the new path on all dialog instances.

Check whether the SAP Service Marketplace provides you with patches
for the Support Package stack to be imported. These can be found under
http://service.sap.com/swdc * Download * Support Packages and Patches. Click
the INFO button of the respective patch to view the corrections con-
tained in it. In general, SAP does not recommend integrating the latest
patches because they may not be tested in the context of the Support
Package stack and may cause new problems. However, if the corrections
are relevant for your system, you should integrate the patches. SAP Note
1080821 describes how patches are imported with a single step using
the Support Package stack option. This is possible as of JSPM 7.0 Sup-
port Package 14.

Step 2 — Preparation

First, create a backup of the Java system and the database.

Download the required Support Packages from the SAP Service Market-
place. The files can be found under http://service.sap.com/sp-stacks. For all
systems based on NetWeaver 7.0, you must download the files using the
Maintenance Optimizer of the SAP Solution Manager. During the down-
load, a stack definition file of type XML is created. Copy the Support Pack
stack files and stack definition file to your JSPM inbox directory.

706



Support Package Stacks

Ensure that the JSPM inbox is configured correctly. Usually, the path is:
/usr/sap/trans/EPS/in. This path must be set in the instance profile
(Parameter DIR_EPS_ROOT) and in the JSPM configuration file (usr\
sap\<SID>\SYS\j2ee\JSPM\param\jspm_config.txt). There, the param-
eter /jspm/inbox must indicate this path. The operating system user,
<sid>adm, requires read access to the JSPM inbox.

Refer to the SAP online help and the respective Support Package Stack
Guide for more detailed instructions. These can be found under http://
service.sap.com/maintenance NW70.

Step 3 — Perform Update

Log on to the central instance as <sid>adm. The J2EE Engine and the
SDM server must be running. No application may be connected to the
SDM server because only one connection may be established to this
server. If, for example, a user is connected to the SDM server via the
SDM GUI, the JSPM cannot establish a connection with the server at the
same time. Start the JSPM and enter your SDM password. Proceed as
described in the Support Package Stack Guide. After the import has been
completed successfully, you can fill in the feedback form.

17.5 Support Package Stacks

In 2003, SAP added Support Package stacks (SP stacks) to its Support Pack-
age strategy for some product versions. This new strategy supports the
import procedure for most customers and Support Packages, improves
quality and service, and thus reduces ongoing operating costs.

The increasing range and complexity of components within individual
product versions makes it necessary to improve the transparency of Sup-
port Packages and patches, and to clearly specify the recommended or
permitted combinations. Therefore, a new SP stack is compiled for every
product version that is updated via the new strategy, usually on a quar-
terly basis. This stack contains the optimal combination of Support Pack-
age and patch levels for the individual components at the time of the
stack release.
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Therefore, SP stacks are combinations defined by SAP for each product
version. SAP recommends that you import these stacks on a regular basis.
Although the underlying technology of the individual Support Packages
and patches does not change with this stack approach, an SP stack should
be regarded as a whole. In other words, although you should take into
account any minimum requirements of or dependencies between the
individual components, the Support Packages and patches contained in
the stack must be imported together.

By reducing the range of theoretically possible combinations to practical,
real-world combinations, several benefits result for the customer:

» The quality of the individual Support Packages is improved because
other associated components are maintained to a known mini-
mum level. As a result, corrections are less complex and of a higher
quality.

» Quality and compatibility within the set combinations are improved
because SAP's own tests can focus more on these combinations.

» Download pages that are tailored to SP stacks make it easier to down-
load required Support Packages and patches.

» Import instructions can also be tailored to the combination to be
imported, reducing the time and effort required for the import
process.

» The general level of knowledge about any restrictions, and transpar-
ency about side effects and their solutions, are better overall for SP
stacks than for individual combinations. Potential problems can be
prevented and, when they occur, solved more effectively. This, in
turn, reduces operating costs.

SP stacks support the requirements of customers with live applications
for regular Support Package and patch recommendations, and their need
for minimum total cost of ownership (TCO). For customers with upgrade
or implementation projects, the minimum requirements may involve
other (higher) recommendations than the most recent SP stacks.

Implementing SP stacks leads to a reduction in complexity, increased
quality, improved transparency, and simplified repair and maintenance.
SP stacks further reduce the risks to live operations and help expedite
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the resolution of problems. They are another step toward reducing total
cost of ownership (TCO).

After an SP stack is released, details of the relevant information and
download site are available from the SAP Service Marketplace via the
Quick Link /sp-stacks, as shown in Figure 17.27.

Additional information on specific SP stacks is available from the rel-
evant Release and Information Note (RIN), which is available via a link
on the previously mentioned page.

Fleaze choose the Source Stack and then the Target Stack
Remark: The Source Stack iz not mandatory so if you do not know it lesve the field empty

Target Stack ISAP METWEANER ¥.0-16 (07/2003) | Showe Stack Information |

Source Stack [14 (01/2008) [Show Stack Information |

Restrict according to Usage

[] Development Infrastructure [ Application Server Java Select Al
Application Server ABAP % Mahile Infrastructure Deselect Al

[] Process Integration (X [] EP core
[] Erterprize Portal

Business Inteligence

Figure 17.27 Downloading Support Package Stacks from the SAP Service Marketplace

17.51 SP Stack Strategy with the Usual Import Procedure

It has been established that most customers carry out planned mainte-
nance for each live application between one and four times a year, and
that this maintenance process usually covers all of the components of
each application.

In practice, the frequency of planned maintenance operations depends
on many factors. These include the following:
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Unexpected
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» The customer's specific situation (projects, live status, etc.)
» The product in question (technical factors, statutory changes, etc.)
» The benefits of having the latest release when support is required

» The customer's assessment of the risk of encountering known errors
(and therefore, of incurring unnecessary costs and having to react at
short notice)

» The expected costs of a planned maintenance operation

As a result, a standard rule for calculating the optimal time and frequency
of planned maintenance operations does not exist. Customers decide on
the optimal conditions, taking into account their individual circumstances.
However, SAP recommends that customers run a planned maintenance
operation at least once a year, and preferably two to four times a year,
regardless of whether problems have arisen. This keeps the risks previously
outlined manageable. SAP assumes that the latest SP stack will be imported
as part of a planned maintenance operation, and that the SP stacks in use
in a system landscape are not retained beyond one year. As mentioned
before, if problems occur, SAP can instruct customers to import the latest
Support Packages or patches, independently of the SP stack cycle.

Unexpected problems can occur at any time, regardless of planned main-
tenance operations. They have to be fixed as quickly and straightforward
as possible. A range of different mechanisms is available for this purpose,
and the decision which device to use depends on the affected component
and the actual problem. These mechanisms include correction instructions
for ABAP-based tracks (which can solve problems relatively localized, and
in a targeted way) and Java Support Packages (which, for technical reasons,
usually contain other problem solutions and whose effects are therefore
not as restricted to the local environment as ABAP-based tracks are).

The SP Stacks strategy goes hand in hand with the general combination
of planned maintenance and specific corrections that are provided in the
meantime:

» The frequency with which SAP provides Support Package stacks
depends on the age and maturity of the product. For new releases,
new Support Package stacks are delivered every two months. For
older releases, SP stacks are provided only twice per year.
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» The frequency of SP stack deliveries is intended to complement the
frequency of planned maintenance operations. This does not mean,
however, that planned maintenance must be carried out at the SP
stack interval. Based on your assessment of the previously discussed
factors, you can temporarily postpone the import of an SP stack, pro-
vided that your system does not contain any errors that necessitate
the import of up to date Support Packages or patches. You can catch
up with any Support Packages you postpone when you import the
next SP stack.

» SP stacks contain Support Package combinations that you should
change only in exceptional cases; for example, if a problem has
occurred that can be solved only by a change. In such cases, you
should keep the modification as small and as local as possible. Of
course, you can also import new Support Packages or patches as a
preventative measure if circumstances in the system indicate that the
error in question is likely to occur. However, in many cases, you will
be able to make a local correction via the correction instruction in a
Note, for example.

» Components of an SP stack that are not in use, or not in live use, in
a system landscape do not have to be patched when an SP stack is
imported, provided they have no technical or logical dependencies
with any components that are in active use. You should note, how-
ever, that the Support Package or patch levels of components that are
in use cannot be lower than the levels of the combination set in the
SP stack.

If unexpected problems are identified in an SP stack, they will usually
affect only a few customers. Therefore, it is not necessary to change the
general recommendation for the planned maintenance processes.

Instead, a Release and Information Note (RIN) is used to inform all cus-  Release and
tomers of the general release of an SP stack, possibly including informa- ~ Information Note
tion about potential problems. As discussed previously, notification of

critical errors is communicated via HotNews Notes. A special reporting

tool in the SAP Service Marketplace can be used to find out about known

side effects of all types of Support Packages (Quick Link http://service.sap.

com/side-effects).
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Any differences between Support Package levels or patch levels and the
relevant SP stack should be documented in Notes. This approach is used
only for problems or other special cases (such as statutory changes or for
customers' project or implementation phases). This also applies to Sup-
port Packages or patches that have been created since the last SP stack,
and that will be part of subsequent SP stacks.

It is also possible that Support Packages or patches may exist that are
more up to date than those contained in the last SP stack. Nevertheless,
as long as your system is not experiencing any problems, the general
recommendation is that you use the combination contained in the latest
SP stack. Any Support Packages or patches that are created in the interim
are reserved for the special cases mentioned previously.

The full-stack approach applies to Java-based systems in particular. This
means that you always have to import the complete stack. Deviating
combinations have not been tested and frequently cause problems. Indi-
vidual Support Packages should only be imported in coordination with
the SAP support team.

17.5.2 Cross-System Support Package Stacks

In some cases, it may be necessary to import the same Support Package
stack across the system, for instance, if the ESS/MSS scenario runs on an
ERP backend system and in an external Portal. In this case, the Support
Package levels of the Web Dynpro sources that are imported into the
portal must match with the Support Package levels in the SAP ERP back-
end. At the same time, they are also part of the Portal stack so that the
entire Support Package stack in SAP NetWeaver Portal must correspond
to the Support Package stack in the SAP ERP backend. A similar situation
applies to Web Reporting in SAP NetWeaver BI 7.0.

17.5.3 Details of the Components in SAP Support
Package Stacks

Based on one “leading” application component, SP stacks represent a
combination of preset or recommended Support Package levels and patch
levels of product version's other components. Dependencies are defined
step-by-step in a “top-down" fashion (see the example that follows).
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For some components such as the SAP GUI, stacks specify one level for
each possible release. Other components may be optional; that is, the
relevant Support Package or patch level must be fulfilled only if the com-
ponent in question will be in use in a production system (for example,
an SAP ERP Enterprise Extension).

The basic rule is that the other components must have at least the speci-
fied level for you to be able to import a Support Package for the leading
component. Also, a higher level is recommended for most components
only for problems where a local correction (such as a correction instruc-
tion) or a workaround does not exist.

An SP stack can consist of the following: Components

» A Support Package level of a leading application component (such as
SAP_APPL 4.6C), which serves as the name of the SP stack.

» A Support Package level of the application basis (such as SAP ABA
4.6() that is a prerequisite for the previously mentioned application
Support Package and that would not usually be overwritten until the
next SP stack.

» A Support Package level of the basis layer (such as SAP Basis 4.6C) that
is a prerequisite for the previously mentioned ABAP Support Package
and that would not usually be overwritten until the next SP stack.

» A recommended kernel patch level (such as SAP KERNEL 4.6D) that
would not usually be overwritten until the next SP stack, provided
that there are no problems. This kernel patch level is intended for
use on the operational level and can be higher than the upgrade level
for the release in question (in this case, follow the instructions in the
upgrade documentation or the relevant Notes).

» A minimum patch level for every possible SAP GUI release (such
as 4.6D/6.20 for Windows, and 6.20/6.30 for Java). Note that the
releases in this case should initially be regarded as alternatives and
that each patch level is a minimum requirement that can be overwrit-
ten at any time. This minimum requirement within an SP stack will be
increased only in exceptional cases. However, because the SAP GUI is
a component of almost all SAP products, the requirements of the SP
stacks of different products that are used in parallel must be coordi-
nated with each other. In this case, it is the maximum required SAP
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GUI release with the maximum required patch level that is relevant.
Other conditions may also arise in the context of product-specific GUI
add-ons.

» A minimum patch level for every possible SAP ITS release (such as
4.6D, 6.10, and 6.20) is recommended. The different releases should
be regarded as alternatives, similarly to the SAP GUI.

» Optional components might require the specified level only when the
component in question is in production use.

17.5.4 SP Stack Calendar

Either the product versions listed in the SP stack calendar (see Figure
17.28) are already supported by SP stacks, or SP stacks will be introduced
for them in the near future. Every SP stack is “led” by a particular com-
ponent or Support Package track, and the relevant Support Package is a
central component of this. After the first SP stack is released, this signals
the start of the new strategy for that product version.

SAP CRM 2005

SAP ERP Enhancement Packags 1

SAP ERP Enhancement Package 2

SAF ERP Enhancement Package 3

SAP ERP Enhancement Package 4

SAP NetWeaver 04 (22 |
SAP NetWeaver 7.0 15 | 17 ]
SAP NetWeaver Composition Environment 7.1

SAP hetiWeaver Mobie 7.1

SAP NetWeaver P1 7.1

SAP KW Enterprise Search 7.0

SAP R[S 4.6C

SAP B3 4.6C (HR!

SAP B3 4.70x110
SAP R3S 4. 70110 (HRY

SAPRJ3 4.70:200
SAP RJ3 470200 (HRY
SAP SCM 2005

SR SCM 2007

SAPSCM 4.1

SAP Solution Manager 7.0
SAP SRM 2005

SAP SRM 4.0

SAR SRM 7.0

-] 2]
EHEE

-5 ]

Figure 17.28 Support Package Stack Calendar

714



17.6 Side Effects

The SAP Service Marketplace has a reporting tool that helps you avoid
unwanted side effects. Side effects can occur in rare cases after a Sup-
port Package or an SAP Note has been imported. The tool enables SAP
customers to reduce their internal support costs and increase the stability
of their SAP solution.

SAP Support Packages consist of several SAP Notes, each of which
contains software corrections. Importing Support Packages and Notes
increases system stability and protects the system from known problems.
Nonetheless, it can still happen that a Note that is intended to solve one
problem can actually cause another problem. To solve this new problem,
a new Note is created that is linked to the first Note.

This tool is intended to make these dependencies easier to handle. If
you're importing a Support Package or an SAP Note, you can search for
any known side effects and correct these, if necessary. The tool enables
you to proactively prevent problems that could occur after an import.

Information about side effects is defined in the Note attributes. The report-
ing tool identifies all side effects that will be caused by the Notes contained
in the Support Package. Therefore, to protect your system from unwanted
side effects, import these Notes after you import the Support Package.

The Quick Link http://service.sap.com/notes in the SAP Service Marketplace
provides information about known side effects of individual SAP Notes
(see Figure 17.29).

To obtain a list of all of the side effects of a Support Package or an SP
stack, use the reporting tool in the SAP Service Marketplace (Quick Link:
http://service.sap.com/side-effects.)

Use this tool just before you import a Support Package to see the most
up to date list of side effects.

Side effects that have already been eliminated by other Support Packages
in the same queue are automatically removed from the results list. This
list is tailored to your Support Package queue. It is sorted by application
component, so that you can easily skip Notes that belong to applications
you do not use.
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Code correction for Service order 3 Hilfe

SAP-Hinweisnummer

[>] Hinweissprache [EN - Version |1 =

D © &

Yerwandte Hinweise . Attribute ' anlagen T IEEETEENEE S GRS Actionlog
Mit diesem Hinweis berichtigte Hinweise / Patches
Keine Eintrdge vorhanden

Folgende Hinweise berichtigen diesen Hinweis / Patch

Hinweisursache Version Version bis Hinweislosung Version Support Package
von

0000611200 0000808603
0000611200 000060867 1

Figure 17.29 Side Effects of an Individual Note

Note that it can take several hours to create the results list. The system
sends you an email when the list is complete. Figure 17.30 shows the
beginning of a side-effect report.

SAP began side-effect reporting in July 2003. Complete information on
the side effects of earlier Notes is not available.

Report on Side-Effects of SAP Notes
d Help

This report provides an overview of currently known side-effects of Notes contained in a Support Package.
The list also includes pointers to other notes, which are able to resolve undesired side-effects.

You have requested the side-effects notes for the following:

Praduct: SAP Rf3 ENTERPRISE

Product version: SAP Rf2 ENTERPRISE 47x110

Component: EA-APPL 110 Support packages:  SAPKGPAALT to SAPKGPAALD
Component: EA-IPPE 110 Support packages:  SAPKGPIALS to SAPKGPIALS
Component: PI12003_1_470 Suppart packages:  SAPKIPZHSE to SAPKIPZHSO
Cormpaonent: PI_BASIS 2003_1_520 Support packages:  SARKIPYHS? to SAPKIPYHST
Cormpanent: SAP ABA 6,20 Support packages:  SAPKAG2036 to SAPKAG2041
Component: SAP APPL 4.70 Support packages:  SAPKH47019 to SAPKH47022
Component: SAP BASIS 6.20 Support packages:  SAPKES2036 to SAPKBE2041

Note Note Version | In Support Note Solving Note Note
Appl. Area Number (s) Package Version Appl. Area Number Yersioh
AC-INT 0000561175 0001 to 9999 | SAPKH47022 ooz20 AC-INT 0000794974 oooi
AR-MD-BP-UI Q000736228 0001 to 9999 | SAPKAGZ041 oo02 AP-MD-BP-LIT 0000856200 oo02

Figure 1730 Side Effects of Support Package Queues
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17.7

Questions

1. What are the benefits of importing SAP Support Packages?

A.
B.
C.

Proactive solution of known problems
Functional extensions to SAP software

Improved ease of maintenance and reduced time and effort for
repairs and maintenance

2. Which of the following statements are true with regard to the
SAP Note Assistant?

A.

It simplifies the maintenance of programs in the customer
namespace.

B. It enables you to import Notes that contain code corrections.

C. It simplifies the process of making changes to Data Dictionary

D.
E.

objects.
It identifies dependencies between SAP Notes.

It can replace the process of importing Support Packages.

3. Which of the following statements are true with regard to Sup-
port Packages?

A.

D.

They change the SAP standard of your SAP system before the
next release upgrade.

. You can import all types of Support Packages into all SAP systems,

regardless of the components installed in the target system.

Support Packages are available only to customers who are taking
part in the ramp-up.

Different types of Support Packages may be required for SAP
systems with different components.

4. Which of the following statements are true with regard to the
SAP Patch Manager?

A.

B.

The Patch Manager ensures that Support Packages are imported
in the correct order.

The SAP Patch Manager does not check whether the type of
Support Package you want to import is suitable for your SAP
ERP installation. You have to determine whether you need a
particular Conflict Resolution Transport, for example.
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C. The SAP Patch Manager does not allow you to protect SAP
objects you have modified. These objects are automatically over-
written.

D. The SAP Patch Manager automatically opens Transactions SPDD
and SPAU for the modification adjustment process, if required.

Which of the following statements are true with regard to Sup-
port Package stacks?

A. Support Package stacks are combinations of Support Packages
that are recommended by SAP.

B. Support Package stacks should be imported only if an urgent
problem is preventing an import from being carried out.

C. Support Package stacks are Support Package combinations that
have been particularly well tested by SAP.

D. The SAPGUI version also must be upgraded to the latest level
with every Support Package stack upgrade.

Which of the following statements are true with regard to ABAP
and Java corrections?

A. An ABAP Support Package always overwrites all objects of a
software component.

B. A Java Support Package always overwrites all objects of a soft-
ware component.

C. Anindividual ABAP program can be changed using an SAP Note
that contains a correction instruction.

D. An individual Java program can be changed using the Software
Deployment Archive (SDA).

. Where can you find version information about a Java system?

A. Under http://<hostname>:<port>/sap/monitoring/ComponentInfo
B. In the SAP System Landscape Directory (SLD)

C. In the system status information of the ABAP stack (only for
dual-stack systems)

C. In Transaction SPAM of the ABAP stack (only for dual-stack
systems)
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