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SAP NetWeaver Identity Management (IdM) is a central component of the 
SAP NetWeaver platform. It is used to manage identities and their autho-
rizations in SAP and non-SAP system landscapes. This chapter provides an 
overview of both the underlying architecture of SAP NetWeaver IdM and 
the related concepts and functions.

Overview of SAP NetWeaver IdM4 

This chapter gives an overview of the functions, components, and specific features 
of SAP NetWeaver IdM and is primarily aimed at architects and project leads. But 
it’s also helpful for those getting started as it provides an initial overview of the 
uses for IdM. First, we’ll look at the background for integrating an IdM solution 
with an SAP NetWeaver portfolio, and learn about the history of user administra-
tion in SAP environments. Then we’ll discuss the system components within the 
SAP NetWeaver IdM architecture and consider the basic concepts of data modeling 
in connection with the standard data model. From there, you’ll learn about the 
availability and functioning of the adapters provided within the data synchroniza-
tion and provisioning framework. 

History4.1 

Since R/3 Release 4.5B or 4.6C, the Central User Administration (CUA) has been 
a tool for the central administration of user information and related authorization 
information in SAP ABAP landscapes. The CUA uses the Application Link Enabling 
(ALE) mechanisms that exist for data distribution using intermediate documents 
(IDocs). By means of ALE, you can transfer user data and their assigned authori-
zation roles in defined message types to the connected CUA child systems and — 
depending on the Customizing settings — you can create a flow back to the locally 
maintained attributes from the child systems.
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The use of ALE technology has some advantages, but also one distinct disad-
vantage: The ALE mechanisms are subject to systems that can exchange data via 
corresponding ALE distribution models. Therefore, the use of CUA for administrat-
ing user and authorization information in its full functional scope is restricted to 
Application Server (AS) ABAP provided that no other R/3 basic functions, such as 
the Lightweight Directory Access Protocol (LDAP) adapter, are used. Depending 
on the configuration of an AS Java system, you can also administer its authoriza-
tions via the CUA. However, this requires additional work to link the authorization 
objects of the Java system to the roles that are available in the connected ABAP 
User Store. Besides the technical restrictions for administrating different target 
system types, the CUA also focuses on the attributes and data that can be main-
tained in the ABAP user maintenance (Transaction SU01 • User Maintenance • 
Getting Started) and doesn’t support process control for requesting or approving 
authorization operations.

If you consider IdM in the context of an initially system-independent central 
administration of identity and access data (see Chapter 2, IdM in Enterprises), it’s 
a logical step for SAP to develop a tool that provides a historically grown and het-
erogeneous system landscape, which consists of SAP systems, directory services, 
Windows applications, database applications, and other custom developments, 
with identity and authorization information. Up to this point, SAP customers who 
wanted to centrally manage their identities only had two choices: either use a 
third-party tool for managing the entire system environment or deploy the CUA 
for the SAP environment and integrate another tool for the remaining systems.

The enhancement of the SAP NetWeaver portfolio with an IdM tool for heteroge-
neous system and application landscapes was implemented with the acquisition 
of MaxWare — who claimed to be able to manage identity data in the increasingly 
complex SAP environment and also integrate non-SAP systems with the same cen-
tral IdM infrastructure.

On May 14, 2007, Computerwoche, a German information technology (IT) maga-
zine, wrote: “IdM systems in complex application environments are used to com-
prehensively manage user and access authorizations. On the one hand, this reduces 
the administration costs, and, on the other hand, increases the security. Because in 
service-oriented environments many different software components, enterprises 
(vendors, customers, and partners), as well as end users interact with one another, 
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the demand for IdM increases.” SAP NetWeaver IdM has assumed the role of the 
CUA with an enhanced functional scope through approval workflows, reporting 
functionality, the use of complex role models, and rule sets for automating autho-
rization management, and adapters for connecting additional applications. The 
functions provided by SAP NetWeaver IdM can be summarized as follows:

MetadirectoryEE   
Synchronization, consolidation, and central data storage of identity data based 
on a relational database whose data model can be enhanced flexibly.

Process controlEE   
Development of complex workflows for administrating identity data and autho-
rization requests with workflow mechanisms, for example, the implementation 
of multilevel approval strategies based on parallel and sequential processing of 
requests from accounting, executives, IT, process participants, and the configu-
ration of escalation and notification mechanisms. In addition, SAP NetWeaver 
IdM allows for self-services and delegated administration tasks, depending on 
the organization, responsibility, or other maintained attributes.

Automated and rule-based provisioningEE   
Creation, modification, and locking/deletion of users in connected and man-
aged systems based on rule sets. By mapping hierarchical role models, SAP 
NetWeaver IdM enables both an explicit (direct) and an implicit (inheritable) 
assignment of authorizations taking maintained Segregation of Duties (SoD) con-
flicts into account.

Password managementEE   
Central management and provisioning of passwords in SAP NetWeaver IdM, 
including mapping scenarios for password resets.

Reporting and auditEE   
Creation of reports based on current and historic data sets using SAP Business-
Objects Crystal Reports.

The following sections of this chapter describe the architecture, the central compo-
nents, and the main functions and principles of SAP NetWeaver IdM. The goal is to 
provide a general overview and describe the most critical concepts and options in 
the following areas: data modeling, including role models and workflow control; 
provisioning; monitoring; and reporting.

338_Book_Loose.indb   77 3/4/10   1:30:08 PM



78

Overview of SAP NetWeaver IdM4

Architecture4.2 

SAP NetWeaver IdM consists of two initially independent components: Identity 
Center (IC) and the SAP Virtual Directory Server (VDS). IC and its data model, 
which you can enhance using the administration console, are based on a rela-
tional database and forms the core of the IdM system. It provides the basic 
functions that were described in the previous section. Compared to a pure direc-
tory service, the use of a relation database provides transactional security. In a 
directory service, you always store the current representation of an object in 
the form of a flat list of attributes, whereas a relational database also allows you 
to store historic values and connect additional data, for reporting purposes, for 
example.

The SAP Virtual Directory Server, however, provides functionality for central and 
virtualized real-time access to multiple data sources in the form of middleware 
with special transformation functions — such as the transformation of attribute 
values or enrichment from other data sources at the time of query — and the 
support of specific protocols that are common in the IdM environment, such as 
LDAP and Service Provisioning Markup Language (SPML). This applies to access to 
external data sources (from the IC view) and access to identity data that is admin-
istrated in IC (see Section 4.2.2, SAP VDS).

IC4.2.1 

IC can be subdivided into three layers (see Figure 4.1):

User interface (UI) componentsEE

Database and identity store(s)EE

Runtime components (IC runtime)EE

The following sections describe the components of IC in more detail. The source 
and target system form a fourth layer, which is discussed in Section 4.4, Data Syn-
chronization and Provisioning.

338_Book_Loose.indb   78 3/4/10   1:30:08 PM



79

Architecture 4.2

UI Components (1)

Microsoft Management Console (MMC) SAP NetWeaver Application Server Java

Monitoring/Workflow and End User InterfaceAdministrator Console

IC Database (2)

IC Runtime (3) 

Source and Target Systems (4)

SAP NetWeaver
ABAP

SAP NetWeaver
Java

Directory
Services Databases

Other
Non-SAP

Event
Agent(s)

(De-)Centralized
Dispatchers

IC ComponentsFigure 4.1 

With regard to the UI components, IC consists of two parts: the SAP NetWeaver 
IdM UI, which is installed on the Java-based part of AS Java, and the administra-
tion console (IC console) for development, configuration, and customizing work, 
which is provided using a plug-in in Microsoft Management Console (MMC).

On the SAP NetWeaver AS, you are provided with a monitoring interface, the com-
ponents to access the central end-user interface, and the available workflow masks. 
The user administration of a connected AS Java User Management Engine (UME) 
for providing UI components includes users that are supposed to have access to 
IdM in the form of Employee Self-Services (ESS) or Manager Self-Services (MSS). In 
this process, there are no restrictions for the UME configuration with regard to 
useable authentication sources. In all cases, the rule applies that IC lets you cre-
ate, change, and distribute users in the corresponding User Store and thus allows 
managed identities access to the IdM UI for changing personal data or requesting 
access rights or other resources.
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The Web Dynpro components for the workfl ow masks are usually activated in an 
existing SAP NetWeaver Portal landscape. Even today, in many enterprises a cen-
tral enterprise portal represents the entry point to many applications, for example, 
applications from the human resources (HR) area, such as time and travel manage-
ment, various reporting and planning applications, and collaboration tools. If no 
such enterprise portal on SAP NetWeaver basis is available, you can install the SAP 
NetWeaver IdM UI on a separate AS Java system as part of the SAP NetWeaver IdM 
system. In both cases, the rule applies that no program or provisioning logic runs 
in the UI and therefore no AS Java restrictions should be expected — except for 
the possible increase in the number of users. Figure 4.2 shows the SAP NetWeaver 
IdM UI in Version 7.1.

End-user Interface — Self ServicesFigure 4.2 

The UI is subdivided into fi ve areas that are visible depending on the SAP 
NetWeaver IdM role of the logged-on users:

Self ServicesEE

To DoEE

ManageEE

HistoryEE

MonitoringEE
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The Self Services  tab contains a list of links the logged-on user can request autho-
rizations from or change the data that is released for the direct change within the 
framework of the corresponding self-service. All actions always concern the user’s 
own master record. This tab is visible to every user that is in the identity store and 
marked as active.

The To Do  tab (Figure 4.3) displays the to-do list  of the logged-on user in IC with 
regard to upcoming activities, such as the approval of requests or entry of addi-
tional data. An integration with the Universal Worklist   (UWL) in SAP NetWeaver 
Portal is possible (for further information refer to the bibliography).

End-user Interface — To DoFigure 4.3 

The Manage  tab (Figure 4.4) lets you implement delegated tasks, that is, change 
the data of others, or, as an executive, request authorizations for employees. The 
History  (Figure 4.5) and Monitoring  tabs are of a technical nature and are usually 
reserved for authorized administrators. In the History tab, the system displays the 
processed approval tasks.
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End-user Interface — ManageFigure 4.4 

End-user Interface — HistoryFigure 4.5 

The information provided in the Monitoring tab provides an insight into the job 
and system log and a view of the queue for approving and provisioning tasks (see 
Figure 4.6).

The end users and process participants don’t come into contact with the IC con-
sole  mentioned earlier. It is reserved for developers and system administrators. 
The IC console plays a central role in the implementation and operation of the SAP 
NetWeaver IdM solution. You can use the IC console to maintain the database area 
that contains the development and customizing settings. 
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For example, the following information is stored here:

Data model descriptions EE

Confi guration data of connected systems (see Sections 4.4.2, Source and Tar-EE

get Systems, and Chapter 8, Section 8.1.2, Global Confi guration: Repositories, 
Constants, and Variables)

Confi guration for workfl ow processes EE

Settings for masks EE

Rules for data synchronization and transformation, and time-based load pro-EE

cesses and scripts 

End-user Interface — MonitoringFigure 4.6 

Besides the customizing settings, the confi gurable identity store (s) forms the second 
central part of an SAP NetWeaver IdM database instance. In an identity store, you 
manage the actual identity data based on the underlying data model. This includes:

User master records (see Section 4.3.1, Data and Role Model in the Identity EE

Store)

Technical roles (see Section 4.3.1)EE

338_Book_Loose.indb   83 3/4/10   1:30:16 PM



84

Overview of SAP NetWeaver IdM4

Organizational roles (see Section 4.3.1)EE

Dynamic groups (see Section 4.3.1)EE

Objects for identity information that still need to be approved or are temporary EE

(see Section 4.3.1)

Requests and customer-specific objects EE

In addition to the actual data, the rule sets for responding to events (add/change/
delete) are also part of the respective identity store.

Besides the current data stocks, the system provides the historic values of the man-
aged object classes and the audit information on requested and approved resources 
for evaluation purposes in the intended database tables. With the exception of job, 
pass, and repository templates, which are used to connect additional systems and 
configure standard jobs and provisioning tasks within the development and con-
figuration activities framework, all data is available in the central database instance 
for the operation of SAP NetWeaver IdM. The templates are stored in the file sys-
tem and can be used for the configuration work in the administration console.

The runtime components (IC runtime) constitute the third layer of the IC archi-
tecture. In principle, there are two runtime components: dispatchers and event 
agents. Dispatchers are configured to process queues with jobs, workflow, and pro-
visioning tasks, and are the “executive part” within SAP NetWeaver IdM. In every 
enterprise, one or more dispatchers can be configured in the system landscape 
in a distributed manner. Among other things, you can determine which type of 
tasks a specific dispatcher fulfills and at which intervals it is supposed to do so. 
A distributed installation of multiple dispatchers can be useful for load distribu-
tion or necessary when considering network issues (security, firewall, speed, and 
so on). Moreover, you have the option of decoupling tasks with high priority or 
noncritical tasks.

In Release 7.1 of SAP NetWeaver IdM, the dispatcher is still provided for the two 
runtime environments, Windows and Java. The reason is that the SAP Provisioning 
Framework still includes delivered parts of the instrumentation — for example, for 
user management of the Microsoft Active Directory (AD) — which requires the 
Windows runtime because it uses Windows-specific functions, such as Active Direc-
tory Services Interface (ADSI). However, it’s SAP’s goal to only use the Java runtime 
environment, and no longer use the Windows runtime, to ensure an appropriate 
platform independence for the IC runtime components.
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Event agents, the second runtime component, are used to catch events in the source 
or target systems that, in turn, can execute jobs and tasks in IC. A simple example 
is the monitoring of a file via an event agent that triggers an event as soon as the 
file has been updated. Then you can trigger an action in IC that, in combination 
with delta handling, loads the changed data records from the monitored file into 
the identity store. In the standard delivery, event agents are only available for the 
following use cases:

Monitoring the creation, change, or deletion of objects in Microsoft ADEE

Monitoring of changes in the databasesEE

Monitoring of files and directoriesEE

Monitoring of changes in other LDAP directoriesEE

By means of a Java Application Programming Interface (API), you can create 
additional templates for activating event agents for the preceding use cases. As 
described previously, the use of Java ensures platform independence. Just like 
the dispatcher, you can distribute an event agent to different systems in a system 
landscape to catch or forward events that occur locally in the relevant systems to 
trigger further actions. Both dispatchers and event agents can be configured as 
executable services that can be integrated with the startup sequences of the sup-
ported system platforms.

The Java runtime components use different classes to establish connectivity to the 
source and target systems. In this process, a central class enables access by means 
of an LDAP. This protocol for accessing directory services — in addition to other 
protocols such as SPML and web service — is also supported by the SAP VDS. It 
plays a significant role for various interfaces (for example, Governance Risk and 
Compliance (GRC) integration or communication with the LDAP adapter within 
the SAP Business Suite integration) and who become an increasingly central com-
ponent for communicating with IC through Identity Services.

SAP VDS4.2.2 

In principle, the SAP VDS provides functions for the virtualized and standardized 
access to data sources in the sense of middleware. It offers special transformation 
functions and supports specific protocols, such as LDAP and SPML, which are 
common in the IdM environment. Although the SAP VDS is initially an optional 
component within the SAP NetWeaver IdM architecture, it does assume a central 
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role in integrating with other systems and collecting information from different 
sources. For example, the SAP VDS is used for HCM integration (see Section 4.5.1, 
Business Suite Integration) and for integrating with SAP BusinessObjects Access 
Control. To do this, SAP provides the required instrumentation for both IC and 
SAP VDS. Besides the already-mentioned integrations, some examples for using 
the SAP VDS include the following:

Virtualized access to different data sources, such as the identity stores of IC, EE

databases, or Directory Services Markup Language v2 (DSMLv2) via LDAP and 
SPML.

Mapping and transformation of individual attribute values during access to EE

meet the data formats requirements of various source and target systems.

Combination of attributes of different systems in one request. Only one data EE

source is visible for the requesting application.

Limitation of available attributes and filtering of the data value set depending EE

on the logon information of the requesting user.

Dynamic determination of the connection data depending on the attributes of EE

the user (for instance, email address).

In addition to the basic functionality for implementing the preceding use cases, 
the SAP VDS provides Identity Services through the support of protocols like LDAP, 
HTTP, Simple Object Access Protocol (SOAP), and SPML in conjunction with other 
SAP NetWeaver components. In the context of SAP NetWeaver IdM, Identity Ser-
vices provide a central and standardized access point via web services and SPML 
for requesting and administrating identity information for the entire system envi-
ronment. Moreover, the SAP VDS is a tool that simplifies the flexible use of other 
systems by using integrated APIs. 

Overall Architecture — IC and SAP VDS4.2.3 

When you combine IC and SAP VDS, the result is an overall architecture with a 
very comprehensive interface for easy access. Ultimately, this is useful for admin-
istrating, distributing, and providing identity data in a complete enterprise system 
landscape via one central access point — SAP NetWeaver IdM.

As you can see in Figure 4.7, you can connect applications and systems directly 
via the technical adapters of IC and via the VDS. However, connecting additional 
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systems will be handled by the SAP VDS in the future. On the one hand, this 
involves interfaces that are based on an official standard; on the other hand, the 
SAP VDS allows for direct requests for reading, changing, and deleting identity 
data. By contrast, the IC adapters must always be triggered by IC itself — for exam-
ple, through the generated events of event agents — to retrieve and distribute data, 
or to provide user accounts and authorizations.

Identity Center (IC)

Source and Target Systems

SAP ERP
HCM

SAP Virtual Directory
Server (SAP VDS)

IC Database
Event

Agent(s)
(De-)Centralized

Dispatchers

End User Inferface

Connector Framework

SAP GRC
Other

(Non-SAP)

Source and Target Systems

SAP ABAP SAP Java
Other

(Non-SAP)

Other Systems and Applications

Identity Services

Identity
Services

Overall Architecture — IC and SAP VDSFigure 4.7 

Data and Role Model4.3 

This section provides an overview of the different options for data modeling in 
IC. Chapter 8 provides a detailed description of all of the named components and 
parts, and their functions. In the IC database, you use the administration console 
to define and manage the data model for identity stores — the identity store schema. 
Here, the data model is the foundation of an SAP NetWeaver IdM installation and 
configuration, and forms the basis for a successful implementation. Within a stan-
dard installation, you create all of the object classes defined in the standard data 
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model and the object classes’ characteristics that are required for the basic func-
tioning of the system in an identity store, predefined functions (for example, the 
specific assignment of authorizations), and the SAP Provisioning Framework that 
is delivered by SAP. However, the adaptation in IC to the special requirements in 
the system landscape — particularly relating to the processes to be implemented — 
usually requires an enhancement of the existing data model and thus the develop-
ment of a solid concept. In principle, the concept for a data model should take into 
account the following influencing factors and questions:

What information is supposed to be mapped with which level of detail in the EE

identity store, and for why is the data required?

Which object classes are required for this purpose?EE

Which attributes belong to these object classes?EE

Are attributes maintained in multiple languages or just in one?EE

Do the objects relate to one another? Are these relationships 1:1, 1:n, or m:n?EE

Is it sufficient to store information as a value of a specific attribute of an entity, EE

or do you need to map information using an object class for which you then 
establish the appropriate relations?

Which attributes and objects have control functions in the subsequent request EE

and approval processes?

Which attributes are leading in which system? Can you determine priorities?EE

How should this information be displayed in the UI? Which validations should EE

be used for the attribute values?

Which sources (connected source and target systems or manual input processes) EE

are leading for the attributes used?

Which transformations must be implemented if you retrieve data from the EE

sources?

How long do you need to retain (historical) data within the framework of the EE

applicable audit requirements in the system?

The list of questions could be continued indefinitely. However, it’s important that 
you ultimately map the information that is required for managing identities and 
controlling the necessary processes — no less, no more.
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Data and Role Model in the Identity Store4.3.1 

The data model with object classes and their properties are defined in IC via entry 
types and the appropriate attributes. An entry type corresponds to an object class 
for mapping selected information of the respective entity, for example, a person 
with the attributes first name and last name. Initially, attributes are defined inde-
pendent of the entry type. Then it’s specified which attribute can be used for 
which entry type. An attribute has various properties which must be maintained. 
These include:

Data type for saving the attribute value in the identity store.EE

Display type in the UI (checkbox, radio button, dropdown list, and so on).EE

Display name in the UI (can be maintained in various languages).EE

Valid value lists that are stored in one or more languages.EE

Validation functions in the form of EE regular expressions (a character string that 
is used for describing quantities or subsets of character strings using certain 
syntactic rules).

Leading systems for this attribute.EE

Determination of actions that should be executed when the attribute is created, EE

changed, or deleted. You can use these actions, for example, to start distribution 
processes in the target systems as soon as the respective attribute changes.

Objects that are based on entry types can be related hierarchically. Here, IC ensures 
the integrity of the data so that a relation between objects is always created, modi-
fied, or removed bidirectionally. Each created object is stored in the identity store 
in the form of attribute name/attribute value pairs based on the valid schemas and 
always has a unique key attribute  (MSKEYVALUE). This attribute is unique within 
the entire identity store and across all entry types and is a mandatory field. So, 
in addition to clarifying the previously mentioned questions, you also need to 
define a name concept for this key attribute. Besides the MSKEYVALUE key attribute, 
the MX_ENTRYTYPE attribute is also a mandatory field for all objects and it defines 
which object class a specific entry belongs to. The following entry types — always 
indicated as an SAP-defined object with the MX_ namespace — are created within 
a standard installation in the identity store (see Table 4.1).
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Entry Type Short Description

Identity/person

(MX_PERSON)

Central object class for managing a digital identity. This usually 
involves internal or external employees or business partners.

Authorization/ 
technical role

(MX_PRIVILEGE)

Object class for managing and maintaining authorization 
objects of connected systems. Objects of the MX_PRIVILEGE 
type can be, for example, single or composite roles from ABAP 
systems, Java roles, or Java groups from SAP Java systems, 
security groups from AD, and so on. In the IC documentation 
these are referred to as technical roles.

Role/business role

(MX_ROLE)

In contrast to the MX_PRIVILEGE type, you can use the MX_ROLE 
entry type to manage roles that contain objects of the MX_
PRIVILEGE type from different systems. In the IC documentation, 
these are referred to as functional roles or business roles. Objects 
of the MX_ROLE type allow for parent-child relationships and 
building complex, hierarchical, but nonperiodic role models with 
an influenceable inheritance function.

Dynamic group

(MX_DYNAMIC_
GROUP)

The MX_DYNAMIC_GROUP entry type allows for rules management 
for determining group members based on specific filter criteria 
(attribute combinations). The membership to a dynamic group 
enables you, for example, to assign rights that are automatically 
withdrawn again as soon as the respective person no longer 
corresponds to the filter criteria.

Pending value

(MX_PENDING_
VALUE)

The MX_PENDING_VALUE object class enables you to store 
attributes, which are delimited by time, whose validity is 
temporary, or for which an approval is pending, in the system 
in such a way that the system changes the value for the 
corresponding person at the beginning or at the end of the 
validity period.

Group

(MX_GROUP)

The MX_GROUP entry type is used to build group hierarchies in 
the identity store. The group membership, in turn, can result in 
an assignment of an authorization role. For example, when you 
connect AD, groups are mapped both as MX_PRIVILEGE and as 
MX_GROUP. Via the group membership, you can implicitly assign 
further authorizations, for example.

Company address

(MX_COMPANY_
ADDRESS)

Entry type for managing and maintaining address attributes of a 
company address. The attributes of this entry type are based on 
the company address attributes that are available in the ABAP 
stack.

Object Classes in the Standard Data ModelTable 4.1 
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Entry Type Short Description

Application

(MX_APPLICATION)

The MX_APPLICATION entry type is used within the framework 
of Identity Services and the SAP Business Objects GRC 
integration for grouping authorization roles at the application 
level.

Asynchronous 
request from VDS

(MX_ASYNC_
REQUEST)

This entry type is used for the SAP VDS not to change objects 
in the identity store synchronously, but to initially create a 
“temporary” entry that allows the use of the delta mechanism 
during the values update.

Requested/
generated report

(MX_REPORT)

The MX_REPORT entry type was introduced with Version 7.1. 
SP02 and includes a requested, pending, or generated report.

Table 4.1 Object Classes in the Standard Data Model (Cont.)

Using the object classes, the delivered standard data model, and the integrated 
application logic allows for the development of comprehensive role models, which 
enable both an explicit (direct) and implicit assignment of roles and authorizations 
based on the attribute values of managed identities. By means of the cross-system 
combination of authorization objects from connected systems in business roles, 
which can be structured hierarchically, you can implement role models as shown 
in Figure 4.8. In addition to the links shown in the figure, you can define further 
properties for the roles which control the behavior for the request or assignment, 
among other things. An example of this is the mutual exclusion of roles. If such 
an exclusion is defined, the system prevents the assignment of a role provided 
that the conflicting role has already been assigned to the corresponding identity. 
In contrast to SAP BusinessObjects Access Control (see Section 4.5.2, Integration 
with SAP BusinessObjects Access Control), you can only store static exclusions 
in IC. Moreover, you can define positive and negative lists for roles that explic-
itly allow the assignment for the target identity or explicitly prohibit it. You can 
store approval strategies — single level or multilevel with participants that are 
dynamically specified or determined in roles and processes — by defining different 
approval tasks (see Section 4.4.4, Provisioning Logic and Workflows) for individual 
roles. Attributes for defining role owners, in turn, can be used to determine valid 
approvers.
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Microsoft AD Lotus Notes SAP NetWeaver 
Portal

SAP NetWeaver 
Portal

SAP NetWeaver 
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Role Model in ICFigure 4.8 

You can assign the presented technical roles and business roles through a dedicated 
request within self-services and subsequent approvals. Moreover, the automated 
assignment based on defined rules provides an option to assign roles via the filter-
ing of attribute characteristics — for example, the affiliation to an organizational 
unit or the staffing of a position.

Many projects have the requirement to design the management of authorizations 
based on rules that automatically assign the authorizations to the corresponding 
persons, for example, based on the organizational assignment and on the role 
model, which was described in the previous section. The mapping of the organi-
zational structure in additional data objects is a useful example for implementing 
further object classes for objects such as organizational units, positions, and so on. 
Through the use of entry types you can map the organizational hierarchy in the 
identity store using the corresponding relationships and thus — compared to other 
IdM solutions — create a powerful model for managing authorizations based on 
the structure that is maintained in the organizational model.
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Data Modeling and Workflows4.3.2 

The data modeling not only plays a significant role within the administration of 
identity data, but has particular influence on the mapped workflow control in SAP 
NetWeaver IdM. In principle, the following relevant aspects can be identified in 
conjunction with the data model for workflow control:

Authorization checksEE   
Calculation/resolution of rights in workflows based on the attribute values set. 
This is done based on the authorization rules of the appropriate workflow com-
ponents. Basically, you can answer the question of who can implement which 
action with which object at runtime considering the relevant environment 
parameters and attribute values.

Value filteringEE   
Filtering of valid values in selection lists, based on attribute values of the 
logged-on person and the currently processed object.

Workflow controlEE   
Evaluation of special attributes at the beginning of approval tasks and strate-
gies, which are linked with the requested object (for example, an authorization 
role). This includes attributes like MX_APPROVAL_TASK or MX_APPROVERS.

Status valuesEE   
Storage of status values; for example, MX_APPROVALS (status of workflows active 
for an object) or MX_ATTR_STATE (status of a value currently being processed).

Temporary attributesEE   
Storage of temporary attributes for controlling workflow tasks.

EntryEE  types  
Whole entry types — for example, MX_PENDING_VALUE — which ultimately pres-
ent “values in process” and are generated or evaluated by workflow tasks.

Chapter 8 provides details on the relevance of the attributes within the IC autho-
rization concept and for the control of implemented workflows.

Data Modeling and Reporting4.3.3 

Besides the consistent information storage of identity data and the workflow con-
trol, the requirements in the reporting area are also an important influencing factor 
for the definition of the data model. Up to now, the data modeling’s description 
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focused on the mapped object classes and their properties. The data modeling for 
reporting also involves answering the questions how long do you need to store 
specific information in the system and how can you ensure their historization. SAP 
NetWeaver IdM enables you to specify a retention period or the number of ver-
sions at the attribute level. Using this information, the system updates all changes 
to the managed objects (persons, roles, authorization objects, and so on) in the 
database and provides them in special database tables and views for evaluation. If 
the historical data is linked with the existing audit data via workflows, you can use 
specific queries to answer questions that arise within IdM, such as, who assumed 
which authorization role when?, and, who approved the assignment?. For the data 
modeling with regard to reporting you must ultimately make sure that all data is 
provided for the necessary evaluations in the requested period because all infor-
mation can be stored in the form of single-value and multivalue attributes in the 
identity store.

Data Synchronization and Provisioning4.4 

The management of digital identities presupposes a consistent data basis; this is 
why the data model, which was described in Section 4.3, Data and Role Model, 
should play a central role in the design and implementation of an IdM solution. 
This section describes the basic mechanisms that are available in SAP NetWeaver 
IdM for the synchronization of data and thus for the development and compari-
son of the identity store with the connected source and target systems. Besides 
the synchronization and distribution of essential identity master data, the second 
main task of an IdM solution is the mainly automated provisioning of user data 
and their authorization information — assigned through request and approval 
processes — in the connected target systems.

Principles of Data Synchronization4.4.1 

For data synchronization, you must observe some rules — initially independent 
of the considered data object. This also applies to the development of an identity 
store in SAP NetWeaver IdM and the subsequent distribution of the identity data 
administrated therein. In most cases, the required data is already available in the 
various data sources  of an enterprise. This also has the result that different systems 
initially have a leading nature for individual components of a user master record 
to be administrated centrally. Figure 4.9 show a highly simplified example. 
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In this example, it is assumed that the master record of an identity of the Internal 
Employee type consists of data from four different data sources:

An EE HR system as the leading data source for personal data, such as first name, 
last name, address, title, and so on, information on the organizational assign-
ment, and entry and exit information

A system (for example, a EE telephone system) that includes information on the 
employees’ telecommunications data

A EE messaging system (for example, Lotus Notes or Exchange Server), leading for 
assigned email addresses

The EE SAP NetWeaver IdM system itself, leading for the administration of the 
authorization information

The data sources, which are presented as an example here, provide information 
that complements the identity data record in the identity store. Also, after the ini-
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tial population of an identity store from the various sources, a regular transfer of 
(leading) attributes from the respective data sources would occur — either based 
on events or according to a defined schedule.

The synchronization of data (both the initial population and the continuous update) 
including defined rules must be supported by the tool used. For example, SAP 
NetWeaver IdM not only supports the definition of leading systems for specific 
identity information, but also allows for a population or an update of a specific 
attribute taking into account specified priorities. For example, if a telephone num-
ber of an employee is not available in the telephone system, the system enables 
the maintenance via the user interface or the import from other data sources. Once 
the telephone number is imported from the telephone system and hence from the 
leading system, it can no longer be overwritten by data from data sources with a 
lower priority.

As was shown in Figure 4.9, the UI itself can also be the “leading system” for 
different areas of the identity master record. The following sections describe the 
concepts that are associated with the data synchronization. Moreover, you are 
provided with a short overview of the SAP NetWeaver IdM standard adapters for 
SAP and non-SAP systems/applications. You’ll also learn about the packages that 
SAP provides for the provisioning of standard components in an infrastructure, 
for example, Windows AD.

Source and Target Systems4.4.2 

Each application that is connected with SAP NetWeaver IdM is created as a reposi-
tory. A repository thus represents an application that either provides data to SAP 
NetWeaver IdM within the framework of synchronization of identity data or is the 
recipient of changed data — or both. The priority control of leading systems for 
individual attributes, which was mentioned in the previous section, is based on the 
assignment of owner repositories. You can define them in IC at the attribute level. 
Thanks to this information and the fact that you specify the time of creation or 
change and the origin in the form of the repository name for each saved attribute 
in the identity store, the system can control the priority accordingly and prevent a 
value from the leading system from being overwritten with a lower-quality value. 
In the created repositories, you store the necessary information for a repository 
through the definition of constants so you don’t have to keep providing the con-
nection data at different positions:
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Type of the connected application (LDAP, DB, ABAP, XML, and so on)EE

Connection data for access to relevant data of the applicationEE

Repository constants EE that include the unique ID of the IC instrumentation and 
must be called within provisioning if a relevant attribute changes for a man-
aged identity on the target system that is linked with this repository

All components that are used within the data synchronization and provisioning 
framework always relate to a specific repository — which is partly determined at 
runtime — and they are always provided with all of the necessary data from the 
repository definition so that access to the application is possible from a technical 
perspective (connection data) and the correct logic is used for this application in 
the data manipulation tasks to be implemented. For example, if you assign autho-
rization roles in an SAP ABAP system, the roles are assigned to the user concerned. 
However, a user in Microsoft AD must be added to the authorization-relevant 
security group assigned to him. In addition to the fact that a corresponding techni-
cal adapter must be used, the logic of the authorization assignment also depends 
on the repository type.

Technical Adapters4.4.3 

SAP NetWeaver IdM includes various adapters that you can use to connect most 
of the systems and applications in an enterprise infrastructure to SAP NetWeaver 
IdM. Table 4.2 shows an overview. Using these technical adapters, you can con-
nect different applications and systems that support the respective protocols or 
access mechanisms.

Technical Adapter Short Description

LDAP adapter Adapter for connecting applications that support the LDAP. 
In the enterprise infrastructure, you can connect directory 
services, telephone systems, and so on, using the LDAP 
adapter. The best-known representatives are Novell eDirectory, 
Sun ONE Directory, and Microsoft AD.

LDIF adapter The LDAP Data Interchange Format (LDIF) adapter  allows for 
the exchange of information with an LDAP directory based on 
a legible ASCII exchange format.

Technical Adapters in SAP NetWeaver IdMTable 4.2 
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Technical Adapter Short Description

Database adapter Using the database adapter, you can connect all databases 
via Open Database Connectivity (ODBC)/Java Database 
Connectivity (JDBC). The database adapter thus enables the 
reading and manipulation of possible tables in the connected 
database depending on the access rights of the user used. The 
call of stored procedures is also supported.

File adapter The file adapter enables you to read and write files with 
field separators or fixed field length. Using this adapter, 
you implement the file-based data exchange. Due to data 
protection and access limitations to personnel administration 
systems, frequently selected attributes from these systems 
are exchanged via files with a corresponding formatting, for 
example.

SPML adapter The SPML adapter connects systems that can process SPML 
requests. For example, if you connect SAP NetWeaver AS Java, 
the SPML adapter functionality is used.

SAP ABAP adapter SAP Java Connector (JCo) adapter for reading and writing data 
to an SAP ABAP system and connecting to the systems that are 
based on the SAP ABAP user store.

SAP Java adapter The SPML adapter is used for this purpose.

XML adapter Reading and writing of valid XML files.

JMS adapter The Java Message Service (JMS) adapter enables 
communication with a JMS provider for integrating middleware 
components that support the JMS. For example, you can 
transfer changed identity data via JMS to the middleware for 
further distribution.

JNDI adapter With the Java Naming and Directory Interface (JNDI) adapter, 
data and object references can be stored based on a name and 
called by users of the interface.

Shell adapter The shell adapter allows for the execution of command 
line tools. For example, on Unix systems you can call the 
commands for user creation, change, and deletion in /etc/
passwd.

SAP VDS The SAP VDS includes the connector framework to provide 
access to other systems. Section 4.2.2, SAP VDS, provides 
details on and examples of the SAP VDS.

Table 4.2 Technical Adapters in SAP NetWeaver IdM (Cont.)
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In addition to the available IC adapters, the SAP VDS provides further options to 
connect systems and applications with SAP NetWeaver IdM. The VDS assumes 
an important role, particularly, within the integration process (see Section 4.5, 
Additional Integration Topics), and is the key element for integrating with other 
applications. The technical connection itself, however, is not sufficient for the pro-
visioning of the connected systems, because you not only need to ensure the con-
nection to the systems, but you also have to consider the specific procedure for 
creating, changing, and deleting objects of the respective system. So the technical 
adapters are used to develop instrumentations in SAP NetWeaver IdM that also map 
the logic for a consistent and automated management of the target application.

Provisioning Logic and Workflows4.4.4 

To implement the provisioning logic, you create jobs (see Section 8.4.2, Scripting) 
and tasks (Section 8.4.3, Jobs) in SAP NetWeaver IdM. Jobs can either be based 
on delivered and preconfigured job templates or newly created within a project. 
A job performs several actions. An individual action is referred to as pass in SAP 
NetWeaver IdM. A pass usually uses one of the adapters listed in Table 4.2 to 
read data from a connected repository, write data to a connected repository, or — 
within generic passes — to perform data manipulations in the identity store using 
built-in functions. You can trigger the execution of a job through various actions:

Through the scheduler that is integrated with SAP NetWeaver IdM for sched-EE

uled times, for example, to load changed data from the connected systems once 
per day.

Manually by an administrator, for instance, for the initial population of an EE

identity store or for creating reports.

Through (successful) execution of another job. For example, multiple jobs can EE

be executed in succession — also, depending on the execution status of the 
previous job.

Through tasks that are started due to a specific event — such an event can be, EE

for example, a change to objects managed in the identity store or their attri-
butes; this can be triggered by comparing data with a managed system.

Whether a job can be started manually, through a scheduler, or within provision-
ing tasks that are initiated by events — that is, the execution of a specific action 
for a selected object of the identity store — is defined by the scheduling rule in the 
configuration.
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Besides the jobs that are used for executing a specific task, the IC configuration 
also includes tasks. Tasks always relate to entries or objects in an identity store. By 
means of tasks you can display all entries, which are managed in the identity store, 
in the end-user UI for changes and thus include the end users in the implemented 
processes. There are different types of tasks that can be nested. One type — the 
action task — has already been mentioned in connection with jobs. Tasks enable 
you to implement the necessary processes for interactive approval workflows and 
provisioning processes. Therefore, in addition to the action task you are also pro-
vided with the task types that are listed in Table 4.3.

The structured execution of tasks, the evaluation of conditions, and the display of 
objects processed by the tasks ultimately enable both the mapping of interactive 
workflows for requesting and approving authorizations and the implementation 
of complex provisioning processes. 

Task Type Description

Ordered task group Grouping of subordinate tasks for whose execution you must 
consider the sequence.

Unordered task 
group

Grouping of subordinate tasks for whose execution you don’t 
consider the sequence.

Conditional task This task enables the definition of a condition in relation to 
the processed object. For example, you can make a decision 
on the further process flow based on the entry type or the 
existence of an account.

Switch task Just like the conditional task, the switch task allows for 
the evaluation of a condition. However, the evaluation can 
return multiple values which form the basis for the further 
processing of the object.

Approval task The approval task displays the object to be processed in the 
To Do list (see Section 4.2, Architecture). Depending on the 
authorization, the user can approve or reject the request. The 
process continues depending on the action selected.

Action task Execution of exactly one job, based on the entries to be 
processed.

Task Types for Workflow ControlTable 4.3 
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Provisioning Content4.4.5 

The combination of technical adapters for ensuring connectivity, and configured 
and adapted jobs and tasks in IC, enable the connection of applications in the 
respective target infrastructure. SAP provides this content for identity manage-
ment in typical systems of the system environment in the form of templates and 
to the Provisioning Framework for SAP and non-SAP systems. The templates can 
be used to develop instruments as individual parts for systems integration. For 
example, there are job and task templates for connecting RSA Clear Trust or a 
Microsoft SQL Server database that can be integrated with IC and the customer-
specific processing logic.

The SAP Provisioning Framework, however, goes even further. It not only pro-
vides jobs and task templates, which are required for individual actions, such as 
the assignment of roles, the adaptation of user attributes, or setting the password, 
but also the complete structure to manage certain systems in compliance with a 
schema which, in turn, is valid within the Provisioning Framework independent 
of the system type. In Version 7.1 SP01, the SAP Provisioning Framework, with its 
job and task templates, covers the following target system types:

SAP NetWeaver AS ABAP — standalone and CUAEE

SAP NetWeaver AS Java — User Store UME and LDAPEE

SAP NetWeaver AS — double-stackEE

Microsoft ADEE

Sun ONE LDAP DirectoryEE

Lotus NotesEE

SAP BusinessObjects Access Control IntegrationEE

The provisioning framework for Lotus and the SAP BusinessObjects Access Con-
trol integration components is available in separate packages in the SAP Devel-
oper Network (SDN) and can be downloaded from http://www.sdn.sap.com/irj/sdn/
nw-identitymanagement. 

Password Managemen4.4.6 t

Key words, such as Single Sign-On (SSO) and password recovery, repeatedly occur in 
connection with the implementation of an IdM solution. This is due to the fact 
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that, among other things, the simplification of logon to systems and applications 
through the standardization of the password or implementation of SSO mecha-
nisms provides one of the most obvious benefits for the end user.

On the one hand, the central and secure management of passwords in the identity 
store of SAP NetWeaver IdM supports the option to have passwords reset within 
the framework of self-services with subsequent distribution to the target systems. 
On the other hand, you must note at this point that each application and each 
system requires compliance with their own rules and restrictions, also referred to 
as password policies. Depending on the number of connected applications, this can 
result in problems with conflicts in password policies (length, special characters, 
and so on). Moreover, some applications no longer meet the security standard that 
permits the distribution of a password, which is then also valid for other critical 
applications. You should consider these factors in the development of the pass-
word management functions.

In addition to the central management of a uniform password, SAP NetWeaver 
IdM also supports the implementation of single sign-on (SSO) using acknowl-
edged standard mechanisms, such as the integrated Windows authentication. For 
example, the SAP NetWeaver IdM interfaces can utilize the respective technology 
and be configured in such a way that a relogon to the IdM UI is not required after 
the Windows logon. Moreover, SAP NetWeaver IdM distributes the data that is 
required for the activation of SSO to the target applications. For example, for the 
integrated Windows authentication, the Secure Network Communication SNC name 
must be populated with the principal name from the Kerberos ticket, which is 
issued during the Windows logon, to establish a connection between the ticket 
and the user entry in the target system. However, SAP NetWeaver IdM is not an 
application that is used for developing special SSO infrastructures, for example, 
Public Key Infrastructures (PKI). To do this, there are other tools available on the 
market that provide these special functions.

Besides the functions already mentioned, SAP NetWeaver IdM also provides an AD 
password hook. For the logon to the Windows environment, the password policy 
normally “forces” the change of the domain password after a specific period of 
time (usually 60 or 90 days). If SAP NetWeaver IdM is used for the central pass-
word management and distribution, you can use the password hook to forward 
the password that was changed during the logon to the Windows domain to IC and 
ensure a distribution of the password to the other applications.
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A

Access, 22
authorization, 20, 36

Account, 37, 38
prioritized, 31, 32

Accounting scandal, 22
Action task, 100, 271
Active Directory → see Microsoft Active 
Directory, 22
Activity profile, 31
Adapter

technical, 97, 98
Administration concept, 24
Administration console → see IC 
console, 79
Administration costs, 23
Administration task, 175
AIX, 194
ALE, 75, 146, 281

distribution model, 76
Algorithm, 163
Application administrator, 47
Application Link Enabling → see ALE, 
146
Approval

collective approval, 47
concept, 33
process, 52
task, 100, 266, 273
workflow, 38, 55

ARIS for SAP NetWeaver, 72
AS Java, 61, 65
Attribute, 49, 247

data field type, 247
encryption, 248
entry reference, 249, 250
group, 167

history, 248
key attribute, 89
leading, 96
mapping, 268
MSKEYVALUE, 246
multivalue, 247
MX_ENTRYTYPE, 246
MXMEMBER, 250
MXREF, 250
name, 247
time restriction, 250

Audit, 21
Auditing, 55, 77
Authentication, 144, 151
Authenticity, 39
Authorization, 23, 27, 29, 30, 47, 143, 
150

accumulation, 24, 29, 121
assignment, 23, 27, 34, 35, 36, 42, 256
entry, 42
management, 34
request, 25

B

Backup, 56
BAPI, 72
Basic technology, 63
Best practice, 50
Black list scenario, 48
Bottom up, 53, 54, 121
Brute force, 195
Built-in function, 99
Business application programming 
interface → see BAPI
Business case, 52, 55
Business model, 52

Index
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Business package, 70
Business process, 20, 62
Business Process Management (BPM), 
282

C

CCMS, 111
Central service, 140
Central user administration → see CUA, 
54, 62
Challenge/response question, 224
Change log database, 41
Change request, 49, 181
Cleansing, 162
Client-capable, 244
Collective account, 31
Complexity, 23, 63, 69
Compliance, 20, 22, 27, 34
Compliant Identity Management, 106, 
188
Computer-Aided Design (CAD), 194
Computing Center Management System, 
111
Conditional task, 100, 273
Connector, 42, 43, 169, 280
Consolidation, 152, 153
Constant, 270

encryption, 252
global, 252
local, 252
MX_RECONCILE, 261
repository, 97

Corporate identity, 56
Costs, 23, 25
CTS+, 278
CUA, 54, 62, 75, 76, 140, 143, 146, 171, 
198, 238

master, 70, 75, 146
replacement, 54

D

Data
analysis, 25, 39
change, 25, 41, 48
consolidation, 162
historical, 26, 30, 39
model, 167, 244
modeling, 87, 89, 92, 245
quality, 23, 26, 27, 41, 115, 121, 153, 
164
security, 27
source, 94, 152, 166
synchronization, 54, 94, 96, 118, 135, 
136, 175, 255
transformation, 268

Data security officer, 239
Decision-making process, 62
Delta determination, 169
Deprovisioning, 25, 30, 48

task, 253
Design, 51
Detailed concept, 165
Digital identity, 28, 30, 41, 49, 129, 198
Dispatcher, 84
Distinguished name, 172
Document Management Systems (DMS), 
193
Domain, 147
Dual control principle, 33
Dynamic group, 262

E

Efficiency, 27
E-government, 19
Email, 183
Employee, 38, 176
Enterprise accounting, 21
Enterprise policy, 38
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Enterprise portal, 140
Enterprise services directory, 72
Enterprise services repository, 71, 72
Enterprise Single Sign-on, 239
Entry type, 89

MX_APPLICATION, 91
MX_ASYNC_REQUEST, 91
MX_COMPANY_ADDRESS, 90
MX_DYNAMIC_GROUP, 90, 262
MX_GROUP, 90
MX_PENDING_VALUE, 90
MX_PERSON, 90
MX_PRIVILEGE, 90, 253
MX_REPORT, 91
MX_ROLE, 90, 256

ERA, 187
Escalation routine, 47
ESSO, 239
Evaluation, 188
Event

agent, 41, 85
Exchange Server, 148

F

Failure scenario, 56
Formatting, 164
Framework for reforming collective wage 
agreements, 187
From-pass, 267
Frontend design, 271
Functional role, 46

G

Governance, Risk, and Compliance 
(GRC), 20, 259
Group, 23, 35
GUID, 204

H

Hash, 234
HR department, 39
Human Resources (HR), 39
Hypertext Preprocessor, 233

I

IC, 78, 278
adapter, 97, 135
history, 81
manage, 81
monitoring, 81, 109
repository, 96, 251
template, 101
to do, 81
to-do list, 81

IC console, 79, 82, 200
IC runtime, 84, 270
Identity, 22, 49, 129

digital, 28, 30, 41, 49, 129, 198
Identity lifecycle, 28, 30, 137
Identity store, 83, 244

MSKEY, 246, 250
Identity store schema, 87, 244

attribute, 245
display text, 246
entry type, 245
multilingual capability, 246
standard schema, 249

IdM project
agile method, 132
approach model, 125, 130
change management, 125
concept definition, 129
control committee, 127
core project, 113
cost-benefit calculation, 117
dependencies, 130
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dynamic environment, 130
goal definition, 120, 121
interface, 135
iterative approach, 130, 132
phase, 114, 120, 133
prerequisite, 128
prerequisites, 128
program, 113, 122
proof of concept, 128
replace legacy system, 123
requirement analysis, 130, 137
resistance, 118, 120, 122
responsibility, 113, 126
roadmap, 121, 134
scope, 134
stakeholder, 124
success factor, 117
team, 137
term definition, 122
user-friendliness, 119

IdM UI, 79, 243, 279
integration, 108

IDoc, 169
Implementation, 51
Incident Management, 119
Information integration, 64
Information superiority, 41
Initial load, 166, 173, 209
Init task, 273
Installation, 159
Integration, 103

directory, 136
middleware, 107, 135
SAP BusinessObjects Access Control, 105
SAP BusinessObjects GRC, 105
SAP Business Suite, 103
SAP ERP HCM, 86, 103
user interface, 108

Interest group, 69
Issue tracker, 220, 223
IT administration, 21
IT Infrastructure Library (ITIL), 50

IT Infrastructure Service Library (ITIL), 
287
IT practice, 63
IT scenario, 63
IT service level, 50
iView, 70

J

JDBC
connector, 169

Job, 270
chain, 274
definition, 20
logging, 271
standard job, 274
template, 270
update job, 175

K

Kerberos, 102
Key attribute, 89
Kick-off workshop, 159

L

LDAP, 135, 245, 280
connector, 169

LDAP Data Interchange Format (LDIF), 
97
Least privilege, 34
Leave

temporary, 30
Legacy system, 123
Legal requirement, 22
Level of trust, 40
License, 21, 26, 32, 50, 57
Logging, 21, 22, 49
LOT, 40
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M

Mail system, 38
Maintenance, 57
Management, 152
Master data, 142, 149, 169
Master Data Management → see SAP 
NetWeaver Master Data Management, 
140
Maternity leave, 29
Mechatronic Corporate Directory (MCD), 
194
Metadirectory, 77, 157
Microsoft

Active Directory, 22, 172
Microsoft Exchange, 148
Mini master, 146
Mitigation, 188
Monitoring, 109
Multiaccounts, 37
Multilingual capability, 184

N

New economy, 21
New hiring, 29
Nonperson, 205
NWA, 67, 68
NWDI, 281

O

Object
class, 88, 89

On-boarding process, 165
Operating concept, 56
Ordered task group, 100, 272
Organization, 23

hierarchy, 169, 170
model, 55

Organizational
unit, 164

Organizational management, 74, 145, 
164

position, 46, 165
Organizational role, 44, 47, 52, 122, 256
Organizational Unit (OU), 227
Owner repository, 96

P

Parental leave, 21, 29
Pass, 99, 267

fromLDAP-pass, 268
from-pass, 267
toGeneric-pass, 270
toIdentityStore-pass, 267
to-pass, 267

Password, 38
Password management, 54, 77, 101

integrated Windows authentication, 102
Kerberos ticket, 102
password hook, 102, 234
password policy, 102, 199
password recovery, 101
self-service, 102
synchronization, 26

People integration, 63, 64
Personnel master data, 29
Person object, 43
PHP, 233
PKI, 102
Privilege, 42, 253

inheritance, 259
Process, 264

approval process, 250, 273
attestation, 265
control, 77
documentation, 153
efficiency, 27
instance, 266
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personnel administration, 118
reconciliation, 265
request management, 143, 149
request reason, 250
standardization, 137
standard job, 265

Process integration, 64
Productivity, 23, 29
Project approach, 154, 155, 165
Project management

agile, 130
Prototyping, 159, 165
Provisioning, 25, 43, 48, 49, 77, 99, 100, 
101, 135, 151

task, 100, 253, 256
Provisioning process, 265
Public-key infrastructure, 102
Pull, 42
Push, 42

Q

Quality assurance, 21, 56
Quick win, 54, 133, 240

R

Reconciliation, 40
Regular expression, 232
Regulation, 21
Relation, 249, 250

container relation, 249, 250, 253
Relationship, 165
Reliability, 22
Reorganization, 29
Reporting, 22, 49, 50, 55, 77, 93, 111, 
118, 143, 151
Repository constant, 97
Request management, 143, 149
Request process, 175
Resistance, 116

Resumption report, 225
Retailing systems, 62
Return on Investment → see ROI, 27
Review, 53
Revision, 26
Risk potential, 36
Roadmap, 156
ROI, 27, 199, 283
Role, 255, 256

assignment, 187, 255, 258, 260, 261
combination, 33
composite role, 47
concept, 36
definition, 36, 128
hierarchy, 259, 261
model, 55, 91
organizational role, 44, 47, 52, 122, 
256
privilege inheritance, 259
Role-based Access Control (RBAC), 259
SAP role, 23
technical, 35, 42, 92, 253

Rolling wave approach, 231
Routing note, 25, 48

S

Sabbatical, 29
Salted hash, 234
SAP BusinessObjects

GRC, 105
SAP BusinessObjects Access Control, 86, 
282

integration, 105
SAP Business Suite, 146

integration, 103
SAP Customer Relationship Management 
(CRM), 28, 280
SAP ERP Human Capital Management 
(HCM), 145, 281

Integration, 86, 103
SAP Java Connector (SAP JCo), 64, 65

338_Book_Loose.indb   298 3/4/10   1:31:20 PM



299

Index

SAP NetWeaver Administrator, 67, 68
SAP NetWeaver Application Server Java 
→ see AS Java, 61
SAP NetWeaver Business Warehouse 
(BW), 147
SAP NetWeaver Development 
Infrastructure, 281
SAP NetWeaver Identity Management

architecture, 78, 86
MaxWare, 76

SAP NetWeaver Master Data 
Management (MDM), 64, 140
SAP NetWeaver Portal, 31, 45, 63, 69, 
147, 172

architecture, 70
SAP NetWeaver Process Integration (PI), 
103, 147, 281
SAP Provisioning Framework, 101, 171, 
252, 254
SAP Solution Manager, 146, 281
SAP Supplier Relationship Management 
(SAP SRM), 28
SAP Virtual Directory Server (SAP VDS), 
78, 85

Identity Service, 86
SAP Virtual Directory Server (VDS), 103, 
169, 278, 282
Sarbanes-Oxley Act, 21
Schedule, 274
Scope creep, 134
Script, 270

global, 270
JavaScript, 270
Visual Basic Script (VBScript), 270

SDM, 64
Security, 21, 22

gap, 30
risk, 23

Security Identifier, 162
Segregation of Duties (SoD), 33, 106, 
158, 188, 256, 258
Self-administration, 54
Self-service, 81, 102, 121, 175, 184

Server technology, 64
Service

central, 140
Service-oriented architecture, 72
SID, 162
Simple Network Management Protocol 
→ see SNMP, 110
Single sign-on, 101
Single sign-on → see SSO
SLD, 68
SNMP, 110
SOA, 72
Software deployment manager → see 
SDM, 64
Solution support, 57
Source system, 167
SOX, 21
SPML, 135, 282
Sponsor, 52
SSO, 64, 69, 101, 109, 144, 151
Stakeholder, 115, 133

analysis, 120
application support, 117
data protection, 118
IT architecture, 136
IT security, 119
key user, 117
prioritization, 116, 120
senior management, 116, 126, 136
user department, 114
user help desk, 119
works council, 118

Standalone solution, 22
Stored procedure, 98
Substitute, 38, 47
Switch task, 100, 273
Synchronization, 24, 26, 39
System

authorization, 29, 49
management, 21
performance, 32

System heterogeneity, 62
System landscape directory, 68
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T

Target system, 253
Task, 271

action task, 271
administration task, 175
approval task, 100, 266, 273
conditional task, 100, 273
init task, 273
ordered task group, 100, 272
retry, 273
reuse, 272
switch task, 100, 273
task folder, 272
task group, 272
unordered task group, 100, 272

Technical adapter, 97, 98
Technical concept, 160
Technical role, 35, 42, 92, 253
Tier-1 supplier, 191
Timeboxing, 120, 132
To-pass, 267
Top down, 53, 54, 121
Training period, 29
Transparency, 23
Transport system, 159
Triple DES, 248

U

UDDI, 72
UI, 62, 79, 182
UME, 136, 143, 172

Universal description, discovery and 
integration, 72
Universal Worklist, 81
Unordered task group, 100, 272
Usability, 56, 153
User

account, 22, 23, 30, 31, 38, 47, 143, 
254
administration system, 52
group, 70
name, 172

User department, 52
User Interface → see UI, 62
UWL, 81

V

Variable, 252, 270
Visual administrator, 68

W

Web service definition language (WSDL), 
73
White list scenario, 48
Workflow, 39

control, 93
deactivation, 182
name change, 182
process, 47
to-do list, 183
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