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SAP Solution Manager has become an indispensable tool for enterprises

that run SAP software. However, the value added by its integration into the
system landscape varies significantly between one enterprise and the next.
This chapter shows you how to use SAP Solution Manager for administration
of your SAP systems.

4 System Administration with
SAP Solution Manager

All SAP customers need to use SAP Solution Manager. It's no longer possible to
download support packages for new releases without this tool. For this reason, any
enterprise or business that runs SAP software also uses Solution Manager.

In practice, however, opinions are (even now) still divided: While some regard it as
a necessary evil, others try to use the functions of Solution Manager as extensively
as possible and to incorporate them profitably into the value chain.

The resources available within the enterprise or SAP administrator group often deter-
mine the fate of a Solution Manager installation. It takes time, money, and patience
to become familiar with its functions, set up a stable two-system or even three-system
landscape, and map projects and business processes in the “SolMan."

This chapter explains how to use Solution Manager for SAP system administration.
It explains the basic settings required to use the essential functions. However, it
also introduces instruments that may be of interest to administrators and may help
make your life a lot easier.

41 Functional Spectrum of SAP Solution Manager

SAP Solution Manager seeks to manage and document the entire lifecycle of SAP
systems, from the initial project phase, through the implementation of a new

179



4 | System Administration with SAP Solution Manager

software solution, and, ultimately, to live system operation. Solution Manager
provides a central or higher-level starting point from which you can navigate to
all connected systems.

Details of its main applications are provided as follows:

> Implementation and upgrade of SAP solutions

You can use Solution Manager to map an implementation or upgrade project. It
contains best-practice guidelines known as Roadmaps for a range of commonly
occurring scenarios. You can use a Business Blueprint to model business processes.
This process structure provides a basis for configuration, Customizing, and
documentation of the solution. Solution Manager can also be used for admin-
istration of customer developments. It also offers basic functions for project
administration and controlling.

> Test management
Solution Manager provides a central platform for software testing, both within
projects and during live operation. Test cases (for example, manual test cases
or eCATT tests) can be structured using test plans and packages, and they can
be assigned to testers in the form of a worklist. Testers execute the test cases in
Solution Manager, which provides automatic navigation to the system that is to
be tested. The test process is documented and evaluated in Solution Manager.

> System administration

Administration tasks can be defined and monitored centrally in Solution Manager
for the purpose of system administration. Solution Manager, in its central role
within the system landscape, provides a central system for system monitoring
using the CCMS Alert Monitor (see Chapter 3) and for user administration
(see Chapter 13). In addition, the EarlyWatch Alert function enables proactive
system monitoring and supports service level reporting for management. If a
problem occurs, Solution Manager allows you to contact SAP Solution Manager
and track its resolution (Issue Management). Furthermore, Solution Manager
support is essential for the maintenance of SAP systems (for example, with
support packages).

> Incident Management
Solution Manager can be used as a service desk, for example, for your enterprise’s
IT hotline support. Users can record problems from the SAP system directly and
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Maintaining the System Landscape | 4.2

then send notification to Solution Manager. Ticket processing is mapped as a
workflow between users and the support organization.

> Change Management
Change management offers a workflow for requesting, implementing, rolling
out, documenting, and tracking changes in the system. You can implement and
control all transport management functions (see Chapter 17) using a change
request process to create a consistent workflow, comprising change request,
approval, programming/Customizing, testing, acceptance, and transport into
the production system.

The preceding list illustrates what a powerful tool SAP Solution Manager has
become. It's impossible to cover all aspects of Solution Manager in this book, much
less discuss them in detail. This chapter therefore focuses on the topic of system
administration with Solution Manager. For further information on many of the
topics mentioned, please refer to the available literature.l

4.2  Maintaining the System Landscape

You must define and configure your system landscape in Solution Manager before
you can use it for administration of your systems. This includes creating the systems
and their individual components (database, application server, software components)
and creating a connection between Solution Manager and the SAP systems.

Communication between the systems is based on RFC (Remote Function Call)
connections (see Chapter 2), which are created as part of system landscape
maintenance or are generated automatically. These connections allow Solution
Manager to read a large portion of the system information independently from
the system you want to connect. You also have the option of maintaining addi-
tional data manually.

1 Schifer, Marc O.; Melich, Matthias, SAP Solution Manager Enterprise Edition (Boston: SAP PRESS,
2009). Friedrich, Matthias; Sternberg, Thorsten, SAP Solution Manager Service Desk— Functionality
and Implementation (Boston: SAP PRESS, 2008). Friedrich, Matthias; Sternberg, Thorsten, Change
Request Management with SAP Solution Manager (Boston: SAP PRESS, 2009).
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4 | System Administration with SAP Solution Manager

[+]

In the SAP Solution Manager help documentation available in the SAP Help Portal
(http://help.sap.com), work centers are frequently mentioned in connection with various
Solution Manager functions.

These normally refer to general transactions, which will be familiar to you from other
systems. All of the options and processing features for a specific function are bundled
together in these transactions (for example, the work center for system landscape
administration, which you can access in Transaction SMSY).

4.21  Creating a Server

Every SAP system runs on a physical or virtual server. To enable administration of
the SAP system with Solution Manager, you must first define the server in system
landscape maintenance.

To add a new server to the system landscape, follow these steps:

1. Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM
LANDSCAPE).

2. Under LANDSCAPE COMPONENTS, select the SERVER entry, and right-click to open
the context menu. Select CREATE NEW SERVER.

= Systern Landscape Edit  Goio Logs Environment  Utilities Swstemn Help

@ FdEBSQ@ICHE oDdd BRI @0

Systemn Landscape - SAP Soiution Manager
& = | F Hselect Object

[ Landscape Components ]

FREEE

Landscape Compaonents | Description

Serve

- v

Datab Create Mew Server
Systetns
Systemn Components

- v

LI

[ Systern Groups and Logical Components ]

[ Product Definitions |

l Overview ]
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Maintaining the System Landscape

3. In the CREATE NEW SERVER dialog box that opens, enter the name of the server,
and choose CREATE AND EDIT oBJECT ().

4. Enter information about the server on the TECHNICAL DATA tab. You can also
enter a description here if necessary. Choose SAVE (@).

4.2

[E Server Edit Goto  Logs  Environment  Utiliies Systern Help

& | MK CeQ@ LHE 2Dod BE @m

Server: NSP - Change - SAP Solution Manager
€= TERE PO

[ Landscape Components | St NSP caved
2 |4 [ |EJ Header Data / Technical Data | Other Attributes |
Landscape Components Description | !
» Serar i 1 § Fully-Qualified Hast Mame ‘Sap
b Databases IP Address ‘
b Systems Solution Manager -= Router -= Senver I |
¥ Systern Components X T 1
Host-= Router-= Solution Manager
Manufacturer ‘ |
Hardware ‘ |
a1
Mao. of CPUs g
: m oo |
Number of Wirtual CPLUs o, oe00
CPU Type [ 1
Freguency {Mhz)
SAPS iManufacturer)
|
SAFPS iMeasured)
] [
Main Memary (KB}
LI
Systern Groups and Logical Components ] Operating Systern [WINDOWS
l Product Definitions I Operating Systern Version 2003
[ oveniew ||| operating Sys. Bits [Gi4-Bit System -

5. If you expand the SERVER node in the left screen frame, the server you created
is now displayed in the tree structure.
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= Svstern Landscape  Edit  Goto Logs Enwironment  LMilities System  Help
& ~4 B Qe 0HE DTo0 BE @m

System Landscape - SAP Solution Manager
= | F G Select Object

[ Landscape Components ]

(IREy
Landscape Components | Desctiption ‘
¥ Server

= MEM

- MSP
» Databases
b Systemns
¥ Systern Components

LI

Systemn Groups and Logical Components ]
[ Froduct Definitions ]

[ Owenriew ]

Creating a Server

Before you add a new SAP system to your system landscape, you must create the server
on which the system is to run.

4.2.2 Creating a Database

Because an SAP system always has both a server and a database, you can also main-
tain a database as part of your system landscape. You will then assign the database
to the SAP system in the system landscape later.

To add a new database to the system landscape, follow these steps:

1. Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM
LANDSCAPE).

2. Under LANDSCAPE COMPONENTS, select the DATABASES entry, and right-click to
open the context menu. Select CREATE NEW DATABASE.
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[= System Landscape Edit  Goto Logs Environment  Utilities Bystem Help

& FqEBIC@@ SHE DDOL BER @@

Systemn Landscape - SAP Sofution Manager
&= = | F 0 select object

Landscape Components ]

e

Landscape Components | Description | |
¥ Server
3

» Systems Create Mew Database |
» System Cormp

D

System Groups and Logical Components ]
[ Product Definitions ]

[ overview |

3. In the CREATE NEW DATABASE dialog box that opens, enter the name of the
database, and choose CReaTE AND EDIT oBJECT ([H).

Database

4. Enter information about the database on the TECHNICAL DATA tab. You can also
enter a description here if necessary. Choose Save (HJ).

[E Databsse  Edit Gote  Logs  Enwironment  Utilities  System  Help

e | -4 BICE@ CHE DO EE @

Database: NSP - Change - SAP Solution Manager
5 FEWRE 70

Landscape Componsnts ] Diatabase NSF Saved
IE |8l |E| Header Data /,'/'Eachnic.al-l;)ata L— Other Attributes |
Landscape Components  Description |
¥ Serer Manufacturer [HAXDE
» Databases Release 7.6.82
> BIBEme SP Level

¥ Systern Companents

Server NS

1

Systemn Groups and Logical Components ]

Fraduct Definitions ]

OvE ] B ]
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[+]

5. If you expand the DATABASES node in the left screen frame, the database you
created is now displayed in the tree structure.

[5 system Landscape Edit  Gote Logs  Environment  Utilities  System Help

& ~14 CeqoHRE DDOD BR @

System Landscape - SAP Solution Manager
4 = B O Select Ohject

[ Landscape Components ]

(= (= )
Landscape Compaonents | Description
b Server |
¥ Databases
+ MWEP
b Systemns
¥ Systern Components

|

| systern Groups and Lagical Companents ]

I Product Definitions ]

I Owerview ]

The creation of a database, in contrast to the creation of a server (see Section 4.2.1), is
not mandatory in order to enable administration of an SAP system. However, we recom-
mend that you do so for the sake of completeness.

4.2.3 Creating a System

After you maintain the master data for the SAP system's server and database, you
can proceed with the creation of the system itself. First, you must create a system
as a master record. Next, you configure the connections between the system for
which you want to enable administration and Solution Manager. Finally, the system
can be assigned to a logical component and added to a solution.

Creating a System

To add a new SAP system to your system landscape, follow these steps:

1. Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM
LANDSCAPE).
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2. Under LANDSCAPE COMPONENTS, select the SYSTEMS entry, and right-click to open
the context menu. Select CREATE NEW SYSTEM WITH ASSISTANT.

(& systemLandscape Edit  Goto Logs  Environment  Liilities  Swstern Help

¢ -dHeGe CHE tuof @D O

= = | F 05 Select Object

Landscape Components ]

[EEEEE
Landscape Companents | Descriptian ‘
b Gener

b Datahases
13

b System Create New System

Create New Systern with Assistant

li i | <

System Groups and Logical Components ]

Product Definitions ]

Overvigw ]

Creating a System with the Wizard [Ex]

The wizard guides you, step-by-step, through the process and prompts you to enter all
data required. In this example, the wizard is used to enter the system master data.

You can also create a system without the assistance of the wizard by selecting the CREATE
NEW SYSTEM option from the context menu. You can also edit the information that is
automatically determined and entered by the wizard.

3. Choose CONTINUE ([2).

= Back & conminue | [ Cancel
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[Ex]

n, Specify System D and
Product

System Administration with SAP Solution Manager

4. On the next screen, enter all of the information required in the input fields.

> Enter the server under SYSTEM (see Section 4.2.1).
> Enter a meaningful short description.

> Select an SAP product from the selection list.

> Select the product version from the selection list.
> Enter the installation number.

After you have entered all of this information, click on CONTINUE .

®

Systemn NP

Short Descriptn [Systern NSP |

Y| SAP Product SAF ERP -
Praduct Version SAPERFE.0 -
Installation Mumber |DEMDSYSTEN|
[H Back | Continue | [3¢ Cancel |

5. In the next step, the wizard prompts you to select main instances as relevant.

Activate the checkboxes in the RELEVANT column, and choose NExT ([2).

Selecting Main Instances

A main instance is a system component that you want to manage using Solution Manager.
The SAP product selected determines your choice of main instances.

You will need to select one or more main instances, depending on the scope of the instal-
lation of the system you want to manage. If, for example, you want to add an SAP ECC
6.0 system that only has an ABAP stack, select the SAP ECC server as a main instance.

If, for example, you want to manage an SAP Business Intelligence system, on which an
ABAP stack, Java stack, and an SAP NetWeaver Portal are running, you need to select
all three instances as relevant.

Your selection determines which Solution Manager functions are subsequently available
to you, so you need to select all instances that you use to meet your business require-
ments. For example, if an instance is not selected, support packages will not be detected
automatically for it.
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O Main Instance selection :
i Marme ABAP Instnce Relevant m
SAP EGC Servet ]
1 54P SRN - Sarver O
. | |saP SRM- Catalog Cantent Mg 1
SAP cProject Suite O
SAP X35 (Self Services) {11 O -
SAP Workforee Management O -
O O
H Back B contrue | [% cancel |

6. On the next screen, specify the system number and the server on which the
system's message server runs. The message server is usually the same as the

system server selected in step 4. Choose CONTINUE ([e).

n Message Server and .
Systern/Installation Number

Systern Mumber [@
Message Server [NSP ]
Back B contrve | [% Gancel |

7. In the next to last wizard step, you can select follow-up functions for subsequent
execution. If you select one or more options here, other wizard dialogs will
immediately start. Our example shows the activities without the use of other

wizards.

Choose CONTINUE ([&).
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Generate RFC Destinations O

Assign RFC Destinations O
Assign Logical Components O
Client ulele]
e Back & contrue | |3 Cancel

8. Choose COMPLETE (¥%).

[E Back ][‘% Complete ][X Cancel ]

The new SAP system is created in the system landscape. The next step is to set up
the RFC connections that are essential to communication between Solution Manager
and the target system.

Creating Connections

As soon as your system exists as a master record in the system landscape, you can
create a connection between the system and Solution Manager.
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To create RFC connections, follow these steps:

4.2

1. Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM

LANDSCAPE).

. Under LANDSCAPE COMPONENTS, expand the SYSTEMs entry and the product folder

(for example, SAP ERP). The system you have just created is displayed within
this folder. When you position your cursor on this entry, the system master data
are displayed in the right screen frame.

€9 | FEB G

Landscape Components

|

EIREEE)

Landscape Components
¥ Serer
» Datahases
¥ Systerns

~ SAPERP

» MEP

» SAF SOLUTION MANAGER

¥ Systern Cormponents

b 4

Description

SAP ERP
Svstem MNSP
SAF SOLUTION MANAGER

Systerm Groups and Logical Components

Praduct Definitians

System: NSP - Dispiay - SAP Soiution Manager

2 & [ | FHAssionmentio Logical Components

System NEP
Froductversion SAPERP 6.0

Header Data /Selautinn of Main Instances } Syetemn Data in SAP Support Portal )» Other Attributes

|

Overview

Ea] Ca) ] @J ID Create Systern Component
Relevant Main Instances for this System Installation
Main Instance DB Instan... ABAP Inst... | Relevant
SAP Application Plafiorm- V] =
SAP E-Recruiting [} (=]
SAP ECC Server = 3]
SAP FECM- FECM Server  [V] 53]
SAP | eaming Sol-Frontem (9] =]
SAP MW - Business Intellic ] 3]
SAP N - Mohile Infrastrug =] =]
SAP MW - Process Inteora = =]
SAP SEM 7] 7]
SAP SRM - Catalog Conter [} (=]
SAP SRM- Server = (=]
SAP SRM- Server ECCAd, @) "]
SAP Warkforee Manageme = (=]
SAP cProject Suite M 2]
Fortal Content ] ]
SAP Easy Document Mans (m} (]
SAP FECM - Biller Direct = B
SAP Frontend EHESEXFE  [] ]
SAP Frontend EHES Wil | (]
SAP Inteqration for Elster = B
SAP Leaming Sol-Client(#  [] ]
SAP L earning Sol-Client (L | (]
SAP Learning Sol-Frontens ] ]
SAP M- Adobe Docu.Be (V] 2]
SAP N - Applic_Server Js = i
AP MV - B JAVA (] ]
SAP N - Content Server [} (]
SAP MWW - EP Core (7] [m]
SAP Y - Foda (4] [m]
LA

O
(]

|0|0|0|0|0|0|0|0|

00|000|00oooo|

ol

Alsa

Instal... System C... System

00000000000 0|000D0oooogooooogono

L]
8]
]

[} ]

mil

000|000

0|0|0|0|0|0O|0

000000000l

Type

Edtended Assignment of.

3. Expand the system node (for example, NSP). The main instances you selected as
relevant are listed below this structure element. Click to select a main instance
in the tree (for example, SAP ECC SERVER). The data of the main instance is
displayed in the right screen frame. Click on DisPLAY <-> CHANGE (%) to switch
to change mode.
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& = | F W % S [If | ZEAssignmentto Logical Components

LI T EIRIE | 5l Read System Data Rermote
Prosuctverson  aapempso
----- Mainlnstance  BAPECC Server

Landscape Components Description

~ SAPERP

HeauerDa(aimstames | Software Components | Otner Aftrbutes |

RFC_ & Rrc @& RFc % RFG |

SAP ERP

P MSP

| Swstern NSP

v

» SAP SOLUTION MANAGER  SAP SOLUTION MANAGER Client Name Role Logical system RFC Read Access RFC for Change Ma... Trusted System RFC RFC for Solution Ma... Ij

System Groups and Logical Companents |

Praduct Definitions

MR IR IR IR IR AR IR R AR ]

Overview

[+]

[+]

Assigning a Database

When you created the SAP system, you were required to specify a server, while the
entry of a database was optional. You can now define the database retroactively on the
HEADER DATA tab of the main instance.

4. On the CLIENTS tab, enter the relevant clients in the system (for example, “000").
Click on the GENERATE RFC DESTINATIONS BUTTON ((B).

Connecting Clients

It isn't necessary to connect all clients to Solution Manager. You should always enter
client 000, which exists in every SAP system, for central system maintenance and
monitoring.

In addition to this client, you only need to create clients that are relevant for your
purpose, for example, for your project or live operation (for example, client 100). For
example, the Customizing client must be connected in an implementation project so
that the project implementation guide can be generated in that client.
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System: NSP, Main instance: SAP ECC Server -Change - SAP Solution Mana
€= FEWE P B Hassignmentts Logical Components

Landscape Components ]| system [BF ] saved Read System Data Remote
R Product Version SAPERP 6.0
Landscape Campanents Description Malrlinstance BAPECC Senver
» Serer Header Data Clients | Instances | Software Components | Other Atiibutes |
b Databases

Sptrs i) B 7 e |8 we J@ o % wo ]

- NEP Systern NSP ClEnts
- SAP ECC Sener Client Name Role Logical system RFC Read Access RFCfor Change Ma . Trusted System RFC  RFC for Solution Ma I

» SAP SOLUTION MANAGER  SAP SOLUTION MAMNAGER i‘![l[l[l

» Systern Components

« 4

System Groups and Lagical Companents |

Product Definitions ]

I
RIRIKIRIRIKIR IR IR IRIRIEIE!

Overview il

@ Changes have notyat heen saved. Save now?

{ fes JI Mo JIX Cancel ]

6. Select the connections you want to generate:

» RFC DESTINATION AND USER FOR READ ACCESS
A connection to the target system for the purpose of reading data. This con-
nection must always be generated.

> RFC DESTINATION AND USER FOR CHANGE MANAGER
You only require this connection if you intend to use the Change Request
Management functions in Solution Manager.

» RFC DESTINATION WITH TRUSTED SYSTEM CONNECTION
Trusted system connections do not require users to log on with a password.
This makes them much easier to use.

» RFC DESTINATION FOR SOLUTION MANAGER
You can also generate this RFC connection as a trusted system connection.

» RFC DESTINATION WITH USER
This is the return connection from the target system to Solution Manager.

7. Disable load balancing.
Choose GENERATE RFC DESTINATIONS ().
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[+]

Trusted system connections eliminate the need for password logons and therefore also
the transfer of passwords within the network. Trusted system connections can be identi-
fied in RFC destination maintenance (Transaction SM59; see Chapter 2, Section 2.6.1)

by the setting TRUSTED SYSTEM ® YES on the LOGON & SECURITY tab.

If you want to use a trusted system connection, you must create a relationship of trust
between the two systems involved. You use Transaction SMT1 to define which systems
are trusted systems. The counterpart of a trusted system is its trusting system, which you
can view in Transaction SMT2. These entries are generated automatically in the partner

system when it is created as a trusted system.

Selection of RFC Destinations from MEM to MSP, Client 000
[¥|RFC Destination and User for Read Access

Uger Optian Generate User and Passwaord
RFC User Marme {(MSP) SM_NSH Password
[ IRFC Destination and User for Change Manager

User Option Generate User and Passward

RFC User Mame (MNSP) SMTHHSH
[VIRFC Destination with Trusted Syster Connection
[VIRFC Destination far Salution Manager

(JRFC Destination with Logon Screen

(&) Trusted System RFC Destination

Selection of RFC Destinations from MEF fo MEM, Client 100
[¥|RFC Destination with User

User Option Generate User and Fasswaord
RFC User Harne {Shi1) SOLMANNEP | Passward

RFC Destination Attributes
["|Load Balancing (NSF) Server Group:
l@g Rauting Infarmation J

RFC Destinations to be Generated

Sree Sys. Trot Systm Trot Clnt RFC Destination RFC User Trusted
[ Eh MEP oo Sk MEPCLNTOO0D READ Sh_MEM (]
MEm MEP oo SmM MEPCLNTOOO0 TRUSTED W
MEP Sh 100 Sh MEMCLMT100 TRUSTED ]
MNEP [ Shl 100 Sk MNEMCLMTI00 BACH SOLMAMNMSP ||

Actions after Generation

["|Read System Data Remote after Generation

["1&ssign RFC Destfor Systerm Manitaring
Currently Azsigned RFC Destinations

Logon  Comments
m]
0

RFC Destination for Data Callection

RFC Dastination for Analysis
Last Changed On | 00:00: 60
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8. You are prompted several times to log on to the target system and Solution
Manager. This is necessary for the RFC connections and users to be generated.

& uUser Systern  Help

L] -liBCEQICHE fD080 RNE @0
SAP

Mew passward

Remote Logon

Client aa/ SAP System  NSP
App.Server sap

User |BCUSER

Password FEEESERCEN

Language EN

9. A log is displayed after this process is completed. Check the entries for error
messages. Choose BAck (&) to return to system landscape maintenance.

[E Log Edit Goto  Systern  Help

@ rldHIC@@ SHE Do EE ©m@

Display logs

@< B

DateTimeilser Mu... | External ID Ohject tt Sub-objecttext | Tran Frogram hiode Log nurnber

* O 11/21/2010 15:18:00 BCUSER 4 RFC Generatio.. System Landsc.. Logs for RFC G.. SMBY SAPLEMSEY .. Dialog pro... 000000000000083703530
= O Problem class Other 4

1“0 1

[l [ ) (P ) 2 L) (2L P ()

T

(E TR
Message Text LTxt
Start generation of RFC destination SM_MNSFCLMTOO0_READ

RFC destination SM_NSPCLNTO00_READ generated

RFC destination SM_NSPCLNTO00_READ function checked

Start generation of RFC destination SM_NSPCLNTO00_TRUSTED

RFC destination SM_NSPCLNTO00_TRUSTED generated

RFC destination SM_NSPCLNTO00_TRUSTED function checked

Start generation of RFC destination SM_NSMCLNT100_BACK

Destination "SM_NSPCLNTO00_TRUSTED' is used to generate destination 'SM_NSMCLNT100_BACK!
RFC destination SM_NSMCLNT100_BACK generated

=

ooobooooo

10.

The RFC connections between Solution Manager and the target system have

been generated. Choose READ sYsTEM DATA REMOTE (&) to use the RFC con-

nections to read information from the target system.
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&= F MW P B | ZFassionmentto Logical Components

Landscape Components )

Clients | Instances

System: NSP, Main instance: SAP ECC Server -Change - SAF Solution Mana

se ] saved
SAPERP B0
SAP ECC Server

Read Systern Data Remote

Software Components | Olher Attributes

) =) [E] [ rrc & Rrrc & RFc % RFC

System
R Product Versian
Landscape Components Deseription WD (MEECE
T Header Data
» Datahases
~ Gystams
~ SAPERP SAP ERP
- NP System NSP Clllik
- BAP ECC Server Cliant Name
» SAP SOLUTION MANAGER | SAP SOLUTION MANAGER 800

P System Components

40 “«»

System Groups and Logical Components ]

Praduct Definitions )

Overview ]

Role Logical system RFC Read Access
SM NSPCLNTEBO REAT

RFC for Change Ma... Trusted System RFC  RFC for Solution Ma... tfT]
EM NSPCINTABA TRUSSH MSMCLWNTION BA -

MEIKIEIKIKIEIE]

11. Information is gathered about other clients in the system, logical systems, and
software components and entered in the table. You can use these details to
help you create more RFC connections for other clients. This information (for
example, component information) will also be relevant when you start using
Solution Manager later (for example, for downloading support packages).

= | F W | %% & [ | ¥ Assignmentto Logical Components

System: NSF, Main Instance: SAP ECC Server -Change - SAFP Solution Mana

Autoratic Data Capture Performed for Systerm TSP

[ Lanascape Cormponents J| systerm HSP Saved Read System Data Remote
FREEEE Product Version AP ERP GO
Landseape Gomponents Deseription i D BPECT SE"’.E' :
b Hexen Header Data_Clients | Instances | Software Gomponents | Other Afributes
» Databases
ololE BE 5 7 w6 w5 w [w
v NSP System NSP (Cllnits
- BAP ECC Server Client Mame Role Logical system |RFC Read Access | RFC for Ghange Ma... | Trusted System RFG |RFC for Solution Ma...| (]
» SAP SOLUTION MANAGER  SAP SOLUTION MANAGER 988 Client 000 S0P refer NSPCLHTOED SN NSPCLNIGOB REAL SH_HSPCLNTAAE TRUSEM NSMCLNTIOD BA ~
D S CEiieaiie 001 Client 001 Custoniziv &
065 EarlyWateh SHP refere
<» “» X
Systemn Groups and Logical Components ] = =
| Product Definitions ] 4 LG
| verew ]

Maintenance of the system landscape is technically completed when you've created
the system and generated the connections successfully. The systems defined are
then available for further use with Solution Manager functions. Use the instruc-
tions provided previously to create all systems you want to manage with Solution
Manager in the system landscape.

If you manage two or three system landscapes comprising development, test, and
production systems, create all of these systems, which you will assign to a logical
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component in the next step. This logical component will, in turn be assigned to a
solution.

Assigning a System to a Logical Component

You can use a logical component to group systems in a multisystem landscape in
a single unit for administration. Roles are assigned to the individual systems to
uniquely identify them within the logical component.

To assign your system to a logical component, follow these steps:

1. Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM
LANDSCAPE).

2. Under LANDSCAPE COMPONENTS, expand the SYSTEMs entry and the product
folder (for example, SAP ERP) that contains your system. Right-click to open
the context menu. Select ASSIGNMENT TO LOGICAL COMPONENTS.

[E gystern Landscape  Edit  Goto  Loos Enviranment  Utilities Systern Help

@ B @@ LHRE sDo0 AR @@

Systemn Landscape - SAF Solution Manager
e = | B ESelect Object

[ Landscape Components I

|=2mE

Landscape Components Description
b Server |
» Datahases
¥ Systems |
¥ SAPERP |SAP ERP
» [E= Y A =1=]
» sapso|  Lreate
» System Cor Display

Change
Lelete
Assignmentto Logical Components

Wihere-Used List

“»r <

[ Systern Groups and Logical Components I

[ Froduct Definitions I

[ Overview I

3. A wizard dialog box opens to guide you through the assignment process. Choose
ConTINUE ().
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@ Back ][B Continug ] [x Cancel ]

4. Your system's main instance is displayed. Use the input help (&) to select a
logical component.

Main Instance Logical Companent Rale Client
~ |SAP ECC Server [

i

@ Back B contnue | [® cancel |

5. Select the appropriate logical component from the tree structure, and click on

OK (#)).

Logical Components per Product Product Yersion Developme: Demo Syste Training Sys. Production
~ SAPERP } : i

¥ SAFECT Server

3 SAP ERP ECC SERVER SAP ERPE.D

o | i | “r

 PEBE s %)
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6. The logical component is entered in the table.

In the ROLE column, select the system's role from the drop-down list (for example,
PRODUCTION SYSTEM).

Main Instance Logical Carmponent |ROIe Client Curtent Lom
SALP ECC Server SAP ERP ECC SERVER | - [
Development System
Demo System
Training Systern
Production System
SAP Referenc System
Quality Assurance Systern -
Evaluation System =

IR

e

G

Back (&  contnue | [ cancel |

7. Enter the relevant client, and choose CONTINUE ([).

Main Instance Logical Camponent Rale | Client
. SAP ECC SERVER SAP ERP ECC SERVER Producw 0oo
||

Joee]
L

2] Back B continue | [ cancel |
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8. In the next step, you are again shown an overview of the logical components.
Click on CONTINUE ([&).

Main Instance Logical Component Role  Client m
SAP ECC SERYER SAP ERP ECC SERYER Producw 000

1

O = O

[ﬁ Back B coninue | [% Gancel

9. In the final wizard step, choose COMPLETE (%),

e Back ][% Complete ][X Cancel ]

10. You are then returned automatically to system landscape maintenance. To
check your entry, select the SYSTEM GROUPS AND LoGICAL COMPONENTS area in
the left screen frame, and then select LogicAL COMPONENTS. Expand the tree
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structure, and click on the relevant logical component (for example, SAP ERP
ECC SERVER). The assigned systems are displayed in the right screen frame.

Logical Component SAP ERP ECC SERVER Display
&= |F M. ©celectobject | PP &

{ Landscape Components I Logical Compaonent SAP ERP ECC SERVER Active -
{ System Groups and Logical Components I ProductMain Instance SAP ERP [SAP ECC Server]
51 2 | @] &) Hame _
Delivered by SAP ¥}
System Groups and Logical Companents | Description
» Project Landscapes
F Solution Landseapes - Operation Carnponent Group lﬂ Camponent Groups
¥ Logical Components Last Changed OniBy 11/21/2018 15:28:28 |BCUSER
~ SAPERP SAF ERP
¥ SAP ECC Setver
- SAP ERP ECC SERVER - Current Systern Assignments
P SAP SOLUTION MANMAGER SAP SOLUTION AR,

I{ Shipment R... JI\I&’ system Roles ||| Mamesp.. | Related Log. C..
System Assignments

Froduct Wersion Development System Production System Quality Assurance Systern| Entwicklungstest T:304) Schulungssystem EX100
SAP ERP 6.0 MNEP.000

{ Product Definitions ]

{ Overvigw I

Follow these steps to assign a logical component and a role to your systems. For
example, you can group the systems of a three-system landscape comprising a
development system, test system, and production system in a logical component
and then assign the relevant system role.

[+]

Logical components are particularly useful forimplementation or upgrade projects because
these projects distinguish among the development, test, and production systems. The
same applies to test and change management. However, logical components are also
required for system monitoring.

4.3 Solutions

Solutions give you the option of bundling individual systems together and managing
them as a unit. The way in which you group systems together as solutions ultimately
depends on the system landscape you are managing and on which Solution Manager
functions you use. You can also add the same system to several different solutions
to enable system administration in accordance with your requirements and based
on a range of criteria.
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If you want to monitor business processes that involve several systems (for example, a pro-
curement process with an SAP SRM system and an SAP ERP system), it's useful to bundle
the production SAP SRM system and the SAP ERP system together in a solution.

If, on the other hand, you want to use Solution Manager change management, it's
preferable to bundle the development, QA, and production systems of the SAP ERP
landscape together.

Another option is to structure the solutions in accordance with your enterprise struc-
ture (for example, by subsidiary), or based on the geographical locations of the sites
involved.

4.31  Creating a Solution

To create a new solution, follow these steps:

1.

Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TOOLS * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

. On the SOLUTION OVERVIEW — SAP SOLUTION MANAGER screen, click on the
CREATE button. (You may need to go to the solution overview first by clicking
on the corresponding button.)

= Solution Edit  Goto Settings System Help w

& ~14 @@ DHE Do EHE @

Solution Overview - SAP Solution Manager

@ Self Diagnosis

SAP Solution Manager: Active Solutions utormshe Reft esof et
Refresh all |0 Minwtes

[ 8% Switch on All || & Switoh O Al |

‘ Create ‘ ‘ Deactivate H Display Inactive Solutions || Legend -~ ‘

Mo solutions exist; to create a solution, choose Mew'

3. In the SoLuTION field, enter a name that is as meaningful as possible. Select a

language as necessary under ORIGINAL LANGUAGE. Click the CONTINUE button.
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Solution Overview - SAP Solution Manager

38 Self Diagnosis

Create new solution
An SAP Solution Manager solution can contain any components which combine to madel business processes
Enter the following data

« Solution Marne. Chooge a name which indicates which landscape. For exarmple, you could name your solutions after their main business processes or locations.

+ Original Language: The original language determines the language in which the system saves language-dependent objects [e.g. business processes)

Note: Vou can later assign authorizations, with which you can control which users can use the SAP Solution Manager system landscapes which you have specified, for the solution ID generated by the system.

Solution Information

| Solution * [system nsP

|Enhancemem |Release
| Original Language * [English ( EN ) -

4. The new solution has been created. In the OPERATIONS SETUP view, you can
navigate to various maintenance functions from the SOLUTION LANDSCAPE tab.
Choose SYSTEM LANDSCAPE MAINTENANCE.

Solution: System NSP - SAP Solution Manager

Refresh < Self Diagnosis

i
- Solution Landscape  Solution Monitoring~  Best Practices —
Solution Cwerden |

System Landscape Maintenance Project Scoping
‘ou define and manage, for example, systems, servers, databases and RFC ‘ou receive an overiew of projects that are assigned to your solution, create new

cannections which are relevant for your solution projects, or manage projects that have alrsady been assigned

Operations Setup

Operations

o Solution Landscape Maintenance Solution Settings
gy You specify the business processes, interfaces and systems in your salution éﬂ} Edit your solution settings.
‘ou can make settings for the graphical display of the systems and servers

Service Connections
r@ Create sewvice connections for the systems in your solution. Open a temporary
\ senvice connection, sothat a member of SAP Suppont can logon to your systern

Nate for the new solution

The ID of this salution is: 000000505910000

You can assign authorizations for the solution 1D, with which you can determine which users can uge the system landscapes which you specified in the SAP Solution Manager.

Contacts Maintenance ( SELF_COM ) Session 1000000021606 for 21.11.2010 created (NSM)

5. This brings you to a screen displaying the Solution Directory. Here you can define
which systems belong to your solution. Click on DispLAY <-> CHANGE (%) to
switch to change mode.
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= Solution Directory  Edit  Goto Settings Environment System  Help

& | YdEHIC@@ DHE SToH BE @
Display Solution Directory

? Business Pracess Details  Gontacts

|Production System
|8ystem NSP

Solution Structure MNavwigation Role

» 31 System NSP Salution

" Description

Production System -

Systerm Group } Solution Settings

Leading Role ofthe Solution
a¥aLogical Component

‘E\ | & Logical Component |3k System RUIESHQB SystemJ

| Complete Systern Data Replication)|  Related Log. © |
Logical Component Product [Main Instance] ProductVersion Production Systermn Development System Demo Syster

5

) to make an assignment in the LOoGICAL COMPONENT

6. Use the input help (
column.

Edit Goto  Settings Enwironment System  Help

MR @@ CHE fDhoD BER @@

[E  saolution Directary
@ |
Change Solution Directory

s? Business Process Details  Contacts

| Solution Structure || Mavigation Role |Production Systern
» S System NSP Solution 'System MNSP

System Group | Solution Settings | Description |

Production System -

Leading Role ofthe Solution

If Logical Cnmpnnem][% Systern Rnles“QB System“:)}.,Lngical Component
Cump\ete System Data Rep\lcatlun][ Related Log. C.. I
Logical Component Product [Main Instance] Product Version Production Systern Development Systern Demao St

=

I

7. Expand the tree structure, and select the logical component. Choose OK (7).
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Logical Companents per Product Product Wersion Production ... | Developme.. | Demao Syste.. | Training Sys...
v SAPERF
¥ SAP ECC Server
|| AP ERP ECC SERVER |SAFERFE.O NSP:000
P SAFP SOLUTION MANAGER
LI i
[ lIn]l 1)

8. The logical component has been assigned to your solution. Choose SAVE

Then choose Back (&) to exit Solution Directory maintenance.

[Z solution Directory Edit Goto  Settings Enwironment  Systern  Help

Change Soiution Directory

‘? Business Process Details  Contacts

& | MBI C@@ CHE Dho8 BE @

Solution Structure

[Production System
» Sl System NSP

MNavigation Role

Solution 'Syalem MNSP

System Group } Solution Settings } Description |

T —
Leading Role of the Solution Praduction System

& Logical Compunentlﬁ‘ Systermn RulesJ ) System] a¥aLogical Component

@Camplete Systemn Data Rep\icanon”

Related Log. C... |

] Logical Component
SAP ERP ECC SERVER

|

]

Product [Main Instance]
SAP ERP [SAP ECC Server] SAP ERP 6.0

Product Version Production System Development Syste

[REEI)

9. Choose SoLuTION OVERVIEW to display all solutions.

& Sofion Edit Goto  Seftings  System  Help

& ~dB @@ DHE DDLOL EHE @@
Solution: System NSP - SAP Solution Manager

Refresh < Self Diagnosis

4.3

Solution Landscape | Solution Monftoring~  Best Practices

X
Solution Overview ||

System Landscape Maintenance
You define and manage, for example, systems, servers, databases and RFC
connections which are relevant for your solution

‘Operatiuns S

Operations
Solution Landscape Maintenance

You speciy the business processes, interfaces and systems in your solution
You can make settings for the graphical display of the systems and serers

Service Connections
Create semvice connections for the systems in your salution. Open a temporary
senice connection, so that a member of SAP Support can logon to your system

g
&

Project Scoping
You receive an overview of projects that are assigned to your solution, create new
projects, or manage projects that have already been assigned.

Solution Settings
Edit your solution settings

10. The solution you created is now displayed in the SOLUTION OVERVIEW.
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Solution Overview - SAP Solution Manager

1l Self Diaghosis

SAP Solution Manager: Active Solutions Aulmiatic Refieshiof Alorts
Retrash ail [0 Minutes
‘ Deattivate || Display Inactive Solutions | | Legend - ‘ |3&5Wit°h Cmel H a Bty G ‘
Solution Eatly\Watch Alert Reports System Monitoring Business Process Monitoring  Open Tasks Last Alert Refresh
" | System NSP e 1172172010 - 15:34.36 8

Your solution is now created, and its basic configuration has been completed. You
can or, in some cases, must make some additional settings, depending on how the
solution is to be used.

4.3.2 Activating and Deactivating Solutions

Existing solutions may have an active or inactive status. Active solutions are ready
for use in Solution Manager, whereas inactive solutions cannot be used in a pro-
duction environment.

If necessary, you can deactivate a solution and then change its status to active again.
To do this, follow these steps:

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option ToOLS * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. The SOLUTION OVERVIEW — SAP SOLUTION MANAGER screen always opens in the
SAP SOLUTION MAANAGER: ACTIVE SOLUTIONS view. Select a solution to deactivate
it. Click on the DEACTIVATE button.

Soilution Overview - SAFP Solution Manager

@ Self Diagnosis

Automatic Refresh of Alerts

Reiresh all |0 Minutes

| B Switeh On ANl || & Switch O 4l |

SAP Solution Manager: Active Solutions

| Deactivate ‘ ‘ Display Inactive Solutions H Legend < |

Solution EarlyWWatch Alert Reports Swstem Monitoring Business Process Monitoring  Open Tasks Last Alert Refresh
¥ System NSP 1142172010 - 15:34:36 8

3. A message confirms that the solution has been deactivated. To activate it again,
click on the DISPLAY INACTIVE SOLUTIONS button.
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[E  solution Edit  Goto  Settings Systern Help

@ - qH ¢0e SN onoo NE @

Refresh all [0 irwtes
R | T

Selected solutionis) were deactivated

Mo solutions exist; to create a solution, choose Mew'

4. Select the solution, and click on ACTIVATE.

[E soltion Edit  Gaoto Settings Systern Help

@[ == ~dHICGQ@ DHR mhnoo BRI B

Sl ettt el
.

Display Active Solutions
i

[+]

You can also delete solutions in the INACTIVE SOLUTIONS view. Active solutions can't be
deleted, so they must be deactivated first.

5. A message in the SOLUTION OVERVIEW confirms that the solution has been
activated.

Refresh all [0 Minute:

(Bt 1 8 Swien o

Selected solution(s) were activated

[” System NSP 11212010 - 15:3436

You can use this function to deactivate solutions that aren't currently in use.
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4.3.3 Self-Diagnosis

A self-diagnosis function is available to allow you to monitor the configuration
of Solution Manager and the solutions you create. This function detects potential
problems caused by incorrect or missing configuration settings. In addition to an
overview of system vulnerabilities, the self-diagnosis function also offers specific
instructions about how to deal with these.

1. Enter Transaction "SOLUTION_MANAGER", and press the key (or select
the menu option TOOLS * SAP SOLUTION MANAGER * SOLUTION_MANAGER -
SOLUTION OPERATION).

2. To open your solution, click on the system's link (for example, SySTEm NSP) in
the SOLUTION column on the SOLUTION OVERVIEW — SAP SOLUTION MANAGER
screen.

Solution Overview - SAFP Solution Manager

@ Self Diagnosis

SAP Solution Manager: Active Solutions Automerle RefreshionAlerts
Refresh all |0 Mirutes
[ Copy | [ Deactvate | Disalay nactive Solutions | [ Legena — | 38 Swich on All| [ & Swich oAl
Solution Early¥Watch Alert Reports System Monitoring  Business Process Monitoring Open Tasks Last Alert Refresh
™ | System NSP 11212010 - 15:34:36 &

3. Click on the SELF D1AGNOSIS button.

Refresh & Self D

Solution: System NSP - SAP Soiution Manager

agnosis

X
Solution Overview |

Solution Landscape  Solution Monitaring ~  Best Practices —

Operations Setup

System Landscape Maintenance Project Scoping
You define and manage, for example, systems, senvers, databases and RFC Vou receive an overiew of projects that are assigned to your solution, create new
VL

connections which are relevant far your solution projects, or manage projects that have already been agsigned

Operations

3 g Solution Landscape Maintenance Solution Settings
D Vou specify the business processes, interfaces and systems in your solution é@ﬁ Edit your solution seftings
You can make settings for the graphical display of the systems and severs.

Service Connections
%Q: Create senice connections for the systems in your solution. Open a temporary
semvice connection, so that a mermber of SAP Suppart can logon ta your system.

4. To start self-diagnosis, click on EXECUTE.
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= Self Diagngsis  Edit  Goto System Help

e[ -(HIcee CHK fnoT D O

5. Choose YEs to confirm the dialog box.

-— e ee———————————————
= Self Diagnosis  Edit  Goto System  Help

¢TI qHIC@@ I CHE o oaR ME 9B

Restart Self-Diagnosis Mow?

Yes ][ o ] [ % Cancel |

6. Choose REFRESH to display the result of self-diagnosis. Check whether any critical

alerts (@) or warning messages (£4) have occurred.
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[& gelfDiagnosis  Edit  Golo  System  Help
< FdABC@@ DHE DDhOH AR @m
Solution: System NSP - SAP Solution Manager

Self-Diagnosis for Solution: System NSP - SAP Solution Manager

Summary of Last Self-Diagnosis Results

1@ very Critical Alerts: 1 1@ Very Critical Functionaltiss: 1
0 Uncritical Alerts: 2

Seftings
Status Message Text Alert Group

@ SDCCM in satelite systems, errors or cannot be checked Communication

[u] Service Level Reporting is not st up for this sobdion Consistency

a Soltion Repastary is consistert Consistency
Details Impaired Functionalities

7. Click on an alert to view the details of the message and the proposed solution.

[E SeliDiagngsis  Edit  Golo  System  Help
] YiBICQ@@ CHE o0od BE @m
Soiution: System NSP - SAP Solution Manager

Self-Diagnosis for Solution: System NSP - SAP Solution Manager =

Summary of Last Self-Diagnosis Results

@ Wery Critical Alerts: 1 1@ wery Critical Functionaliiss: 1
O Unertical slerts: 2

Seffings
Message Text Mert Groug
SDCCHin satellte systems, errors o cannot be checked Communication
Servioe Level Reparting is not set up for this solution Consistency
@ Solution Repository is consistent Cansistency
Details Impaired Functionalties

Strategy for Resolving this Alert

Creste or repair the connection to the affected systems in the transaction SMSY
Details of this Alert:
1. No RFC connection to the Solution Manager in the system NSM SDCC

Message no. DIMOPDED

There is no RFC connection to the Solution Manager in fransaction SDCCH in system NS, s no EarlyWatch Alerts can be created for this system inthe Solution Manager
Procedure

Generate & cannectian from system NSM to the Soltion Mansger (BACK destination] In the Soltion Marager transaction SWSY, Enter this connection in SDCCH in system NS,
2 . System NSM sends EarlyWatch Alert data to SAP

Message no. DSMOP2T1

Diagnosis
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Check the error and warning messages that occurred, and eliminate the errors in
accordance with the solution description on the DETAILS tab. Then execute a self-
diagnosis again to verify that the errors have been eliminated.

4.4 System Administration

System administrators are likely to be most interested in finding out about the
functions provided by Solution Manager for administration and technical admin-
istration of the SAP systems.

SAP Solution Manager covers the following areas:

> Central system administration
> Central system monitoring (CCMS Alert Monitoring)
> EarlyWatch Alert (or service level reporting)

This section describes how you can use these functions for the administration of
your system landscape.

4.41 Central System Administration

Central system administration helps you plan and execute administration tasks that
arise in the systems within your solution.

The standard delivery of SAP Solution Manager contains predefined packages of
tasks, which reflect the typical range of tasks that a system administrator is required
to perform. These task packages provide checklists, which relate most directly to
the system administration wizards (Transaction SSAA) described in Chapter 2, Sec-
tion 2.4. You can plan these tasks centrally for all of your systems from Solution
Manager. RFC connections allow you to navigate to the system in which you want
to execute a task and start the relevant transaction automatically.

In addition to these standard tasks, you can also define your own tasks and add
these to your task list.

Setting Up Central System Administration

You need to make some specific settings before using central system administration:
To do this, follow these steps:
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1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option ToOLs * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SoLuTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

@ Self Diagnosis

Automatic Refresh of Alerts

Refreshall [0 Minutes:

[ % Erwitch on Al || & Switeh oAl |

SAP Solution Manager: Active Solutions

| Deactivate ‘ ‘ Display Inactive Solutions ‘ ‘ Legend |

Solution EarlyVWatch Alert Reports System Monitoring  Business Process Monitoring  Open Tasks Last Alert Refresh
" System NSP & 1172172010 - 15:34:36 8

3. Select the SOLUTION MONITORING tab in the OPERATIONS SETUP view.

|-

[& sowton  Edit  Goto System  Help

(v FldBICee SHE Bnas

Settings

HE @@

Solution: Systemn NSP - SAP Solution Manager

Refresh £ Self Diagnosis

X
Solution Overview | |

Solution Landscape | Solution Monitoring ~  Best Practices

System Landscape Maintenance
@ You define and manage, for example, systems, servers, databases and RFC

Operations Setup connections which are relevant for your solution.

Operations
O o Solution Landscape Maintenance
Oify” You specify the business pracssses, intsrfaces and systems in your solution
0" You can make settings for the graphical display of the systems and servers

Service Connections
@]: Create senice connections for the systems in your solution. Open a temporary
sevice connection, so that a member of S4P Support can logon to your system

Project Scoping
You receive an overview of projects that are assigned tn your solution, create new
projects, or manage projects that havs alteady been assigned

Solution Settings
éj& Edit your solution settings

4. Click on the SYSTEM ADMINISTRATION subitem. Under SERVICE, select CENTRAL

SYSTEM ADMINISTRATION.

Solution: System NSP - SAP Solution Manager

Refresh & Self Diagnosis

Solution Landscape | Solution Monitoring -~

Salution Overview ||

Best Practices
EarlyWatch Alert | Sewice Level Reporting | Systern Monitoring | System Administration | Business Process Maonitoring

Operations Setup
Service /

Operations & Central System Administration

Best Practice Documents
Best Practice ¢

Manitaring Graphic

E] Backup/Recovery far mySAP . com Landscape

Date
117212010

System
MEP
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5. This brings you to the initial screen of Central System Administration. In the
tree structure displayed in the left screen frame, follow the path CENTRAL Sys-
TEM ADMINISTRATION * ADMINISTRATION ENVIRONMENT, and click on CHOOSE

ADMINISTRATION AND MONITORING WORKAREA.

[E sessioncomponents  Edit  Golo  System  Help

& ~14 CAQCHE foon BR @@

Change "Central System Administration - System NSP"

[S=i==g

[ HTML document | B wiord document | [FAtachments

ER action List

~ (§ Central System Administration

~ CF Administration Environment
+ (g choose Administration and Monitoring Workarea
- CF Tasks View Master
+ (g Task Description
- Cf Report Content
+ (F overdue List J Due Date List
- CF Issues - Relevant for System

» (¥ General Session Customizing

» o NSP

« (g cover Page

Central System Administration

Central System Administration has a hierarchical tree strusture that groups important system and component administration tasks into logical
areas

The tool simplifies the job of the administrator and other members of the SAP administration and maintenancs team by providing a pre-
configured view of the administration processss

Purpose
To monitor task schedules, task logs and their status, and un tasks for related systems,

Nonanding an the varinne QAP cwatom fynee_snorial ramnnnent.cnacific administratian tacks ara nonsratod

CgAutamatic rating || o Green ([ vellow | (71 Load Defaults for Landscape

B

[@][=p ] [E+ nest open check || [5.] | (3% Options 4]

6. Select a standard view for the administration tasks (for example, ALL TASKS),

and click on SAVE (

[& sessioncomponents  Edit  Goto  Systern  Help
& B @ CHBE Doy BE @@
Change "Central System Adminisiration - System NSP"
EIHTVL dosument | @wvord document | [FlAtachments | ERAction List
~ CF Central Syster Administration B
~ CF Administration Environment Choose A ation and itoring Workarea

- Cf Choose Administration and Monitoring Workarea
- (F Tasks view Master Purpose [l
- C§ Task Description To display the different views in the central system administration session that can help you wark more effectively

- C§ Repont Comtent
- CF overdue List J Due Date List
+ (% Issues - Relevant for System
» C§ General Session Custamizing
P o/ NSP
- Cf Cover Page

Procedure

“Views for and Monitori " Tahle

By selecting one of the predefined views, you can display different aspects of the administration structure
You can change the view in the ‘administration and monftoring work atea’ without losing data

To call multiple views, select the desited view within the work area table and save the check

C§To Do || Done |

[&][=] [T+ nextonen enesk || [¢54]

‘iews for Administration and Monitoring WarkArea | Content of Task Structure

Views

Choose
Entite (independent oftah Content of Task Structur) 5]
il Tasks (dependent oftab Content of Task Structure)
All Scheduled Tasks

Tasks Worklist =]
Hourly Open
Daily Opan O
‘Weekly Open [m]
Monthly Open
‘early Open O
Performed Tasks 0
Scheduled Open Tasks 0
Scheduled Performed Tasks
Due Diate Tasks
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[+] Other Options

In the ADMINISTRATION ENVIRONMENT structure, you can use additional settings to adjust
the display of central user administration to meet your specific requirements. The avail-
able documentation about the individual points discussed earlier provides more detailed
configuration instructions.

7. Select the menu option CENTRAL SYSTEM ADMINISTRATION * GENERAL SESSION
CusTOMIZING in the left screen frame. Pay particular attention to the status of
the CHEck RFC DESTINATIONS task, to ensure that the connection to the target
system is working.

[ sessioncomponerts  Edit  Goto  System  Help '_

@[ rdBieee SHR nuo0 BRI @B
Change "Centrai System Administration - System NSP"

[EIHTML document | Bword dosument | [1Atachments | R Action List

~ C§ Central System Administration

» C§ administration Environment

~ C§ General Session Customizing
+ C§ Copy Customizing
+ o Check RFC Destinations
+ o Customize Task Log Book and Task Log History
- C§ Restore Session Data from former Session

> o NSP

- o CoverPage

C8 Autorntic rating (Red) || Green || vellow |[ERed
[&][=] @+ nexonen check || [E.]
()i ()] =) @LE

Status SID|Installation No |RFC Desfination
NSP  DEMDSYSTEN |BM_NSPCLNTOD0_READ

[ ! ] RFC Destination for Central System Administration

You can't manage your target system from Solution Manager without a functioning RFC
connection. Check the status of the connection, or enter a new connection if one does
not already exist.

8. Next, select the tasks that need to be performed on a regular basis in the target
system, and define an appropriate execution interval for each task. Expand the
tree structure of your system (for example, NSP) and a task group (for example,
GENERAL BASIS ADMINISTRATION TASK GROUP). Position your cursor on a task,
for example, CHECKING FOR ABAP SHORT DUMPS.
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T R WEED ]

(7 MK COQLCHERE ohod RA @@

Change "Central System Administration - System NSP"

[ WL docurnent | word document | B atachments | EBaction List

v (8 central System Administration B
» C§ Administration Enviranment Checking for ABAP Short Dumps
» C§ General Session Customizing
¥ o NSP Transaction ST22

~ + General Basis Administration Task Group
+ CEMS Systern Monitoring (General Monitoring Funi|| A list is displayed with short dumps. This list contains the time and the host name and an error text. By double-clicking any line, you display
detailed information about the cause, where the emor occurred and possible suggestions for sohing the problem

o Checking for Update Errors
o Checking Lock Entries Checking for ABAP Short Dumps
o Checking Batch Input Sessions
& TWS: Checking the Transport Management Syster|| Transaction 8722
o Sending System Messages

: g:;’;‘:«:g‘:%:éz‘:’g:ﬂzﬁa S = Automaic Raling (4l Tasks Performed) | [« Al Tasks Performed || iark Task || Delete wark || (@ Stan 5722 | (8§ Create Issue |[[T] Load Def: »
 Operation Modes: Dynamic Operation S

 Operation Modes: Manually Switching Modes €[ ]I[8 - nexopen check 1 @] [Z opions

¥ Spool: Gutput Devices in the SAP Spaol System

+ Spaol: Checking Sposl Outaut Requests for Enors |« TaskList | Task Log Book 3 Task Motepad 3 Company Specific Task Description

 Spook Check Temse
o Jabs: Scheduling Johs I
o dabs: Chesking Backoround Johs Y EMETA
 Profile Genarator: CreatingMalntaining Reles Status Task Frequency [Due Date Done |Comment for Log Bk Date| Time User
o Users: Checking System Wide User Activities o Checking for ABAP ShartDumps not active [m]
o Users: User Administration
o Users: Finding Missing Authorization
 Users: Checking Security Audit Log
o Users: List Locked Users
 Support Package Manager
+ SAP Addon Installation Tool

» o Database Administration Tack Group

» o Ferformance Monitoring Task Group

o Customer Task Area

- C§ CoverPage

9. The top-right screen frame shows a description of the task, and specifies the
transaction in which the task is executed (for example, ST22). You configure
the task in the frame below this. The FREQUENCY column on the TASK LisT tab
specifies by default that the task’s execution interval is NOT ACTIVE. Open the
input help (

& scesneoporens £ g o oo e,

& ~|d Ca CHRE oDLY BE @B

Change "Ceniral System Administration - System NSP"

[ HTML dogument | Bwiord dosument | (] Attachments

w Cg central System Administration B
» C§ administration Emvironment Checking for ABAP Short Dumps B
» (§ General Session Gustomizing
~ o/ MSP Transaction ST22

w o General Basis Adriinistration Task Group
o COMS Systern Monitaring (General Monitaring Funif| A list is displayed with short dumps. This list contains the time and the host name and an error text. By double-clicking any line, you display
detailed information about the cause, whers the eror ooeurted and possible suggestions for solving the problem

o Checking for Update Errors _
 Checking Lock Entries Checking for ABAP Short Dumps
 Checking Batch Input Sessions
 TMS: Ghecking the Transport Management System || Transaction ST22
+ Sending System Messages

: g:!"‘:"‘!‘:fnzézf'g:&‘i I e Automalic Raing (Al Tasks Performed) |+ All Tasks Perfarmed | Mark Task ][44 Delete ark || (@ Start 6722 | 38 Creats Issue | I Load Defe »
 Operation Modes: Dynamic Operation e =

 Oneration Mades: Manually Switching Modes [€][=]1[B+ nestonen enack |1 [G8.] | [FL0tons

 Spool: Output Devices in the SAP Spoal System

o Snool: Checking Spool Output Requests for Emors| </ TaskList | Task Log Book |~ ETask Notepad [ company Specific Task Description
+ Spool: Check Temse
+ Jobs: Scheduling Jobs 3|
 Jobs: Checking Background Jobs () B[]
& Pl Caeh E e s Status Task Frequency [Due Date| Done |Comment for Log Book Date| Time User
o Users: Checking System Wide User Activties o Checking for ABAP Short Dumps not active ) o
o Users: User Administration
& Users: Finding Missing Authorization
o Users: Checking Security Audit Log
o Users: List Locked Users
+ Suppert Package Manager
 SAP Addon Installation Tool

» o Datahase Administration Task Group

b o Ferformance Monitoring Task Group

 Customer Task Area
+ (C§ CoverPage
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10. Select the required execution frequency in the drop-down list (for example,

Period =
hourly

daily

weekly

monthly

yearly

every 1 hour

every 2 hours

every 4 hours

every B hours

eveEry 8 hours

every 10 hours

every 12 hours

every 24 hours

every 1 day

every 2 days

every 3 days

every 4 days

every 5 days

every § days

every 7 days

every 1 week %
every 2 weeks i

11. Choose SAVE (
the relevant task in the tree structure.

to save your settings. The 9 icon is now displayed next to

[ Sessioncomponents  Edit  Goto  System  Help

(4 B SHE o8 BRI QB

Change "Central System Administration - System NSP"

B HTML document | Blword document | Batachments | Elaction List

(==

~ C§ Central ystern Administration

» C§ Administration Environment checking for ABAP Short Dumps
» C§ General Session Customizing
¥ de NP Transaction ST22

~ = General Basis Administration Task Group

- o Checking for Update Errars
+ ¢ Checking Lock Entries Checking for ABAP Short Dumps
o Checking Batch Input Sessions
- o TMS: Checking the Transport Management System|| Transaction ST22
- o Sending System Messages

o COMS Systern Manitoring (General Monitoring Fur || A list is displayed with shert dumps. This list contains the time and the host name and an eror text. By double-clicking any line, you display
+ e Checking for ABAF Shart Dumps detailed infarmation abaut the cause, where the emar occurred and possible suggestions for sahing the problem

=]

¢ Maintaining System Frofiles

eAutomatic Rating || o All Tasks Performed || [N Mark Task | [f7Delete Mark || [BrStart 5722 [ Create Issue |[[1 Load Defautt Frequencies | »

- o Operation Modes: Creating a New Operation Mode

- o Operation Mades: Dynamic Operation = —

- Operation Modes: Manually Swite ing Modes & (= I [E - nextopen check | (@] [Foptions 4
+ o Spool; Output Devices inihe SAF Spool System
- o Spool: Checking Spool Output Requests for Errors | TaskList | TaskLon Book | B3 Task Notepad

4 Company Snecific Task Description

- o Gpool: Check Temse
(R

- o Jobs: Scheduling Jobs
- ¢ Jabs: Checking Backaround Johs
- Profile Generator: CreatingMaintaining Roles Status Task Frequency
+ o Users: Checking Systern Wide User Activities e Checking for ABAP Short Dumps every 2 hours
- o7 Users: User Adrministration
+ ¢ Users: Finding Missing Authorization
- o Users: Checking Security Audit Log
- o Users: List Locked Users
- o Suppon Package Manager
- o SAP Adden Installation Tool

¥ o/ Databiase Administration Task Group

» o Performance Manitoring Task Group

- o Custormer Task Area

+ § Cover Page

Due Date

Done

Comment for Log Book Date Time User
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12. SAP also provides default frequencies for the individual tasks, which you can
choose to accept. Select another task, and choose OPTIONS * LOAD DEFAULT
FREQUENCIES in the lower screen frame.

[S==

[ Session components

(4

Edit  Goto

-4 CEQ CHRE DDon EE @®

System  Help

Change "Central System Administration - System NSP"

[E HTvL docurnent | @ward document | B attachments | EBAction List
~ CF Central System Administration -
» (C§ Administration Environment Checking Lock Entries

» CF General Session Custemizing
¥ gz NSP
~ T General Basis Administration Task Group

- o GOMS Systern Manitoring (General Montaring Funy
+ & Checking for ABAF Short Dumps

- o Checking for Update Erors

Bl Check ntri

- o Gheking Batch Input Sessions

- o TME: Checking the Transkort Management System)

- o Sending System Messages

+ o Maintaining System Profiles

Transaction Shi12

The SAP System is equipped with a special lock mechanism that synchronizes access to data on the database. The purpose of the lock
mechanism is to prevent twa transactions fram changing the same data en the database simultaneously. Lock entries are usually set and
deleted automatically when user programs access 3 data object and release it again

The purpese of lock management is to monitor the lack logic of your system. You can determine the lacks that are curently set, Lacks for
wihich the backup flag is sef (because they have already been transferred to the update task) are highlighted. This enables you to detect and
rextify problems, for example, by deleting locks that are no langer required

K]

- o Operation Modes: Greating a New Operation Mode
+ o Operalion Modes: Dynamic Operation

- o Operation Modes: Manually Switching Modes
o Epool: Output Devices in the SAP Spool Systern

eAutomatic Rating (41l Tasks Performed) || All Tasks Performed |[[Ng Mark Task [ /&7 Delete Mark || [ & Start Sht12 | [ Create Issue |[ ] Load e »

[&][=> ]I [E + nest apen check || [¢8.] | (25 options

Start SM12

- o Spool: Checking Spool Output Requests for Erars
* o Spoul: Check Temse
- o Jobs: Stheduling Jobs
* o Johs: Checking Background Jobs
- o Profile Generator: Creatingihtaintaining Roles
+ o Users: Checking Systern Wide User Activilies
- o Users: User Administration
+ o Users: Finding Missing Authorization
- o Users: Ghetking Security Audit Lag
+ o Users: List Locked Users
- o Suppon Package Manager
+ o SAP Addon Installation Tool
» o Datahase Adrinistration Task Graup
» o Perfarmance Monitoring Task Group
- o Custorer Task Area
- C§ Cover Page

TaskList | TaskLogBook

(ENEIER Clear Log Book of Task

Status Task Frequency DueDate Done  Commentfor Log Book Date Time User
& Checking Lock Entries not active =]

(B Createssue fic Task Description

Load Defautt Frequencies

13. Answer YEs to the confirmation prompt.

res

14. The default frequency has been entered. You can use the input help to change
your setting at any time. Define an execution interval for all tasks you want to
use. Then choose BACK (&€2) to exit this view.
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& Session components  Edit  Goto  Systern Hel

@ -4 CeQLHR DO BE @B

Change "Ceniral System Administration - System NSP"

[ HTML document | B word document | B Attashments

[EB Action List

w (C§ central System Adrinistration
» (8 administration Environment
» (8 General Session Custornizing
v e NSP
~ T General Basis Administration Task Group
- of COMS Systern Manitering (General Monitoring Fur:
+ Jfe Checking for ABAP Short Dumps
e Checking for Update Errors
2 k Entr
- o Checking Batch Input Sessions
- o TME: Checking the Transport Management Systerm
- o Sending System Messages
+ ¢ Maintaining System Profiles
* o Operation Modes: Creating a New Operation Mode
+ o Operation Modes: Dynamic Operation
+ o Operation Modes: Manually Switching Modes
- o Spool Output Devices inthe SAP Spool Systern
+ ¢ Spool Checking Spool Output Requests for Errors
* o Spool Check Temse
+ o Jabs: Scheduling Jobs
- s Jobs: Checking Background Jobs
+ o Profile Generatar: Creating/Maintaining Roles
+ ¢ Users: Checking System Wide User Activiies
+ o Users: User Administration
+ o Users: Finding Missing Authorization
- o Users: Checking Security Audit Log
- o Users: List Locked Users
- o SupportPackage Manager
o SAF Addon Installation Tool
~ e Database Administration Task Group
+ o Database Backup Planning and Executing
- e Monitoring Backup Logs (Overview)
+ o Datahase Analyze tasks
+ Jfe Database Chetk
* o Monitoring Database
» o Performance Monitaring Task Group
- o Customner Task Area
- C§ CoverPage

Checking Lock Entries
Transaction SM12

The SAP System is equipped with a special lock mechanism that synchronizes access to data on the database. The purpose of the lack
mechanism is to prevent two fransactions from changing the same data on the database simultaneously. Lock entries are usually set and
deleted automatically when user programs access a data object and release it again

The purpose of lack management is to maritor the lack lagic of your system. You can determine the lacks that are currently set. Locks for
which the backup flag is set (because they have alieady been transferred to the update task) are highlighted. This enables you to detect and
rectify problems, for example, by deleting locks that are no longer required

|

[Tzutomatic Rating ||+ All Tasks Perormeq |[P Mark Task | [/ Delete tark || (@ Start w12 |[ 488 Create tesue |[[T1Load Default Frequencies | »
h

[ ][=>]| [E+ nextopen check || [@ 4] [ optians
 TaskList Task Log Book

Bl Task Motepad S Company Specific Task Description

ClENEE=R

Status Task Frequency Due Date
&= Checking Lack Entries daily

Done | Gomment for Loy Book Date Time User

[+]

If you want to remove a task from your task list, select the NOT ACTIVE entry from the

input help

15. On the initial screen,

) in the FREQUENCY column.

an additional AcTIVITIES column is now displayed for the

CENTRAL SYSTEM ADMINISTRATION service, which you can use later to navigate
to the activity report.

Refresh & Self Diagnosis

Solution: System NSFP - SAP Solution Manager

Solution Landscape S

E3
Solution Overvigw |

EarlyVWatch Alet | Service Level Reporting | System Monitoring | System Administration | Business Process Monitoring

olution Monitoring <>  Best Practices —

‘Operaliuns Setup

Sevice /

Operations & Central System Administration

Best Practice Documents
Best Practice #

Maonitaring Graphic

Date
121200

] Backup/Recovery for mySAP.com Landscape

Activities

B &

System
NSP

You've now created an administration plan for your system, consisting of tasks that
are to be processed on a regular basis. If the tasks provided in the SAP standard sys-
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tem are not sufficient, you can create and schedule new tasks of your own. As soon
as your task list is complete, you can use it to process and monitor your tasks.

[+]

When you have finished making administration settings for a solution, you can copy this
configuration to other solutions by choosing CENTRAL SYSTEM ADMINISTRATION ® GENERAL
SESSION CUSTOMIZING * CoPYy CUSTOMIZING in the tree structure.

Defining Your Own Tasks
You can define your own tasks to enhance the task catalog provided by SAP or to
create a completely new user-specific administration plan.

To create your own tasks, follow these steps:

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TOOLS * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SoLUTION column on the Soru-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

1@ Self Diagnosis

SAP Solution Manager: Active Sclutions £aromatic Refrosh ot Alerts

Refresh all [ Minutes
| Deactivate || Display Inactive Solutions || Lepend - | [ @witon on || § switsh ora |
Solution EarlyWWatch Alert Reports Swstem Monitoring Business Process Monitoring Open Tasks Last Alert Refresh
™ System NSP 112142010 - 15:34.36 8

3. Select the SOLUTION MONITORING tab in the OPERATIONS SETUP view.

Solution: System NSP - SAP Soiution Manager

Reftesh O Seff Diagnosis

3
Solution Landscape | Solution Monitoring—  Best Practices —
Solution Overview|[

System Landscape Maintenance Project Scoping
You define and manage, for example, systems, servers, databases and RFC You receive an overriew of projects that are assigned to your solution, create new
Y

Operations Setup connections which are relevant for your solution projects, or manage projects that have already been assigned.
Operations

[ Solution Landscape Maintenance 7 Solution Settings

O 0" ¥ou specly the business processes, interfaces and systems in your solution éﬂ‘ Edfit your solution settings

=) You can make settings for the graphical display of the eysterms and servers

’\ Service Connections
@}D}; Create senice connections for the systems in your solution. Open a temporary
semice connection, so that a member of SAP Support can logon to your systerm
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4. Click on the SYSTEM ADMINISTRATION subitem. Under SERVICE, select CENTRAL

SYSTEM ADMINISTRATION.

Solution: Systemn NSF - SAFP Solution Manager

Refresh O Self Diagnosis

Best Practices =

Solution Landscape | Solution Monitoring -

Solution Overview

g7

Early¥Watch Alert | Service Level Reporting | Systern Monitoring | System Administration | Business Process Monitoring

Operations Setup
Service / Date

Operations & Central System Administration 117212010

Best Practice Documents
Best Practice /
= Backup/Recovery for mySAP.com Landscape

Wonitoring Graphic

Activities

B ®

System
MHEP

5. Position the cursor on the entry for your system (for example, NSP) below the
CENTRAL SYSTEM ADMINISTRATION node in the tree structure. Open the DEFINING

USER TASK AREA tab in the bottom-right screen frame.

Change "Central System Administration - System NSP"

B HTML document | B word document | B attachments | EBAction List
Bl CE Central System Administration
» CF Administration Environment NSP

» C¥ General Session Customizing

Purpose

- CF cover Page To add and complete general system Customizing settings for the administration environrment

“Load Default Frequencies” Pushbutton

Make sure that you [oad the "SAP Default Frequencies” for the SAP system or assign your own defined frequencies to the tasks when you set up systerm
administration initially. The default setting of the "Task Frequency” in the task list for each task is "MNot Active"

[Tz Automatic Rating [+ All Tasks Performed |[Jag Mark Task || 7 Delete Mark || [ 8 Create Issue | Refresh Status of 41l Tasks || ] Load Default Frequencies

[@][=]I [E1+ next open check || [ .] | [ Options .|
- Involved Components - Defining User Task Area Defining User Task Groups

- Assigning User Tasks ~ Name Customer Area

System Type

(2| [O][E2][E]1 381 (=) B

User Task Area (max. 40 char)

Alias User Task Area Name

6. Choose ApPEND Row () or INsErRT Row ([E]) to add a new row to the table, or
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Change "Central System Administration - System NSP"

[B HrwL document | Eword document

Hattachments [EE Action List

- Cﬁ Central Systern Administration
» (8 Administration Enviranment
» Cﬁ General Session Customizing

- (B cover Page

NSP

Purpose
To add and complete gensral systern Customizing settings for the administration environment.

“Load Default Frequencies” Pushbutton
Make sure that you load the "SAP Default Frequencies” for the SAP system or assign your own defined fregquencies to the tasks when you set up system
administration initially. The default setting of the "Task Frequency® in the task list for each task is "Not Active”

e Automaic Rating ||« All Tasks Performed |[RaMark Task | 2 Delete Mark || [ Create Issus | G Refresh Status of All Tasks || [ Load Default Frequencies

[@[3} | I +nextopen check ] | | IjF Optiong ‘J

System Type Involved Components Defining User Task Area 1 Defining User Task Groups Assigning User Tasks -~ Mame Custormer Area
(2] (O] )] [Z.] @

User Task Area [max 40 char) Alias User Task Arsa Nama
Task Area NEF

7. Switch to the DE
new row:

> USER TASK ARE

FINING USER TASK GROUPS tab. Enter the following data in a

A: Use the input help to find the task area you have just created

(for example, Task Area NSP).

» Task GROUP DESCRIPTION: Enter a description that is as meaningful as possible
here (for example, “Message Server")

AcTION: Enter the action to be executed, for example, “SMMS".

> AcTION TYPE: Select the relevant action type for the action in the drop-down
list (for example, TRANSACTION).

Choose SAVE ) to save your entries.

The following action

> PROGRAM

[+]

types are available for user-defined tasks:

A specific report is executed.

> TRANSACTION

A transaction is executed.

> URL
An Internet addre

» OTHERS

ss or file path is opened.

No action is defined.

If you select OTHERS, the task is not assigned to an action that can be executed directly.

This action type can
but are still essential

be used, for example, for tasks that are not executed in the system
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Change "Central System Administration - System NSP"
[Z) HTML dacurment

Waord docurnent [ attachments [EE Action List

- (E Central System Administration
» C§ Administration Erviranment NSP
» @Generalﬁessmm Customizing
'

- g Cover Pae

Purpose
To add and complete general system Customizing settings for the administration enviranment.

“Load Default Frequencies™ Pushbutton

Make sure that you load the "SAP Default Freguencies” for the SAP system or assign your own defined frequencies to the tasks when you set up system
administration initially. The default setting of the "Task Fregquency” in the task list for each task is "Mot Active”

e Automatic Rating | [+ All Tasks Performed ||[lig Mark Task || Delete Mark | | [ 48§ Create Issue ||{EIRefresh Status of All Tasks |[I[] Load Default Frequencies

[€=][=]| [E+ next open check || (@ 4] | [27 options 4|

Systerm Type Involved Cormponents Defining User Task Area

51

UserTaskArea  TaskGroup Description (max. 40 char) Action  Action Type
Task Area NSP Message Server

Defining User Task Groups } Assigning User Tasks Mame Customer Area

Alternative RFC Destination Rename User Task Gro
SmuS  Transaction &) 0O
=] 0

n =1

8. Open the ASSIGNING USER TAsks tab. Use the input help to select the task group

you defined in the previous step. Enter a name for the task in the USER TASK
column (for example, “Check Message Server"). Choose SAVE

Change "Cenlral System Administration - System NSP"
[Z] HTML document

wiord document | [Hattachments | [EE Action List

- CE Central Systern Administration
» Cf administration Environment NSP
» C§ General Session Customizing

Purpose
- (§ Cover Pags To add and complete general systerm Customizing settings for the administration ervironrment

“Load Default Frequencies” Pushbutton

Make gure that you load the "SAP Default Freguencies” for the SAP eystemn or assign your own defined frequencies to the tasks when you set up system
adrinistration initially. The default setting of the "Task Frequency” in the task list for each task is "MNot Active”

e Autornatic Rating || o A1l Tasks Parformed | [Jig Mark Task || & Delets Mark || [ Create Issus || Retresn Status of All Tasks |[I] Load Default Fraquancies

[4=][=]| [E+ next open check || [ | [ ontions .|

Systemn Type Involved Components Defining User Task Area

In]

User Task Area User Task Group UserTask
Tagk Area NEP Wessage Server

Defining User Task Groups Assigning User Tasks ‘Name Cusiomer Area

Action Action Type RFC Destination
Check Message Server SMMS  Transaction

9. Your task has now been created. To assign an execution frequency to the task,

expand the tree structure in the left screen frame: NSP » CUSTOMER TASK AREA *
TASK AREA NSP ¢ MESSAGE SERVER.
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B HTL document | Bwiord document | Battachments | EBAction List

w o TaskArea NSP

e Aulomatic Raling (A1l Tasks Performed) || o All Tasks Performed || g Mark Task |[f7Delete mark || [E stan smms [ create 1ssue
[:][:]\ [E+ next open check || |@=Ommna 4

@) ELI@EE
Tach | | ' | | el
Check Message Sewer‘nmactwe | O ‘ | ‘ | |

10. Enter an interval (for example, “Daily”) in the FREQUENCY column as described
previously, and choose SAVE to save your entry.

[B HTuL document | Bwword document | B Atachments | EBaction List

w o TaskArea MSP

T=Automatic Rating (Al Tasks Performed) ||+ All Tasks Performed || g Mark Task |[ 2 Delete Mark || (B Start Shims |[ 5 Create 1ssus
= || &+ next open check || | [2% Options .|

El M ERTA

. | I I [ {Date] i ination
W CheEkMesaageSewer‘mnlamwe ‘ | O ‘ | ‘ | |

You can use your newly created task in exactly the same way as a standard SAP

task. As soon as you assign an execution frequency to it, it becomes part of your
task list.

Executing a Task Directly [+]

If you want to execute the task immediately to test it, choose OPTIONS ¢ START <ACTION>.
The transaction or other action will be displayed here in place of <Action>, for example,
START SMMS. When you execute the task, you navigate automatically from Solution Manager
to the target system, and the transaction is started in the system you want to manage.
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Monitoring and Processing System Administration Tasks

After you create a task list for your SAP systems, you can begin regular operation
of your system landscape. In other words, you use Solution Manager to process
the tasks at the defined intervals.

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option ToOLs * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SoLuTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

1@l Seff Diagnosis

Automatic Refresh of Alerts

SAP Solution Manager: Active Solutions
FRefreshall ’0_ Minutes
‘ Deactivate H Display Inactive Solutions H Legend = |
Salution Early\Watch Alert Reports Systern Monitoring  Business Process Manitoting Open Tasks Last Alert Refresh
I™ | System NSP o 1172102010 - 15:34:36 &

3. Select the SYSTEM MONITORING/ADMINISTRATION tab in the OPERATIONS view.
It displays an overview of the systems for which administration tasks are to be
executed. The task icon changes to indicate when tasks are due to be executed.
Click on DispLAY OPEN TAsKks (&)

Solution: System NSP - SAP Solution Manager

Refresh & Self Diagnosis

F3
Solution Monitoring ~  Semice Desk ~  Change Management —  Solution Reporting ~  Service Plan—  Issus Managsment —
EarlyWatch Alet | Serice Level Reporting | System Monitoring / Administration | Business Process Monitoring

BE B Status: W @ HW @ BP @ B qow B

Solution Overview

=

Operations Setup

System Overview - Current Status

Operations

Setup System SAP ERP - NSP
Manitaring

il

SAP ECC Server

4. A table showing the open tasks is displayed. To open a task (for example, CHECK
MESSAGE SERVER), click on the corresponding link in the NAME column.
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Refresh & Self Diagnosis

Shilita Ovemew"v Service Desk = Change Management == Solution Reporting = Service Plan = |ssue Management =
Opetations Setup
_ Tasks for SAP ECC Server {( SAP ERP -N3SP)
Narte. (Frequeney  Dusen  LastProcessor  LastExecuzdon  Stetus |
;T,ﬂ?ﬂ;tem @ Checking for ABAP Short Durnps every 2 hours ®
8 Check last Database Backup daily [C]
e Check last Database Log Backup daily ®
@ Checking Background Jobs daily [C]
o Checking Lock Entries daily O]
& Checking for Update Errors daily [C]
@ Evaluating Results of DB Check daily ®
o Monitor Database Log Space Usage daily [C]
o Analyse Database Log Backup History ranthly ©
8 Analyze Database Backup History monthly [C]
& Show Database Log History monthly &

5. The view switches to your task list. To execute the task, you would click on the
START SMMS button in this example.

B HTML docurment | Bword document | (Attachments | ER Action List

e Automatic Rating || o All Tasks Performed |[[Jig Mark Task |[ A7 Delete Mark || [ Start SMMS |[$8 Create 1ssus |[[T] Load Default F
[&=][=]1 E + nest open check || \ [Z% options 4

()3 52)|[ZL.] (D)=
i s -

‘ChenkMeasage Serverinawlv T [m] ‘ | ‘ |

6. Solution Manager uses an RFC connection to navigate to the target system and
starts the relevant transaction. You can then execute the task. For example, check
whether the message server is active in Transaction SMMS (Message Server
Monitor). When you've finished, choose BAcK (&) to exit the system.
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| sap MSP_00 _ Dialog Batch Update Upd2 Spoal Engueus ICM

*** 1 active servers ***

7. Seta checkmark in the DONE column to indicate that the task has been completed.
If necessary, you can add a comment on the task in the COMMENT FOR LoG Booxk
column. Click on Save ().

o All Tasks Performed || [l Mark Task || f& Delete Mark || [Ep Start Smms || 388 Create Issue |[[T1Load Default Frequencies
| [[E)+ nextopen check | | [ .]| [ Options 4|

CA = TR
e

e e e L b e [ e e

EeliCechiezaiaenerial A BT

8. The task is flagged as executed (#]), and the time of execution is saved. Choose
Back (&) to exit the screen.

« Al Tasks Performed || [lig Mark Task || f& Delete Mark || [(B»Start SMMS || 8 Create Issue || ] Load Defau

Eme)dupeﬂ uheck]\ Eomiums 4]

-IEDEEIEI! ETAEE

——— T

(v Checiessagedeverdak | 0t iesasieoWReoks
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9. The task you have just executed is no longer shown on the list of open tasks. It
will only be displayed there again the next time it is due for execution. Process
the remaining tasks until the list of open tasks is empty.

Solution: System NSP - SAP Solution Manager

Refresh O Self Diagnosis

ml . A Solution Monitoring ~  Sewice Desk ~  Change Management -~ Solution Reporting = Sewice Plan—  Issue Management —
EarlyWatch Alert | Senvice Level Reporting | System Monitoring / Administration | Business Process Monitoring
Task List
Operations Setup
Qs Tasks for SAP ECC Server { SAP ERP - NSP )
Name Frequency Due on Last Processor  Last Executed on Status
fﬂz':lfnﬁg;‘em a Checking for ABAP Short Dumps every 2 hours ®
@ Check last Database Backup daily ®
@ Check last Databage Log Backup daily ®
a Checking Background Jobs daily @
a Checking Lock Entries daily @
a Checking for Update Errors daily @
@ Evaluating Results of DB Check daily ®
= Monitor Datahase Log Space Usage daily ]
a Analyse Database Log Backup History manthly @
a Analyze Database Backup Histary manthly @
= Show Database Log History manthly @

The task list allows you to carry out administration tasks according to a predefined
schedule. It reminds you about open tasks and allows you to navigate from Solution
Manager to the individual systems in which the tasks are to be executed, without
having to log on again.

4.4.2 Central System Monitoring

Central system monitoring is based on the technology of the CCMS Alert Monitor
(see Chapter 3). You can either use the CCMS Alert Monitor in your SAP systems
directly, or set up Solution Manager as a central system, to which all alerts that occur
in the monitored systems are forwarded. You can then analyze the alerts for all
systems centrally in Solution Manager, without having to log on to each individual
target system.

[©]

In Solution Manager, central system monitoring is based on the CCMS architecture. This
means that your Solution Manager must, on the one hand, be configured as the central
monitoring system (CEN) for the CCMS Alert Monitor. On the other hand, you must
register the systems to be monitored for monitoring in Solution Manager.

This process is too complex to be discussed here. However, a detailed description is
available in the SAP Help Portal (http://help.sap.com). Search under Configuring a Central
Monitoring System or using the keyword CEN.
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In relation to the required RFC connections, ensure that your Solution Manager's /etc/
services file contains the entry “sapms<SID>3600/tcp" for the message server of the

target system.

Setting Up Central System Monitoring

First, you must configure central monitoring. To do this, follow these steps:

1.

Enter Transaction “SOLUTION_MANAGER", and press the key (or select
the menu option ToOLS * SAP SOLUTION MANAGER * SOLUTION_MANAGER -

SOLUTION OPERATION).

. To open your solution, click on the link in the SOLUTION column on the Soru-

TION OVERVIEW — SAP SOLUTION MANAGER screen.

3. Select the SOLUTION MONITORING tab in the OPERATIONS SETUP view.

. Click on the SYSTEM MONITORING subitem. Under SERVICE, select SETUP SYSTEM

MONITORING.

Solution: System NSP - SAF Solution Manager

Refresh & Self Diagnosis

Solutian Overview |-

%]
Solution Landscape | Solution Monitoring <~ Best Practices <
EarlyWatch Alert | Service Level Reporting | System Monitoring | System Administration | Business Process Monitoring

Operations Setup

Service # Date

Operations

& Setup System Monitoring 11/21/2010

Manitaring Graphic

Best Practice Documents
Best Practice »

E] mySAP SCM Manitaring with SAP Salution Manager and CCMS

3 AP SRM 4050 System Landscape Monitoring

5.

Begin by activating system monitoring for the systems in your solution. To do
this, choose SETUP SYSTEM MONITORING * ACTIVATE MONITORING FOR SYSTEMS
WITH ABAP-STACK. Activate the checkbox in the ACTIVE? column for the systems
you want to monitor. Choose SAVE @.
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[E HTML document | Bwvord document | BJAtachments
hET

- g
e
e

Setup System Monitoring

Activate Monitaring for Systems with ABAP-stack
Cheek CCMS Gannectivity

Copy Customizing

[ve0s [ oone)

(5] (@68 [Ca]. ]

[ [ [E - reopencveee] )

MSP

iDEMDSVSTEM |

6. Select CHECK CCMS CONNECTIVITY in the tree structure. Make sure that the RFC

connections to the target

system are working (STATUS column ).

@HTML document \ @Ward dacument

¥ CF setup System Monitaring
= o Activate Monitoring for Systerns with ABAP-stack
- (F Check CCMS Connectivity
- (& Copy Customizing
» CF 5P System NSP

| (attachments

EfAulnmalmratmg(Red) o Green || vellow | ERed || [EIRefresh
|

[&][=] [E+ next open check || \ @Omlnna 4

(2] (B ) (=)
tem I Central 4

CEMD | Status CCMS Read D |status|coms L o | Stat

MNSP

TNONE T £ "SNLNSF‘CLNTEIEIELREADI W |SM7NSFCLNTDDD7TRUSTEDT W

7. You can use the Cory CUSTOMIZING option to copy settings made in other sys-

tems if required.
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[Z HTML document | F%Word document | [HAttachments

¥ C§ Setup System Manitoring

- o Activate Monitoring far Systems with ABAP-stack
- o Check CCMS Connectivity

- C§ copy custornizing

» C§ SAF Systern NSP

C§ Autornatic Rating || IL Copy || [Fal Bxpand systems || &8 Carrect i dFe Deactive All Man-Access Alerts
|

[=][= ]I [E) + nest open check | | (1] | [ Ontions ]

() [ ) [R5 (. ()
ot R

000

o
poOooo
pOoon

8. To make system-specific settings, position the cursor on the node that indicates
your system (for example, SAP SYSTEM NSP).

[B HTML document | Bword docurnent | B Atachments

- CE Setup Systern Monitoring

- & Activate Monitaring for Systermns with ABAP-stack
- o Check GCMS Gonnectivity

- CE Copy Customizing

» (B SAP Systern NSP

% Automatic rating || o Green |[[ vellow [[EIRed || [SAlert Help |G call R721
[

| [E+ nest open check || (1] | (2 options 4|

AR =R TR

=Y

g - *Variante {Kundendefault)

9. Select the CCMS CONTEXT tab in the lower screen frame. Open the input help
@) for the CCMS CONTEXT field.
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[B HTWL document | ®word docurnent | (3jAtachments

~ Uf Setup System Monitoring
= ¢ Activate Monitoring for Systems with ABAP-stack
- o Check COMS Connectivity
- § copy Customizing
» C§ 5AP System NSP

[CE automatic rating ||+ Green || vellow |[ERed || [{1aler Help || G call Rz21 |
[

| &+ nest open check || [ | [ options 4|

_ Cusamg i fGoReaT]
L E =R TR E=

CCMS Context

10. In the dialog box that opens, select the relevant CCMS context (for example,
sap_NSP_00). Click on CroosE (#]).

CCMS Context B

Ivailahility

Background

CCHS database self-monitoring
CCME_Selfmonitoring

RCCF Collectors & Internals
RCCF Destinations

RCCF Enginehosts

S4F Change & Transport System
S8F Online Correction Support
SAFLicense

SEM

SLD

Search Object Connectors
Spool

System Configuration

Test Tools

Transactional RFC and Oueued RFC
Update

Weh Service System Context
Workload Collector

sap_MWEP_BO

I8

(3]

11. The CCMS context has been selected. Click on Save (E).
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- C@ Setup System Monitoring
- o Activate Monitaring for Systems with ABAP-stack
+ & Check CCMS Connectivity
- § copy Custamizing
» 8 8AF System MEP

rating || & Green |[[ vellow |[EZ Red || [SAlert Help |[E>Call RZ21
[4=][=]| [E + next open check | | (3] | [ Option= 4|

12. Next, expand your system path (for example, SAP SYSTEM NSP), and select the
setup path (for example, SETUP MOONITORING FOR SAP SYSTEM NSP). Activate
the alerts that you want to monitor centrally. Then choose SAVE @).

= o Activate Monitoring for Systems with ABAP-stack
« o Check CCME Connectivity

- CF copy Custormizing

 C§ AP System NSP

o @ Setup Monitaring for SAP Systemn NSP
- CF User Defined Alerts NSP
» @ Database N2P-DATABASE

ng || o Green || veliow Red || |[E Legend || &2 Properties
open check ] | IW Options ‘]

AN EERRETA|

Spoal used numbers
Spoal waittime
Data archiving

(ARt

O«

ooo

13. Select the entry USER DEFINED ALERTS NSP. Open the input help () in the
ALERT column.
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[Z HTML document | Flword document

Change "Setup System Monitoring - System NSP"

[ Attachments

~ C§ Setup Syster Monitoring
- o Activate Monitaring for Systems with ABAP-stack
- o Check CCMS Connectity
- § copy Customizing
~ ( BAF System NSP
- CF Setup Monitoring for SAP Systern NSP
+ (F User Defined Alerts NSP
» (F Database NSP-DATABASE

User Defined Alerts NSP

Purpose
To assign arbitrary CCMS alerts to this software component

Pracedure

If you have specified the CCMS context in the parent node, the F4 input help, which provides you with all available alerts in this context, is defaulted
automatically. [f this is not the cage, proceed ag follows:

Call up transaction RZ20 and open a monitor that contains the alerts vou are interested in

CF Automati rating || Green |[[] vellow || Red || [[EH Legend |[2 Properties

[4= [ =] | B+ next open check || (]| (27 Options 4|
. Useralerts table

2 [OJE]

Status Alert

Alert Long Mame Alert Long Mame (the rest] Active? Type Green to Yellow Yellow to Red Red to Vellow Yellow to Green Unit TID Specifi
=) 0 n
O
O
1 0O
O
O
O
0
O

14. In the dialog box that opens,
to monitor centrally.

Then click on CHOOSE (#)).

Mert Description MTE Wame &
I cPU NSP4sap_NSP_B0Y . . \CPU
[VICPU_Utilization MSPYsap_MSP_AOY . ACPUYCPU_Utilization
(¥ 8minLoadfverage MSPYsap_WSP_BoY .. ACPUASMInLoadiverage
[Idle MNSPYsap _WSP_ooY .. ACPUYIdIe
[JCPU 170 Waiting MNSPYsap_WSP_BoY ..  SCPUSCPU I/0 Waiting
[¥|User Utilization NSPYvsap_MSP_B0y. . ACPUNUser Utilization
[/ Gystem Utilization NSPAvsap_NSP_B0Y. . ACPUYSystem Utilization
[ JIdle True MSPYsap_MSP_Boy .. ACPUYIdle True
I Interrupts MSPYsap NSP_B0Y . ACPUY Interrupts
[Isysten Calls MSPYsap_MSP_A0Y .. ACPUYSystem Calls
[IContext Switches MSPYsap_MWSP_Boh .. ACPUYContext Switches
[ IMumber of GPUs WSPYsap WNSP_O0% . . ACPUSWumber of CPUs
(v Memary NSPYysap_MSP_B0%. . YMemory
¥|Free Memory NSPAvsap_MNSP_B0%. . A\Memory\Free Memory
(/| Configured Memory NSPYsap_MSP_B0Y . . AWMemoryhConfigured Memory
|| Paging MSPYsap_MSP_B0Y .. APaging
V| Page_In MSPYsap NSP_B0Y . . \Paging'\Page_In
(V] Page_Dut MSPYsap_MSP_AOY . . \PagingiPage_0ut
[|Dbata Transter In NSPAsap_NSP_B0Y. . . \PagingiData Transfer In
[|Data Transfer Out WNSPYsap NSP_00Y . . \Paging\Data Transfer Out
(v Swap_Space NSP\sap_NSP_BOY. . . \Swap_Space s
|¥|Freespace NSP\sap_NSP_B0%. . . \Swap_Space‘\Freespace =
i LI

L CIRNDICES
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15. The selected alerts are added to the table. Click on Save (EI).

- o Activate Monitoring for Systems with ABAP-stack
- o Check COMS Connectivty
+ C§ Copy Customizing
¥ CF 5AP System NSP
- C§ Setup Monitoring for SAP System NSP
+ (§ User Defined Alerts NSP

» (§ Database NSP-DATABASE

o Green |[[2] vellow Red || [[E Legend |[ 4 Properties
| [+ nest apen check |

] (=3 E I E R ETH

GPU_Utilization NSFlsap_NSP_D0L \CFUICPU_ Utilization =)
SminLoadéverage | NSPlsap_MSP_00L \CPUISminLoadAverage 7]
User Utilization MNSPlzap_NSP_O0L.\CPUWser Uilization v
System Ulilization | NSPisap_NSP_D0L. \CPL\System Utilization 7]
Memary NEPlsap_RNEP_00L. Iemary 7]
Free Memary NSPlsan_NSP_00L \MemomFree Memary
Configured hemary | NSPisap_NEP_00L. hemaniGonfigured Memary 7]
Paginy MSPlzap_NSP_O0L. \Paging
Page_in NSF\sap_NSP_O0\. \Paging\Page_in
Page_out NEPlsap_NSP_00L \PagingiPage_out 7]
Swap_Space MNSPisap_MNSP_D0L.\Swap_Space =]
Freespace NSF\sap_NSP_O0\_\Swap_SpaceFreespace 7]
—

16. After saving, you can still change the threshold values of the alerts in the table
in the GREEN TO YELLOW, YELLOW TO RED columns, and so on.

- o Activate Monitoring for Systems with ABAP-stack
- & Check CCMS Conneclivity

+ % Gopy Gustornizing

~ CH SAP Systern NSP

+ (% Setup Manitoring for SAP Systern MEP
+ CR User Defined Alerts NSP
» CE Database NSP-DATABASE

o Green || vellow || ERed || [E Levend [ & Propedies
| (B next open check || [ options 4|

& 90 |98 82 85 % 0
¥ | & 20 300 238 100 1o0aL O
& 59 ag a0 an % O
¥ & 88 a0 a0 &g % O
¥ &8 O
¥ (& ] a (] ME

& &0 0 ] ] B O
¥ & ||
& 70 an 80 40 POIS 0
¥ | & 10 200 150 50 PuiS 0
a8

¥ | & 20 10 15 a0 ME
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You've now set up system monitoring for the target system and defined the alerts
you want to monitor. Your target systems are integrated into central monitoring,
which means that you can immediately start monitoring their statuses with Solu-
tion Manager. You can adjust the configuration of central system monitoring at any
time, for example, by adding new alerts.

Monitoring System Alerts

As soon as system monitoring is set up for your solution, any alerts that occur in
the target system are displayed in Solution Manager. To analyze these alerts, follow
these steps:

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TOOLS * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SoLuTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

@ Self Diagnosis

SAP Solution Manager: Active Solutions Automatic Refresh of Alerts
FRefresh al ’07 Minutes
[ Deactivate | [ Display Inactive Soiutions | [ Legsnd — | [sf3 Switch on 1 | [ & Switch ol |
Solution EarlyWatch Alert Reports Systern Monitoring Business Process Monitoring Open Tasks Last Alert Refresh
[”  System NSP % 112172010 - 15:34:36 a8

3. Select the SYSTEM MONITORING/ADMINISTRATION tab in the OPERATIONS view.
It displays an overview of the systems for which administration tasks are to be
executed. The alert icon changes to indicate the existence of alerts. Click on
DispLAY ALERTS (E2).
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Solution: System NSF - SAP Solution Manager

Refresh O Self Diagnosis

Solution Monitoring -~ Senice Desk < Change Management - Solution Reporting < Senvice Plan —

X
Solution OVENiEW”v

EarlyWatch Alert | Service Level Reporting | System Monitoring / Administration | Business Process Monitoring

lzsue Management -

BE B )

Status: Sw: [@E HW. @ BF: @

Operations Setup

System Overview —- Current Status

100% - Q

Operations

Setup System SAP ERP - NSP
Monitoring
adl
SAP ECC Server

4. All alerts that currently exist are listed in the CURRENT STATUS view.
link (for example, CPU_UTILIZATION) to view the details.

Click on a

Solution: System NSP - SAP Solution Manager

|ssue Management -

[selectan] [Deselect Al | [ Reset]|

Refresh & Self Diagnosis
il Ovemew”v Solution Monitoring ) Service Desk.v Change Management == Suolution Repumng.v Senice Plan~.7 |
EarlyWatch Alett | Senice Level Reporting | System Monitoring / Administration | Business Process Monitoting
Operations Setup El
Current status : SAP ECC Server ( SAP ERP - NSP )
Operations This view shows the current/most recently reported status of all (CCMS) monitors for the system
EE;?D?:;{E"” Rating Alert Description Yalue
= AminLoadAverage [More] 514 QL
| ¥ |Context Switches [More] 1.224 /sec
O CPU [Mare]
| ¥ |CPU O Waiting [More] 10 %
| ¥ |CPU_Utilization [Maore] 19%
| ¥ |Freespace [More] 250 MB
|« |ldle [Mare] 81 %
| ¥ |ldle True [tore] %
| v |Interupts [More] 310 /sec
ri<% Mumber of CPUs [More]
¥ | Spool used numbers [Niore] 0%
[~ | %  Spool wait time [More] 0 sec
| ¥ |System Calls [Wore] 1.846 /sec
| ¥ |Systemn Utilization [More] 4%
| |User Utilization [Mare] 15 %

5. This action results in automatic navigation to the target system, and the alerts

details are displayed.
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To return to Solution Manager, choose BACK )

[E Edit Gotn  Mopitar  System Help

@ B CGQ CHRE dhod HE @@

Local (NSP) 7 Operating System Monitor

Refresh display  Detail analysis menu  Operating System collector

Mon Jun 21 18:33:43 2010 interval 10 sec.

CRU

Description Value| Description Value

Itilization user S 5| Count G
system % 0| Load average 1 min o.10
idle S 95 5 min Aol
io wait % e} 15 min 2.78

System calls/s G91| Context switches/is 361

Interruptsis 25

Memary

Description Value|bescription Value

Physical mem avail Kb 8388608( Physical mem free Kb 142116

Pages inis O kb paged infs o

Pages out/s O Kb paged out/s o

Swap

Description Value| Description Value

Configured swap Kb 20971520] Maximum swap-space Eh 20971520

Free in swap-space Kb 20934556| Actual swap-space Kb 20971520

Disk with highest response tine

Description Value| Description Value

Name hdiskd| Response time ms o

Utilization o) Queue 1]

Lvg wait time ns Of Avg service time ms o

Kb transfered/s Of Dperations/s 1]

Lan {sum)

Description Yalue|Description Value

Packets in/s 12(Errors infs Lo}

Packets out/s 2|Errors out!s ]

Collisions o

6. Click on [MoRE] in the overview to read a description of the alert.
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Solution: System NSP - SAP Solution Manager

Refresh

& Self Diagnosis

Solution Dhweriew

e

Operations Setup

Operations

Setup Systern
Monitoring

Solution Monitoring =~ Service Desk = Change Management == Solution Reporting = Serice Plan=  Issue Management =
EarlyWatch Alert | Service Level Reporting | System Monitoring / Administration | Business Process Monitoring
(@]
Current status : SAP ECC Server ( SAP ERP - NSP)
This view shows the current/most recently reported status of all (CCMS) monitors for the systermn
[selectal] [Deselectan| [Resst]
Rating Alert Description Yalue
O SminLoadAverage [More] 514 QL
™| ¥ |Context Switches [More] 1.224 /sec
O CPU [More]
| ¥ |CPU IO Waiting [IWore] 10 %
| & |CPU_Lkilization [More] 19 %
[~ | % |Freespace [More] 250 MB
| |ldle [More] a1 %
| |ldle True [Mare] 1%
| ¥ |Interupts [More] 310 /sec
|9 |Mumber of CPUs [More]
| ¥ Spool used numbers [More] 0 %
| ¥ |Spoolwait time [tore] 0 sec
| ¥ |System Calls [Mare] 1.846 /sec
| % |System Utilization [More] 4 %
| ¥ |User Lkilization [Maore] 15 %

7. When you've finished, choose DisPLAY HIGHER-LEVEL GRAPHIC (

view.

SAP

-SAP j g

Refresh 1 Self Diagnosis

Operationg Setup

Operations

Setup System
Manitoring

X
Salution Cverview |

Solution Monitoring - Sewvice Desk —~  Change Managerent —  Solution Reporting - Sewvice Plan—~  Issue Management —
EarlyWatch Alert | Service Level Reporting | System Monitoring / Administration | Business Process Monitoring

[€]

for CPU_

Thiz monitoring tree element (MTE) shows the average utilization of all of the CPUs in the host system. The utilization includes both user and systerm usage of the CPU; it therefare
provides a correct view of the intensity of usage of the CPU and the amount of reserve computing capacity

The statistics that you see here may difier slightly from those in the analysis method for this MTE. This is because of diferences in the sampling rate and sample size betwsen the
collection methad and the analysis method. The displayed CPU utilization does not, however, differ significantly from that reparted by the analysis tool

System Response
Procedure

A persistently high CPU utilization suggests that the computing capacity of the CPU(s) are limiting the performance of the system as a whale

Many factars can contribute to overly high CPU utilization; an analysis is therefore necessary. If the problem is simply that there are too rany processes active on the host system, then
possible corrective measures include moving GPLU-intensive program runs to offpeak times or to other host systems, dedicating the host system to database use, if it is the database

setver, and increasing the number of or upgrading the CPU(E)

Low CPU utilization in conjunction with poor SAP system performance indicates that there is anather bottleneck in the system that is causing the CPU to wait for long periads

8. To view historical alert data, click on OPEN ALERTS in the overview.
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Solution: System NSP - SAP Solution Manager

ssue Management <

Refresh & Self Diagnosis
Sl Ovemew”v X Solution Monitoring -  Semwice Desk—  Change Management = Solution Reporting = Sewice Plan< |
Early\Watch Alert | Semvice Level Reporting | System Monitoring / Administration | Business Pracess Manitoring
Operations Setup El
Current status : SAP ECC Server { SAP ERP - NSP)
Operations This view shows the current/most recently reported status of all {CCMS) monitors for the system
Setup System Rating Alert Description Value
ERIENGY O AminLoadAverage [More] 514 QL
[ & Context Switches [Mare] 1224 fsec
O CPU [More]
& CPUIO Waiting [Mare] 0%
& CPU_Utilization [More] 19 %
|« [Freespace [More] 250 MB
¢ ide [More] 81%
¢ |idle True [More] %
| ¥ Interupts [Mare] 310 /sec
[ 9  Number of CPUs [Maore]
¢  Spool used numbers [More] 0%
| ¥ Spoolwait time [More] 0 sec
r ¢ System Calls [More] 1.846 /sec
¢ System Utilization [More] 4%
r ¢ UserUtilization [More] 15 %

Deselect Al

9. You can expand an alert to display its history.

Solution: System NSP - SAP Solution Manager

Refresh

& Self Diagnosis

X
Solution Ovewiewuv

Solution Monitoring -~ Service Desk = Change Management = Solution Reporting == Sewvice Plan < lssue Management =

EarlyWatch Alert | Service Level Reporting | System Monitoring / Administration | Business Process Monitoring

Operations Setup

Operations

Setup System
Monitoring

[«]1T=]

Open Alerts : SAP ECC Server { SAP ERP - NSP )
This view shows you the open alerts of all (CCMS) manitors for the system

Rating Alert Description
SrinLoadAverage (10) [More]
Context Switches [More]
CPU (26) [More]

CPU IO Waiting [Mare]
CPU_Utilization (8) [Maore]
Freespace [More]

Idle (B) [More]

Idle True [Mare]

Interrupts [More]

Mumber of CPUs [More]
Spool used numbers [More]
Spool wait time [More]
Systemn Calls [More]
Systemn Utilization [More]

mli=lizli=lizli=l izl izl izl =l izl =l =l indin)
ey By EE

User Utilization [More]

Corti

10. To confirm an alert, activate the corresponding checkbox, and click on the
CONFIRM button.
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Solution: SAP Solution - SAP Solution Manager

Refresh @ Self Diagnosis

X" Solution Monitoring ~  Service Desk—  Change Management -~  Solution Reporting = Service Plan—  lssus Management
Solution Overview |-
EarlyWatch Alert | Service Level Reporting | System Monitoring / Administration | Business Process Monitoring

Operations Setup

Open Alerts : Solution Manager ABAP Stack { SAP SOLUTION MANAGER - SM1)
‘Operatinns This wiew shows you the open alerts of all (CCME) manitors for the system

Current Status SelectAll || DeselectAll | | Confirm
hSn?TUP System Rating Alert Description ;

sironny [ SminLoadAverage (10) [More]
4 Context Switches [More]
< CPU (76 [Mora]

CPU Load: 3250000 QL = 3,000000 QL 15 min. avyg. value over threshold value (21.06.2010 18:26:35 )
20 % < 25 % current value below threshald value [ 21.06.2010 18:13:31 )
CPU Load: 5,780000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.08.2010 17:57:25)
CPU Load: 2990000 QL = 2,000000 QL 15 min. avy. value over threshold value (21.06.2010 17:53:23)
5 % < 20 % current value below threshold value ( 21.06.2010 16:52:02 )
CPU Utilization: 95 % = 90 % 15 min. avg. value over threshold value { 21.06.2010 16:52:02 )
CPU Load: 5010000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.06.2010 16:12:48)
CPU Load: 2260000 QL = 2,000000 QL 15 min. avyg. value over threshold value (21.06.2010 16:08:47 )
CPU Load: 5910000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.06.2010 159:36:36 )
CPU Load: 3,890000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.06.2010 14:00:03 )
(
t

CPU Load: 4,560000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.08.2010 12:43:35 )
CPU Load: 2480000 QL = 2,000000 QL 15 min. avy. value over threshold value (21.068.2010 12:32:33)
CPU Load: 5200000 QL = 3,000000 QL 15 min. avg. value over threshold value (21.068.2010 05:44:21 )
CPU Utilization: 34 % = 90 % 15 min. avg. value over threshold value { 20.06.2010 01:19:14 )

B % = 20 % current value below threshold value (20 062010 01:19:14 )

CPU Utilization: 97 % > 90 % 15 min. avy. value over threshold value ( 19.06.2010 00:29:14 )

3 % <20 % current value below threshold walue ( 19.06.2010 00:29:14 )

5 % < 20 % current value below threshold walue ( 18.06.2010 10:46:15 )

CPU Utilization: 95 % = 90 % 15 min. avg. value over threshold value { 18.06.2010 10:45:15 )

8 % < 20 % current value below threshold value ( 16.05.2010 22:19:14 )

CPU Utilization: 92 % > 90 % 15 min. avg. value over threshold value { 16.06.2010 22:19:14 )

DL i cticm 56 6 58 9 15 i oo b cw thanebhald w4 08 9040 1613-37 3 ]

iElEEIEIEEEE E E E EEE ] E E E = = i =
IO PO EDEDEDHDEE @@

Central system monitoring facilitates monitoring of your system landscape because
it eliminates the need for you to log on to the individual systems to check alerts.
While this technology is also available without Solution Manager, the graphical
layout in Solution Manager ensures a clear overview.

You can also define auto-reaction methods for system monitoring, for example, to send
an email automatically whenever an alert threshold is violated. For more information,
refer to Chapter 3, Section 3.4, or the SAP online help documentation.

4.4.3 SAP EarlyWatch Alert

The SAP EarlyWatch Alert is part of system monitoring. However, unlike CCMS
Alert Monitoring, it analyzes the status of an SAP system on a regular basis (usually
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weekly) rather than in real time. For analysis purposes, this report accesses data that
has been gathered over a longer period to provide both a snapshot and a long-term
evaluation of the following system-critical aspects:

»

»

4

System configuration (hardware, software, service availability)
System performance (performance development, transaction profiles)
Workload distribution (per module, database load)

System operation (update terminations, transports, short dumps)
Hardware capacity (CPU, main memory, paging)

Database performance (locks, read and write times, indexes)
Database administration (growth, objects with a critical size)

Security (users with critical authorizations, security gaps)

Trend analysis (system availability, response times, hardware)

[+]

For more information about the EarlyWatch Alert, see the SAP Support Portal at www.
service.sap.com/ewa.

The EarlyWatch report is based on the Service Data Control Centers (SDCC) data
gathered in the target system. You must therefore ensure that the SDCC is fully
configured before you can use the EarlyWatch Alert.

Activating the Service Data Control Center

To use the EarlyWatch Alerts, you must first activate the SDCC in the system you want
to monitor. You can do this from Solution Manager by following these steps:

1.

2.

Enter Transaction “SMSY" in the command field, and press the key
(or select the menu option TOOLS * SAP SOLUTION MANAGER * SMSY — SYSTEM
LANDSCAPE).

In the menu, select ENVIRONMENT * SOLUTION MAANAGER OPERATIONS * ADMIN-
ISTRATION SDCCN.
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System Landscape - SAP Soiut
+ = | F OYselect Object

Landscape Components

R

Landscape Components | Description
b Server

P Databases

» Systems

» Systern Components

1

License Measurement

= System Landscape Edit Goio Logs Utilities System
e | 'q e Solution Manager Implementation

Solution Manager Operations
Customizing Synchronization
Domain Cantroller Overview

Edit BFC Destinations

Job Overview

Systern Groups and Logical Components

Product Definitions

Overview

Help
@
P Solution Manager
v Administration SDCCH

3. A dialog box opens, displaying the system for which the SDCCN has already
been set up in your Solution Manager. Choose ADD SysTEm (&) to create a

new entry.

[E Sewice Data Control Center (S

- Administration

B )7 s o ) (][]

wstem ID;CIient; Call SDCCH SDCCM Status Last status check | Foreign MasteriLastAction

(&][F)E]EE[FL) (2] @]

4. Select a system or a client within a system from the tree structure. Click on

CONTINUE ).

¥ Systemns with Clients Sored by Product
¥ SAPERP

v NSP
- [ 066
- [ 001
- [ 0on

P SAP SOLUTION MANAGER

5. The system is added to the list. You now need to activate the SDCCN in a second
step. To do this, select the relevant row, and click on AcTIvaTE SDCCN ( 1 ).
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e Data Control Center (SO wdministration

B2 esersen ) [E]S)

System ID§CI|em§ CallSDCCH | SDCCH StatuséLast status check EFureign Waster  LastAction
MSP oo 1 Pl TU202010 17:48:16 Mo master defined Systemn added to list

6. On the next screen, choose YEs to confirm that you want to create an RFC con-
nection for the SDCCN.

You use an RFC destination for the SAP Service

Systern to carry out SAP services invour

satellite system.

SAP recommends you create an RFC destination in
your satellite system. In certain circumstances,
such as in high-security systems, itis better

not to create RFC destinations for the SAP

Senice Systerm

Cecide whetheryou require an RFC destination
forthe SAP Service Systermn inyour satellite

system.

Create this RFC destination i ;_j

@ Generate a RFC destination to the SAP Senice
systern?

[ Yes Il Mo ]

7. You've now finished setting up the SDCC, and the status of the SDCCN should
be displayed as OK (0). Choose CONTINUE (¥) to leave the ADMINISTRATION
view.

Data Contral Center (SDC wdministration

@B (€8] [ Master system [ | [T1] ] (8]

System ID;CIiem; Call SDCCN; SDCCH Status | Last status check | Faoreign Master :Lasmction
MEFP uu]u] @ a 1220101 7:52:51 System added to list

After you've set up a connection to the SDCC in the target system and activated
the SDCCN, you can set up the EarlyWatch Alert.
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Configuring the SAP EarlyWatch Alert
The following basic configuration settings are required before you can execute the

EarlyWatch Alert and retrieve the report.

Follow these steps:

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TooLs * SAP SOLUTION MANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SOLUTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAF Solution Manager

@ Self Diagnosis

SAP Solution Manager: Active Solutions Automatic Refresh of Alerts
Refresh all | Winutes
| copy || Deactivate || Display Inactive Soiutions || Legend — | [ Bwitch on Al | [ & switch o Al |
Solution EarlyWatch Alert Repors System Monitoring  Business Process Monitoring  Open Tasks Last Alert Refresh
[ | System NSP i 112172010 - 15:34:36 a

3. Select the EARLYWATCH ALERT tab in the OPERATIONS SETUP view. Click on SETUP
EARLYWATCH ALERT.

Solution: System NSP - SAP Solution Manager

Refresh & Self Diagnosis

Solution Landscape | Solution Monitoring =~ Best Practices «

Solution Overviev ) B — - - —
EarlyWatch Alert | Sewvice Lewel Reporting | System Monitoring | System Administration | Business Process Maonitoring

7|

Setup EarlyWatch Alert
Operations Setup

Configure the date, transfer to SAP and archiving of EarlyWWatch Alert and EarlyWatch
Operations Alert ronitoring for solutions, and the composition of EarlyWWatch Alert for solutions:

4. Check the EarlyWatch Alert settings for the system you want to monitor. The
AcTIVE checkbox must be activated in the AcTIVE column. By default, MONDAY
is selected as the day of execution, but you can change this to another day of
the week if required. Choose SAVE to save your settings.

244



System Administration

4.4

Solution: System NSP - SAP Solution Manager

EarlyWatch Alert Administration

Settings for Monitoring with SAP EarhyWatch Alert/EarhAWatch Alert for Solutions
Wiew |[Standard View] |=| [Exportal| [Save || Reset |

Session description = system System Role Meininstance  SystemType  Active  Sen Pe Day Retertion
Esrly#atch Alert HsP 0... Production System  SAP ECC Server  ABAP T Wonday ¥
Early#atch Alert for Soltions (] O O i -

a
a

Filter Settings|

CELLWAR.

You have now verified that the EarlyWatch Alert is active and scheduled as a regu-
lar job. Next, you can use a manual EarlyWatch run to check whether the alert is
working correctly.

The EarlyWatch Alert uses the Application Servicetools add-on (component ST-A/PI),
which needs to be updated from time to time. In addition, SAP makes new service
definitions available on a regular basis. These serve as a basis for the recommendations
of the EarlyWatch Alert.

You can use the RTCCTOOL program to check whether your systems have the current
version of the ST-A/Pl add-on and the latest service definitions. The RTCCTOOL report
suggests specific actions for ensuring that your system is up to date.

Starting the SAP EarlyWatch Alert Manually

The EarlyWatch Alert is executed once every week on a Monday by default. How-
ever, you can also start it manually outside of this schedule, for example, to verify
the configuration or to assess a target system after a change is made (for example,
an upgrade, etc.).

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TOOLS * SAP SOLUTION MIANAGER *
SOLUTION_MANAGER - SOLUTION OPERATION).

2. To open your solution, click on the link in the SoLuTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.
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Solution Overview - SAP Solution Manager

@ Self Diagnosis
SAP Solution Manager: Active Solutions Automatic Refiresh of Alerts
Refresh all [0 Minutes
| Deactivate ‘ ‘ Display Inactive Solutions || Legend < ‘ ‘ £ Swilch On Al H & Switch OF All ‘
Solution Early\Watch Alert Reports System Monitoring  Business Process Monitoring  Open Tasks Last Alert Refresh
" | System NSP b 11212010 - 15:34:36 8

3. Select the EARLYWATCH ALERT tab in the OPERATIONS view.

Solution: System NSP - SAF Solution Manager

Refresh & Self Diagnosis

Solution Landscape | Solution Monitoring =~ | Best Practices —
h Alert | Sewice Level Reporting | System Monitoring | System Administration | Business Process Monitoring

-
Larly

-

Solution Overview

Setup EarlyWatch Alert

Operations Setup
Configure the date, transfer to SAP and archiving of EarlyVWatch Alert and Earlyvatch
Alert rmonitoring for solutions, and the composition of EarlyWatch Alert for solutions

Cperations

4. The SAP EARLYWATCH ALERT service is already displayed in the table. The &
icon indicates a scheduled job run. Choose CREATE to start an additional manual

run.

Soiution: System NSF - SAFP Solution Manager
Refresh & Self Diagnosis
lzsue Management —

Solution Monitoring —~  Serice Desk—  Change Managernent <= Solution Reporting = Service Plan —
EarlyWatch Alert | Serice Level Reporting | System Monitoring / Administration | Business Process Monitoring

Systemn

x|

Solution Cverview | <

Save Serices

Operations Setup
Service ¢ Date
Operations SAP Early\Watch Alert 1172212010 WP

5. Select the SAP EARLYWATCH ALERT SERVICE. Choose CREATE.

Solution: Systemn NSP - SAFP Solution Manager

& Belf Diagnosis
lssue Managernent <

Solution Reporting = Service Plan =

Solution Monitoring =~ Senvice Desk = Change Management
EarhyWatch Alert | Sewice Level Repaorting | Systerm Monitoring / Administration | Business Process Manitaring

4 Eack Create New Service Session

[ Ewandal [ collapsesr || Create |
[~ Sewice Reference Object
¥ o SAP Earlywatch Alert HNEP
Solution

7 | o SAP Earlywatch Alert for Solutions
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6. Change the specified date if necessary, and click on CONFIRM.

Sohntion: System NSP - SAP Soiution Manager

4 Self Diagnosis

‘Year

Select Date for Service

2010 | Month: [11 7] Day: |21 =

7. A message in the status bar confirms that the job run has been created. The
service is displayed in the table with the WAIT FOR SESSION DATA icon ( &). To
open it, click on the SAP EARLYWATCH ALERT link.

Solution: Systemn NSP - SAF Soiution Manager

Refresh & Self Diagnosis

Solution Owverdew

Solution Monitoring -~ Sewvice Desk = Change Management - Solution Reporting < Service Plan < |ssue Management -
EarlyWatch Alert | Serice Level Reporting | System Manitoring / Adeninistration | Business Process Monitoring

=

COperations Setup

Save Services

Service / Date System
Operations R SAP EarlyWatch Alert 172172010 HSP
SAP EarlyWatch Alert 1172212010 MNSP

8. The next screen reports that Solution Manager is waiting for data from the
target system. Choose CALL SERVICE DATA CONTROL CENTER to accelerate the
data retrieval process.

Solution: System NSP - SAP Solution Manager

A Self Diaghosis

Wait for session data

The session is waiting for data from a remote system. Data transfer can take up to ane day

Y¥ou can also send the data manually

In the satellite system, start the Senice Data Cantral Center {transaction SDCCH)
Chonse Task -» Create. The system displays a task overview.

Double-click Refresh Sessions. A dialog box appears. You can define the attributes of the task

To start processing the task immediately, select Mlowin the Scheduing area

In the Target RFC Destingtion field, select the RFC connection that points to your SAP Solution Manager system

Choose Aun Task Once.

Confirm your entries. The task appears in the To do view and is marked for processing. When the Session Refrest task has been processed, a new task with the apprapriate session type and session
nurmber appears in the To oo view. This task collects and sends the data for your session. If a new task does not appear, search in the task-specific log for errors that ocurred during the Session Refresh
task and make any necessary corrections

To start the task immediately, select it and right-click to call up the context menu,

Choose Start Mow When the task has been processed successfully, it appears in the Done view. The data has been sent to your SAP Solution Manager system. ¥ou can check this in the task-specific

log.

Session number: 1000000031776

[ 4= Back] [ ¥ call sewice Data Cantrol Center|
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9. This action automatically brings you to the target system (for example, NSP),
where Transaction SDCCN has been started. Choose CReaTE (LJ).

Service Data Control Center
O - & F

< Todo | Done | Deleted . Tasklog

Stat.. TaskID Session Task name Task date Tasktime Tasksys.. Installation ... Info... Ses.. Aftrl... Log  Tas.
ﬁ(}}v DODDOOBETS Dialog task Semice Preparation Check  11/21/2010 12:51:18 NP DEMDSYSTEM =]

EQ BEDDEOEETE 1142272070 D400 00 MW DEMDEYSTEM
=T

Maintenance Package

10. Select the REFRESH SESSIONS task in the list, and choose Copy (#)).

~ Restrictions

Task Execution | Technical name
Create session Add-an(s) @ ADDON_DOVWNLOAD

Delete old session and log data
Export session data to file
GetLicense Data

Maintenance Package

Refrash semvice definitions
Refresh sessions

Request session data

Send session data

Service Preparation Check

DELETE_OLD_SDCC_DATA

@ EXPORT_DOWNLOAD
LICENSE_DATA
MAINTAIN_SDCC
SERVICE_DEFINITION_REFRESH
SESSION_REFRESH
REQUEST_DATA
SEND_DATA

€] RTGCTOOL

11. The system prompts you to confirm execution of the task. Select the Now

option under SCHEDULING, and click on CONTINUE (2}

[EcCreatea

| Scheduling

) Scheduled: B
() Mo

Target RFC destination:

| Task-specific Settings:

1/21118]  (®[18:48:54]

[SM_NSMCLNT1 00_BACK |

Refresh sessions for the last 21 day(s)
Refresh sessions for the next 21 day(s)
Runs once

Ifthe task could not be processed:

Retry task 3 times every 38 minuteis)
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12. Choose CONTINUE to confirm the dialog box (#).

0 Task 0000006677 created

13. The OPEN tab displays the task you have just generated, with the status Task
WAITING FOR PROCESSING ( 1 ). Choose REFREsH () to refresh the status.

Service Data Control Center
0T - & 9

< Todo | Done | Deleted | Tasklog |

Stat... Task D Session Task nama Taskdate  Tasktime |Task sys..| Installation . Info... Ses. |Attr.. Log | Tas..
(Z» OOEOADABETS Dialoglask Service Preparation Check 11421/2010 12:51:18 RSP DEMDSYSTEM

| O000OOBETT Refresh sessions 1142142010 16:46:54 S DEMOSYSTEM
:ﬂ OB0BOOEETE Maintenance Packane 11/22/26810 B4:00:00 NS DEMOSYSTEM

14. After a short time, the task disappears from the To Do tab and then appears
on the DONE tab.

Service Data Control Center
gl > & g

Todo Done | Deleted | Tasklog |

Stat.. Task D Bession Task name Taskdate  Tasktime Tasksys.. Installation . Info.. Ses. Aftri.. Log Tas
|7 DB0OO0GETT Reftesh sessions 1172142010 184854 NSM DEMOSYSTEN EN

15. You can check the processing history on the Task LoG tab. Then choose BACK
(&) to exit Transaction SDCCN.

Service Data Control Center
8EH»> BHAY

Todo | Dane | Deleted . Tasklog

Type TaskID Session Message text Date Time User Report name
BEREEBGET T Taskprocessorfinished [Mow] 1142172010 18:48: 54 BOUSER /BDL/TASK_SCHEDULER
¥ DOD0O0GETY Refresh sessions completed from destination SM_NSMCLNT100_BACK  11/21/2010 18:48:54 BCUSER /BOL/TASK_SCHEDULER
BEBORBEETT Refresh sessions started from destination SM_NSMCLNT100_BACK 11/21/2010 18:48:54 BCUSER /BDL/TASK_SCHEDULER
{F1 0eoo0eeTT Task processor started [Now] 1172172010 194854 BCUSER /BDL/TASK_SCHEDULER
| BOEOEBGETT Task created: Refresh sessions - Task systern SM_MNSMCLNTIO0_BACK 1172172010 18:48:14 BCUSER JBDL/SAPLERLT
LalelaflTalsd o Task scheduled with job: /BOLTASK_PROCESSORO0000066TT [MNow] 1112112018 18:48:14 BCUSER /BDL/SAPLBDLTT
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16. You are now back in Solution Manager again. Choose BACK.

Solution: System NSP - SAF Solution Manager

4 Self Diagnosis

Whait for session data
The session is waiting for data from a remote system. Data transfer can take up to one day.
You can also send the data manually.

In the satellite system, start the Senice Data Control Center (transaction SDCCH)
Choose Task -» Create. The system displays a task overview.

Double-click Refresh Sessions. A dialog box appears. You can defing the attributes of the task.

To start processing the task immediately, select Nowin the Schedufing area

Inthe Target RFC Destination field, select the RFC connection that points to your SAP Solution Manager system

Choose Run Task Once.

Confirm your entries. The tagk appears in the To do view and ig marked for processing. YWhen the Session Refresh task has been proceseed, a new task with the appropriate session type and seesion
number appears in the To do view. This task collects and sends the data far your session. If a new task does not appear, search in the task-specific Ing for errors that ocurred during the Session Refresh
tagk and make any necessary corrections

To stan the tagk imrmediately, select it and right-click to call up the context menu.

Choose Start Now When the task has been processed successfully, it appears in the Done view. The data has been sent to your SAP Salution Manager system. You can check this in the task-specific
log.

Session number: 1000000031778

Epack ‘ & call semvice Data Control Center

17. Click on REFRESH in the services overview. The icon shown before the session
indicates the result of the EarlyWatch Alert, for example, a yellow rating ((1]).
Click on DISPLAY SESSION (%#’) to open the report.

Solution: System NSP - SAP Soiution Manager

Refresh & Self Diagnosis

Solution Monitoring - Senice Desk—  Change Management - Solution Reporting - Sewice Plan—  |ssue Management —

Solution Cverview
EarlyWatch Alert | Service Level Reporting | System Monitoring £ Administration | Business Process Monitoring

=1

COperations Setup

— = =111 Date System Activities
Operations R SAP EarlyWalch Alert 142172010 NSP s B
B SAP EarlyWatch Alert 11/22/2010 HEP G B

[+]

After the Refresh Session job run, the EarlyWatch data are normally sent automatically
from the target system to Solution Manager. If you have waited for some time, and the
data still haven't arrived (indicated by the WAIT FOR SESSION DATA icon ( & ) or the DATA
FOR THIs SEssiON OVERDUE icon (M), you can choose to retrieve this data manually. To
do this, choose the menu option GoTo ® SEssioNs * SDCCN DATA. Search for the relevant
session, and select SEND DOWNLOAD REQUESTS ® EXECUTE.
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18. The report details are then listed.

Expand the tree structure in the left screen frame to display items with a yellow

rating (&) or a red rating (E2).

Instructions for eliminating the individual problems are displayed on the tabs
in the right screen frame. Select the tab with the green icon &.

Qﬁ»—ngdmmgm \4@Wurﬂ_ﬂnmme_m \"@Anaghrqems HEA_MEDH‘QB}"

)

+ o Codepage Support for all releases »= SAP
- o SAP Application Release: Maintenance Phases (EWE
- Support Package Maintenance
 [I] AP Kemel Release

& “ Different Versions / Patches

- o Issues with current SAP Kernel

- Kemel Supportability

- [ Kernel probakly aut of date

- o 32bit Kemel on B4 bit 05

- o Additional Remarks 1 = [ Groen [ veliow |
- o Implemented SAP Notes via SAP Notes Assistant CRautomste rating (velow [ Green [T vetow [ERed]
[ ][=p ]| B+ nest apen check || (@R Earitateh Alett Repart |

Itis likely that your current SAP kernel release is not up-to-date

Ifyour SAP kermel patch level is not up-to-date, you cannot benefit from the error corrections and optimizations SAF offers to its custarners. You
may encauriler errars o performantce issues that have already been solved

Recommendation: Ensure that you are using the recammended SAP kemal together with the latest Suppart Package Stack of your product

0 4
B | g Lri1-Ln 6 afe lines

19. You can choose the MS WorD DocumeNT () button to convert the EarlyWatch
report into a Word document. This report can then be displayed, archived, sent
and so on in Microsoft Word.
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T§ Dokument in ServiceSessionWorkbench, EA1000000003560 - Microsoft Word

i Datei Eearbeiten  Ansicht  Einfilgen  Format  Extras  Tabele Fenster 7

i A4 FP_Headinel - Arial - 28 -||F|& U |

1 Service Summary

During this EarkAVatch Alert Session, we detected issues that
could potentially affect yvour system.

YWe recommend that you take corrective action as soon as
possible.

Hote: &l recommendations provided in this report sre based on our general experience. \Wie advise that you
test our recommendations before uzing them inyour procuction system. Mote that EarlywWatch Alet iz an
automatic service.

SECTION O wERVIEN

Rating Checked Area
& System Configurstion

System Perfonmance

‘Workload Distribution

SAP System Operating

Harchware Capacity

M DB Performance
DH Adminiztration
A SRCLHY

Hote: For more information about Earlystch Alert, you can revies @ sample Earldatch Slem ot
hittpa: ffservice. sap comiewe Library -= Mecia Library. This provides an overview of the rating stratecy and
the KPls that trigoer the alets inthis service.

Service dats wees colleded stating st 0062010 04:08:49. This took 9 minutes.

Hote: It youreoure assistance in irvestigeting the alerts highlighted in this report, creste @ customer messace
on process component S SMG-SER-BWA,

Hote: [If performance is seriously compromised, create & customer message on component Sv-BC with priority
level "high' o "wery high".

OVERVIEN OF MLERT MESSAGES
|Prinri‘ty ‘ Description |
[High [ found refevart securityrelsted SAP Motes which are nat applied. |

2 Performance Indicators for NSP

The followdng takble shoves the relevant performance indicstoes in warious system areas.

Area Indicators Walue Trend
System Performance Active Users 16 vt
My, Resporse Time in Dialog Task 331 ms =l
Mz Dislog Steps per Hour =05 ]

[ e T s T TR Y LT T L B e =T TR T TR K B TR T TR ]

&)
AL

Seite 2 ab 2 226 Bei Ze Sp mak | [aND | [ERMw | 08| |Englisch (US| | IB3K l

20. You only need to generate this document once, after which you can access it at
any time in the SERVICE OVERVIEW by clicking on the REPORTS ARE AVAILABLE
IN THE ATTACHMENT LIST button (
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Solution: System NSP - SAFP Soiution Manager

Refresh & Self Diagnosis

Solution Monitoring - Senice Desk - Change Management -

Solution Owverdew

=

Solution Reporting == Service Plan

EarlyWatch Alert | Serice Level Reporting | Systern Monitoring £ Administration | Business Process Monitoring

lssue Managemeant -

Create | | Delet
Operations Setup
Service ¢ Date
‘Operaliﬂns E SAP EarlyWatch Alert 172172010
0 cap Early\Watch Alert 11/22/2010

System Activities
NSP @ B
NSP ap B

21. Click on the RepoORT link to select the report.

[E soution

&

Edit  Goto Settings Swstem

~| 4 Ca@ DHE Do EHE @

Help

Solution: System NSP - SAP Solution Manager

<» Self Diaghosis

4= Back

tiReport is available

Reports are available in the attachment list

Description Type Size (KB) Created on Created at

Report Doc 78850 11/21/2010  18:57:14

The EarlyWatch Alert provides key information about the general status of your

system. The report provides specific instructions as to how problems can be

eliminated.

You should run the EarlyWatch Alert on a weekly basis and always check the report

thoroughly after each execution to ensure that your SAP systems remain in good

working order.

Sending SAP EarlyWatch Alert Automatically by Email

Automatic email notification is another practical feature of the EarlyWatch Alert.

You can send your generated report to one or more email addresses. As a result,
you don't need to access the report in Solution Manager.

1. Enter Transaction “SOLUTION_MANAGER" in the

command field, and press

the key (or select the menu option TOOLS * SAP SOLUTION MANAGER *

SOLUTION_MANAGER - SOLUTION OPERATION).
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2. To open your solution, click on the link in the SoLuTION column on the SoLu-
TION OVERVIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

@ Self Diagnosis

Automatic Refresh of Alerts

SAP Solution Manager: Active Solutions
Retrash all |0 Minutes -E:ave
‘ Deactivate ‘ ‘ Display Inactive Solutions || Legend - ‘ ‘ B&Swnch O] H a S T ‘
Solution EarlyWatch Alert Reports System Monitoring  Business Process Monitoring  Open Tasks Last Alert Refresh
I~ System NSP % 1172172010 - 15:34:36 E)

3. Choose the menu option EDIT * AUTOMATIC E-MAIL TRANSMISSION.

& Solution Edit | Goto  Seftings  System Help
& Automatic E-Mail Transmission HE obhon allE]
Solution Manager SelMonitaring
Solutior Gtart service processing Umsch+F11 mager
Initial Data Transfer for (Base

Refresh 4
Create Business Partner
Sl B GeboARomponants :Desk = Change Management == Solution Reporting == Semwvice Plan=  Issue Management <
|~ " Cancel F12 Reporting | System Monitoring / Administration | Business Process Manitoring
p—
Serice / Date System Activities
Operations & SAP Earlywatch Alert 117212010 NSP a0 B
B sap Early¥yatch Alert 117222010 NSP S B

4. Click on CREATE E-MAIL RECIPIENT to add a new email address.

[E Maintain E-Mail Recipient

E-Mails for Reports from Automatic Sessions
Repart Type | E-Mail Address

5. Use the input help () to enter the required details in the next dialog box:
> SESSION NAME: SAP EarlyWatch Alert
> REPORT TYPE: EarlyWatch Alert report

» E-MAIL ADDRESS: Your email address
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[E E-Mail R

Session Mame ESAP Earhyiatch Alert Eﬁ!\
Report Type |Eartyiratch slen Repont |
E-rnail Address 'YourE-MaiIAddress@YourCompany.com |

6. You can enter several email recipients if necessary. Choose CANCEL (EI)

[E Maintain E-Mail Recipi

[ O3 Greate E-mail Recipient || @ Delste E-Mail Recipient]

E-Mails for Reports from Automatic Sessions

Session Mame |Report Type |E-Mail Address
SAP EarlWatch Aled  EarkdWatch Alert Report YourE-Maildddress@YourCompany.com

7. From now on, you'll automatically receive the report of the EarlyWatch Alert
by email.

Analysis from 11/16/2010

Until 11/21/2010
Report: NSP w
Installation: Dermosystem THE BEST-RUN BUSINESSES RUN SAP

Session: 1000000031780

EarlyWatch Alert - System NSP
1 Service Summary

During this Early\Watch Alert Session, we detected issues that could potentially affect your system.
We recommend that yvou take carrective action as soon as possible.

Note: All recommendations provided in this report are based on our general experience. We advise that you test our recommendations before
using thermn in your production system
MNote that EarlyWatch alert is an automatic service.

Section Overview

Rating Checked Area
Systermn Configuration
Systermn Performance
workload Distribution
SAP Systermn Operating
Hardware Capacity

DB Performance

DB administration
Security

AR RIRIRAY

MNote: For more information about EarlywWatch Alert, you can review a sample EarlyWatch Alert at: http://service.sap.com/ewa Library -> Media
Library. This provides an overview of the rating strategy and the KPIs that trigger the alerts in this service.
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For SAP Solution Manager to be capable of sending email, the SMTP service must be
active, and the send job must run regularly (see Chapter 2, Section 2.6.3).

4.5 Maintenance Optimizer

Solution Manager supports the process of maintaining your SAP systems (see Chap-
ter 18) with the Maintenance Optimizer. The Maintenance Optimizer is a tool that
guides you step-by-step through the maintenance process. Use of the Maintenance
Organizer is mandatory for all systems based on SAP NetWeaver 7.0 or higher. As
of this platform release, support packages and support package stacks can only be
downloaded from the SAP Support Portal using Solution Manager.

This process is initially more time-consuming that conventional downloading of
software packages because a maintenance transaction has to be created each time.
However, in addition to offering better documentation and an assisted process,
another benefit of this method is that it reduces the likelihood of errors. Because
the Maintenance Optimizer is based on your predefined system landscape, it can
retrieve the release and component information directly from the systems that are
to be maintained. A complete list of required support packages is then provided,
which means that you don't need to gather this information yourself manually.
In addition, the correct support package levels are determined, and the relevant
updates selected automatically. The Maintenance Optimizer thus prevents you from
downloading incorrect or incomplete maintenance packages.

For the Maintenance Optimizer to function, the basic configuration of SAP Solution
Manager must be completed, and it must be possible to connect to the SAP Support
Portal using the RFC destination SAP-OSS (connection test and remote login are suc-
cessful). In addition, the SAP system for which you want to download support packages
must have been created in the system landscape and assigned to a solution.

Finally, you must have assigned your user ID in the SAP Support Portal to your SAP
user in Transaction AISUSER. This user is used to connect to the Support Portal in the
background.
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To download support packages with the Maintenance Optimizer, create a main-
tenance transaction, and allow the Maintenance Optimizer to guide you through
the process:

1. Enter Transaction “SOLUTION_MANAGER" in the command field, and press
the key (or select the menu option TOOLS * SAP SOLUTION MIANAGER *
SOLUTION_MANAGER - Solution Operation).

2. Open the solution to which the system you want to maintain is assigned, by
clicking on the relevant link in the SoLuTION column on the SOLUTION OVER-
VIEW — SAP SOLUTION MANAGER screen.

Solution Overview - SAP Solution Manager

1 Self Diagnosis

SAP Sclution Manager: Active Solutions Automatic Refresh of Alerts
Refresh all |0 hinutes:
[ Deactivate || Display Inactive Solutions || Legend — | [P Switeh On A1l | [ 8 Switch Ot A1l |
Solution Early¥Watch Alert Reports Systern Monitoring Business Process Monitoring Open Tasks Last Alert Refresh
[T | System NSP A 1142172010 - 15:34:36 8

3. Select the CHANGE MANAGEMENT tab in the OPERATIONS view.

Select the MAINTENANCE OPTIMIZER menu option, and choose CREATE NEW
MAINTENANCE TRANSACTION.

Solution: System NSP - SAP Solution Manager

Refresh & Self Diagnosis

Solution Maonitoring == Service Desk == | Change Management--  Solution Reporting = Service Plan=  Issue Management =
Change Reguest Management | HotMews | Support Package Stacks | Maintenance Optimizer

Solution Ohweriew |

] Maintenance Transactions [Create Mew Maintenance Transaction |
COperations Setup
Operations
D Short Text Priarity Status Created on Created by
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[+] Determining the Support Package Level of your Solution

If you open the SUPPORT PACKAGE STACKS subitem on the CHANGE MAANAGEMENT tab, you
can view the current support package levels of the systems assigned to the solution.

4. Enter the following details on the next screen:
> PRIORITY: Select the appropriate priority (for example, MEDIUM).
> SHORT TEXT: Enter a description for the transaction.

> PRODUCT VERSION: Select a product version from the drop-down list. Then
activate the relevant system from the table displayed.

Choose CONTINUE to proceed to the next step.

Solution: System NSP - SAP Solution Manager

& Self Diaghosis

Optimizer Tr ion 8500011155
IPriority = [3 Medium =

| Short Taxt * |Support Packages NSP |

|Slatus e More...4

" .

Plan Maintenance Select Files Download Files Perform Implementation End Maintenance

Enter Basic Data

Ta start the maintenance planning, enter the initial data
Save your entries. Choose "Continue” to proceed to the next step.

| Praduct versian * | SAF ERP B0 =

I System Logical Component
I3 |NSP |SAP ERP ECC SERWER

Cancel STt ray

5. Your maintenance transaction has been created and saved. If you then activate
the MAINTENANCE option under CALCULATE DOWNLOAD FILES AUTOMATICALLY,
and click on FIND DOWNLOAD FILES, Solution Manager will determine which
support packages need to be downloaded.
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Soilution: System NSP - SAP Solution Manager

& Self Diagnosis

Optimizer Ti ion 8500011155
Systern Messages
Type Message Text
Information Procedure 8500011155 Saved

IPrioity = [3: Wedium =

| Short Text * [suppont Packages NSP

B

performed for al instances of the selected systems flagged as relevant

& Maintenance
" Enhancement Package Installation

Find Downhload Files

Fill Download Basket manually

Here you can manually add the files you require ta your Download Basket

[ Select Files for SAF ERF 6.0 ]

You can select additional files (e.g. SPAM/SAINT updates) in SAP Software Distribution Center.

When finished choose "Continue” to proceed to the next step

| Status Selection More...4
1 ' 3 E: 5 a
] L ] ]
Plan Maintenance Select Files Download Files Perform Implementation End Maintenance
Calculate download files automatically Digplay calculated files »
The Optimizer can determine which files you reguire to update the ABAP and Java software components of your systems. The search is

Procedure 8500011155 Saved

6. Select the support package stack to which you want to update your system from
the TARGET STACK drop-down list. Then click on FIND DOWNLOAD FILES FOR THE

STACK VERSION.

Solution: System NSP - SAP Solution Manager

& Self Diagnosis

Optimizer Ty ion 8500011155

|Pricity * [3 Medum =

| 8hott Text * [Gupport Packages NSP

[ Find Download Files for the stack version

| Status Selection Wore...+
’—.—‘ Z 2.1 2.2 2.3 2 2.5 g H .
Plan Select Choose Select 05/DB- Select Files Check Files with Caonfirm Download Perfarm End
Maintenance Files Stack Dependent Files  without Stack- Stack- Selection Files Implementation  Maintenance
Dependence Dependence
Calculate download files automatically
Maintenance Selection
| Target Stack [SAP ERP 6.0 Support Package Stack 18 For SAP ERP B.D
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7. Select the new kernel version first. These files are specific to the operating sys-
tem and database. Find your operating system in the list (for example, NT_I386
for a Microsoft Windows 32-bit installation), and activate the relevant kernel
component for your database (for example, MAXDB). The system also selects

the database-specific kernels files (DBINDEP), which should not be deactivated.
Click on CONTINUE.

Solution: Systemn NSP - SAP Solution Manager
4 SelfDiagnosis

Optimizer T ion 8500011155
IPriority *  [3 Mediom =

| Short Text Suppart Packages NSP

ISIalus Selection More... 4
’ 2 2.1 2.2 2.3 2.4 2.5 @) .
Plan Select Choose Select O5/DB- Select Files Check Files with Canfirm Download Perform End
Maintenance Files Stack Dependent without Stack- Stack- Selection Files Implementation  Maintenance
Files Dependence Cependence
Calculate download files automatically
The Maintenance Optimizer gat the following 138 operating system/database-dependent files.
Select the files which you need for your operating system-database combination. ¥When you have made the selection, go to the next step with Continue.
Caution: Select database-independent files (DBINDEP) as well as database and aperating systermn-specific files
[ NT_I386 &
" Dateiname Beschreibung Wersion
v igsexe_15-10003070.sar Installation for SAP IGS integrated in SAP Kernel SAP 1G5 7.00
DBINDEP
I Dateiname Beschreibung Wersion
W SAPEXE £5-10006333.5AR  Kemel Part | (for Basis 7.01) SAP KERNEL 7.01 32-BIT
W SAPEXE 55-10006346.5AR  Kernel Part | (for Basis 7.01) SAF KERMEL 7.01 32-BIT UNICODE
MAXDB D
I Dateiname Beschreibung Wersion
W SAPEXEDE_55-10006337. SAR Kemel Part Il (for Basis 7.01) SAP KERWEL 7.01 32-BIT
W SAPEREDE_55-10006350.SAR Kernel Part Il (for Basis 7.01) SAF KERMEL 7.01 32-BIT UNICODE
DBE
I Dateiname Beschreibung Wersion =

8. Next, select the cross-application data. This includes, for example, the update
for Transactions SPAM and SAINT. Click on CONTINUE.

260



Maintenance Optimizer 4.5

Soiution: System NSP - SAP Solution Manager

& Seff Diagnosis

Maintenance Optimizer Transaction 8500011155

|Prigity* [ Medium =
| Short Text Suppon Packages NSP
| status Selection Mote. .«
' 2, 21 2 2 25 s -
Plan Select Choose Select 0S/DB- Select Files Check Files with Confirm Download Perform End
Maintenance Files Stack Dependent Files without Stack- Stack- Selection Files Implementation  Maintenance
Dependence Dependence

Calculate download files automatically

The Maintenance Optimizer got the following 1 stack-independent files, Check this selection, Deselect any files which are nat required. When you have completed the selection, ga to the next step with

"Continue"
SAP SPAM/SAINT UPDATE
I File Name  Description Wersion

Iv KD70040.SAR SPAM/SAINT Update - Yersion 700/0040 SPAM/SAINT LIPDATE 700
Add objects from the Download Basket for Software Lifecycle Manager Download

Select Download Basket files

9. Inthe next step, the support packages that have been determined on the basis of the
components of your SAP system are displayed. Check the selection, changing it only
if you are completely certain that changes are required. Click on CONTINUE.

Solution: System NSP - SAP Solution Manager

£ Self Diagnosis

Maintenance Optimizer Transaction 8500011135

3 Medium =

| Shert Text * [Buppart Paskages N&P

| Priarity =

| Status Selection More...a
—l—E m 3] 2 25 o, =
Plan Select Chonose Select OS/DB- Select Files Check Files with Caonfirm Download Perform
Maintenance Files Stack Dependent without Stack- Stack- Selection Files Implementation Maintenance
Files Dependence Dependence

Calculate download files automatically

The Maintenance Optimizer got the following 525 files which belong to the stack. Check this selection. Deselect any files which are not required. When you have completed the selection, go to the next
step with "Continue”

SAPEASIS =

W Dateiname Beschreibung

v KB7O0104.5AR Basis Support Package 04 for 7.01
v KB70105.54R Basis Support Package 05 for 7.01
SAP ABA

¥ Dateiname

Wersion
SAP BASIS 7 01
SAR BASIZ 701

v KATD104.5AR

M KATO105.54R

SAP BW

' Dateiname

V KA7O104.SAR

M KA7O105 SAR
PIBASIS

¥ Dateinarme

V KTO1D4NPIBASIS. SAR

Beschreibung
ABA Support Package 04 for 7.01
ABA Support Package 05 far 7.01

Beschreibung
BYY Support Package 04 for 7.01
BYY Support Package 05 for 7.01

Beschreibung
PI_BASIS Support Package 04 for 7.01

Wersion
SAP ABAT 01
SAP ABA 7.0

“ersion
SAP BW7 01
SAP BW7 01

Wersion
PI_BAZIZ 7.01
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10. You have now selected all of the required files. Click on CHECK SUPPORT PACKAGE
QUEUE to have the selection checked once again by Solution Manager.

Soiution: System NSP - SAP Solution Manager

& SelfDiagnosis

Maintenance Optimizer Transaction 8500011155

| Priotity = [3 Mediom =

| Short Text * [Suppert Packages NSP

| Status Selection Wore.
2| il 2.2 P 2.4 2.5 EJ—-—-—' 2

Plan Select Choose Select 05/DB- Select Files Check Files with Confirm Download Perform End
Maintenance Files Stack Dependent Files  without Stack- Stack- Selection Files Implementation Maintenance
Dependence Dependence
Calculate download files automatically

If you want to change what you have selected, press "Back”

In order 1o avnid emors during

you are strongly to perform a check against selected packages

[ Check Support Package Queue |

 Use Software Lifecycle Manager to download

@ Use Download Basket to download and the files would be added to the Download Basket

Select Download Type

11. The message QUEUE CHECK PASSED is displayed if no errors have occurred. Click on
SELECT DOWNLOAD TYPE to download the files from your Download Basket.

Solution: Systemn NSP - SAP Solution Manager
A Zelf Diagnosis

Maintenance Optimizer Transaction 8500011155

|Priority = [3 Mediom ~

| Short Text * [Guppart Packages NP

| status Selection More
’—.—| 2 2.l 22 2.3 2.4 2.5 GJ—.—.—- -
Plan Select Choose Select 0S/DB- Select Files  Check Files with  Confirm  Download Perfarm End
Maintenance Files Stack Dependent Files  without Stack- Stack- Selection Files  Implementation Maintenance
Dependence Dependence
Calculate downlaad files automatically

System Messages
Tree

Message Text
Information

Queue check passed
If you want to change what you have selected, press "Back"

In order to avoid errors during

you are strongly to perform a check against selected packages

Check Support Package QUele |

¢ Use Software Lifecycle Manager to download

& Use Download Basket ta download and the files wauld be added to the Download Basket

Select Download Type
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12. Click on CONTINUE.

Maintenance Optimizer

Solution: System NSP - SAP Solution Manager

& Self Diagnosis

Maintenance Optimizer Transaction 8300011155

| Priarity = [3: Medium =]
| Short Text * [Support Packages NSP

| status Selection

—l— . m

23]

I

Flan Select Choose Select O5/DB- Select Files Check Files with Gonfirm Download
Maintenance Files Stack Dependent Files  without Stack- Stack- Selection Files
Dependence Dependence

More. 4

H—
Perform End
Implementation  Maintenance

Calculate download files automatically

Choose "Continue” to praceed 1o the next step.

Continug ¥

You have selected Download Basket to download files and the files were placed in your Download Basket succesefully

13. The files in your Download Basket must be confirmed before they can be
downloaded. Click on CONFIRM FILES IN DOWNLOAD BASKET.

Solution: System NSP - SAP Solution Manager

& Self Diagnosis

Maintenance Optimizer Transaction 8500011155

System Messages
Type Message Text
Information Procedure 8500011155 Saved

| Priity * [3 Medium

| Short Text * [Suppart Packages NP

Help

To confirm the selected files, choose Confirm Files in Download Basket

[ Confirm Files in Download Basket

Download

When you have confirmed the files, you can download them with the SAP Download Manager

+ Installing the Download Manager

You can also download files directly

Download files from the Download Basket

When you have finished downloading the files, chonse *Continue” to proceed to the next step

[ Continue | To continue, confirm at least one downinad file

| Status Download Mare.. .«
» 1 2 5] 4 5 =
Plan Maintenance Select Files Download Files Perform Implementation End Maintenance
Confirm

Nate: If you have nat yet installed the SAP Download Manager on your local PG, click the link below and follaw the instructions

Procedure 8500011155 Saved
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14. In the dialog box that opens, select all files, and click the CONFIRM DOWNLOAD
button.

v File
igsexe_15-
10003070, sar

SpRPIEAE e
10006346 SAR

SRRPIEHE S
10006333, 5AR

SAPEREDE_55-
10006350, 5AR

SAPEXEDE_55-
10008337 . 54AR

v SARPKDYO139
v SAPKATDI04
v SAPKATOI0S

v SAPKWTO104

Description
Installation for SAP 1GS
integrated in SAP Kermel

Kernel Part | (for Basis
7.01)

Kernel Part | (for Basis
7.01)

Kernel Part Il for Basis
7.01)

Kermel Part Il for Basis
7.01)

SPAMISAINT Update -
Yersion 701/0039

ABA Support Package 04
far 7.01

ABA Suppart Package 05
for 7.01

BWY Support Package 04
far 7.01

Reacice Sownadt Oacloann M7

| Confirm Download

| [ Refresh |

Maintenance Optimizer: Confirm Files for Download

Dowenload
Status

Mat yet
dowenloaded

Mot yet
dowenloaded

Mot yet
downloaded

Mot yet
downloaded

Mot yet
downloaded

Mot yet
downloaded

Mat yet
downloaded

Mat yet
downloaded

Mat yet
downloaded

Bl wmt

Size
[kb]

11564
133528
193193

G567
G024
5031
22760
19862

SHiloes|

Date

1142172010

1142172010

112172010

112172010

112172010

114212010

11/21/2010

117212010

117212010

Time

18:24:13

18:24:58

18:26:09

18:26:22

18:36:25

18:37:45

18:37:56

18:37:56

18:37:56

[E]
-

15. You can then download the files with the SAP Download Manager (see Chapter 18).

[!]

A direct download using the DOWNLOAD FILES FROM DOWNLOAD BASKET button is par-
ticularly laborious if you have a very large number of files to download and is therefore

not recommended.

16. When you have finished, choose CONTINUE.
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Downloading the SAP Download Manager [+]

If the SAP Download Manager is not yet installed on your PC, you can download it
from the SAP Support Portal in this step by clicking on the INSTALLING THE DOWNLOAD
MANAGER link.

Solution: System NSP - SAFP Solution Manager

& Self Diagnosis

To confirm the selected files, choose Confirm Files in Download Basket

Caonfirm Files in Download Basket

Download

When you have confirmed the files, you can download thern with the SAP Download Manager.
Mote: If you have not yet installed the SAP Download Manager on your local PC, click the link below and follow the instructions:

= Installing the Download Manager

You can also download files directly

Download files from the Download Basket

When you have finished downloading the files, choose "Continue” to proceed to the next step

Mai Optimizer T ion 8500011155
System Messages
Type Message Text
Information Procedure 8500011155 Saved
Information Selected files recorded in transaction
|Pricvity =[5 Medium =
| Short Text = |Suppont Packages NSP |
| status Dawnload More..
b 3 -
|__]
Plan Maintenance Select Files Download Files Perform Implementation End Maintenance
Confirm

Selected files recorded in fransaction |SAP

17. You can now proceed to import the support packages (see Chapter 18). To signal
that the import is now in process status, select the IN PROCESS entry from the
STATUS OF IMPLEMENTATION drop-down list, and click on SAVE.
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Solution: System NSP - SAP Solution Manager

4 Self Diagnosis

Maintenance Optimizer Transaction 8500011155

System Messages
Type Message Text

Information Procedure 8500011155 Saved

|Priority = [3 Medium =]

| Short Text = Suppart Packages NSP

| status Implementation More...s
Plan Maintenance Select'Files Download Files Perform Implementation End Maintenance

Selected Systems
System Start Date
NSP (112172010

End Date
1142172010

Status of Implementation

hew =

*Recorded and confirmed download files
See All Side Effects

File Description Details  Side Effects  User

SAPEXEDB_55-10006337.5AR  Kemel Pan Il for Basis 7.01) Display 50009154711
SAPEXEDB_55-10006360.5AR  Kemel Part Il {for Basis 7.01) Display 50009154711
SAPEXE_55-10006333 SAR Kemel Part | for Basis 7.01) Display 50008154711
SAPEXE_55- 10006348 EAR Kemel Part | for Basis 7.01) Display S0008154711
igsexe_15-10003070.sar Installation for SAP IG5 imegrated in SAP Kemel Display S0003154711
SAPKD7O139 SPAM/SAINT Update - Version 7010039 Display 50009154711
SAPKATO104 ABA Support Package 04 for 7.01 Display | Display 50009154711
SAPKATO105 ABA Support Package 05 for 7.01 Display | Display 50008154711
SAPKWIDI104 B Support Package 04 for 7.01 Display | Display S0008154711
SAPKWIDI0S B Support Package 05 for 7.01 Display | Display 20008154711
SAPKETOI04 Basis Support Package 04 for 7.01 Display | Display S0008154711

[

Procedure 8500011155 Saved

18. As soon as the import is finished, set the status to COMPLETED, and click CON-
TINUE to proceed to the next step. To complete the maintenance transaction,
choose COMPLETE TRANSACTION.

Solution: System NSFP - SAP Soiution Manager

& Belf Diagnosis

Maintenance Optimizer Transaction 8500011155

|Prioiity = [3 Medium =
| short Text * Support Packages NSP
| Status Confirmed More.. 4
> 1 @ 3 4 5 ]
| ] | ] ]

Plan Maintenance Select Files Download Files Perform Implementation End Maintenance

Complete Maintenance Transaction

When you have implemented the abjects in the systems, you can complete the maintenance transaction

Note: Once you complete the maintenance transaction, you cannot make any further changes

Complete Transaction
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Completing the Transaction

To progress from step 4 (EXECUTE IMPLEMENTATION) to step 5 (COMPLETE MAINTENANCE),

you must set the status of the implementation to ComPLETED. Solution Manager will not
allow you to move on to step 5 until you do so.

19. The maintenance transaction has been completed, and no further changes can
be made to it. Choose CANCEL or BAck (&) to exit the view.

Solution: Systein NSP - SAP Solution Manager
& Self Diagnosis

Optimizer T ion 8500011155 Help
Systern Messages
Type Message Text
Information

Procedure 8500011155 Saved
IF‘rmrlly = lm
| Short Text - [Suppont Packages NSP |
IStatuS Completed

Mare.. 4

Flan Maintenance

=

End Maintenance

Select Files Download Files Perform Implementation

Complete Maintenance Transaction

When you have implernented the objects in the systermns, you can cormplete the maintenance transaction

Note: Once you complete the maintenance transaction, you cannot make any further changes.

Complete Transaction

Cancel Wiithdraw

20. Your transaction is now displayed as COMPLETED in the overview of mainte-
nance transactions.

Solution: Systemn NSP - SAP Solution Manager
Refresh £ Self Diagnosis

? & Solution Monitoring - Senice Desk -~ Change Management - Solution Reporting —  Senice Plan < [ssue Management —

Solution OverweW”v

Change Request Managernent | HotMews | Support Package Stacks | Maintenance Optimizer

Maintenance Transactions [Create Mew Maintenance Transaction |
Operations Setup
Operations

D Short Text Friority Status Created on Created by

8500011155 Support Packages NSP 3 Medium Cornpleted /2172010 19:08:54 BCUSER

267



4

System Administration with SAP Solution Manager

You now know how to download support package files from the SAP Support Portal
using Solution Manager and the Maintenance Optimizer tool. Chapter 18 describes
how to import these files into your SAP system.

4.6 Summary

You need to use SAP Solution Manager to access certain services provided by SAP,
such as the downloading of support packages. Solution Manager also offers a range
of tools that make the job of SAP system administrator more efficient.

The system administration and system monitoring functions described in this chapter
help you manage a system landscape of a medium to very large size enterprise, and
makes it easy for you to leverage synergy effects.

Solution Manager also offers some functions that are of interest in the context of
SAP projects. Incident Management and Change Request Management enhance
the functions of this central system to provide you with an even broader range of
options.
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A

ABAP dump, 73, 276
Access method, 677, 682
Action type, 221
Activating the Service Data Control Center,
241
Add-on
add-on installation tool, 783
downloading, 783
installing, 783
Add systems
SAP Logon, 547
Administration
SAP ERP system, 23
update, 87
Administrator (principles) — System
principles, 25
AIS — Audit Information System (AIS), 491
ALE
Central User Administration, 571, 582
distribution model, 582
monitoring, 597
Alert
change threshold, 452
Alert Monitor, 137, 451
activating maintenance functions, 149
adapting, 148
adding a monitor, 156, 160
alert, 138
alert threshold, 452
assigning an auto-reaction method, 173
auto-reaction method, 167
CCMS monitor set, 138
changing an auto-reaction method, 168
completing an alert, 146
copying a monitor set, 154
copying an auto-reaction method, 169
creating a monitor set, 153
current status, 140
deleting a monitor, 159
email distribution lists, 171

email notification, 167
graphical display, 145
hiding SAP standard monitor sets, 148
maintaining threshold values, 163
modifiability, 155
modification options, 139
monitor attributes, 138
monitoring tree element, 138
monitor object, 138
open alert, 143
operating system command, 168
registering operating system commands,
177
SAPconnect, 177
showing SAP standard monitor sets, 152
starting, 138
template, 139
threshold value, 142
transport function, 162
view, 140
visibility, 150
worklist, 151
Alert-Monitor
checking, 275
MTE class, 175
Annual tasks, 287
Application server, 46, 77
definition, 32
Area menu
AUTH, 650
Audit, 491
account audit, 488
aspect, 488
authorization, 490
report, 491
security audit, 487
Security Audit Log, 493
tools, 491
type, 487
user, 489
Audit Information System (AIS), 480, 491
Authorization
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assign, 628

authorization check, 618
authorization concept, 619
authorization field value, 618
authorization management, 617
authorization object, 618
authorization profile, 636
authorization role, 618
authorization trace, 645
autorization field, 618

check indicator, 640

checking, 287

create composite role, 629
create single role, 619

default value, 624, 640

dual control principle, 617

evaluation of the authorization check, 649

field, 618

field value, 618
infosystem, 650

in general, 617

object, 618
organizational level, 626
profile, 636

profile comparison, 634

report, 650
return code, 648
role, 618
SAP_ALL, 614
SAP_NEW, 614
system trace, 645
trace, 645

user comparison, 628
utilities, 640
Authorization administration
audit, 490
Authorization check, 618
activity, 618
authorization, 618
authorization field, 618
authorization field value, 618
authorization object, 618
evaluate, 649
log, 649
object class, 618
process, 618
return code, 648

866

source code, 618

S_TCODE, 618

transaction call, 618
Authorization management, 617

authorization concept, 619

authorization role, 618

authorization trace, 645

create composite role, 629

create single role, 619

organizational levels, 626

reports, 650

role, 618

system trace, 645

trace, 645

utilities, 640
Authorization management

infosystem, 650
Authorization object, 618

authorization, 618

default value, 624, 640

field, 618

field values, 618

full authorization, 627

object class, 618
Authorization profile, 636

assign, 639

composite profile, 636

display, 636

generate, 627

in authorization role, 618

profile comparison, 634

single profile, 636
Authorization role, 618

assign, 628

Audit Information System, 491

authorization concept, 619

change, 856

composite role, 619

composite role menu, 631

create composite role, 629

create single role, 619

in general, 618

menu, 620

single role, 619

type, 619

workplace description, 618
Authorization trace, 645



activate, 646
evaluate, 647
return code, 648
Autoextend, 398
Automatic user logoff, 273
Auto-reaction methods — Alert Monitor, 167

Background jobs — background processing,
653, 667
create job, 655
creator, 654
daylight saving time, 668
graphical job monitor, 665
job class, 656
job conflict, 667
job log, 664
job wizard, 662
monitoring, 276, 662
performance, 666
periodic job, 661
regularly scheduled job, 653
schedule, 655
start condition, 660
steps, 657
user id, 654, 658
variant, 655
Backup
additional, 305
ad hoc, 302
append mode, 297, 306
backup frequency table, 304
backup strategy, 304
checklist, 307
concept, 293
daily, 295
data, 294
database, 294, 470
database integrity, 306
DBA Planning Calendar, 302
DB Backup Monitor, 302
dedicated drive, 313
differential, 300
faster devices, 311

Index

frequency, 294
full, 299, 300, 301
general information, 293
hard disk, 312
hardware throughput, 310
incremental, 299
master database, 432
mode, 300
offline, 300
online, 301
operating system level, 298, 307
parallel, 312
performance, 310, 311
performance factor, 310
planned, 302
raid systems, 313
recommendation, 305
redo logs, 296
scope, 299
set up a maintenance plan, 425
spontaneous, 302
strategy, 293, 304
system database, 431
tape, 312
terminology, 303
testing, 270, 271, 306
time, 311
time of execution, 302
tools, 294
transaction log, 296, 306
type, 298
viability, 295
weekly, 295
Backup strategy, 293, 304
Backup test, 306
Backup testing, 270, 271
Batch, 653
Batch input, 272
log, 276
Batch work process, 653
BR*Tool, 389
Buffers
monitoring, 277

867



Index

C

Cascading failure, 336

CCMS, 137

CCMS agent, 171, 755

CCMS Alert Monitor — Alert Monitor, 137

CCMS Monitor, 138

Central system administration
RFC destination, 214

Central User Administration
ALE, 571, 582
ALE monitoring, 597
assign logical system to client, 575
automatic creation of user, 586
central system, 582
child system, 582
communication user, 572
create, 592
create rfc connections, 577
create user, 592
deactivate, 599
delete, 599
delete child system, 599
delete distribution model, 603
distribution mode, 591
distribution of user field, 590
distribution option, 591
emergency deactivation, 606
error search, 596
field selection, 590
general, 571
generate distribution model, 581
generate password, 594
global locks, 595
idoc monitoring, 597
initial password, 594
local lock, 595
lock, 595
log, 596
logical system, 573
maintain user, 592, 594
maintenance, 592, 594
partner agreements, 601
partner profiles, 598
processing log, 596
recipients, 582
redistribution, 591
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remove system, 599
reset password, 594
RSDELCUA, 600
sending system, 582
set up, 571
standard role, 572
synchronization, 584
synchronize company addresses, 584
synchronize user, 584
unlock, 595
Central User Maintenance
mass maintenance, 594
Change analysis, 701
Change and Transport Organizer (CTO) —
transport system, 704
Change management, 701
approval, 702
general, 702
process, 702
table maintenance, 721
Change request, 701
Change request management, 701
Check
Audit Information System, 491
Check indicator, 640
maintenance preparation, 643
Checklist, 269, 280, 286, 289
annual tasks, 287
backup strategy, 307, 308
database, 277, 279, 285, 288
operating system, 277, 278, 279, 280, 286,
289
preparing for a system stop, 42, 43
quarterly tasks, 284
SAP system, 275, 277, 278, 279, 284, 285,
287, 288
tasks, 274
things to check before deleting a lock, 83
use, 274
weekly tasks, 278
Check transport tool, 770
Client, 109
assign logical system, 575
copy log, 132
copy profile, 115
create, 110
definition, 33



deleting, 129

export, 122

import, 126

import postprocessing, 127

local copy, 115

logon, 114

remote copy, 118

transporting, 122
Client copy, 114

deleting, 129

exporting, 122

import, 126

import postprocessing, 127

local, 115

log, 132

profile, 115

remote copy, 118

TemSe consistency check, 698

transporting, 122

transport requests, 118
Client-specific change, 483
Client table, 110
Client transport, 122
Command line parameter

NWSapSetup.exe, 546
Communication type, 99
Company address

remedy user assignment, 584

RSADRCK2, 584

synchronize, 584
Composite profile, 636
Composite role, menu, 631
Connection, 89
Connection test, 94
Connection type, 91
Consumable items

checking, 283

critical, 283
Core dump — performance, 514
Correction and transport system — transport
system, 704
CPU usage, 524
Crash kit, 329

content, 330

documentation, 330

inventory, 333

Index

storage, 330
Create
user, 592
Critical tasks, 270, 271, 272, 273, 274
Cross-client change, 483
CTO — transport system, 704
CTS — transport system, 704
CUA
Log, 277
Customer message
accelerating processing, 815
application component, 803
attachment, 806
confirming, 815
creating, 799
draft, 810
error description, 798
priority, 804
sent, 810
service connection, 819
Customizing, 36
copying, 219
table maintenance, 721

D

Daily tasks, 274

Database, 36
action, 341
action log, 350
action parameter, 342
action pattern, 344
administration, 339
backup, 294
cache, 360
change occurrence, 344
change task, 344
check occurrence, 347, 350
check task, 347, 350
consistency check, 279, 357
copy, 309
copying, 134
database management system, 339
DBA Cockpit, 340
DBA Planning Calendar, 340
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DBMS, 339
delete occurrence, 346
delete task, 346
fill level, 354, 362
growth rate, 353
integrity, 306
job log, 348
perform analysis, 352
performance, 359, 523
performance monitor, 359
performance parameter, 359
plan administration task, 340
planning calendar, 340
plan task, 340
size, 353
starting, 37
stopping, 44
table size, 355
task, 340
task distribution, 339
trace, 363
Database administration
daily tasks, 277
DB2, 363
MaxDB, 435
Microsoft SQL Server, 410
Oracle, 379
Database analysis, 352
Database copy, 133, 309
TemSe consistency check, 698
Database server
definition, 32
Database Studio, 435
Data integrity, 466
Data loss, 470
Data protection
Security Audit Log, 505
Data security, 467, 470
DBO02, 363, 367
DB2 command, 364
SQL statement, 364
DB2 Command Line Processor, 364
DB2 Control Center, 364
DB2 database
stop, 368
DBA Cockpit, 340

870

DBA Planning Calendar, 302, 340
DDIC
general, 613
Default profile, 63
Default value
authorization, 640
authorization object, 624
Defragmentation (memory), 522
Dialog box, 87
Disaster, 315
Disaster recovery, 308, 315, 470
alternative business processes, 336
cascading failures, 336
communication, 320, 321
continuing business, 336
crash kit, 329
damaged database, 324
dependent applications, 329
downtime, 319
emergency scenario, 323
external provider, 326
hardware failure, 324
in-house recovery, 323
loss or destruction of the servers, 325
minimizing the risk of failure, 335
plan, 316, 317
recovery manager, 321
recovery procedure, 327
recovery script, 327
recovery team, 321
redundant data center, 326
remote recovery, 323
requirement, 317
restore time, 320
review, 322
roles, 321
scenario, 323
single point of failure, 335
start, 318
status, 322
technical recovery team, 322
test, 333
type, 323
Disaster recovery plan, 317
Distribution model
ALE, 582
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user administration, 551
Domain controller — transport system, 714
Download Manager, 750
Downtime, 319

E

eCATT, 783
Email, 99
Email distribution lists, 171
Email notification, 167
Emergency, 315
Emergency scenario — disaster recovery, 323
EPS inbox, 763
ERP system (principles) — principles of
system administration, 25
Error search
Central User Administration, 596

F

Fax, 99

File, 418

File group, 418

Form
detailed list of sap notes, 859
document approved transport requests, 858
document changes to authorization roles,
857
document imported sap notes, 859
document user requests and approval
procedures, 856
sample transport request, 858

Frontend printer, 681

Full authorization, 614

Functional separation, 486
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G

Gateway, 97

Generating objects, 779

Generation, 779

Governance, Risk & Compliance (GRC), 490
GRC, 490

H

Hard shutdown, 45
Hardware
performance, 523
High availability (HA), 313, 317, 471
Host name, 49
Host spool, 682
Host spool system — output management,
671
transfer, 692
HTTP, 104, 108
HTTPS, 104, 108

ICF, 104
ICM, 108
ICM threads, 108
IDoc
monitoring, 597
IGS, 741
Import postprocessing, 127
Import queue — transport system, 713
Information broadcasting, 99
Infosystem
authorization, 650
Initial password
Central User Administration, 594
generate, 555, 567, 568
parameters, 568
Initiating a backup process, 422
Insider trading, 466
Installation
Profile Generator, 643
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Instance, 46, 48

definition, 32
Instance profile, 63
Internet Communication Framework, 104
Internet Communication Manager, 108
Internet Graphics Service, 741

J

Job, 653

Job class, 656

Job Scheduling Monitor, 665
Job Wizard, 662

K

Kernel
authorization, 756
backup, 753
component, 744
replacing, 755
starting the SAP system, 756
stopping the SAP system, 755
unpacking, 753
update, 752
Kernel part I, 744
Kernel patch level, 732
Kernel release, 732
KISS principle, 27

L

Lock
Central User Administration, 595
transaction, 477
user, 568

Lock entry, 80

Locking a data record, 80

Locks
global, 595
local, 595

monitoring, 276
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Log
client copy, 132
Log file, 296
Logical component, 201
Logical system
assignment to clients, 575
Central User Administration, 573
Logs — transaction log, 419

M

Maintenance
user, 563, 592, 594
Maintenance Optimizer, 256, 728
prerequisites for use, 256
Maintenance — system maintenance, 727
Manual retrieval of session data, 250
Mass change
user, 563
Mass maintenance
user, 563, 594
Master database, 431, 432
Materials, 284
checking consumable items, 283
MaxDB, 435
Memory
defragmentation, 522
operating system, 449
Message server, 103
Microsoft SQL Server, 410
refreshing the statistics, 279
Mini LSN, 420
Minimum Recovery Log Sequence Number,
420
Model database, 431
Modification adjustment, 769
Modification adjustment transport, 769
Monitoring, 137
Monitoring system alerts, 235
Monitor set, 138
Monthly tasks, 281
msdb database, 431
MTE — alert monitor, 138
Multiple logon, 472
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Network
security, 467, 468
Network function, 526
Network printer, 675
Note Assistant — SAP Note, 832

o

Object

authorization check, 618
Object class

authorization object, 618
Operating system, 36

administration, 449

alert threshold, 452

analysis, 461

batch input log file, 456

CCMS monitoring, 451

daily tasks, 277

delete trace file, 454

extending memory, 450

file archiving, 450

information, 458

job log file, 456

log, 277, 462

memory monitoring, 450

memory usage, 449

monitor, 461

release memory, 454

reorganization, 456

SAPOSCOL, 458

spool files, 456

standard job, 456

support package file, 457

transport file, 457
Operation

consumable items, 283
Operation mode, 46, 47, 51

manual switching, 61
Operation mode switching, 56
Operation mode timetable, 56
Oracle, 379, 382
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Oracle database
autoextend, 398
start, 383
stop, 385
Organizational level, 626
0SS, 795
OSS Note
SAP Note, 795
Output control, 688
Output devices — printers, 675
Output management, 671
delete spool requests, 695
general, 671
host spool system, 671
output control, 688
output data, 686
SAPIpd, 682
set up printer, 675
spool consistency check, 696
spool request, 671, 688
spool server, 671
spool servers, 671
spool system, 671
spool work process, 671
TemSe, 671
TemSe consistency check, 697
TemSe database, 697
Output request
general, 671
generation, 671
table, 696

P

Page
structure, 418
Page header, 418
Paging — performance, 524
Partner agreements
delete, 601
Password
Central User Administration, 594
generate, 555, 567, 568
lock, 473
minimum length, 473
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preventing trivial passwords, 474

random number generator, 555, 567, 568 troubleshooting, 509

reset, 566 workload overview, 516

security, 473 Policy

standard, 473 documentation, 551

system administration, 613, 615 system administration, 613

system password, 475 user administration, 551
Patch level, 830 Principles of system administration, 32
Performance, 509, 514, 520, 524 checklists, 28

active jobs, 512 database access, 31

analysis at the database level, 523 documentation, 27

analysis at the hardware level, 523 help, 26

analysis at the operating system level, 523 making changes, 29

Analysis at the SAP level, 515 networking, 26

background job, 666 planned maintenance, 28

backup, 310, 311 single points of failure, 30

buffer, 520 Principles — principles of system

buffer statistics, 277 administration, 25

cancel processes, 513 Print, 671

core dump, 45, 514 output control, 688

CPU, 524 presettings, 687

database, 359, 523 time of print, 687

faster devices, 311 troubleshooting, 688

hard disks, 524 Printer, 675

hardware, 523 access method, 677, 682

hit ratio, 520 configure frontend printer, 681

hit ratio of the buffer, 520 configure network printer, 675

load analysis, 515 __DEFAULT, 682

main memory, 524 destination host, 678

memory defragmentation, 522 device attribute, 676, 681

monitor processes, 512 device class, 677, 681

network, 524 host printer, 678

operating system, 523 location, 677

paging, 524 LOCL, 681

parallel backup, 312 network name, 675, 678

processor time, 510 operating system level, 675

program buffer, 520 output attribute, 678, 682

PXA buffer, 522 set up, 675

response time, 517 set up local printer, 681

restore, 310, 313 Set up USB printer, 681

SAP, 515 short name, 676, 681

sizing, 509 spool server, 676

statistics, 277 test, 680, 683

task type, 517
transaction profile, 518

swapping, 511, 520
system monitor, 511
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Windows standard printer, 681
Procedure
system administration, 613
user administration, 551
Production system
prevent change, 291
Profile
authorization profile, 636
SAP_ALL, 614
Profile comparison, 634
Profile file, 63
Profile generator
installation, 643
navigation from SU02, 637
Profile Generator
customer table, 643
Profile parameters, 62
administrative data, 63
basic maintenance, 64
default value, 66
displaying, 66
extended maintenance, 64
maintenance, 63
Program
PFCG_TIME_DEPENDENCY, 629
RSADRCK2, 584
RSDELCUA, 600, 606
SAP_COLLECTOR_FOR_PERFMONITOR,
514
Program buffer — performance, 520
Protocol SMTP, 99, 104, 108
SMTP plugin, 99
SMTP service, 103

Q

Quarterly tasks, 284

R

RAID, 471
Recovery
TemSe consistency check, 698
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Recovery — disaster recovery, 315
Recovery script, 327
Redo logs, 296
Redundant data center, 326
Registering an operating system command,
177
Regression test, 783
Remote function call, 90
create RFC connection, 577
create RFC connection for Central User
Administration, 577
Remote login, 96
Replenishment lead time, 284
Report
authorization, 650
SAP_REORG_SPOOL, 695
Request for change, 701
Restore, 308
performance, 310, 313
strategy, 309
testing, 310
Restore strategy, 309
Restore time, 320
Return code, 713, 718
authorization check, 648
RFC connection
connection test, 94, 579
connection type, 91
create, 577
gateway, 97
logon data, 92
remote login, 96
test, 579
RFC destination, 90
RFC interface, 90
Role, 618
authorization role, 618
composite role, 619
organizational level, 626
single role, 619
Role — authorization role, 618
Row offset, 418
Runtime error, 73

875



Index

S

SAP, 514, 522
SAP*, 613
SAP_ALL, 614
SAP Business Workplace, 103
SAPCAR, 754
SAP components
Basis layer, 19
SAP configuration, 33
SAPconnect, 99, 177
SAPDBA, 302
log, 286
start, 383
stop, 385
SAP Download Manager
downloading, 265
SAP EarlyWatch Alert, 240, 241
check, 278
configuration, 244
manual start, 245
sending by email, 253
SAP ERP system, 23
administration - fundamentals, 23
definition, 33

SAP ERP system administrator — system

principles, 23

SAP Gateway, 97

SAP GUI, 525
add system, 547
create installation package, 536
installation requirement, 525
installation scenario, 525, 526
SAPIpd, 682
SAProuter, 548
set up an installation server, 530
with installation medium, 527
with installation server, 541

SAP GUI installation server, 530

SAP GUI version, 526

SAP IGS, 741

SAP Load Generator, 779

SAP Logon
add systems, 547

saplogon.ini, 550

SAPlpd, 682

SAP Management Console, 37, 43
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SAP note

implementable, 833

processing status, 835

status, 835
SAP Note, 795

31515, 820

35010, 820

98065, 697

108799, 672

128105, 682

560499, 815

821519, 682

correction instructions, 828

documentation, 829

downloading, 832

finding, 795

implementing, 828, 832

imported, 859

Note Assistant, 832

release, 798

resetting, 836

support package, 798
SAP Notes

resetting Note implementation, 836
SAPOSCOL, 458, 755
SAPOSS, 824
SAProuter, 548, 755, 820, 824
SAP Service Connector, 820, 825
SAP Service Marketplace, 794
SAP Solution Manager, 179

activating and deactivating solutions, 206

assigning a system, 197
asssigning a database, 192

CCMS Alert Monitor, 227

central system administration, 211
connecting clients, 192

creating a database, 184

creating a server, 182

creating a system, 186

deleting solutions, 207

Sfunctions, 179

maintaining the system landscape, 181

Maintenance Optimizer, 728
selecting main instances, 188
self-diagnosis, 208

solution, 201

system administration, 211
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wizard, 187
SAP Support Center, 815
SAP Support Portal, 794
customer message, 798
logon, 795
service connection, 819
single sign-on, 795
support package, 728
user ID, 794
SAP system
architecture, 46
database, 36
layer, 35
operating system, 36
starting, 36
stopping, 41, 43
Scheduled tasks, 269
SDN, 793
Security
access security, 467
application security, 467, 469
data security, 467, 470
definition, 466
level, 467
network, 467, 468
operational, 467, 469, 486
physical, 467
SAP Security Notes, 490
share user ID, 610
Security administration, 465
account audit, 488
audit, 487
Audit Information System, 491
auditing tool, 491
backup, 471
concept, 471
DDIC, 477
functional separation, 486
insider trading, 466
legal provision, 466
locking a transaction, 477
password, 473
password parameter, 473
password standard, 473
preventing changes in the production
system, 480
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preventing trivial passwords, 474
protecting data, 466
report, 491
safeguarding an sap system, 471
sap*, 477
security audit, 487
Security Audit Log, 493
security concept, 471
shared usage of user ids, 472
system change option, 481
system password, 475
task, 489
Security Audit Log, 493
analysis, 503
check, 278
configuration, 494
data protection, 505
deleting a file, 506
directory, 494
dynamic, 496
file, 494
filter, 496
profile, 497
profile parameter, 494
static, 496
Security concept, 471
Segregation of duties (SOD), 470, 486
Send job, 100
Service
activating, 106
Service connection, 819
closing, 828
connection type, 821
costs, 819
routestring, 823
SAProuter, 820
SAP Service Connector, 820
setup, 820
status, 827
Service Level Agreement, 317
Service Marketplace, 794
Service Preparation Check, 245
Session
end, 612
Set up a maintenance plan, 425
Short dump, 73, 276
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SIGINT, 45
SIGQUIT, 45
Single points of failure, 335
minimize, 30
Single profiles, 636
Sizing — performance, 509
SMS message, 99
SMTP service
configuration, 256
SOD, 470, 486
Soft shutdown, 45
SPAM/SAINT version, 734, 758
SPAU adjustment, 778
SPDD adjustment, 778
Special operation mode, 52
Spool
consistency check, 696
Spool- control
output management, 671
Spool request
alternative server, 671
clean, 695
create, 686
delete, 695
file, 695
general, 671
minimum retention period, 696
presetting, 687
properties, 686
reorganize, 695
request information, 690
server, 695
status, 691
time of print, 687
Spool server
alternative server, 675
assign printer, 676
load balancing, 675
logical, 671
real, 671
server class, 673
set up, 671
transport, 685
Spool system
output management, 671

878

Spool work process
general, 671
number, 672
SQL*Plus, 379
SQL script, 387
SQL statement, 364, 368, 369
Start log, 40
Start profile, 62
startsap, 37
Start timeout, 38
stfk.oez, 824
STMS-Transport Management System, 714
stopsap, 45
Support package, 727, 794
add-ons, 783
calculate queue, 767
check transport tool, 770
component information, 730
confirm queue, 777
determining the current level, 729
download, 748
download basket, 738
downloading, 728, 748
Download Manager, 750
downtime-minimized, 775
EPS inbox, 763
finding, 734
importing, 761, 766
import log, 773
kernel backup, 753
kernel part i, 744
kernel part ii, 744
kernel patch level, 732
kernel release, 732
kernel update, 752
loading from application server, 764
loading from frontend, 758, 763
log, 773
modification adjustment, 769, 778
modification adjustment transport, 769
naming convention, 731
procedure, 751
regenerating objects, 779
regression test, 783
replacing the kernel, 755
SAPCAR, 754
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sequence, 751
SPAM/SAINT update, 757
SPAM/SAINT version, 734
SPAU adjustment, 778
SPDD adjustment, 778
storage on the server, 762
support package stack, 727
support package stack application, 748
temporary directory, 763
testing, 783
test scenario, 771
unpacking, 763
unpacking the kernel, 753
Support package level
checking, 258
Support packages
delete file, 457
downloading, 734
Support package stack, 727
Support package stack application, 748
Support Package version, 830
Support Portal, 794
Swapping, 511
Swapping — performance, 511
SysLog, 70
System
ALE, 571, 582
back up database, 431
central user administration, 571
change option, 481
checking status, 270
create user groups, 608
failure, 315
kernel, 830
log, 40, 70, 275
message, 42, 87
one instance, 611
prevent changes, 291
profile, 62
release, 830
SAP ERP definition, 33
Support-Package-Stand, 830
System administration, 35
ABAP dump analysis, 73
application server, 77
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checking the start log, 40
checklist for system stop, 42
connection, 89
DDIC, 613
downtime, 35
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Internet Communication Framework, 104
Internet Communication Manager Monitor,
108
locks, 80
maintaining an RFC connection, 90
Message Server Monitor, 103
monitoring, 70, 137
operation mode, 46
password, 613, 615
profile parameters, 62
SAP*, 613
SAPconnect, 99
SAP Gateway Monitor, 97
SAP Management Console, 37, 43
security, 471
Solution Manager, 179
starting and stopping the sap system, 35,
36, 41, 43
system log, 40, 70
system message, 87
system monitoring, 137
transaction, 70
update errors, 83
work processes, 77
System administrator
tasks, 23
System copy, 133
TemSe consistency check, 698
System log, 40
System maintenance, 727
maintenance strategy, 728
procedure, 751
sequence, 751
strategy, 728
support package, 727
System monitoring, 137
System principles
general, 25
protect system, 25
System recovery, 315
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System stop, 41
System trace

authorization trace, 645
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Table
authorization management, 852
background processing, 853
change and transport management, 854
database administration, 852
diagnostics and troubleshooting, 854
operating system administration , 852
output management, 854
performance, 852
SAP Solution Manager, 851
security administration, 852
system administration, 851
system maintenance, 854
system monitoring, 851
TSTCT, 478
user administration, 852
USR40, 474
Table maintenance
customizing activity, 721
general, 721
maintenance dialog, 721
maintenance view, 721
transport, 724
Task
annual, 287
critical, 270, 271, 272, 273, 274
daily, 274
database, 277, 279, 285, 288
deactivating, 218
direct execution, 223
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operating system, 277, 278, 279, 280, 286,
289
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SAP system, 275, 277, 278, 279, 284, 285,
287, 288
scheduled, 269
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weekly, 278
TCP/IP, 97
tempdb database, 431
TemSe
consistency check, 278, 697
data, 686, 697
database, 686, 697
general, 671
object, 696, 697
table, 696
Time
begin of daylight saving time, 668
end of daylight saving time, 668
enterprise time, 668
local time, 667
Time differences, 311
TMS — transport system, 704
Trace
authorization trace, 645
Trace file
delete, 454
Transaction
ALOS, 42, 83, 271, 276, 610, 611
authorization check, 618
authorization management, 843
background processing, 843
backup and recovery, 841
BD54, 574
BD&87, 597
change and transport management, 844
critical, 477
database administration, 841
DB02, 277, 279, 280, 281, 353, 523
DB12, 274, 302, 350
DB13, 274, 302, 340, 341, 344, 348
DBACOCKPIT, 340
diagnostics and troubleshooting, 844
list of locked transactions, 480
lock, 477
not to be locked, 850
operating system administration, 841
0506, 271, 277, 458, 514
output management, 844
performance, 842
PFCG, 287, 619, 629
PFUD, 629
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S5CC4, 110, 129, 290, 483, 575
SCC5, 129, 130
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SCCS8, 122

SCCY, 119

SCCL, 115

SCOT, 177

SCUA, 582, 599

SCUG, 586

SCUL, 277, 596

SCUM, 590

SE03, 288, 290, 481, 706
SE09, 706

SE10, 705, 710

SE38, 288

SECR, 491

security administration, 842
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SGEN, 779, 780

SICF, 105
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SM12, 80, 272, 276
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SM30, 285, 475, 721
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SM63, 56
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SMGW, 42, 97
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212, 219, 224, 228, 235, 244, 245, 253,
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SP12, 278, 281, 698
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SPAM, 732, 757, 758, 761, 764, 766, 783
SPAU, 778

SPDD, 778

ST01, 646, 647

ST02, 273, 277, 520

ST03, 273, 277

STO3N, 515

ST04, 273, 277, 359, 523

ST11, 514

ST13, 490

ST22, 74, 273, 276, 792
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STMS, 273, 276, 714

SUO01, 285, 290, 554, 562, 563, 567, 568,
570, 589, 608, 634, 639

SU02, 287, 636

SU03, 287, 290

SU10, 563, 564, 594

SU24, 640

SU25, 643

SU53, 649

system administration, 839

system maintenance, 844

system monitoring, 840

user administration, 842

WE20, 601
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virtual log file, 420
Transport
approve, 857
printer, 684
spool server, 685
Transport file
delete, 457
Transport management — change
management, 701

Transport Management System — transport

system, 704
Transport request
check the log, 719
create, 705, 709
customizing request, 707
enter a change, 708
export, 711
import, 713
release, 710
release tasks, 711
request type, 707
return code, 713, 718
task, 707
Workbench request, 707
Transport system, 701, 713
advanced quality assurance, 705

Change and Transport Organizer, 704

check the transport log, 719

check transport tool, 770

correction and transport system, 704
create a transport request, 705, 709
domain controller, 714

enter a change, 708

export a transport request, 711
import a transport request, 713
import queue, 713

log, 719

monitoring, 276

release a task, 711

release a transport request, 710
return code, 713, 718

task, 707

tp, 705, 716

transport files, 712

transport management system, 704
transport requests, 701
unconditional modes, 717
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Troubleshooting, 791
alternative, 793
analyzing the problem, 792
document changes, 793
gather data, 792
general information, 791
Trusted system connection, 194

U

Unconditional modes, 717

Uninterrupted power supply (UPS), 278, 471

program log, 278
Unlock
Central User Administration, 595
reset password, 566
user, 568, 569
Update, 83
terminated update records, 275
Update error, 83
Update module, 86
Update program administration, 87
User
Central User Administration, 571
copy existing user, 554
create, 592
create new user, 562
create user group, 608
delete, 290
group, 608
ID, 610
incorrect logon, 473
initial password, 555, 567, 568
lock, 568
maintenance, 563, 592, 594
mass change, 563
mass maintenance, 563, 594
profile, 639
recommendation for user group, 608
reset password, 566
role, 634
set up new uset, 554
synchronize, 584
unlock, 568, 569
user group, 608
validity date, 553



User administration, 551
active user, 610
add user, 552
audit, 489
Central User Administration, 571
change jobs, users, 553
change user, 552
create user, 592
DDIC, 477
end session, 612
general, 551
ID naming convention, 552
initial password, 555, 567, 568
leaving employees, 553
maintain user, 563, 592, 594
mass change, 563
mass maintenance, 563, 594
policy and procedure, 551
preventing multiple user logons, 472
reset password, 566
SAP* 477
Set up Central User Administration, 571
validity date, 553

User administration
create user, 592

User comparison, 628
PFCG_TIME_DEPENDENCY, 629
profile comparison, 634
Transaction PFUD, 629
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User group
automatic creation, 586
create, 608
general, 608
recommendation, 608
Users
active, 610
User session
end session, 612
Utilities
authorization, 640

Vv

Version differences, 19
Virtual log file, 420
Visual differences, 19
VPN, 468
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Work center, 182

Work process, 47, 77
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minimum number, 55
number, 54
types, 47
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