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A connection to a particular application programming interface (API) provider
endpoint is made possible through connectors, which are prebuilt API integra-
tions, for example, for Salesforce, QuickBooks, or Marketo. Authentication,
resources, pagination, failures, events, and search are among the standard set of
functionalities that all connections have at the outset. Even though not all of the
connections in a category share a resource, SAP enables a more extensive set of
APIs that an application offers at the hub level.

In contrast to many other customer relationship management (CRM) applications,
Salesforce Sales Cloud supports APIs. These APIs, which are only applicable to
Salesforce, are listed in Salesforce’s documentation:

m Connectors share a variety of common features, such as interactive documenta-
tion, bulk downloading and uploading, bulk uploading and searching, pagina-
tion, and bulk uploading and downloading.

m RESTful APIs provide access to normalized methods.

m Full data payloads are provided in JavaScript Object Notation (JSON) and can be
normalized and transformed into a single resource.

m Each connector is kept current with modifications at the endpoint by SAP.

m Each connector supports an unlimited number of authorized accounts without
the need for additional code because it is a multi-tenant connector.

With the help of Open Connectors, your organization can link and integrate its
applications with a variety of external services, such as Salesforce and other CRM
platforms, payment gateways, social media sites, and more. The platform offers a
collection of prebuilt connectors that are simple to configure and use to connect
with a range of applications and services.

In this chapter, we'll explore various topics related to Open Connectors. Our jour-
ney begins with a clear understanding of the objectives specific to this portion of
the test. We'll then delve into the comprehensive features that Open Connectors
offer, examining how they can enhance our connectivity and integration capabili-
ties.

For a practical understanding, we’ll dive deeply into the workings of Open Con-
nectors. You'll learn how to log on to the Open Connectors platform and create a
Twitter instance within it. Additionally, you'll discover how to establish an API
provider using Open Connectors and create a fully functional API from the pro-
vider. Along the way, you’'ll gain insights into incorporating policies into the API
and bundling a product to further enhance its functionality.

Expanding our knowledge, we’ll explore the process of creating applications and
testing the APIs we develop. Through hands-on activities, you can solidify your
understanding and familiarize yourself with the practical implementation of
Open Connectors.

Open Connectors Chapter 4

Throughout this chapter, you'll encounter important terminology relevant to
Open Connectors, empowering you to communicate effectively and comprehend
the intricacies of the platform. To reinforce your learning, practice questions will
challenge your understanding. Detailed answers and explanations will be pro-
vided to assist your in self-assessment and further learning.

To conclude this chapter, we'll summarize the key takeaways, highlighting the
essential concepts and insights gained from our exploration of Open Connectors.
This comprehensive overview will equip you with a solid foundation in utilizing
Open Connectors effectively and efficiently in your integration projects.

Real-World Scenario

Imagine your business offers an online food ordering and delivery service.
To improve the efficiency of'its delivery procedures, your company wishes to
integrate its platform with a third-party logistics provider with the busi-
ness’s own Twitter feed. Your business could use Open Connectors, along
with a cloud integration platform like Cloud Integration, to accomplish this
integration.

Your organization would first sign into Open Connectors and choose a logis-
tics provider connector from the library of prebuilt connectors. To configure
the connector, you would next supply the required authentication informa-
tion and map data fields from the food ordering platform to the relevant data
fields in the logistics provider system.

You would then use Cloud Integration to develop a data flow that links your
food ordering platform with the logistics service provider system using the
Open Connectors connector. Any data transformations or business rules
required to guarantee that the data is in the proper format for the logistics
provider system would be included in the data flow.

Your business can manage its delivery operations with ease once the integra-
tion is online through its meal ordering platform and can post on the Twitter
feed. Orders are automatically transmitted to the logistics provider system,
and the food ordering platform could update a delivery’s progress in real
time.

In general, Open Connectors and cloud integration platforms like Cloud Inte-
gration offer a strong and adaptable approach to interface your applications
with outside services, enabling you to improve company operations and cus-
tomer experiences.
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4.1 Objectives of This Portion of the Test

This chapter reviews the features of the Open Connectors capability in SAP Inte-
gration Suite. This chapter describes how to work with Open Connectors to inte-
grate with non-SAP applications.

The goal of Open Connectors is to offer a cloud-based integration platform that
enables companies to link and integrate their applications with third-party ser-
vices quickly and effectively. The platform offers a number of prebuilt connectors
you can quickly utilize to link with other applications and services, such as social
media platforms, payment gateways, CRM systems, and others.

Note

On the certification exam, this topic will involve a minimum of 9 to 10 questions. The
weighting of this topic is more than 12%. You must provide at least 7 correct answers to
clear the certification exam. The maximum time that you should spend on questions
related to this chapter is 22 to 24 minutes.

4.2 Features

A consistent API, prebuilt connector libraries, a flexible integration platform, and
a real-time data synchronization engine are just a few of the benefits offered by
Open Connectors. Additionally, you'll use a simple visual interface to quickly
develop, test, and deploy integrations.

Businesses can speed up time-to-market for their applications, decrease develop-
ment costs, and simplify data integration procedures with Open Connectors. Addi-
tionally, the platform helps businesses understand their data better and derive
insights that can enhance customer service and corporate processes.

Using standardized APIs from hubs for CRM solutions, Open Connectors can
access data from non-SAP applications. The API Management feature, which
allows for the application of all security best practices and governance guidelines,
is responsible for managing these harmonized APIs. Ultimately, this synchronized
data from any non-SAP CRM application of your choice is shown via an SAP Fiori
application.

To combine API administration and integration with a data-centric approach,
Open Connectors was designed from the ground up. The platform is designed to
unify the developer experience across all types of applications and services,
regardless of the application’s backend, REST, SOAP, proprietary software develop-
ment kit (SDK), database, and so on. The platform also includes more than 160
unique connectors. Through a standards-based implementation, Open Connec-
tors unifies the API layer for use in all environments. In this way, you can ensure
that integration users, developers, and their use cases are independent of the back-
end services they rely on.

Features Chapter4

Some other primary features of Open Connectors include the following:

m Open Connectors utilize prebuilt connectors for integration scenarios. Open
Connectors provide a vast collection of prebuilt connectors for seamless inte-
gration between various applications and systems. These connectors are specif-
ically designed to simplify and accelerate an integration process, allowing users
to connect and interact with a wide range of cloud and on-premise applications
without the need for extensive coding or development effort.

m Open Connectors create and apply complex integration workflow templates.
With Open Connectors, you can create and apply complex integration workflow
templates. These templates serve as blueprints for defining and automating
integration processes, allowing for the efficient orchestration of data and activ-
ities across different systems. By leveraging these templates, your organization
can streamline its integration workflows, reduce manual effort, and ensure con-
sistency and reliability in its data exchange processes.

m Open Connectors enable users to create resource definitions and mappings for
their cloud applications. This feature allows for the easy configuration and
management of data mappings between different applications, ensuring that
data is properly synchronized and aligned across integrated systems. By defin-
ing and mapping resources, an organization can establish a unified view of its
data and maintain data integrity throughout its application landscape.

m Open Connectors offer the flexibility to add additional connectors or create cus-
tom connectors. Thus, users can extend the connectivity capabilities of the plat-
form by integrating with specific applications or systems that are not included
in the prebuilt connector library. By adding or creating connectors, your organi-
zation can achieve seamless integration with its unique set of applications and
customize the integration experience according to its specific requirements.

m For queries, you can use the Open Connectors query language. This powerful
query language allows users to perform inquiries and retrieve specific data
from connected systems. This language offers a convenient and standardized
way to query data across different applications, thus enabling users to retrieve
the information they need efficiently. By leveraging the query language, your
organization can gain valuable insights from its integrated systems and make
data-driven decisions.

m Toupload and download data from an endpoint in bulk in a normalized fashion,
you can use Open Connectors bulk services. These services enable users to
upload and download data from endpoints in a normalized fashion. As a result,
large volumes of data can be efficiently transferred between systems in a struc-
tured and organized manner. The bulk services feature ensures that data trans-
fers are optimized for performance and scalability, making it ideal for scenarios
that involve handling significant volumes of data.

m With Open Connectors, you can set security parameters and create users and
accounts. Open Connectors provides robust security capabilities, allowing users
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to set security parameters and create user accounts. This feature ensures that
integration processes are secure and protected from unauthorized access. Users
can define access controls, permissions, and authentication mechanisms to
safeguard their data and ensure compliance with security standards and regula-
tions.

m For alerts on resource changes, use the Open Connectors events framework.
This framework allows users to be notified whenever a resource changes in a
connected system. With this feature, your organization can stay informed
about updates, modifications, or events occurring in its integrated applications.
By leveraging the events framework, users can proactively monitor changes
and take appropriate actions in response, ensuring the timely synchronization
of data and ensuring data consistency across systems.

m You can employ OAuth proxies to connect one endpoint application to many
contexts, like development, quality assurance (QA), and others. Open Connec-
tors provides this feature to enables user to connect one endpoint application
to multiple contexts. This capability simplifies the management and configura-
tion of connections, allowing users to switch between different environments
or contexts seamlessly. By utilizing OAuth proxy, an organization can effi-
ciently manage its integration setups across various stages of the application
lifecycle and streamline its development and testing processes.

4.3 How Open Connectors Fit into SAP Integration Suite

Through the Open Connectors cloud-based integration platform, you can quickly
connect to and integrate with a variety of external systems and services, including
CRM programs, marketing automation programs, social media sites, and more.
Without the need for custom coding, Open Connectors is a set of prebuilt connec-
tors, referred to as adapters, which can be used to connect to systems and services.

To integrate numerous systems and applications throughout your organization,
use Open Connectors, which is a component of SAP Integration Suite, a complete
integration platform. SAP Integration Suite offers a number of functionalities,
including process integration, data integration, and application integration.

To connect to numerous other systems and services for use as part of larger inte-
gration projects, Open Connectors, as a supplement to SAP Integration Suite, offer
a quick and simple solution. An integration process can be sped up, less custom
coding is required, and your integration connections can be simply managed from
a single location by using Open Connectors.

To build end-to-end connection scenarios and processes, Open Connectors can be
used in conjunction with other integration services from SAP Integration Suite,
such as Cloud Integration and API Management. In general, Open Connectors is an
essential part of SAP Integration Suite to enable your business to expand its con-
nectivity and integration capabilities outside of the SAP ecosystem.

How Open Connectors Fit into SAP Integration Suite Chapter 4

With Open Connectors, your business can automate and accelerate its critical busi-
ness processes. By integrating SAP solutions with external applications, data can
be seamlessly synchronized, eliminating manual data entry and reducing the risk
of errors. For instance, when a new customer is created in Salesforce, Open Con-
nectors can automatically update the customer’s information in a corresponding
SAP system. This automation not only saves time but also ensures data consis-
tency across systems, leading to enhanced operational efficiency.

When integrating systems, security and compliance are of course paramount.
Open Connectors provides robust security measures to ensure the confidentiality,
integrity, and availability of data during integration processes. This feature sup-
ports secure authentication protocols, encrypted data transmission, and data
masking techniques to safeguard sensitive information. Furthermore, Open Con-
nectors adheres to industry-standard compliance regulations, such as General
Data Protection Regulation (GDPR) and Health Insurance Portability and Account-
ability Act (HIPAA), enabling businesses to meet regulatory requirements and
maintain data privacy.

By incorporating Open Connectors into SAP Integration Suite, your organization
can leverage a comprehensive set of tools and technologies to achieve seamless
and efficient integration across their entire application landscape. Whether you're
connecting SAP systems with external applications, integrating cloud applica-
tions, or enabling data synchronization between various systems, Open Connec-
tors provide the necessary capabilities to simplify and accelerate the integration
process, ultimately helping your business achieve its digital transformation goals.

Open Connectors should be considered a capability of SAP Integration Suite, as
shown in Figure 4.1.

SAP Integration Suite

Welcome to SAP Integration Suite

Simplify and accelerate enterprise integration

Capabilities
Develop and manage enterprise-wide integration across heterogeneous landscapes.
To know how to add and activate capabilities, and assign capability-specific roles to users, see Capabilities.

&
%
Build Integration Scenarios

Discover, design, and operate
scenarios for end-to-end process
integration with Cloud Integration

Discover Integrations
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Figure 4.1 Open Connectors as a Capability in SAP Integration Suite
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4.4 Working with Open Connectors

In this section, you'll learn about creating instances and connectors, and we’ll
show you how to use instances in AP Management.

To use the cloud connector with API Management, you must first perform the fol-
lowing steps:
Log on to Open Connectors.
. Create a Twitter instance.
. Create an API provider with Open Connectors.
. Create an API from the API provider.
. Add policies to the APIL
. Create a product to bundle the APL
. Create an application and get the API key.
. Test the APIs.

I S ) N, B N UC I NCRE=

We’ll walk through these steps in more detail in the following sections.

4.4.1 Logging On to Open Connectors

To log on to Open Connectors, you must first receive authorization from the Open
Connector tenant’s administrator. This person would be responsible for adding
subaccounts and other Open Connector capabilities. If you don’t have the authori-
zation, you'll be notified when you log on.

To add more members to this tenant, if you're the administrator of the tenant, you
must carry out these actions:

1. In Open Connectors, select the Security menu item.
2. Navigate to the Identify tab and add the following details, as shown in Figure 4.2:

— Member: Enter your SID or PID, which can be the SAP Global account ID or
your logon e-mail ID, depending on how your account was set up.

— Roles: Enter your account admin user name.

Edit API Docs

SAP Integration Suite Security Identity Users

24 Home [ Accounts [T

Members  Application Identity Provider

A it

0(3 Connectors ceounts
Access Control List
rf‘ Instances
Search Q| All Members v Bulk Add | | Add Member

:ﬂ:'f Common Resources
o Member Roles Created Active  User  Edit
A Formulas default-user, admin 2023-03-01 7 o

1l =iy default-user, admin 2023-03-04 7 o
il Activi

@ Security

Figure 4.2 Access Control List
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4.4.2 Creating a Twitter Instance

Now, let’s focus on creating a Twitter instance in Open Connectors through an
example. However, note that the process of creating an instance is not limited to
Twitter alone—you can follow these general steps to add any kind of instance.

In our Twitter example, we hope to provide a practical demonstration of how to
establish a connection with a popular social media platform. This example allows
you to understand the specific configuration requirements and steps involved in
creating an instance within Open Connectors.

To create a Twitter instance, follow these steps:

1. Log on to Open Connectors from SAP Integration Suite.

2. Select the Instances menu item and, in the top-right corner, click Create
Instance, as shown in Figure 4.3.

SAP Integration Suite Instances Connectors API Docs

& Home [ Cornector [T

o<g Connectors Search by ID, name, connector name, connector k... Q} CF_2f83c111-cc9... v/ Sun Jan 012012 - Wed Mar

:S;E, Common Resources Name Id Connector Modified Date (U...  Enabled

A Formulas

Jil Activity

@ Security

Figure 4.3 Creating an Instance

3. From the list of connectors, search for “Twitter” and click on the add button (+),
as shown in Figure 4.4.

Please select a connector...

Connectors

-Twitter Q
g v

C Refresh

Figure 4.4 Searching for Twitter
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4. Provide a name for the instance and click Create Instance, as shown in Figure 4.5. 6. You should now find the instance created in Open Connectors. Test out some of
the APIs of the Twitter instance by clicking on API Docs, as shown in Figure 4.7.

SAP Integration Suite Connectors Create API Docs

ﬁh\ Home

SAP Integration Suite Instances Connectors API Docs

4 Home Formula | Create Instance
o<g Connectors Search by ID, name, connector name, connector key, or tags QN CF_2f83c111-cc9c-460 v Sun Jan 01 2012 - Wed Mar 22 202

((’ Instances

o<g Connectors

u Twitter

*Name
twitter:demo

1% Instances

5instances 5}

ap
eff2 Common Resources

Configuration o )
—— $% Common Resources Name Id Connector Modified Date (UTC) Enabled
A Formulas Show Optional Fields

Connector Instance Tag

| E twitter:demo 4857 Twitter Wed Mar 22 2023 11:45:... es | | | B
A Formulas

il Activity

Add a new tag to the connector instance

Event Configuration il Activity

@ Security

Monitor Events

@ Security

Figure 4.7 Instance Created

Revisions ‘ Cancel ‘ Create Instance

7. Totestan AP], select the APl and click Try Out. You'll see the authorization string
Figure 4.5 Creating an Instance and the Execute button, as shown in Figure 4.8.

5. Open Connectors will ask permission for authorizing your Twitter account. Pro- §AP” Integration Suite Connectors API Docs T
vide this access by clicking Authorize app, as shown in Figure 4.6.

/ﬁ Home ‘ Overview ‘ Information ‘ Setup ‘ Resources WAKNBLES :
accounts -

Instances

e & Connectors

Update the profile that users are able to set under the "Account" tab of

PUT /accounts/profile i’ iings page

Search

% Instances I T , o
. p— | N ist the settings (including current trend, geo and sleep time
H = /accounts/settings information) for the authenticating user.

Authorize Cloud Elements (v2) to & Common Resources Parametors
access your account? S K A Formuias
* + Name Description
Authorization * "¢  The authorization tokens. The format for the header value is 'Element

2 Cloud Elements (v2) Ml Activity Authenticate instance
Authorize app Cancel g
cloud-elements.com/ string <token>, User <user secret>

@ Security (header)

Cloud Elements User 66drRD8eACISMaoxu09iUc+1HG75pOYe+XoVQntyidc

This application will be able to:

« See Tweets from your timeline (including protected

Tweets) as well as your Lists and collections.
Execute

Clear l

See your Twitter profile information and account settings.

See accounts you follow, mute, and block.

Follow and unfollow accounts for you. ‘ Show Model content type I licationlj v ]
Update your profile and account settings.
Post and delete Tweets for you, and engage with Tweets Figure 4.8 Executing the API
posted by others (Like, un-Like, or reply to a Tweest,
Retweet, etc.) for you.

Create, manage, and delete Lists and collections for 8. Click Execute, and you should see the HTTP response in the output box, as
yo. shown in Figure 4.9.

Mute, block, and report accounts for you.

Send Direct Messages for you and read, manage, and
delete your Direct Messages.

Learn more about third-party app permissions in the Help Center.

Figure 4.6 Authorizing Twitter
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‘ Overview ‘ Information ‘ Setup ‘ Resources AN

Instances Request URL

Search Q
Server response

_ = —

200 Response body

Authenticate instance
scoverable_by_e

"allow_dms_from": "following",
"sleep_time": {
"enabled":

low_contributor_requ:

isplay_sensitive_media”:
protected”

s
allow_dm_groups_from": "following"

Response headers

content-length: 397

expires: Tue3l Mar 1981 85:00:00 GMT
last-modified: Mon22 May 2023 @6:14:32 GMT
pragma: no-cache

Request duration

content-type: application/json;charset=utf-8
elements-request-id: 646b8848e4b82d07643c9120

https://api.openconnec trial.us18.ext.hana.ondemand.com/elements/api-v2/accounts/settings

m

cache-control: no-cacheno-storemust-revalidatepre-check=8post-check=0

Figure 4.9 Response from the API

4.43 Creating an APl Provider with Open Connectors

To create an API provider with Open Connectors, follow these steps:

1. In Open Connectors, click on the Settings menu item and copy the information

in the Organization Secret and User Secret fields, as shown in Figure 4.10.

SAP Integration Suite Open Connectors

/ﬁ Home

Connectors P PR

Instances

Common ResourdiECURYESINIE

& OAuth Proxy m @

Formulas

Activity

Security

Build an Integration

Q | CREATE INSTANCE

Outlook Email

Authorization Header (=]}

Format: User <user>, Organization <org>

Organization Secret g ®
P ——

Q | BUILD NEW COMMON RESOURCE

User Secret g e

{@:}{ T ——

SAP Open
Connectors

N

VIEWALL

VIEWALL

Figure 4.10 Organization and User Secret
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2. Open API Management and select the Configure menu item. Create an API pro-
vider by clicking the Create button, as shown in Figure 4.11.

SEN O D

i

Wl

SAP Integration Suite

Home

Discover

Design

Test

Configure

< v v v

Monitor >

Monetize

% Settings >

Configure

Configure API Providers, Certificates and Key Value Maps

here.

API Providers (4) Certificates (0)

Key Value Maps (1)

l Filter Q I
Name Type Change... Last... = Ac..
g3 slack OpenC... 15/03/20... [2
@3 SAPES_Provider Internet 04/03/20... [
g3 SAPECC Internet 28/02/20... [3
§3 ABT_SAP_API_Provider Internet 27/02120... (2

Figure 4.11 Creating an API Provider

3. Provide a name for the API provider under the Overview tab. Then, under the
Connection tab, maintain the following details, as shown in Figure 4.12:

— Type: Choose the Open Connectors option from this dropdown list.

— Region: Select the region of your account tenant.

® &

4

[EEIEAN

SAP Integration Suite

<

Twitter
BER Tyitter
Overview Connection
Type:*(®

Open Connectors

Region:*

Catalog Service Settings

| Us East - va

Host: *
@

| api.openconnectors

ondemand.com

Port: *@

| 443

Organization Secret: *

sssssssesssssssessasnasessnsenes

User Secret: *

Figure 4.12 Connection Tab of the API Provider

203




204

Chapter4 Open Connectors

— Host: The host name will be autopopulated.
— Port: The port number will be autopopulated.

— Organization Secret: Enter the information you copied earlier from the Open
Connectors Organization Secret field.

— User Secret: Enter the information you copied earlier from the Open Connec-
tors User Secret field.

4.4.4 Creating an Application Programming Interface from the
API Provider

To create an API from the API provider, follow these steps:

1. In SAP Integration Suite, select the Design menu item and choose the APIs tab.
Click Create, as shown in Figure 4.13.

SAP Integration Suite

74 Home
@ Discover > Develop
2 Design & I Create APIs, Products, import Policy Templates and view Applications here.
Integrations APIs (7) Products (2) Applications (6) Policy Templates (1)
APIs . o .
I Import API Create in API Designer Filter Q¢
B2B Scenarios 3
Name Title Status Type Cha... LlastUp.. = Calls Ac..
Custom Type Systems
o Slack Slack Not Deplc OD... 15/03/202... o [@
MIGs
@ GWSAMPLE_BAS| GWSAMPLE_BA... Deployed OD... 04/03/202... o @
MAGs
&g GWDEMO GWDEMO Deployed OD... 04/03/202... o [©
Test >
. g ABT_API ABT_API Deployed REST 28/02/202... o [@
44 Configure >
Deployed REST 28/02/202... 0 g
ol Monitor > < ploy
DemoAPI 4
Monetize < DemoAPI Deployed REST 28/02/202... o [@
) ABT_API_D a
95 Settings N o _API_Demo  ABT Demo API Deployed REST 28/02/202 o [4

Figure 4.13 Creating an API

2. Select the API Provider and select the Twitter instance from the dropdown
menu. Provide all the mandatory details for creating the API proxy, such as the
following:

— API Provider: Provide the name of the API provider we created earlier.

- URL: Provide the end part URL from the HTTP request that we have to send.
For example, for the URL https://api.openconnectors.trial.uslO.ext.hana.
ondemand.com/elements/api-v2/accounts/settings, enter “/elements/api-v2/
accounts/settings”. You'll get the rest of the URL get from the API Provider.

— Name: Enter a name for the APL

— Title: Enter a short description for the API, which can be same the or different
from its name.

Working with Open Connectors Chapter4 205

— API State: Select Active.
— Host Alias: Provide the host alias from SAP Integration Suite.

— API Base Path: Provide the base path of the API, which must always start with
a forward slash (/).

After providing all the mandatory details, click Create, as shown in Figure 4.14.

Create API

Select: (®) API Provider (O APIProxy () URL

API Provider: * ‘ Twitter v | [ D'\scover] [¥¥] Link API Provider @

URL* @ ‘ elements/api-v2/accounts/settings ‘

API Details

Name:* ‘ ABT_Twitter ‘

Title:* | ABT Twitter !

AP| State:* ‘ Active v ‘

Host Alias:* @ ‘ 1caS54e24trial-trial.integrationsuitetrial-apim.us10.hana.ondemand.com N ‘

APl Base Pa.. * @ | /twitter ‘

Version: ‘ ‘

Service Type: ‘ REST ~ | Documentation @ ‘i ) NO )

I Crealel Cancel

Figure 4.14 API

3. You should now see the API proxy has been created, as shown in Figure 4.15. In
Open Connectors, under the Resources tab, under direct-messages, you can also
try out the various messages.

SAP Integration Suite

{ Create API Transport Policies Copy Edit v oo

[A)
s
7 ) Twitter

4 Status: Not Deployed
50 API Proxy URL: https://4dSbSbf7trial-trial.integrationsuitetrial-apim.us10.hana.ondemand.com:443/4d5bSbf7trial/ Twitter
4

® Overview Proxy EndPoint Target EndPoint Resources
<
4
Resources
direct-messages v
POST /direct-messages Try out
GET [direct-nr Ireceived-nm Try out
GET /direct-messages/sent-messages Try out

/direct-messages/{id} Try out

Figure 4.15 API Created
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4. Save and deploy the API by clicking Save and then Deploy, as shown in Figure 2. Now, we'll add the Verify API Key in the ProxyEndpoint preflow of the API. Open
4.16. the ProxyEndpoint preflow, select Security Policies, and click Verify API Key (+).
The policy will be added to the preflow. Click on the recently added policy (Ver-
SAP” Integration Suite ify API Key) in the diagram with the (+) sign. Enter the code shown in Listing 4.1
D < Viewapl cancel [ into the policy, as shown in Figure 4.18.
® [Polici | . . .
) ‘ Twitter oS <!--Specify in the APIKey element where to look for the variable
4 Depl . .
- containing the api key-->
4 Status: Not Dep oyed <VerifyAPIK nc="true' continueOnError='false' enabled='true’
46 API Proxy URL: https://4d5b5bf7trial-trial.integrationsuitetrial-apim.us10.hana.ondemand.com:443/4d5b5bf7trial/ Twitter € y ey asy c= ue co ue O0r="Talse enavled= ue
o xmlns="http://www.sap.com/apimgmt'>
® Overview Proxy EndPoint Target EndPoint Resources <APIKey re‘F: request . header . APIKey />
% </VerifyAPIKey>
Listing 4.1 Verify_API_Key
Resources Add D> -~
direct-messages VARTERY
SAP Integration Suite
POST /direct-messages Try out ~
w < API Artifacts for Twitter Update  Policy Template ~ Cancel
GET /direct-messages/received-messages Try out o, Policy Editor
7 4 ~ Flows @ « @ »  Policies @
Figure 4.16 Saving and Deploying the API Proxy I + %l— ) securiy Policies
) ‘ . -
4 > TargetEndpoint + i £ Basic Authentication +
a Verify_API_K.
. . . . . . . > Created Policies @ T Y & DecodeJWT +
4.4.5 Adding Policies to an Application Programming Interface © B % GenerateJWT +
%, > scipts @ +  Verify_API_Key ® JSON Threat Protection +
Once deployed, you can add policies to your API by following these steps: Condition String @ & OAuthv20 +
. . . . A OAuthv2.0 GET +
1. Openthe APIwe created and deployed earlier and select the Policies menu item, .
A OAuthv2.0 SET +
as shown in Figure 4.17. ® Regular Expression Protection  +
1| <!--Specify in the APIKey element where to look for the 8 SAML Assertion Generation +
= ion Su 2+ erifyspikey seymecrtrce. continsebnirrors'false’ anabled B SAML Assertion Validation +
= SAP Integration Suite 0) ="true’
o < Viewap! Transport Copy Edit v o ;1 . quiksy ref='request.header.APIKey'/> | v .
+

S

Figure 4.18 Adding an APl Key

® XML Threat Protection
4
Twitter
4

Status: Deployed
4% API Proxy URL: https://4d5b5bf7trial-trial.integrationsuitetrial-apim.us10.hana.ondemand.com:443/4d5b5bf7trial/ Twitter
4

3. Save and deploy the API by clicking Save and then Deploy.

ol

Overview Proxy EndPoint Target EndPoint Resources

% 4 . . . . .

4.4.6 Creatinga Product to Bundle with the Application Programming

Title: Calls(03/01/2023 - 03/23/2023) rf
Twitter , Interface
Host Alias: s
4;55:35bI?7strial-trial.integrationsuitetrial-apim.ule.hana.ondemandLom To create a prOdUCt and bundle it to the API, follow these StepS:
P se et APl Health 1. In the SAP Integration Suite, select the Design menu item. Select the Products
API State: tab and click Create, as shown in Figure 4.19.

Active

. ) . 2. Navigate to the Overview menu item and maintain the Name and the Title fields
Figure 4.17 Adding Policies L. .
for the product, as shown in Figure 4.20. You can use the same name and title or
use different names. You can use any name you want so long as within the

boundaries of your business requirements.
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4. Save and publish the product by clicking Save as Draft and then Publish, as
shown in Figure 4.22.

SAP Integration Suite

(&)

Develo
® p
2 Create APIs, Products, import Policy Templates and view Applications here. SAP Integration Suite

4 APIs (5) Products (2) Applications (0) Policy Templates (1) @ < View Product Cancel
B - °
4 Filt Q¢ 4
il e ‘ ABT_Twitter_Product
ol Name Title Status Changed ... Last Updated = Calls Acti... 4 4
"o @ ABT_API_product ABT_CPI_Prodcut Draft 20/02/2023, 14:57:... Unavai... \—_’7 “
“ Q@ ABT_CPI_Product ABT_CPI_Product Draft 20/02/2023, 11:34:... Unavai... i i
ol
T Overview APIs (1) Permission Rate plans (0) Custom Attributes (0)
Figure 4.19 Creating Products
g g %, Add
Name: State
SAP" Integration Suite HHNO) Twitter Deployed
A { Create Product Cancel
‘
s, @ ABT Twitter_Product Figure 4.22 Publishing a Product
4 Overview APIs (0) Permission Rate plans (0) Custom Attribute (0)
L
al Name: * 4.4.7 Creating an Application
® I ABT_Twitter_Product I ‘ , 5 . .
s L Now, let’s create an application by following these steps:
Title: *
| ABT_vitter_Product | | 1. In SAP Integration Suite, in the top-right corner, select APl Business Hub Enter-
Quota: prise, as shown in Figure 4.23.
‘ Count(in numbers) ‘
Requests Every:
SAP Integration Suite
‘ Interval(in numbers) --select-- v ‘
(Al < View Product
Figure 4.20 Overview @, N ns D
7 ABT_Twitter_Product O =
. . . “ SAP API Business Hub SAP BTP Cockpit AP| Management Client
3. Navigate to the APIs tab and add APIs to the product, as shown in Figure 4.21. e Publiched SDK
Click the Add button and select the API we created earlier.
Overview APIs (1) Permission Rate plans (|
SAP Integration Suite ® API Business Hub
% Enterprise
& < View Product Save As Draft  Publish Cancel “
@ Name:
y - ABT_Twitter_Product [ Twitter Deployed
4 Status: Draft . . .
9 Figure 4.23 SAP Business Accelerator Hub Enterprise
Wl
“ Overview APIs (1) Permission Rate plans (0) Custom Attributes (0) . , . . . .
2. Click on the product you're working with on the API Business Hub Enterprise
o, Add homepage, as shown in Figure 4.24.

Name: State

3. Select Subscribe - Create Application, as shown in Figure 4.25.

Figure 4.21 Adding APIs
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API| Business Hub Enterprise

Centralized API catalog to discover, consume and monitor APIs

ABT_Twitter_Product

Published on Mar 23 2023

1API

Figure 4.24 Product

S
ABT_Twitter_Product
Subscribe
) .
APIs Details

Add to Existing Application

o Twitter

Figure 4.25 Creating an Application

4. Create the application with the mandatory details like name of the application
and provide a product to the application. Then, click Save, as shown in Figure
4.26.

5. To get the API key, access the Application Info page by clicking on our newly cre-
ated application. Then, copy the value in the Application Key field, as shown in
Figure 4.27. You’'ll need this information handy for the next step.
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Create an Application
Title*
ABT_Twitter_Application

Description
Callback URL

Create this application on behalf of someone else

Alreadv have Application Key and Secret

Figure 4.26 Saving an Application

Home Manage My Workspace  Test Console a «

Application Info

Application Info
Products
Custom Attributes
Analytics Callback URL:
Created by: @abusinesstech.com Version: 1

Last Modified: Mar 22, 2023

Application Secret: mQxolNUTShgCAiuz () Calls This Month: 0

I Application Key: t9LNf6ir4lpKSzf7WZXBPfC2YyZYvith £

Regenerate Key

Figure 4.27 Application Key

4.4.8 Testing an Application Programming Interface

To test your AP], follow these steps:

1
2.
3.
4.

In SAP Integration Suite, select the Test menu item from the left.
Choose the API that you want to test from the dropdown list.
Set the HTTP method type by selecting the GET radio button.

In the Headers section, paste the API key you copied earlier from SAP Business

Accelerator Hub Enterprise.

. Click the Send button, as shown in Figure 4.28.
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SAP Integration Suite

API Test Console
Test your APIs here
e e Authentication: None
Filter s N P . ( )
‘70\ |‘ https://4d5b5bf7trial-trial.integrationsuitetrial-apim.us10.hana.ondemand.co... v |‘ Url Params
@ GeT | O post (O pPur (O DELETE (O HEAD (O PATCH (O OPTIONS
Headers + W
|‘ APIKey tILNf6ir4lpKSzf7WZXBPfC2YyZYvith | X
Request Body
Debug | Send |Clear

[
Response Body
4
V4 "discoverable_by_email":true,
4 "discoverable_by_mobile_phone":true,
"use_cookie_personalization":false,
4 "language":"en",
‘%% "allow_dms_from":"following",
4 "sleep_time":{
"enabled":false
ol :
“ "allow_contributor_request":"all",
"display_sensitive_media":false,
"protected":false,
2, "screen_name":
e 4 “translator_type":"none",
"always_use_https":true,
"geo_enabled":false,
"allow_dm_groups_from":"following"
}
Status Code: 200 OK | Response Time: 435 ms | Content Length: 397 Bytes Debug Send  Clear

Figure 4.28 API Test Console

6. You'll see the Twitter API, which we covered in Section 4.4.2, sending back the
same 200 OK response, as shown in Figure 4.29.

SAP Integration Suite

Figure 4.29 Successful Test

4.5 Important Terminology

In this chapter, we used the following terminology:

m Application programming interface (API)
An API is a group of protocols, procedures, and tools used to create software
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programs and enable system communication. Developers can interface with
connectors and access the features and capabilities of third-party apps or ser-
vices through the API, which offers a standardized method.

Connector

A ready-made integration, a connector offers a standardized, prebuilt connec-
tion to a particular application or service from a third party. Developers and
users can simply connect to a variety of apps and services by using connectors,
which include all the configuration and authentication information required
for a certain API and eliminate the need to build bespoke integration code.

Instance

An instance is a specific implementation of a connection for a given user
account. Each instance is started by a user, and it is linked to a set of authentica-
tion credentials that provide the connector access to data in the third-party pro-
gram or service it is integrated with. Instances can be set up to carry out tasks or
react to particular occasions, such as for creating a new record in a customer
relationship management (CRM) database whenever a new order is placed on
an e-commerce platform. Users can manage connector integrations and auto-
mate workflows with more control and flexibility by using instances.

Endpoint

An endpoint is a URL used to access a particular API resource. Endpoints are
essential to APl integration because they specify the location and features of the
APIwith which a connector will communicate. Endpoints can be used to update
records, retrieve data from a third-party application, and carry out other opera-
tions that the API specifies. Users can define the precise endpoints they require
interaction with a certain API by configuring endpoints for their connector
instances within Open Connectors.

Authentication

With Open Connectors, authentication is the process of confirming a user’s or
system’s identity in order to provide secure access to APIs and resources. Open
Connectors supports many authentication methods, including OAuth 2.0, API
keys, and basic authentication. Users can allow access to their data without dis-
closing their logon information thanks to the widely used standard authentica-
tion and authorization mechanism known as OAuth 2.0. Whereas basic
authentication uses a user name and password to authenticate users, API keys
offer a special identifier that is used to authenticate API requests.

OAuth

OAuth is a widely accepted authentication and authorization mechanism that
is employed by Open Connectors. Users can safely offer outside applications
access to their data without disclosing their logon information. By giving a
third-party application access to their Open Connectors account, users can
authenticate themselves with that application via OAuth, and they can then
allow that application permission to access particular data or take particular
actions on their behalf.
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API key

An API key is a special identification number that is used to verify API requests
and queries. When users create an instance of a connection, the system nor-
mally generates API keys and provides them to users. These keys are employed
to confirm the user’s identity and guarantee that only valid requests are han-
dled by the connection.

Event

An event is a trigger in a connector or flow that starts a certain action. The con-
nector can be set up to automatically carry out a connected action in response
to a certain occurrence, such as the addition of a new record to a third-party pro-
gram, or to send a notification to a particular user.

Payload

The information supplied or received in an API request or response is referred
to as the payload. Its contents may include details about a user’s logon informa-
tion, information about a particular record in a third-party application, or direc-
tions for a connector or flow to carry out a certain operation.

6 Practice Questions

Which one of the authentication techniques is most frequently applied to
Open Connectors?

Select the correct answer:

A. OAuth

B. Basic authentication

C. Token-based authentication

D. All of the above

What does an Open Connectors connector instance mean?

Select the correct answer:

A. A prebuilt integration for a particular application or service from a third
party

B. A particular connector implementation for a given user account

C. A particular API endpoint used to access a resource

D. A special identification number used to verify API requests

N Oood © O oOooad SO0 oo > O 0O0Od
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Which of the following parameters must be used when creating an instance in
Open Connectors?

Select the correct answer:

A. Connector type

B. Instance name

C. Authentication type

D. API endpoint URL

How can you find the APIs in the instance created?
Select the correct answer:

A. By clicking on the instance

B. By clicking on the API docs

C. Under the Resources tab

D. Under the Security tab

While testing out an API in the instance, what are the three values in the Aut-
horization header?

Select one or more answers:

A. User

B. Element

C. Organization

D. Instance token

While trying out the APIs in the API docs, what is the format of the Autho-
rization header?

Select the correct answer:

A. User <user secret>, token <value>

B. User <user>, organization <org>

C. Element <token>, organization <value>

D. Organization <secret>, user <secret>

What is the first step in the Open Connectors instance creation process?
Select the correct answer:

A. Decide which connector to use

B. Establish an Open Connectors account

C. Provide the necessary authentication information

D. Develop the API endpoints
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What is an Open Connectors API key?

Select the correct answer:

A. A special identification number used to verify API requests

B. A configuration setting identifying the intended API endpoint
C. An API call authorization authentication token

D. A data format for information transmission between the client and the API

With Open Connectors, how can you test a connection to an API?

Select one or more answers:

A. On the instance configuration screen, click the Test Connection button
B. Make use of the tool Open Connectors API test console

C. Send a test API request and check the outcome

D. All the above

Which of the following protocols does API Management support while creat-
ing an API proxy?

Select the correct answer:

A.OData

B. REST

C.SOAP

D. All of the above

What is an advantage of using Open Connectors?
Select the correct answer:

A. Increased API security

B. Integration of third-party apps is made simpler
C. Increased API performance

D. Improved API scalability

What are the connection types available in AP Management while creating an
API provider?

Select the correct answer:

A. Internet, on-premise, Open Connectors, and Cloud Integration

B. Internet, open connector, process integration, and internet

C. Cloud Integration, process integration, on-premise, and internet

D. Cloud-to-on-premise, internet, Cloud Integration, and Open Connectors
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What are the two mandatory values required from cloud connectors while cre-
ating the Open Connector type API provider?

Select one or more answers:

A. Organization secret

B. Element

C. Instance token

D. User secret

What is the purpose of the connector instance ID in Open Connectors?
Select the correct answer:

A. With Open Connectors, this ID is used to identify a specific connector.
B. This ID is applied to the target system’s connector authentication.

C. This ID is used to specify which connection version to use.

D. This ID is optional while making a connector.

Where can you find the user and organization secret in Open Connectors?
Select the correct answer:

A. Under Settings

B. Under Instances

C. Under Common Resources

D. None of the above

How is API versioning handled by Open Connectors?
Select the correct answer:

A. It automatically updates to the latest API version.

B. It allows users to select the API version they want to use.
C. It uses a fixed API version that cannot be changed.

D. It does not support API versioning.

Which of the following pertains to Open Connectors’ features?
Select the correct answer:

A. Data backups that are automated

B. Predictive modeling

C. Real-time event notifications

D. Geolocation tracking
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Where can you add a member in Open Connectors?
Select the correct answer:

A. Under Settings

B. Under Formulas

C. Under Security

D. Under Instances

What are the two mandatory details needed while adding the member in
Open Connectors?

Select one or more answers:

A. Your SID/PID

B. Roles

C.Name

D. Organization name

. Which of the following statements most accurately sums up how instance

tokens are used by Open Connectors?
Select the correct answer:
A. Open Connectors uses them to authenticate user credentials.

B. They are utilized to monitor the condition of an SAP system that’s con-
nected using Open Connectors.

C.They are used to specify the precise SAP system instance that will be utilized
for data transfer.

D. Data transport over Open Connectors is encrypted using them.

In Open Connectors, what is the purpose of defining a connection?
Select the correct answer:

A. To establish a secure network connection between SAP systems
B. To define the data structure for incoming and outgoing messages

C. To specify the authentication details and communication parameters for
connecting to an external system

D. To configure the mapping between source and target fields in data integra-
tion
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Can multiple instances of the same project be created simultaneously in Open
Connectors?

Select the correct answer:

A. Yes, multiple instances can be created concurrently.

B. No, only one instance can be created at a time.

C. It depends on the available system resources.

D. Multiple instances can only be created for high-priority projects.

How does the creation of an instance in Open Connectors benefit the API pro-
vider in API Management?

Select the correct answer:

A. It allows the API provider to expose APIs to external consumers.

B. It enables the API provider to define the business logic for API operations.
C. It provides a secure and scalable connection to external systems.

D. It facilitates the management and monitoring of API usage and perfor-
mance.

Which authentication method is required to create a Twitter instance in Open
Connectors?

Select the correct answer:

A. Basic authentication

B. OAuth 2.0

C. API key authentication

D.JSON Web Token (JWT) authentication

What is the purpose of creating a Twitter instance in Open Connectors?
Select the correct answer:

A.To establish a connection between SAP systems and Twitter

B. To generate automated tweets using Open Connectors

C. To enable real-time data synchronization between SAP and Twitter

D. To import Twitter user data into SAP databases

4.7 Practice Answers and Explanations

1.

Correct Answer: A
OAuth authentication is the most common technique used for authentication
in Open Connectors.
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10.

11.

12.

13.

Correct Answer: B
In Open Connectors, the connector instance is a specific implementation of a
connector for a particular user account.

Correct Answer: A

Specifying the connector type is the most important step to create an instance.
Without the connector type, creating an instance is not relevant and not pos-
sible.

Correct Answer: B
Once an instance has been created, the APIs are easily accessible if we find them
in the API docs.

Correct Answers: A, B, and C
The values that we receive from the header of an API are user, element, and
organization.

Correct Answer: B
The format of the Authorization header is User <user>, Organization <org>.

Correct Answer: A
The initial step when creating an instance in Open Connectors is to specify
which connector we must use.

Correct Answer: A
An API key in Open Connectors is a unique identifier for authenticating
requests to an APL

Correct Answer: D
To test a connection to an API using Open Connectors, you can click the Test
Connection button or send a test request. You can also use the API test console.

Correct Answer: D

API Management enables the creation of an API proxy utilizing the SOAP, REST,
and OData protocols, regardless of whether the API provider uses Open Con-
nectors or not.

Correct Answer: B

A main advantage of Open Connectors is the ease with which third-party appli-
cations can be integrated. Interoperability is made possible by prebuilt connec-
tors that offer preconfigured connectivity with well-known third-party pro-
grams like Salesforce, NetSuite, and Marketo.

Correct Answer: A

In API Management, you can create an API provider, which enables you to cre-
ate an API proxy. Options while creating API providers include internet, on-
premise, Open Connectors, and Cloud Integration.

Correct Answers: A and D
The organization secret and the user secret are the two values required while
creating an API provider.

14.

15.

16.

17.

18.

19.
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Correct Answer: A
The purpose of connector instance ID in Open Connectors is to uniquely iden-
tify the connector within Open Connectors.

Correct Answer: A
The organization secret and the user secret are available by clicking the Settings
button in the Open Connectors UL

Correct Answer: B
Open Connectors always allows a user to select the API versions they want to
use.

Correct Answer: C
Open Connectors provides real-time event notifications, one of its greatest
features.

Correct Answer: C

Open Connectors allow you to add a member by navigating to the Security tab;
under the Identity section, you can add members.

Correct Answers: Aand B

When you add a new member in Open Connectors, you must provide an SID or
PID along with the role that you want to assign them.

20.Correct Answer: C

21.

22.

23.

24.

An instance token in Open Connectors is used to identify the specific instance
of an SAP system to be used for data transfer.

Correct Answer: C

The purpose of defining a connection in Open Connectors is to specify the
authentication details and communication parameters required for connect-
ing to an external system. This information allows the system to establish a
connection with the external system and enable data transfer and integration
between them.

Correct Answer: A

Multiple instances can be created concurrently in Open Connectors. In other
words, you can create and run multiple instances of the same project at the
same time, thus allowing for parallel processing and increased efficiency in
handling data integration tasks.

Correct Answer: C

The creation of an instance in Open Connectors benefits the API provider in API
Management by providing a secure and scalable connection to external sys-
tems. This feature enables an API provider to establish reliable and efficient
communication with external systems, thus ensuring data integrity and facili-
tating seamless integration between different platforms or applications.

Correct Answer: B
OAuth 2.0 is the authentication method required to create a Twitter instance
in Open Connectors. OAuth 2.0 is a widely used authentication protocol that
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allows secure access to resources without disclosing the user’s credentials. It
enables users to authorize third-party applications to access their Twitter
account on their behalf.

25. Correct Answer: A
The purpose of creating a Twitter instance in Open Connectors is to establish a
connection between SAP systems and Twitter. This connection allows SAP sys-
tems to interact with Twitter, such as sending and receiving data, posting
tweets, retrieving tweets, and performing various operations using the Twitter
APL

4.8 Key Takeaways

As an integration platform, Open Connectors enables companies to connect to a
range of programs and platforms without having to invest heavily in custom
development. The prebuilt connectors offered by Open Connectors can be used to
quickly connect to well-known apps like Salesforce, Microsoft Dynamics 365, and
Oracle as well as craft generic connectors like HTTP and SOAP. Open Connectors
facilitate the process of connecting to various systems, lessen the requirement for
custom development, and help streamline a company’s integration strategy by
offering a uniform platform for connection.

Prebuilt connectors are available for a variety of applications and systems through
Open Connectors. These connectors function right out of the box, so you can use
them right away without the need for customization. Open Connectors offers
ready-made connectors for popular apps like Salesforce or Microsoft Dynamics
365, which is especially helpful for companies that utilize those solutions. The plat-
form also provides generic connectors, such as REST and SOAP, for connecting to a
variety of applications and systems that are not supported by the prebuilt connec-
tors.

Although prebuilt connectors are available, Open Connectors is a customizable
platform. You can alter connectors to suit your particular integration require-
ments. For instance, you can alter the prebuilt connectors to accommodate partic-
ular data formats or requirements for data mapping. Moreover, the platform
offers a connection builder tool that enables programmers to create original
bespoke connectors. With this ability to customize integrations to meet specific
needs, your business can optimize its integration strategies and improve out-
comes.

Developers can include several members to their tenant using Open Connectors.
Prebuilt connectors can be used by developers to construct their own instances
and access the APIs. Using the various technologies of SAP Integration Suite, such
as API Management and Cloud Integration, these APIs can be used with ease. Open
Connectors are designed to use APIs to integrate different systems and applica-
tions. The APIs of the systems to be integrated must therefore be thoroughly

Summary Chapter 4

understood. The authentication procedures, endpoint URLs, data formats, and
request and response payloads are all covered by this comprehension. OAuth,
basic authentication, and API keys are just a few of the authentication types that
Open Connectors allow. To verify each connector, a crucial step is choosing the
right authentication technique based on the systems being merged and to apply
the proper credentials.

4.9 Summary

With the help of APIs, you can link different applications and systems with Open
Connectors, a cloud-based integration platform. This solution offers both prebuilt
connectors for connecting to well-known apps like Salesforce, NetSuite, and Servi-
ceNow, as well as bespoke connectors for integrating with any system that sup-
ports APIs. By the provision of a consistent API for data transmission, mapping,
and transformation between systems, Open Connectors can streamline the inte-
gration procedure. To ensure efficient data transfer, it supports a number of
authentication techniques, including OAuth, basic authentication, and API key,
and it offers monitoring and debugging tools. Powerful data transformation and
mapping capabilities are provided by Open Connectors to guarantee correct data
transformation and mapping across your source and target systems.

These connectors are simple to configure for different authentication techniques,
such as OAuth and API keys, to transport data across systems and applications. To
guarantee that data is accurately mapped and transformed between systems, the
platform provides powerful data transformation and mapping capabilities.
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