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Chapter1
User Management

You may have heard the saying: Identity is the new perimeter. This chapter explores
how SAP user management defines that perimeter and protects the integrity of your
business operations.

The primary objective of security for an organization using SAP is to protect its data and
business processes from unauthorized access and use. That, in turn, makes the processes
for securing user accounts, roles, and authorizations critical business processes. User man-
agement encompasses the processes and controls that ensure the security of SAP user
accounts throughout their entire lifecycle, from creation to suspension, and ultimately to
deletion or termination.

To use SAP functionalities, a user needs a user account or a user ID with the appropriate
authorization to perform the intended tasks within the SAP environment. Managing these
user accounts is one of the critical activities carried out by SAP security professionals. When
SAP is installed in an organization, some user accounts are automatically created. Such
user accounts are referred to as standard accounts, and they typically use well-known pass-
words. The installation team logs in with these IDs and changes their passwords to secure
them. These IDs are then used to create user accounts for other users, such as the SAP secu-
rity team, who take the onus of managing user accounts.

The three pillars of user management are identity lifecycle management, authentication,
and authorization. Identity lifecycle management governs user IDs from their creation to
termination. Authentication verifies user identity to ensure that the user account is used by
theindividual for whom itis intended. Authorization determines the actions a user of an SAP
account can perform based on their assigned business functions. This chapter deals with
user account lifecycle management, and we’ll dive into authorization in Chapter 3.

The persistent set of user account data, such as logon data, user type, roles/profiles,
parameters, and validity, is called user master data. The runtime authorization data loaded
into an application server session derived from all the profiles assigned to the user is called
the user buffer. The user buffer can be viewed using Transaction SU56. The SAP authoriza-
tion concept requires that each authorization be explicitly mentioned in the user master to
allow respective users to utilize the functionality referred to by the authorization. SAP
accounts are client-dependent, meaning that a user account created in a client exists only
within that client. SAP system clients and their security are dealt with in Chapter 5. User
accounts are stored in table USR02 and other USR tables, which can be viewed using a table
viewing transaction code, such as Transactions SE16 or SM30.
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In this chapter, we’ll dive into these concepts in detail, starting with SAP user IDs and man-
aging accounts before moving through password security, user information management,
and more.

1.1 Types of SAP User IDs

The purpose of all user accounts is not the same. Some are designed for dialog use; some
work in the background to perform routine system maintenance tasks; and some are used
for communication among SAP systems. SAP has five different types of user accounts, each
with various attributes to suit the class of tasks for which they are created: dialog, service,
system, communication, and reference. This section covers the various types of user
accounts and their associated attributes.

User accounts vary in many different aspects and have been created to meet specific
requirements. When creating a user account in SAP, it is essential to understand its purpose
and choose the user type that best suits that purpose.

A user’s user type can be seen in Transactions SUO1 or SUO1D. After executing the transac-
tion, enter the user ID of the account in the User field. In the following screen, click the
Logon Data tab, as shown in Figure 1.1. The User Type field defines the type of user.

Maintain Users

=1

5o
User ASAPLAND ||I|| User with Classic Address
Changed By 00:00:00 Status

Documentation | Address ./ Logon Data | SNC | Defaults - Parameters | Roles  Proj

I T
Alias |
L =
User Type Dialog -
Security Policy
Password

Figure 1.1: Viewing User Type in Transaction SUO1

The user type can also be viewed in the user tables, like USR02, via a data browser transac-
tion like Transactions SE16, SE16N, or SM30.

Let’s take a closer look at all five user types:

® Dialog user: Type A
This is the user account used by individual users. Dialog accounts are interactive, mean-
ing they can be logged into. Users have a unique dialog account to set up accountability
and maintain licensing compliance. SAP transactions can be executed using SAP GUI or
other interfaces, such as SAP Fiori tiles or SAP Business Client. Dialog accounts don’t
allow multiple logons. If a dialog account is set for password login, the system checks
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each time it logs in whether the password has expired or is invalid. If so, it asks the user
to set up a new password with appropriate complexity. Dialog accounts can also be
logged into using single sign-on (SSO) mechanisms (see Chapter 2).

m System user: Type B
System user accounts are created for system-related background activities, such as run-
ning background processes and workflows. Dialog login to the SAP interfaces is not pos-
sible. Although their passwords are subject to defined complexity, these accounts do not
expire. The initial password created for a system account remains valid throughout its
entire lifecycle and can only be changed by the administrator. They allow multiple log-
ons.

® Communication user: Type C
The communication user accounts are used for communication among SAP systems and
non-SAP systems integrated into the SAP environment. Protocols like remote function
call (RFC) or Common Programming Interface for Communications (CPIC) are used in
these communications. Passwords are subject to password rules and expire, so they
need to be changed periodically. Dialog login in SAP GUI is not possible, but it does allow
multiple logins.

m Service user: Type S
Service-type user IDs are used for generic accounts, which a group of users share. The
system does not check if the password has expired for a service-type account. Dialog
logon and even multiple logins are possible. However, limited authorizations are
assigned to service accounts due to their shared nature. Some organizations use service-
type users as firefighter accounts in SAP Access Control.

m Reference user: TypelL

Reference users are used to assign additional authorizations to dialog-type accounts.
Reference accounts are assigned to dialog accounts. When a reference ID is assigned to a
dialog 1D, all the authorizations assigned to the reference user are added to the user mas-
ter of the dialog user. SAP limits the number of authorization profiles that can be
assigned to a dialog user to 312. One use case for reference accounts is to overcome that
limitation. Some organizations use reference accounts to assign additional access to
nonproduction systems. Each user inherits their production access in a nonproduction
environment when systems are refreshed. If a user requires additional access in a non-
production environment, it is assigned through reference accounts. When a dialog ID
with a reference user assigned attempts to run an SAP transaction code, the SAP kernel
performs an authorization check on the reference user first. If this check fails, it then
checks the dialog user ID.

From a security governance standpoint, each user type maps to specific control objec-
tives. Dialog users are mostly human; they should be subject to strong authentication
requirements, least-privilege authorization, and periodic access reviews. System and
communication user types are primarily for intersystem communication and automated
system maintenance. Their credentials should be vaulted. Service users are mostly shared
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across shared accounts, so nonrepudiation risk exists and should be mitigated through
controls.

1.2 SAP Standard Accounts

As mentioned at the beginning of this chapter, a few user accounts are automatically cre-
ated in the system when SAP is installed. These accounts are referred to as standard or
default accounts and are used for specific purposes. They have widely known passwords,
which are changed immediately to secure them.

To understand the specific purpose of some default IDs, it is essential to understand SAP cli-
ents. SAP clients are self-contained, independent units within the system that has their
master records. For example, different clients can be used for development, quality, and
production environments; or within the same environment, multiple clients can be created
for various business purposes. Clients have unique three-digit identities. For example, mas-
ter client 000 serves as a reference, containing the standard customization settings and
default configurations. We’ll discuss clients in more detail in Chapter 5.

Let’s walk through the SAP standard IDs:

®m SAP*: The SAP system super user
The SAP™ ID is automatically created when a new client is created, so it exists in all cli-
ents, including 000 and 066. Its default password is PASS. Security best practice is to
change the password immediately and lock the ID. There is a system parameter, Login/
no_automatic_user_sapstar, that has possible values of 0 and 1. When the SAP* ID is
deleted, the system automatically regenerates the ID if this parameter is set to a value of
0. Hence, to secure the ID, this parameter is set to 1.

® DDIC: ABAP Dictionary and software logistics super user
The DDIC user is a privileged, default user automatically created in clients 000 and 001
after the SAP installation. Set its master password after installation. As it has vast privi-
leges, its default password should be changed immediately, and the ID should be locked.
It has authorization to maintain data dictionary objects. It is the only user allowed to log
in during system upgrades.

® EARLYWATCH: User for SAP EarlyWatch services
EARLYWATCH is a default user created in client 066, and its default password is SUPPORT.
It is used for SAP EarlyWatch Alert, which analyzes system performance, security, and
stability. The user should use this account for SAP EarlyWatch functions only, and the
password should be changed after installation.

® SAPCPIC: Default RFC user
SAPCPIC is another default user created in client 000 and in any new client. The default
password is ADMIN, which should be changed immediately. It is used as a communication
tool for RFC connections and system integration, and it plays a critical role in legacy sys-
tem integration. SAP recommends deleting the SAPCPIC ID if it is no longer required in
the client.

28



1 User Management

®m TMSADM: User for transport management system
The default user ID TMSADM is a system user created automatically in client 000. It plays a
critical role in transport requests and system communication. TMSADM’s default pass-
word should be changed using the procedure described in SAP Note 1414256. The ID
should also be deleted in all other clients.

In the description of each standard ID, it has been emphasized that the default password
for these IDs should be changed immediately, and the ID should be locked. If the IDs are not
required for any specific client, they should be deleted in that client. SAP provides a stan-
dard report named RSUSR003, which highlights the status of standard IDs across all system
clients (see Figure 1.2). It indicates whether they exist in a specific client, whether they are
locked, and whether the default password has been changed.

Number of Selected Standard Users: 64

System:

Instance:

User:

Date 19.05.2025
Time: 15:42:08

Prof.Param
login/no_automatic_user_sapstar 0
login/password_logon_usergroup

Innin Inacownrd dnuwmwarde camnatihilibe n

Cient” User ~  Lock Password Status Reason for User Lock Failed Valid from)
000 |DDIC 9 Exists; Password not trivl.
SAP* Does not exist.Logon possible with p/w PASS. See Note 2383
SAPCPIC Does not exist.
TMSADM ' Exists; Password not trivial.
100 DDIC E, Exists; Password not trivial. Locked by unsuccessful logons
SAP* Does not exist.Logon possible with p/w PASS. See Note 2383
SAPCPIC Does not exist.
TMSADM I:'I_‘ Exists; Password not trivial.
144 DDIC I:'I_‘ Exists; Password not trivial. 2
SAP* Does not exist.Logon possible with p/w PASS. See Note 2383
SAPCPIC Does not exist.
TMSADM I:'I“ Exists; Password not trivial.
200 DDIC IZ'I“ Exists; Password not trivial. 2
SAP* Does not exist.Logon possible with p/w PASS. See Note 2383
SAPCPIC Does not exist.

TMSADM 5" Exists; Password not trivial.

Figure 1.2: Standard Report RSUSR003

1.3 Transaction SU01: Managing User Account Lifecycle

Transaction SUO1 is used to create, delete, lock, and assign roles/profiles to user IDs. A dis-
play version, Transaction SUO1D, is also available. While Transaction SUO1 should only be
restricted to security administrators, the display version can be assigned to any user in the
organization to view the status of user accounts.
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Transaction SUO1 includes several tabs, and data can be entered in the fields displayed on
these tabs when creating a user. Although there are several fields in these tabs, the only
fields that are mandatory while creating a user are User ID, Last Name, and Password. All
other fields can be entered as needed according to the organization’s policies.

Let’s create the following user in the system using Transaction SU01:
® First name: ALICE

® Last name: SAPLAND

® User name: ASAPLAND

Log into the SAP system and start Transaction SUO1 by entering “SU01” in the field in the
upper-left corner (see Figure 1.3) and pressing the key.

The Transaction SUO1 window opens, displaying two empty fields (see Figure 1.4): one
named User and the other called Alias. In the User field, enter the user ID name. The Alias
field is not mandatory and can be left blank. Some organizations use this field to enter
another unique user attribute, like the user’s personnel number.

@ suot M o2t oD 980 e
SAP Easy Access
|14 '_"J'.:‘ 7'5 :‘E’ L v oa

« = Favorites

+ 37 SM37 - Overview of job selection

7 SM19 - Security Audit Configuration
* 7 SM20 - Analysis of Security Audit Log
* 57 SUD1D - Usar Displav

Figure 1.3: Entering Transaction SU01 in SAP GUI

User Maintenance: Initial Screen
[ [MTechnicaluser & & T [0 & &)

User ASAPTAND

I T
Alias 4567891
L =

Figure 1.4: Initial Screen of Transaction SUO1

On the menu bar of the initial Transaction SUO1 screen, there are icons to create a new user,
create a new technical user, change a user, display a user, delete a user, copy a user, lock a
user, and reset a user’s password. For users who prefer using the keyboard over a mouse,
the functionalities of these icons also can be invoked using keyboard shortcuts. Table 1.1
summarizes the keyboard shortcuts. These keyboard shortcuts are shown as tooltip texts
when you hover your mouse cursor over the corresponding icon.
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Functionality Keyboard Shortcut
New user

Change user +
Delete user +
Lock user +

New technical user +
Display user

Copy user +
Reset password +

Table 1.1: Keyboard Shortcuts for Icons in Menu Bar of Transaction SUO1

The first two icons, Create a User and Create a Technical User, require further clarification.
Every user in the company has personal data, including their first name, last name, job
function, department, and other relevant details. All these values can be entered in Trans-
action SUO1 in a special Address tab. If an account is not intended exclusively for an end
user, then this data does not need to be entered. For example, system accounts, which are
designed for system-to-system communication, running background jobs, or even generic
IDs like firefighter IDs used in SAP GRC, do not contain personal data. Such IDs can be cre-
ated using the new Technical User icon in the menubar. When creating a new user, the
Transaction SUO1 screen displays 11 tabs for data entry. However, when creating a techni-
cal user, the Address tab does not appear, resulting in only 10 tabs.

Naming Convention for User IDs

Organizations follow certain naming conventions to create user IDs as a security best
practice. Such a convention can be as simple as the user’s first initial followed by their
last name, or more complex. Note that user IDs are limited to a maximum of 12 charac-
ters. Hence, if an organization uses a naming convention that incorporates parts of a
user’s name, sometimes it may need to be truncated to limit it to 12 characters. If such
a naming convention results in duplicate IDs for two different users, then numerals can
be used to distinguish them—for example, JDOE, JDOE1, and so on. Some companies
use the uniqueness of users’ personnel numbers (PERNR) to create their user IDs.
According to the organization’s needs, a specific value may be entered for the Alias
field. Enter the User field with the user ID name and, if applicable, the Alias field and
press the New User icon, the firsticon on the menu bar.
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Now, let’s walk through each of the 11 tabs in Transaction SUO1:

® Documentation
The Documentation tab, shown in Figure 1.5, features a large text field, labeled Docu-
mentation for User, in which any information about the user can be stored.

Maintain Users

"
b b

User ASAPLAND |E| User with Classic Address

Changed By 19.05.2025(18:31:46 Status

Documentation | Address Logon Data | SNC Defaults Parameters Roles " H

Description User Creation

Person Responsible

Documentation for User:

19.05.2025 15:41:14
User Created on request: REQNO123456.

Figure 1.5: Documentation Tab

It may contain the IT Service Management (ITSM) ticket number or any suitable informa-
tion that the organization needs to maintain about a new user. It may also include the
history of changes the user ID has gone through during its lifecycle. Although user
changes can be obtained through the change document, the data maintained in the
change document is very restricted and does not contain information about the reasons
for changes. The Documentation for User field is not mandatory, so it can be left blank.
The data in the Documentation field can be deleted using report RSUSR_DELETE_ USER-
DOCU.

m Address
The Address tab, shown in Figure 1.6, contains user details about the new user.

The tab includes several fields under various sections: Person contains information
about the person; Work Center provides information about the user’s position, depart-
ment, and physical location; Communication contains information like the user’s phone
number and email address; and Company includes the user’s company information. The
only mandatory field in this tab is the Last name field. All other fields in this tab can be
left blank. It can be good practice to enter as much data as possible here so the company
has detailed information about its users.
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Maintain Users
& gt
User ASAPLAND |E‘ User with Classic Address :
Changed By 5.05.2025 12:22:34 Status Revised
Documentation /M “logonData © SNC | Defauks | Parameters | Roles | Profles | Groups [ Personalzation
Person
Tie - [F=1)
Last name SAPLAND -
First name EALICE j
Academic Title
Ful Name ALICE SAPLAND
Language -
Work Center
Function AP Spedialist
Department Finance - Account Payble
Room Number Hoor Building code
Communication
Telephone 123 456 7890 Extension [ ]
Mobie Phane 980 765 1234 =3
Fax Extension ‘?|
E-Mal Address asapland@nexora.com ‘?|
Method E-Mail - Other Communication... |
Company
ES1Is1ER
awp;y_ NEXORA.COM / / ca
a

Figure 1.6: Address Tab

® Logon Data

The Logon Data tab, shown in Figure 1.7, has several fields to maintain information
about the user. One of the most crucial fields in this tab is the Password field, contained
in the Password section of the screen. Other sections under this tab include User Group
for authentication checks, Validity Period, and Other Data, as well as fields for Alias,
User Type, and Security Policy. In the User Type field, a dropdown list holds all five user
types described in Section 1.1, allowing the appropriate one to be chosen. A security pol-
icy can be entered in the Security Policy field if one is available for the user. Security pol-
icies are addressed in more detail in Section 1.10.
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Maintain Users

-
& &b

User ASAPLAND ‘E| User with Classic Address

Changed By 30.05.2025|(12:22:34 Status Revised

Documentation [ Address . Logon Data \ SNC Defaults Parameters Roles Profiles Groups Personalizati

Alias 456778591
User Type Dialog -
Security Policy
Password
New Password Rules (Case-Sensitive) ‘E‘
New Password T Ak R A R R R R A AR R R A AR AR AR RN A A RANA DR AN AR RR
Repeatpasg’uord - WA A A A AN A A A AN AN A A A AN RAA AR A RANA A HA NN
Password Status Inidal Password (Set by Administrator) ‘E‘

User Group for Authorization Check

User group FINANCE

Validity Period
Valid from 15.05.2025

I i
vald To ,31.12.9999

Other Data
Account no.
Cost center

Figure 1.7: Logon Data Tab

The New Password field is mandatory in this tab. In this field, the security administrator
can enter a new password that satisfies the organization’s password policy. The same
password has to be confirmed by reentering it in the Repeat Password field. A complex
password can also be generated by clicking the Generate button (the second icon after
the New Password label), as shown in Figure 1.8. The initial password can be shared with
the new user using a secure channel. The initial password needs to be changed the first
time the user logs into the account. If the company uses SSO for user authentication, the
password can be deactivated by clicking the Deactivate button (the first icon after the
New Password field).

L
B3| [ &) F |00 (% ) (26 . . H| [ o][ @] 2of[@1]
Type Message Text

| 6 | Generated password for user ASAPLAND: mwSwagw-&8-V

i

Figure 1.8: Generated Password for User
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The User Group field enables you to assign a unique user group to the user. Section 1.5
provides an in-depth examination of the user group concept. The Valid From and Valid
To fields in the Validity Period section allow you to maintain the user’s validity dates. If a
new user is to be onboarded on a future date, that date can be entered in the Valid From
field. Users cannot log into the system if they attempt to do so outside their validity
period. The Account no and Cost Center fields can be entered in the last section of this
tab. These fields are not mandatory.

m SNC
SNC stands for Secure Network Communications. The SNC tab, shown in Figure 1.9, can
mention an organization’s use of another application to secure communication between
SAP GUI and the application server in the backend. SSO is one frequently used applica-
tion. Such applications assign a unique SNC ID to each user, which can be used in the SNC
name field.

Figure 1.9: SNC Tab

If a user is configured for SSO, they still can log in using a password if the Allow password
log on for SAP GUI checkbox is checked. For more information on SNC and SSO, see
Chapter 2.
m Defaults

The Defaults tab (see Figure 1.10) defines several default values, including Decimal
Notation, Date and Time format, default spool information, Time Zone, and CATT infor-
mation. Most fields in this tab are generic and maintained centrally for the entire organi-
zation; therefore, these fields are autopopulated when Transaction SUO1 is run.

35



1 User Management

Figure 1.10: Defaults Tab

® Parameters
Some default values for a user can be entered in the Parameters tab, shown in Figure
1.11. The user can also enter these values using Transaction SU3. Some standard param-
eters that can be defined in the Parameters tab are as follows:

- WRK: Work site purchasing transactions; for example, ME21
- BUK: Company code for financial transactions

- CAC: Controlling area for cost management

- SWK: Maintenance plant in plant maintenance transactions
- XUS: User ID for authentication-related processes

- IHK: Planner group in maintenance orders

- AAR: Work center category for production planning

If a user specifies the value of a specific parameter—say, BUK = 2000—then whenever a
financial transaction is run, the value of the Company Code (2000) will appear by default.
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Figure 1.11: Parameters Tab

® Roles
Roles are assigned to a user in the Roles tab, as shown in Figure 1.12. This tab can also be
used to display the roles assigned to a user.

Figure 1.12: Roles Tab

In the Role Assignments grid, the Role column contains the name of the roles assigned
to the user. The next column shows whether it is a single or composite role. The Start
Date and End Date indicate the validity dates of the role assignment. The last column
indicates whether a role is assigned to the user directly or indirectly through an HR org
object, such as a position.

37



1 User Management

To assign a new role to a user, enter the role name in a new line in the Role column, and
enter a Start Date and an End Date. If no Start Date and End Date are entered, then the
default values for these are the current date and 9999/12/31, respectively.
SAP Note 2110144 describes how to display the role assignment that comes from the ref-
erence user (if any) assigned to the user.

® Profiles
The Profiles tab, shown in Figure 1.13, can be used to assign profiles to a user directly.
Also, it displays the profiles of the roles and profiles assigned to a user. To assign a new
profile to a user, enter the profile name in the Profile column of the Assigned Authoriza-
tion Profiles grid.

Documentation | Address | LogonData / SNC | Defaults | Parameters | Roles ' Profies | G|

2 EE EEREEL EEL E
Assigned Authorization Profiles

B | Profie Type Text
T-AH661644 G Profile for role SAP_GRC_ACCESSRISK_APP
T-AHG661645 G Profile for role SAP_GRC_ACCESSUSER_APP
T_G4600110 @5  Profie for role SAP_GRC_FN_BUSINESS_USER
T_G4600111 9 Profile for role SAP_GRC_FN_DISPLAY

Figure 1.13: Profiles Tab

® Groups

In the Groups tab, shown in Figure 1.14, you can enter user groups to which a user
belongs. The groups entered here differ from the User Group value entered in the Logon
Data tab. Suppose a company decides that user administrators cannot make any
changes to users in the employee and contractor user groups of the Logon Data tab. That
restriction can be controlled through a suitable entry in the S_USR_GRP authorization
object. When a user administrator opens a user ID in Transaction SUO1 to make changes,
the kernel checks the S_USR_GRP object during the authorization check to ensure the
administrator has the required authorization. However, the group entered in the Groups
tab is not checked for authorization. It is intended solely for categorizing users for mass
changes in Transaction SUO1 or SUIM reports.

Documentation | Address | Logon Data -~ SNC Defaults | Parameters Roles | Profies * Groups [ Pe

(@ [EE &=L (EEL E
User Group Assignments
EL User group User Group Description
TAUDIT B]
BIPL

Figure 1.14: Groups Tab
A user can belong to multiple groups in the Groups tab. However, in the Logon Data tab,

the User Group field can contain only one value; hence, a user can belong to only one
user group linked to an authorization.
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® Personalization
User-specific settings can be entered for a user in the Personalization tab (see Figure
1.15), allowing SAP transactions and programs to run and provide output in a specific
manner (such as the number of rows or columns). It can also be used to specify prefer-
ences for output devices, printer types, workflow approvals, and layouts. The Personal-
ization tab in Transaction PFCG (Profile Generator; see Chapter 3) contains the same val-
ues, and they work in sync.

Figure 1.15: Personalization Tab

Personalization data is saved in table SPERS_0BJ in the SAP database.

B License Data

The License Data tab, shown in Figure 1.16, maintains licensing information for each
user. It has only one dropdown field, Contractual User Type ID. There are four options
available by default in the dropdown. While creating a user, the security administrator
can choose the appropriate option. For the technical teams (Basis, security, and ABAP
development), SAP Platform User is the most appropriate choice in SAP S/4HANA. For
business users, SAP NetWeaver Gateway User for Productivity Apps may be the most
suitable option.

Documentation © Address Logon Data SNC Defaults Paramete

Contractual User Type ID

Ul =
CRM Engine User
SAP Platform User
SAP Platform User for Productivity Apps

SAP Net\Weaver Gateway User for Productivity Apps

Figure 1.16: License Data Tab in Transaction SUO1

Transaction SUO1 is used for all identity-related operations. You can create a new user,
modify an existing user, copy a user to create a new user, lock or unlock a user, or even
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delete an existing user. Let’s discuss how these operations are carried out using Transac-
tion SUO1:

Copying a user

If a new user is to be created that is very similar to an existing user, the existing user can
be copied to create the new user, thus saving some obvious data entry work (see Figure
1.17).

[= Copy Users x
From PMISHRA
T ol
To TMTSHRA
L =]
Choose Parts
| Address Data
| Defaults

/| User Parameters

| Reference User

| Roles

| Authorization Profiles

| User Groups

/| Personalization

/| License Data

| SAP Easy Access Settings
| Documentation

[@x]

Figure 1.17: Initial Screen of Copying User in Transaction SU01

To copy an existing user, click the Copy icon in the menu bar. A new popup screen shows
two fields at the top, From and To. Enter the name of the existing user ID and the new
user ID in these fields. In the panel named Choose Parts, the names of all the tabs in
Transaction SUO1 appear, with a checkbox next to each one. All the checkboxes are
already checked, except for the Address Data and Documentation tabs. This means that
all of the existing user’s data will be copied to the new user, except for the data in the
Address Data and Documentation tabs. This is logical because the data in these tabs is
specific to each user. The security administrator can uncheck any other tab as needed.
Data from those tabs won’t be copied and will need to be entered manually. Click the
Copy icon at the bottom of the popup screen; the Transaction SU01 screen will reappear,
with the User field populated with the new user ID. As you can check, all the data is cop-
ied from the existing user to the new user except for the fields in the unchecked tabs on
the previous screen. Enter the data for those tabs manually and save the new user.

When many users are to be created with very similar data, the Copy User feature in
Transaction SUO1 can be convenient for efficiently accomplishing this task.
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® Deleting a user
Transaction SUO1 allows you to easily delete a user ID. Run Transaction SU01 and open
the user that needs to be deleted. Click the Delete icon on the menu bar. The popup
screen shown in Figure 1.18 appears. Clicking the Yes button will delete the user.

0 User PMISHRA is to be deleted. Mail user will
also be deleted.

Yes No

Figure 1.18: Confirmation Screen for Deleting User

However, deleting users in the SAP environment is not recommended as a best practice.
Deleting a user can impact historical transactional records and workflows involving the
user, potentially causing system issues. It is recommended that the user be deactivated
by locking it, adjusting the validity dates, removing roles from it, and moving the it to the
user group of deactivated users.
B Locking/unlocking a user

The Lockicon on the menu bar of Transaction SU01 is used to lock/unlock a user. To lock
a user, run Transaction SUO1, enter the user ID in the User field, and click the Lock icon.
A popup screen appears that specifies the user’s current lock status, as shown in Figure
1.19.

User Maintenance: Initial Screen
[ [ Technicaluser & & io0F 1 & &

User EMISHRA

Alias

[= Lock User PMISHRA

-
Mot locked.
(I

()
|£‘ Lo

Figure 1.19: Lock Status of Current User, Displaying Lock Button to Lock User

Click the Lock icon on the popup screen and the kernel will lock the user and give a con-
firmation message. A locked user can be unlocked in a very similar fashion.

Lock Status of a User in SAP

In SAP, there are four lock statuses, each indicating a user’s lock status. When a user is
not locked, their lock status is 0. If a user is locked across the landscape using some
central user management system like Central User Administration (CUA), the lock sta-
tus of the useris 32. When a user is locked by the administrator using Transaction SU01,

41



1 User Management

their lock status is 64. When a user is locked out because of entering the wrong pass-
words multiple times, their lock status is 128. The number of times a user must try to
log in with the wrong passwords to get locked out is specified in a system parameter,
login/fails_to_user_lock. The parameter’s default value is 5; administrators can
choose any value between 1 and 99. In table USR02, users lock statuses are displayed in
a column showing these numbers. When a user is locked for multiple reasons, you can
see the sum of the respective numbers in the Lock column.

1.4 Transaction SU10: Managing User Accounts in Bulk

Transaction SUO1 deals with one user account at a time. If multiple user accounts need to
be processed simultaneously, the transaction to be used is Transaction SU10. You can cre-
ate, lock, unlock, assign roles/profiles, assign user groups, and simultaneously enter licens-
ing information for all selected users. The transaction works in two stages: user selection
and action. In the user selection stage, users can be selected based on various criteria. In the
action stage, actions such as creating, assigning roles/profiles, locking, unlocking, and so
on can be carried out. One limitation of Transaction SU10 is that the action must be the
same; for example, if you want to assign one role to a group of users and another role to
another group of users, it must be done in two passes only. In the first pass, assign the first
role to the first group of users, and in the second pass, repeat the same process with the
second role and the second group of users.

In the following sections, we’ll dive into the options for selecting users with Transaction
SU10 and the different actions available.

1.4.1 Selecting Users

The initial screen of Transaction SU10 is shown in Figure 1.20.

User Maintenance: Mass Changes Initial Screen
[h & #Fsnge TF & 5 feoal APEEED

User Selection
Address Data || Authorization Data " Logon Data
User
User Full Name
= 3
L JQ

Figure 1.20: Initial Screen of Transaction SU10
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If already chosen, users can be pasted from your clipboard into the grid shown in the User
panel. Transaction SU10 also provides ample scope for the admin to select users using var-
ious complex criteria. The User Selection panel has three buttons: Address Data, Authori-
zation Data, and Logon Data. Pressing these buttons opens popup screens for user selec-
tion; we’ll walk through each one in the following sections.

Selecting Users Based on Address Data

Users can be selected from their address data by clicking the Address Data button. A popup
screen similar to the Address Data tab of Transaction SUO1 opens (see Figure 1.21), but
each field now has an option to choose multiple values. You can click the multiple selection
button at the end of each field to enter your selection criteria. For example, suppose a test
system has numerous users created with user names that start with TEST for some testing
work, and now you want to delete or lock them. You can click the multiple selection button
at the end of the Users field, and your selection criteria will be TEST*. Now, all users with
user names starting with TEST will appear in the user grid of Transaction SU10, from which
they can be locked, unlocked, or deleted with a single click.

If you want to add a role to all users belonging to one or more specific departments, you can
select the departments from the Department field on this screen.

Users by address data
T

Names

First Name

R
4]

Last Name

]2

Users

Communication Paths
Company
City
Buildings
Room

(3

Extension

Other Data
Department
Cost Center
Address Type of the Ide

Business partner no.

(3

Personnel Number

Format List
Title
Layout

Figure 1.21: Enter User Data to Select Users Based on Address Data
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Extreme care must be taken when selecting users to ensure that all users within the scope
of your current work are diligently included, none are missed, and no user is unintentionally
added.

Selecting Users Based on Authorization Data

If you press the Authorization Data button in the user selection panel of Transaction SU10,
a screen appears with multiple tabs (see Figure 1.22). At the top of these tabs is a Standard
Selection panel with three fields: User, Group for Authorization, and User group (general).
Using these fields, you can select based on user IDs; multiple selection is possible, or you
can select all users belonging to one or more authorization groups (determined by the
Group field in the Logon Data tab of Transaction SUO1) or one or more user groups. Also,
you can open one of the tabs in the Selection Criteria section, each of which has multiple
fields representing various attributes in the user master. All users that satisfy some specific
attribute chosen from the existing field can be selected.

Figure 1.22: Enter User Data to Select Users Based on Authorization
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You can select all users with one or more specific authorizations by selecting those authori-
zations in the Selection by Authorization section of this screen. Click the multiple selection
button beside the Authorization Object field, then select a few objects in the field beneath
it. You can also choose users with multiple authorization objects and specific field values by
adding up to four authorization objects and their respective field values in the selection
screen. Thus, there are numerous ways to select users based on the authorizations they
have.

User Selection by Logon Data

This is the third option to select users based on the fields available in the Logon tab of
Transaction SUO1. As for the previous options, this screen also offers a considerable num-
ber of ways to select users to act upon. There are several sections on this screen, as shown
in Figure 1.23.

List of Users According to Logon Date and Password Change

& [ [
Standard Selection
Iy Tt
User L JQ to | nd ‘
Group for Authorization to | a ‘
Security Policies to | a ‘

No. days since last logon
No. days since password change
Display Address Data

Selection by Validity of User
'+ Today ( 31.05.2025 )
+|Users Valid Today
+|Users Invald Today
" validity Period
s From 31.05.2025| To 31.12.9999
s From 31.05.2025| To 31.12.9999

Selection by Locks
=) Differentiation of Locks
User Locks (Administrator) -
Password Lock (Incorrect Logon Att -
Al Users with Administrator Locks or Password Locks
1 Only Users Without Locks

Selection by Logon Attempts
+|Users with Incorrect Logon Attempts
+'|Users with no Incorrect Logon Attempts
+'|Users Without Logon Date

Selection by User Type
| Dialog User

Figure 1.23: Enter User Data to Select Users Based on Authorization
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Figure 1.23 illustrates a portion of the user selection screen, based on logon date and pass-
word change. The Standard Selection section of the screen contains standard fields such
as User and Group for Authorization, as well as Security Policies. You can select users
based on these attributes, and each offers the option to make multiple selections. The fol-
lowing section is titled Selection by Validity of User. This section has several date options
to choose users based on their validity dates. Other sections on this screen offer options to
select users based on the type of locks they have, their user types, and the number of logon
attempts. You also can create a mix-and-match selection including options from across the
various sections of this screen.

1.4.2 Actions for the Selected Users

After selecting the users in the first stage of Transaction SU10, various actions can be taken
on these users. Figure 1.24 shows the menu bar of Transaction SU10. Actions can be initi-
ated for the selected users by clicking the respective icons.

User Maintenance: Mass Changes Initial Screen
D& Aonge B foovs £ PELED

Figure 1.24: Actions Available in Transaction SU10 for Selected Users

Let’s discuss each of these icons and the actions they support:

m Create new users

The first icon in the menu bar lets you create new user accounts in bulk. In the selection
screen, enter the user name for all the new accounts that need to be created, then click
the Create icon. This opens a new screen with all the tabs of Transaction SUO1. The Doc-
umentation and Address tabs are grayed out, indicating that data cannot be entered in
these tabs. Also, the password fields are missing in the Logon Data tab as the password
cannot be the same for multiple users. All other fields in the Logon Data tab and all other
tabs are available for data entry. For example, all these users may belong to the same
authorization group, and the same roles and profiles may be added. Enter all the com-
mon data for all these users, then click the Save button to save all these users. All users
will be created in the system. The next screen will provide a unique password generated
for each user, which can be shared with them.

® Change users
The second icon lets you make mass changes. After selecting the users, click the Change
icon. Again, a screen appears with all the tabs of the Transaction SUO1 screen, and the
Documentation and Address tabs are grayed out. The password fields are missing in the
Logon Data field. All other fields are available with their current values. Changes can be
made to the data as required and saved. Transaction SU10 completes the transaction
and displays a screen that shows all the changes made to the users.
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® Change users (single)

The next icon on the menu bar lets you change users. You can choose multiple users
using the selection scopes described in the previous subsections. However, you can then
act on them individually. As shown in Figure 1.25, the users are first selected. When you
click the Change User (Single) button, the users are displayed in the left panel, and all
the Transaction SUO1 tabs are shown in the right panel (see Figure 1.26). One user can be
selected in the left panel; the right panel will then display all the Transaction SU01 data
available for that user, which can be modified. After modifying each user, Transaction
SU10 asks you to save the data. The transaction can be closed after the data for all users
has been changed and saved.

Maintain Users
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Figure 1.25: Transaction SU10 Screen Showing All Selected Users
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Figure 1.26: Transaction SU10 Screen to Select Specific User to Modify

® Delete users
The next icon in the menu bar is the well-known trashcan icon, which can be used to
delete users. After selecting the users in the first step of the transaction, they can all be
deleted with a single click of this icon. However, deleting users is not a best practice for
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security in a production environment, and even in any other environment, you should be
very cautious about using this button. If many users are selected and this button is
pressed by mistake, all the users will be deleted. Transaction SU10 requests confirma-
tion before deleting users. If confirmed, there is no way to undo this action, and recreat-
ing many users one by one can be a very time-consuming process.

®m Lock/unlock/global lock
The three lock icons on the menu bar (shown in Figure 1.24) are related to locking users.
With a single click of the Lock or Unlock icon, all the users selected in Transaction SU10
can be locked or unlocked. If the organization uses CUA, all the selected users can be
locked across the environment using the Lock (global) icon.

® Password change
Using the Password Change icon, the passwords of all users can be deactivated, or each
user can be assigned a unique initial password generated automatically. In the second
scenario, Transaction SU10 displays each user’s password in the right-hand side panel.
These passwords can be copied and shared with each user individually.

® Change role assignment

The next icon on the menu bar allows you to change role assignments. Clicking this icon
opens a screen with two radio buttons that show the Add and Remove labels at the top,
and a grid to enter roles below that. Click one of the radio buttons to choose the Add or
Remove action. Enter the roles to be added or removed in the grid below, then click the
Save button. The action will be carried out and saved. The only limitation of this
approach is that the roles that can be added or removed from all the users must be the
same.

m Select all/deselect all/remove
The next two icons in the menu bar allow you to select or deselect all users, and the but-
ton after those removes users from the selected user list.

® Display application logs
The menu bar’s last icon displays application logs from the database. On clicking the
icon, a selection screen appears for the administrator to choose parameters for the log
they intend to display. Clicking the Execute button extracts the logs from the backend
database and displays them.

Transaction SUO01 is a powerful tool for managing account lifecycle events, especially the
joiner, mover, and leaver scenarios. However, each action must have controls in place to
manage compliance requirements. For example, when a new hire joins the organization, the
creation of a user ID, passwords, and role assignment should be based on approvals and
proper documentation. When someone moves within the organization, access assignment
should be based on defined processes. In both situations, a step to manage segregation-of-
duties (SoD) risk should be part of the process. Finally, when someone leaves the company,
their access should be removed immediately, and the user account locked. This is a part of
many compliance requirements.

48



1 User Management

1.5 User Groups

In Transaction SUO1, two types of user groups exist: one in the Logon Data tab, which is
related to authorization object S_USER_GRP, and the other in the Groups tab. Using the first
one, you can control who will be allowed to maintain users belonging to certain user
groups. The second one is for logical grouping of the users for reporting, searching, and
sorting. For authorization purposes, a user can only belong to one user group in the Logon
Data tab. However, a user can be assigned to multiple groups in the Groups tab.

Transaction SUGR is used for creating, modifying, deleting, or displaying user groups. On
theinitial transaction screen, as shown in Figure 1.27, there is only one field for entering the
User group name. If it is an existing group, the Change icon can be used to modify the
group, the Display icon can be used to display the group and its members, and the Delete
icon can be used to delete the group.

Maintain User Groups
[h & & i
L T
User group LINEW_GRP a

Figure 1.27: Initial Screen of Transaction SUGR

To create a new group, enter a group name and click the Create icon in the menu bar. A new
screen appears to enter a user group description and add users to the group (see Figure
1.28).

Maintain User Groups

User group
User group NEW_GRP
Text A New User Group
User Assignment
User Name Full Name

00_USER_01 TEST 00_USER_01
00_USER_02 00_USER_02

i =1

IPELUSERJB J _USER_03

Figure 1.28: Creating New User Group

If you open one of these users in Transactions SUO1 or SU10, you can see that the user has
been added to the new user group in the Groups tab. However, the user group in the Logon
tab remains unchanged; it is the same as before adding this user to the new group. Even if
the User Group field in the Logon tab is blank, it won’t be populated by adding users to a
Group in Transaction SUGR.
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Existing user groups in a client can be viewed in table USGRP. Every user should be assigned
to a user group in the Logon Data tab. If no user group is assigned, then there is a risk that
the user can be modified by any user via Transaction SU01 or SU10. User maintenance oper-
ations should be segregated through the User Group field to control the user maintenance
process, at least in the production environment.

1.6 Tables Related to User Management

SAP runs on a relational database management system (RDBMS). Hence, all SAP data is
stored in tables, and these tables are grouped into authorization groups. Security-related
tables belong to authorization classes SC and SS. Table 1.2 lists some of the frequently used
tables by security admins. These tables can be accessed through any table browsing trans-
action, such as Transaction SE16, SE16N, SM30, or SM31.

Table Description

User Master Tables

USRO1 User master data: General user information.

USRO2 User logon information, password status, lock status, and user type.

USR03 User address data.

USRO4 Assigned authorization per user.

USRO5 User master data, ID parameters.

USRO6 Additional data for users (e.g., license data).

USR21 Assignment of user master to address data.

Address Tables

ADRP Personal address information (e.g., first name, last name).

ADRC General address information.

ADR6 User email addresses.

BUTO0O Business partner general data. Users can be linked to business partner type
person.

BUTO21_FS [ Business partner address information.

Role and Authorization Tables

AGR_DEFINE | Generalinformation aboutroles. It pulls data from the Long Text field in Trans-
action PFCG.

Table 1.2: SAP Tables Related to User Management
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Table Description

AGR_USERS | Roles assigned to users.

AGR_1251 Authorization data for roles

AGR_AGRS Mapping of composite roles to single roles
AGR_TCODES | Transaction codes in roles.

USR10 Definition of authorization profiles.

USR11 User master texts for profiles.

USR12 User master authorization values.

USTO4 Mapping of users to profiles.

TSTCA Transaction to authorization object assignment.
Other Related Tables

USGRP User groups.

USR40 Table of forbidden passwords.

USRACL Mapping of users to SNC names.

HRP1001 HR objects: Relationship. Useful table for organizations using SAP HCM.

Table 1.2: SAP Tables Related to User Management (Cont.)

1.7 Securing Passwords

For most SAP customers, SAP is a business-critical system because it stores critical business
data, including financial information, supply chain details, confidential trade data, and per-
sonal data of users and business partners. A compromised password is the simplest way to
hack a computer system. Hence, the first step an organization can take to bolster its secu-
rity is to secure user passwords. Gone are the days when user passwords were stored in
plain text format. Now, most software will store the hashed values of passwords.

Cryptographic hash functions are used to compute hash values. A cryptographic hash func-
tion is a mathematical algorithm that takes an input, such as a password, and returns a
fixed-length string, known as a hash value or digest, that is cryptographically secure. It is
designed to be a one-way function, meaning that it is simple to compute the hash value of
any given string, but it is computationally infeasible to reverse engineer the original input
from the hash, even if thousands of known hash values are available.

Since the invention of public key cryptosystems in 1970, several hash functions have
been proposed, and cryptanalysts have analyzed their strengths. With advancements in
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computational technologies and intensive cryptographic research, numerous hash func-
tions have been proposed through the years, only to be broken from time to time, and the
search for newer and stronger hash functions continues. Some of the popular hash func-
tions used by many software systems to generate hash values of passwords include MD5,
SHA-1, and SHA-2. MD5 was proposed in 1991, but it was proven to be vulnerable against
so-called collision attacks in 1995. NIST proposed SHA-1 in the same year, but by 2000, it
was proven to be susceptible to newer collision attacks. Multiple versions of SHA-2 have
been invented and used. In 2007, NIST initiated a competition for a newer hash function,
SHA-3, and Keccak was selected as SHA-3 in 2012. However, most software systems,
including SAP, still use MD5 and SHA-1. To strengthen the hash value, they use a triple
hash value; that is, they apply one or two hash algorithms three times, consecutively, to
the inputin order to derive a provably stronger hash value.

In the rest of this section, we will discuss SAP tables related to passwords, password-
related profile parameters, and some recommendations to maintain the security of pass-
words.

1.7.1 Password-Related SAP Hash Tables

SAP stores hash values in tables and views. These tables are critical from a security perspec-
tive and must be protected adequately. Only administrators should have access to these
tables, and only on a need-to-know basis. The tables storing passwords and related infor-
mation are USR02, USH02, USHO2_ARC_TMP, and USRPWDHISTORY. The two most frequently
used views are VUSER001 and VUSRO2_PWD.

In the SAP world, algorithms computing the hash values of user passwords have also gone
through an evolution process, and improved hash algorithms have replaced weaker ones to
enhance password security. In table USR02, you can see a column named Code Version,
with a single-character value like A, B, and so on. This is the algorithm used to compute the
hash value of passwords. The algorithm related to code version A was the initial one, which
is obsolete now. Code version B used MD5, with a password of eight characters in length.
Code version F uses SHA-1 and accepts passwords of up to 40 characters. The most recent
code version is |, which uses the triple-hash technique. It computes the MD5 value of the
user’s password and then the SHA-1 value of the MD5 output, then it applies a generic ver-
sion of SHA-1 again.

An organization can choose the code version it wants to use by setting the login/pass-
word_hash_algorithm system parameter to the appropriate value. This is a system-wide
parameter, not a client-specific one.

1.7.2 The Logon Process

When a user attempts to log into an SAP system using a user name and password, the sys-
tem undergoes multiple steps to facilitate the login process. The following series of chal-
lenges and answers can summarize these steps:
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1. Does the user possess a valid password (password not deactivated)?
2. Is the user permitted to use password login?

3. Is the user’s lock status 0 (not locked by the administrator or by multiple failed login
attempts)?

4. Is the password correct (hash value of the entered password = stored hash value in table
USR02)?

5. Does the user need to change their password (initial or expired)?

The user can only log in if all the answers are favorable. If the answer to the last question is
yes, then the kernel will provide a dialog box to change the user’s password.

After logging in, if you click System « Status in the menu bar, the screen shows data about
the logged-on user, as shown in Figure 1.29. It displays the previous and current logins, as
well as the number of failed password login attempts.

[= System: Status

Usage data

Client [2003 : Previous logon 31.05.2025( |11:07:41

User Logon 11:56:40

Language EN System time 18:02:23
Time Zone urc 12:32:23

Number of Failed Password Logon Attempts: 0

Figure 1.29: System Status Screen Showing Data of Current User

1.7.3 Password-Related System Parameters

SAP passwords can be secured by setting appropriate values in some system Logon param-
eters. Users can be required to use a combination of uppercase and lowercase letters,
numeric characters, and special characters to create complex passwords. Security
researchers have demonstrated that password strength is more dependent on the pass-
word length than on its complexity. Hence, users can also be required to use passwords of a
secure length through system parameter login/min_password_lng. Another essential
characteristic of a secure password is its validity period; after a specific time, users may be
required to change their existing password, and the new password should be different from
the last n passwords. Logon parameter login/password_expiration_time lets the
admin choose a time period in days after which a user must change their password. The
parameter lets the system administrators choose the value of n (4 or 5 is good enough).
Table 1.3 summarizes the system parameters related to passwords and recommended val-
ues.
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Parameter Description Recommended Value
login/min_password_lng Minimum password length 12to 16
login/min_password_letters Minimum number of letters in 1
the password
login/min_password_uppercase | Minimum number of lowercase |1
letters
login/min_password_lowercase | Minimum number of uppercase | 1
letters
login/min_password_digits Minimum number of numeric 1
characters
login/min_password_specials | Minimum number of special 1
characters
login/password_history_size | Number of password changes 12
before the same password can
be set again
login/password_expiration_ The number of days after which | 90
time a user must change their pass-
word
login/min_password_diff Minimum number of characters | 4
that must be different between
subsequent passwords
login/password_change_ Number of days to wait to 1
waittime change one’s own password
login/password_max_idle_ Number of days for an unused | 30
productive productive password to expire
login/password_max_idle_ Number of days for an unused | 15
initial initial password to expire
login/password_compliance_ Forces users to comply with the | 1
to_current_policy password policy and requires a
password change if noncompli-
ant (value 1 or 0)
login/password_downwards_ Allow old MD5 password hash 0

compatibility

values

(valueOor1)

Table 1.3: Password-Related Profile Parameters

54



1 User Management

Parameter Description Recommended Value

login/fails_to_user_lock Number of failed attempts 5
before locking the user

login/fails_to_session_end Ends the session after a certain | 3
number of failed attempts

login/failed_user_auto_ Determines if locked usersare |0
unlock automatically unlocked after a
set time (1 or 0)

Table 1.3: Password-Related Profile Parameters (Cont.)

1.7.4 Table USR40: Obviating Obvious Passwords

Table USR40 can be used to blacklist obvious passwords. Users tend to set obvious and
easy-to-remember passwords to access systems quickly. Such obvious passwords pose a
considerable risk of being compromised and thus pulling the entire organization into a
security incident.

Table USR40 can be populated with such obvious passwords. The table allows simple pass-
words and also regular expressions containing wildcard characters like * and ?. The ? char-
acter stands for a single character, and * stands for a sequence of any combination of char-
acters of any length. For example, the entry ?elcome can be entered in table USR40 to
forbid both welcome and Welcome or any other seven-character string ending in el come as
passwords. The expression 123" can be entered to forbid any password that contains the
string 123 within it, at any location, including at the beginning, end, or anywhere in
between (see Figure 1.30).

Data Browser: Table USR40 Select Entries
GG EER =2TF @ CEBT BEEm

B | Password Pattern or Individual Value Password: Case-Sensitive?
[*123*% |
L -
*mypassword*
darling*®
password999
root
welcome

Figure 1.30: Table USR40

1.7.5 Some Recommendations to Secure Passwords

Securing passwords in an SAP environment is crucial for protecting your organization from
unauthorized access to the system. Here are some essential considerations for a secure
password policy:
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®m System configuration and policies

The first line of defense against a password compromise is to force users to use strong
passwords through system configurations. In the previous section, we discussed pass-
word-related profile parameters that can technically enforce a strong password—for
example: Encourage users to use long passwords that include a mix of uppercase, lower-
case, numeric, and special characters. Disallow obvious passwords via table USR40. Lock
users who attempt to use the wrong password multiple times, and don’t automatically
unlock them.

m Other technical measures

SAP S/4HANA and SAP ERP use secure hashing algorithms to store the hashed value of
passwords. Ensure that the algorithms used are always the most recent. If they are
upgraded, you upgrade too, and run report CLEANUP_PASSWORD_HASH_VALUES to
clean up the older hash values. Ensure that both the operating system (0S) and the SAP
environment are regularly patched. Integrate the SAP environment with the company’s
Security Information and Event Monitoring (SIEM) system, or acquire a monitoring sys-
tem like SAP Enterprise Threat Detection to monitor suspicious login attempts, brute
force attacks, and unusual user behavior. Implementing a multifactor authentication
(MFA) method also can be very useful for password-based security. Although primarily
RFC-based connections are nondialog, securing RFC connections with strong authenti-
cation mechanisms and securing system interfaces are critical.

® User education and awareness

Educate users on password best practices and explain how they are crucial for both their
digital security and that of the organization. Discourage the sharing of passwords and
encourage the use of a password manager so that users don’t have to remember com-
plex passwords. Raise awareness about phishing attempts and other digital social engi-
neering attacks. Use the principle of least privilege, meaning that user accounts should
have just enough authorization to carry out the user’s day-to-day work; this way, a com-
promised account does not have wider privileges.

® Organizational policies
It cannot be overstated how important it is to create enterprise-wide password security
awareness. Implement a robust password policy and communicate it effectively. A peri-
odic security email can be effective. Review the password policy regularly and update it
if necessary. In addition, follow a sound account lifecycle management policy to ensure
the timely creation, locking, unlocking, and deactivation of user accounts.

® Monitoring
To optimize the benefits of adopting a sound password policy, a monitoring strategy
should be implemented. The strategy can include monitoring events such as repeated
failed logons, spikes in user lockouts and password resets, or changes to high-risk
accounts. Regular monitoring would also be benéeficial if real-time alerts cannot be
implemented. In suspicious cases, a procedure should be developed to follow up and
investigate factors such as timing, source client system, destination app server, IP
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address, location, and so on. High-risk events should be monitored through the enter-
prise’s Security Information and Event Monitoring (SIEM) system.

Implementing the tips suggested here can significantly enhance an organization’s security
posture from the password perspective. The most effective way to secure your system is to
take a multilayered approach that combines technical controls, user education, and strong
organizational policies.

1.8 Transaction SUIM: The SAP User Information Management
Reports

For SAP security professionals, running reports on users, roles, transactions, and authoriza-
tions is a critical daily activity. From that perspective, Transaction SUIM is a practical
resource. If you run Transaction SUIM, you will see a User Information System root node on
theinitial screen, along with several subnodes below it named User, Roles, Profiles, Autho-
rizations, and more (see Figure 1.31). Each of these subnodes can be expanded to reveal
several reports.

User Information System
T ab]l @

Structure
* User Information System
» User
* Roles
* Profiles
» Authorizations
» Authorization Objects
* Transactions
* Comparisons
¥+ Where-Used List
¢ Change Documents

Figure 1.31: Initial Screen of Transaction SUIM

Let’s walk through these nodes in more detail:

m User
If you expand the User node, you will see several executable items under it, as shown in
Figure 1.32. These items are reports. In addition, you will see two subnodes: Cross-
System Information and Users by Complex Selection Criteria. The first node can be
used if you have CUA configured in your environment. CUA is not being used by many
organizations, but a brief note about it is in order. CUA is an SAP application that allows
companies to manage users across multiple SAP systems from a single, centralized cli-
ent. From CUA, you can centrally create, modify, lock, unlock, and assign roles to usersin
each connected child system. If CUA is configured in your environment, you can run
reports to find users by System, Roles, Profiles, or License Data. The data in these
reports can be further analyzed by entering appropriate values in the selection screens.
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User Information System
% & §l G

Structure
'[ User Information System
> User
* Cross-System Information (Central User Administration))
U @3 Users by System
U @3 Users by Roles
U @3 Users by Profiles
« (£ Users by License Data
o @i Users by Address Data
~ Users by Complex Selection Criteria
= @ Users by Complex Selection Criteria
« (B By User ID
« (B By Role
« (Br By Profies
L @9 By Authorizations
L] @9 By Authorization Values
o @9 By Transaction Authorizations
s @f By Local License Data
s @f ‘With Unsuccessful Logons
= @f By Logon Date and Password Change
= (5 With Critical Authorizations
* Rolks
*  Profies
»  Authorizations
*  Authorization Objects
» Transactions
+  Comparisons
*  Where-Used List
* Change Documents

Figure 1.32: Expanded User Node of Transaction SUIM

Note

Each report in Transaction SUIM has multiple fields in which values can be entered to
filter the data. All reports available in Transaction SUIM are accessible individually,
each with a separate name. For example, report RSUSR002 is the Users by Complex
Selection Criteria report. It isn’t easy to remember all the report names, so SAP has
consolidated all the standard user reports into a single transaction code, which can be
executed in a user-friendly graphical user interface (GUI) environment.

The first report is Users By Address Data. If you click the Execute icon next to the report
name, you will see a screen in which you can enter values to filter the data according to
your requirements, as shown in Figure 1.33. You can filter the data using fields such as
First Name, Last Name, User ID, Company, and others.

The most useful report among those under the User node is the one called Users by
Complex Selection Criteria, which offers a wide range of interesting fields to filter on. As
shown in Figure 1.34, the selection features multiple tabs, each of which contains numer-
ous fields to enter values for filtering. For example, in the Authorizations tab, there are
four fields to select authorization objects and report users who have those authorization
objects with specific field values. We’ll discuss authorization objects and fields in detail
in Chapter 3.
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Figure 1.33: Selection Screen for Running User Report Based on Address Data

1 User Management

Figure 1.34: Selection Screen for Running User Report Based on Complex Selection Criteria
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® Roles

Under the Roles node (see Figure 1.35), several reports are available to retrieve roles
based on role name, user assignment, transaction assignment, profile assignment, and
other criteria. Again, the most interesting of these reportsis the one called Roles by Com-
plex Selection Criteria, which offers the maximum number of fields to slice and dice your
data based on complex selection criteria. For example, you can select Single or Compos-
ite roles, or both, based on whether they are assigned to specific users, as determined by
the authorization objects and the values they contain. In Chapter 3, this book covers
roles and all the related concepts.

There are two reports in the Roles node that can be very useful in the SAP S/4HANA envi-
ronment: Applications in Role Menu and Startable Applications in Roles. You can use
these reports to identify roles containing SAP Fiori apps. Also, if you have the role name,
then you can see which SAP Fiori apps are included in these roles. You can also get the
same functionality by directly running Transactions RSUSR_ROLE_MENU and RSUSR_
START_APPL. For more details, refer to SAP Notes 2341600 and 2356418.

User Information System
% 4| &

Structure
~ User Information System
b User
* Roles
* Roles by Complex Selection Criteria
= Q'}LRoles by Complex Selection Cr'rteriei
« (5 By Role Name
« (B By User Assignment
« (5 By Transaction Assignment in Menu
. Q‘} By Profile Assignment
E @a By Authorization Object
E @a By Authorization Values
+ (5 By Change Dates
« (5 Search for Single Roles with Authorization Data
= Q’} Search for Applications in Role Menu
o @ Search for Startable Applications in Roles
»  Profiles
»  Authorizations
» Authorization Objects

Figure 1.35: Fully Expanded Roles Node in Transaction SUIM

® Profiles
Profiles are containers for authorization objects. SAP introduced the role-based authori-

zation concept with the Profile Generator in SAP R/3 version 4.6 in 2000. Previously, users
were authorized using authorization profiles created in Transaction SU02. Currently,
when a role is created in Transaction PFCG, profiles are automatically created and linked
to the role. Some standard profiles, such as SAP_ALL and SAP_NEW, are still in use. How-
ever, these standard profiles have extremely high privileges and are not assigned to end
users under ordinary circumstances. Reports related to profiles are listed under the Pro-
files node in Transaction SUIM, as shown in Figure 1.36.
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~ Profies
= [» Profies by Complex Selection Criteria
= (7 By Profie Name or Text
« (¢ By Profies Contained
= [L# By Authorizations
« (5 By Authorization Values
« (¢ By Last Change
« (s By Role

Figure 1.36: Expanded Profile Node in Transaction SUIM

In SAP, users are authorized to execute transactions through authorization objects.
Authorization objects contain several fields. For example, one field commonly found in
many authorization objects is ACTVT (activity), which has several possible values: 1, 2, 3,
and so on, where 1 represents create, 2 represents change, 3 represents display, and so
on. Suppose a user is assigned an authorization object with ACTVT = 2. In that case, the
user cannot create or modify objects of the type referred to in the authorization object;
they can only display them. By an authorization object, we mean the object itself with a
few fields and possible values for each field. When you choose specific values for each
field, it becomes an authorization. The next two nodes in Transaction SUIM are related to
authorizations and authorization objects.

m Authorizations
Under the Authorizations node in Transaction SUIM, reports related to authorization
objects and authorizations are available. These can be run to discover authorizations
and authorization objects available in your SAP environment. There are four reports
under the node, as shown in Figure 1.37. The top option is Authorizations by Complex
Selection Criteria, and the others allow searching for authorizations by specific objects,
specific values of the authorization fields, or by a specific field and text.

* Authorizations
« (¢ Authorizations by Complex Selection Criteria
= (L By Object
« (5 By Values
. Q‘} By Last Change

Figure 1.37: Expanded Authorization Tab in Transaction SUIM

® Authorization Objects
This node in Transaction SUIM enables the user to query authorization objects (see
Figure 1.38). Using the Authorization Objects by Complex Criteria report option, reports
can be run to obtain authorization objects by object name, text, object class, field, or any
combination. There are reports with just one of these attributes, too.

¥ Authorization Objects
« (¢ Authorization Objects by Complex Selection Criteria
« (» By Object Name, Text
« ({7 By Object Class
- (B By Feeld, Text

Figure 1.38: Authorizations Objects Node in Transaction SUIM
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Transactions

This node is for querying the transactions available in the system, filtered by various con-
ditions, as shown in Figure 1.39. For example, to find the transactions available inside a
role, you can run the Executable for Role report. Or to know what transactions are avail-
able for a user, you can run the Executable for User report.

* Transactions
. Q} Executable Transactions (Al Selection Options)
» (Lr Executable for User
« (£ Executable for Role
« (r Executable with Profile
« (Er Executable with Authorization

Figure 1.39: Transactions Node in Transaction SUIM

Comparisons

Using the reports in the Comparisons node, you can compare users, roles, profiles, or
authorizations. For example, you can compare two users to see what authorization
objects they have. To do so, execute the Of Users report in the Comparisons node of
Transaction SUIM (see Figure 1.40).

* (Comparisons
U @i I_Of Usersj
o @i Of Roles
o @i Of Profiles
» (B¢ Of Authorizations

Figure 1.40: Comparisons Node in Transaction SUIM

A new screen appears with two input boxes, one for each user, as shown in Figure 1.41.
Enter the user IDs of the two users and click the Execute button.

Comparisons

(5 o [i] user Roks Profles Authorizations —Across systems

Compare Users

Iy T
User A T_DRM1 User B |T_TEST Q

Figure 1.41: Comparing Two Users

The system returns a table with all the authorization objects the two users have in one
column and the names of the users in two other columns (see Figure 1.42). When a user
has an authorization object, there is a green traffic light for that user for that object; oth-
erwise, there is a red traffic light. Thus, the report shows the similarities or discrepancies
in assigned authorization objects for the two users.
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Comparison of Contained Authorization Objects

HEETFP @ FAINT BES

Selection Overview as Table

User: Client: System:

User A T_PKM1 200 A4H

User B T_TEST 200 A4H

Comparison Object T_PKM1 T_TEST Authorization Object Name

[ [ e) ]IDRMIAPI = i@ to protect ERM API to be called arbitrariy

®_00 BSP_APPL = O Authorization for BSP Applications
®;OC CA_POWL = i@ authorizations for Personal Object Work List (POWL) Views
®_00 C_SIGN = O Authorization for Digital Signature
®;OC C_SIGN_BGR = i@  Authorization Group for Digital Signature
®_00 FDT_OBIECT = O BRFplus: Authorization Check on Object Level
OO F_GRPCMAIN [0 ]
®_00 GRFN_COMNM = O GRC Connector Authorization Object
®OC GRFN_USER = @  Authorization Object for GRC Users
OO G_GRPC_API = @ Tnitial check for the APT access
®OO  PLOG (]} @  Personnel Planning
OO S_ADMI_FCD = @ System Authorizations
OO S_ALM_ROLE = @  Alert Management: Processing Alerts
OO S_BTCH_JOB = @ Background Processing: Operations on Background Jobs
®OO  5_DEVELOP (]} @  ABAP Workbench
OO S_RFC = @ Authorization Check for RFC Access
®OC  5.SCMG_CAS @ @ Case Management: Case

Figure 1.42: Comparison of Two Users

® Where-Used List

1 User Management

Under this node, as shown in Figure 1.43, you will find reports for roles, profiles, authori-
zations, authorization objects, and security policies. On execution, these reports will pro-
vide information on where the objects they cover are being used in the system; that is, by
running a where-used report for one or more roles, you can find all the users to whom
those roles are assigned. If you run the where-used report called In Programs, under
Authorization Objects, and select a program, the output will be all the authorization
objects called by the program. Where-used reports work almost identically for all other

items.

~* Where-Used List
* Roles
(G Iln Usersj
= Profiles
+ (5 In Users
» (5 In Roles
o @ In Composite Profiles
= Authorizations
« (B In Users
. @f In Profiles
= Authorization Values
« (B In Users
. @ﬂ In Roles
. @ﬂ In Profiles
G @ In Authorizations
= Authorization Objects
J @i In Programs
¥ Security Policies
= @ﬂ In Users

Figure 1.43: Where-Used Reports of Transaction SUIM
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®m Change Documents

The Change Documents node in Transaction SUIM, shown in Figure 1.44, contains fasci-
nating and helpful reports for security professionals and auditors. These reports display
when and who made changes to users, roles, profiles, and other objects. For example,
auditors may be interested in knowing who was assigned the SAP_ALL profile and when,
which SAP logs. Using the reports in the Change Documents node, you can query logs
and uncover valuable information about the changes. For example, auditors execute
these reports to ensure that all changes made to users, roles, or other objects within the
scope of the audit are authorized.

hd :_Chaﬂge DocumentsJ‘
* User
o @9 For Role Assignment
o @9 For Roles
e @i For Profies
= @3 For Authorizations
« (5 For Authorization Defaults
+ (& For Security Policies
+ (5 For CUA Settings

Figure 1.44: Change Document Reports in Transaction SUIM

Let’s briefly discuss the change documents for roles; we’ll defer the discussion of change
documents for users to Section 1.9. As shown in Figure 1.44, there are two reports for roles:
one for role assignments and another for roles. The first one queries role assignments that
have happened in a specific period, initiated by a particular user, and initiated for specific
users. All these parameters can be chosen as per the administrator’s requirement. The sec-
ond one, the change document for roles, has several options to query how a role or a group
of roles has been modified over a specific period. In both, wildcard characters can be used
freely. Let’s take a closer look at both reports:

® Change documents for role assignment
Figure 1.45 displays the initial screen of the change document for the For Role Assign-
ment report.

Figure 1.45: Selection Screen for Change Document for Role Assignment
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The User input field does not allow multiple inputs, but wildcards can be used to select
multiple users. Alternatively, a wildcard (*) in that field can represent all users in the sys-
tem. The Role Name field allows for multiple inputs, and wildcards also can be used. A
blank in that field means any role will be matched. You can enter a user name in the
Changed By field to query the role assignments made by a specific user, choose multiple
users, or leave the field blank to indicate any user. The From Date and To Date fields can
be entered to specify the query period. Pressing the Week, Month, or Year button sets
the period as the last week, month, or year, respectively. For an example, we have run the
report by entering just “T_PKM*” in the User field and querying for the last month by
pressing the Month button. The output is shown in Figure 1.46.

Figure 1.46: Change Document for Role Assignments Sample Output

® Change document for roles
The selection screen for the For Roles report is shown in Figure 1.47.

Figure 1.47: Selection Screen for Change Document for Roles

65



1 User Management

Most fields in the Parameters panel are similar to the previous report. The Role Name
field offers the option for multiple selection, allowing you to choose one or more roles or
even select all roles (with *) if desired. The period can be determined explicitly by enter-
ing date values in the From Date and To Date fields, or you can press the Week, Month,
or Year button. Several options exist in the Change Documents panel to query changes
related to a specific role attribute. For example, you can query modifications related to
the creation or deletion of roles, single roles within composite roles, transactions in the
role menu, and so on during the specified period. Areasonable limitation is that only one
attribute can be selected at a time.

These examples make it evident that Transaction SUIM’s change document reports are
handy tools for investigations, audits, or regular monitoring activities.

1.9 Change Documents for Users
Change documents for a user can be retrieved in at least two ways: one is through Transac-
tion SUO1, and the other is via Transaction SUIM.

Let’s execute Transaction SUOL. Select the Information « Change Documents for Users
menu option. The resulting selection screen is shown in Figure 1.48.

Change Documents for Users
(% ["o [1] Calculate State History ~ Evaluate State History
Standard Selection
Iy T
User B [resricod [ to =3
Changed By to | = | |
From Date Week || Month || Year
From Time 00:00:00
To Date 02.06.2025
To Time 23:59:58%
Output
'+)Change History List
" Technical View
Display Current Address Data ‘ 4] |
Archive Data
Respect Archive Data ‘ 1] |
No data has been recrganized for US_USER and US_PASS
Reorganization for Standard Change Documents (CHANGEDOCU) 1]
Selection Criteria
" User Attributes | Roles/Profiles ‘CUA Attributes
[E3(EY
User created Password Security Policy
User deleted User Type

Figure 1.48: Selection Screen for Change Document for Users
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In the Standard Selection section, there are some standard fields that we have also

encountered in other reports. The Output section provides two o

ptions for the output for-

mat. The Selection Criteria section provides three panels. The first panel, User Attributes,

offers several attributes to choose from, including User Created,
User Type, Security Policy, and others. The Roles/Profiles tab, s

User Deleted, Password,
hown in Figure 1.49, pro-

vides the option of choosing role or profile names to query role assignments for the

selected users. The fields are enabled for multiple choice, and wi
The third tab is enabled if CUA is configured in your environment.

ldcards also can be used.

Selection Criteria

User Attributes - Roles/Profies  CUA Attributes

EBIE
Roles

Role Name: to |E
Profies

Profile Name: to |E

Figure 1.49: Roles Tab of Input Screen for Change Documents for Users

For example, we will run the report for the users T_PKM* for the

last month, with all attri-

butes selected in the User Attributes tab and * entered for the roles in the Roles/Profiles

tab. The output is displayed in Figure 1.50.

Number of Selected Change Documents: 7 4
System Client User 02.06.2025 21:09:43
Selection Criteria:
User I CP T_PKM*
From Date 03.05.2025
To Date 02.06.2025 J
User ~ Date © Time ~ Changed By Action Old value Text New value Text for the New Value
EI'_PKM lj 14.05.2025 23:21:45 Role added SAP_GRC_FN_BASE GRC - Base role to run GRC appliq
15.05.2025 22:17:18 Role added SAP_GRC_FN_ALL GRC - Power User
Role added SAP_GRC_FN_BASE GRC - Base role to run GRC appliiq
22:57:41 Role added SAP_GRC_FN_BUSINESS_USER GRC - Business User
T_PKM2 14.05.2025 23:21:45 Role added SAP_GRC_FN_BASE GRC - Base role to run GRC appiiq
15.05.2025 22:57:41 Role added SAP_GRC_FN_BUSINESS_USER GRC - Business User
T_PKM3 14.05.2025 23:21:45 Role added SAP_GRC_FN_BASE GRC - Base role to run GRC appiiq
15.05.2025 22:57:41 Role added SAP_GRC_FN_BUSINESS_USER GRC - Business User

Figure 1.50: Sample Output of Change Document for Users

1.10 Security Policies

For operational reasons, it may be necessary to implement stricter security measures for
some users and more liberal measures for others. For example, user accounts with broader
access to administrative tasks may be subject to a more stringent security policy to provide
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more security to such accounts. The company may require such users to have longer pass-
words with higher complexity and fewer days to expiration than everyday users, so their
passwords are changed more frequently. On the other hand, communication and system
accounts that cannot be used interactively may be subjected to a liberal security policy.
The communication accounts (type C) are subject to password rules such as a password
expiration rule. Hence, their passwords expire after the number of days mentioned in the
login/password_expiration_time parameter has elapsed. However, if these accounts
are used to communicate regularly between two systems, the communication may fail after
the account’s password expires. To avoid such a situation, an organization may exempt
communication accounts from the password expiry rule.

The good news is that security policies, such as stricter or more liberal ones, can be created
and assigned to user account IDs to subject them to more rigorous or less stringent security
requirements. The transaction code used to create security policies is Transaction SECPOL.
A security policy developed by Transaction SECPOL is a set of attributes and their values.
When a user assigned a security policy logs in, the values of the attributes mentioned in the
security policy take precedence over the same attribute values stored in the system profile.
Security policies are assigned to users via Transaction SU01, and only one security policy
can be assigned to a user.

The rest of this section will walk you through how to create a security policy for communi-
cation accounts to exempt them from the password expiration requirement.

Start by executing Transaction SECPOL, which opens the initial screen shown in Figure 1.51.

Display View "Security Policy": Overview
- AENLE
Dialog Structure Security Policy
- Eécuritz Bokcy) Security Policy Short Text Changed On
. il ™ =
Auributes \COM_ID_SEC_POL _pecurtty Policy for Communication IDs 2025-05-2(
NEW_SEC_POL New Security Policy 2025-05-1§
USER SECU SECURITY 2023-06-1§9
ZPKSEC ZPKInc Sec Pol 2024-03-02
ZSEC Security Policy 2023-06-09

Figure 1.51: Initial Screen of Transaction SECPOL

Click the Change/Display icon so that the New Entries icon appears. Now click the New
Entriesicon. The input screen shown in Figure 1.52 appears. Enter the name of the Security
Policy and a short description, then click Save. The system will now display all the security
policies existing on the system, including the new one.

Click the newly created security policy to choose it, then click the Attributes icon. The fol-
lowing screen (see Figure 1.53) displays a table that shows attributes and their correspond-
ing values. As this is a new security policy, the table is currently blank, with no attributes or
values. Also, initially, it is grayed out, and new data can not be entered. Click the New
Entries icon. The grid now becomes white, ready to accept your input.
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New Entries: Overview of Added Entries
B E B

Dialog Structure Security Policy
~ [ Securtty Poicy Security Policy Short Text Changeﬁ
« [ Attributes B

I:
CoM ID SEC POL Security Poicy for Communication g A

Figure 1.52: Input Screen to Create New Security Policy

AN ENEAE

Dialog Structure Security Policy COM_ID SEC_POL

« [ Security Policy

* [ Attributes
E i Effective... I @ Superfluous Entries
Attributes
Policy Attribute Name Attrib.Value

= ==
L -

Figure 1.53: Enter the Attributes and Their Values

There is a match code search icon to the extreme right of the first cell in the Policy Attribute
Name column. Click it. A new popup screen appears, as shown in Figure 1.54, displaying all
the attributes available that can be added to the security policy.

[= Technical Name of a Security Policy Attribute (1) 22 Entries found

Restrictions |
w

=i E e =PET

Type Policy Attribute Name Long Field Label Default
1 |CHECK_PASSWORD_BLACKLIST Check the Password Blacklist 1
1 MIN_PASSWORD_DIGITS Minimum Number of Digits 0]
1 MIN_PASSWORD_LENGTH Minimum Password Length 6
1 MIN_PASSWORD_LETTERS Minimum Number of Letters 0
1 MIN_PASSWORD_LOWERCASE Minimum Mumber of Lowercase Letters 0
1 MIN_PASSWORD_SPECIALS Minimum Number of Special Characters 0
1 MIN PASSWORD_UPPERCASE Minimum Number of Uppercase Letters 0
2 MIN_PASSWORD_CHANGE_WAITTIME Minimum Wait Time for Password Change 1
2 MIN_PASSWORD_DIFFERENCE No. of Different Chars When Changing 1
2 PASSWORD_CHANGE_FOR_SS0O Password Change Req. for SSO Logons 1
2 PASSWORD_CHANGE_INTERVAL Interval for Regular Password Changes 0
2 PASSWORD_COMPLIANCE_TO_CURRENT_POLICY Password Change After Rule Tightening 0
2 PASSWORD_HISTORY_SIZE Size of the Password History 5
3 DISABLE_PASSWORD_LOGON Disable Password Logon 0]
3 DISABLE TICKET LOGON Disable Ticket Logon 0]
) MAX_FAILED_PASSWORD_LOGOMN_ATTEMPTS Maximum Number of Failled Attempts 5

Figure 1.54: All Available Attributes

The first column of the screen is Type, with three values, 1, 2, and 3, entered. This means
there are three types of attributes to choose from:
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® 1: Attributes related to password rules (password length, lowercase, uppercase, etc.)
m 2: Attributes related to password change policies (e.g., password expiry time)

® 3: Attributes related to logon restrictions (maximum number of wrong logon attempts to
lock the ID, etc.)

Under each of these types, many available attributes can be selected. As you are creating
this security policy for communication accounts, the aim is to prevent password expiration
for these accounts. To achieve this, select only one attribute for the security policy—PASS-
WORD_CHANGE_INTERVAL, as shown in Figure 1.55—and set its value to “0” in the Attrib.
Value field. Note that the attributes available in Transaction SECPOL are not the same as
the profile parameters.

Dialog Structure Security Policy COM_ID SEC POL
+ [T security Policy
* [ Attributes
E |E Effective... ‘ ||_—|;'> Superfluous Entries
Attributes
Policy Attribute Name Attrib.Value
L}

PASSWORD_CHANGE_INTERVAL I_Cb|

Figure 1.55: Entering Attributes for Security Policy

Save the security policy. Now it is ready to be assigned to users—specifically to the commu-
nication users in this case. This can be achieved through Transaction SUO1.

Just as you liberalized one attribute for communication accounts through the security pol-
icy in this example, you can also enforce more stringent security for some users by creating
a new security policy and adding appropriate parameters and their respective values.

1.11 Miscellaneous User Management Topics

In this section, we will briefly discuss some concepts related to user management. We’ll
cover naming conventions, buffers, and inactive users.

1.11.1 User Naming Conventions

Using a user naming convention to name users in the SAP environment may not sound very
important, but it is one of the best practices for security. User management can become
messy without a prudent naming convention. For dialog use, user organizations use numer-
ous rules to create user IDs, such as the following:

m <First initial> + <Last Name>—for example, the user ID for John Doe is JDOE. If some
users have similar names, you can append the user ID with one or two numeric charac-
ters—for example, JDOEL1 for Jane Doe.
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B <Name initials> + <Last three characters of personnel number>.

m <User type> + <A random, eight-digit number>. This is an example of a cryptic ID.

Many options are available for devising a user naming convention. However, you should
choose one that avoids complexity in user management, identifies users via their user ID,
complies to privacy laws (doesn’t use personal information for a user ID), and honors legal
requirements (sometimes, this means using a cryptic user ID).

User naming conventions should also be used for nondialog generic IDs, such as the com-
munication IDs used for communication among systems, those used by systems for running
workflow and background jobs, and even test users in test systems so that they can be eas-
ily distinguished from production users.

1.11.2 User Buffer

In SAP, individual permissions are assigned through authorization objects—for example, an
authorization object that gives access to separate tables in S_TABU_NAM. This object has
two fields, one for the Table Name and one for the Activity. You can add this authorization
object to a role: Enter a table name for the Table Name field, such as “USR02”, and a
numeric value for the activity, such as Activity = 3 (Display). This authorization is for dis-
play-only access to table USR02 and thus the profile of this role contains this display autho-
rization for table USR0O2. A user can have multiple roles, with several profiles assigned to
them. When the user logs in to the system, a user buffer is created for the user, which con-
tains all the authorizations from all the profiles assigned to the user (see the example in
Figure 1.56). When the user attempts to run a transaction, the SAP kernel checks the buffer
to verify if the user has sufficient permission to execute the transaction. If the user’s buffer
passes all the checks, then the user can run the transaction.

Entered Authorization in Buffer of User T_PKM1
00 S S B Textvew

Description Authof
* User Name T_PRM1 Authorization Object *

= System A4H Cclient 200

* Date 18.05.2025 Time 13:13:48

* Instnce s4mdg Profile Parameter auth/new buffering 4

* Number of ARutheorizations 35

.

= [ User's Authorization Data T_PKM1
¥ Object Class ARAB Cross-application Authorization Objects

¥ Authorization Object BSP_APPL  Authorization for BSP Applications
¥ Authorization Object CA. POWL authorizations for Personal Object Work List (POWL) Views
¥ Authorization Object ©_SIGN Authorization for Digital Signature
¥ Authorization Object C_SIGN_BGR Authorization Group for Digital Signature
+ Authorization Object S ATM ROLE Alert Management: Processing Alerts
¥ Authorization Object §_RFC Authorization Check for RFC Access
+ Authorization Object 5 SCME CAS Case Management: Case
¥ Authorization Object S_SCMG_ FLN Case Management: Authorization by Field
* Authorization Object S SCME STA Case Management: Status
¥ Authorization Object S_SCMG_TXT Case Management: Text Notes
* Authorization Object S SRMDISP1 Records Management: Circular
* Authorization Object S_SEMGS_CT Records Management: Authorizations for Document Content
* Authorization Object S SERMGS DC Records Management: Authorization for Documents

Figure 1.56: Sample Display of User Buffer in Transaction SM56
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The user buffer can be displayed through Transaction SU56. If a user is logged on and a new
role is assigned, the authorizations from the role are not immediately transferred to the
user’s buffer. The user must log out of SAP and then log in again to achieve this effect. How-
ever, if profile SAP_ALL is added to the user’s profile, the log out/in process is not required,
and the authorizations get assigned to the user buffer immediately.

1.11.3 Inactive Users

When users retire or leave a company, their user IDs need to be deactivated. Many regula-
tions (like the Sarbanes-Oxley Act [SOX]) require such user IDs to be deactivated within a
reasonable time interval. Also, itis not uncommon in many organizations to have user IDs in
the SAP environment that are never logged on. Some organizations run a periodic report to
identify all the users who have not logged on for a specific period (say, one month) and lock
those IDs. Such IDs can even be deleted if the users have not logged in for a significantly
extended period (say, three to six months). The standard report RSUSR200 (which you can
access via the Users « By Logon Date and Password Change option in Transaction SUIM)
can be run to identify users who have not logged in to the system. Unused user IDs pose a
security risk and should be removed (and deactivated if they have previously been active in
the system). Removing such IDs will strengthen the system’s security posture and help
manage licensing costs.

1.12 Summary

User IDs are the objects users use to log in to SAP systems; hence, securing user IDs through
appropriate system configuration, technical, or procedural policies is the first line of
defense against unauthorized access to the system and preventing breaches. IDs can be
created using a naming convention through transactions such as SU01 or SU10. Identity
lifecycle management is an essential component of identity governance; IDs must be cre-
ated and deactivated, and changes must be made promptly. Authentication and authoriza-
tion are the other aspects of user ID maintenance, which will be covered in the following
two chapters. Another critical aspect of security is regular auditing and monitoring of IDs.
SAP provides several standard reports and transactions, such as Transaction SUIM, to audit
and monitor user IDs. IDs can be subjected to stricter security measures by adding security
policies.

In the next chapter, we’ll discuss topics related to authentication techniques and protocols,
the most important of which is SSO.
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