DATA
PROTECTION 1.0

The Data Protection module sets out essential knowledge relating
to data protection concepts and principles, data subject rights,

the implementation of data protection policies and measures, and
regulatory compliance.

Increasingly large flows of data are changing

our economy and society, transforming existing
services and ways of work and promoting

innovative problem solving. Organisations can, for
example, better tailor products to individuals and
can understand and better predict what groups
of people may demand, and how they may

behave. But with all this transformation, it is more
important than ever that the people working
with often sensitive personal data have the

skills to do so securely and legally. The personal
consequences for individuals of a breach of
the security of their personal data can be

substantial, as can be the legal and commercial
consequences for organisations.

The General Data Protection Regulation, an EU
law on protecting data, sets out firm rules for

how personal data must be processed, and gives
individuals strong rights regarding how their
information is used and by whom.

Skills for data protection are needed for

increasing numbers of workers—ICDL Data
Protection delivers these skills.
icdl.org/dataprotection

On completion of this module, the candidate will
be able to:

>>Understand concepts relating to personal data
and its protection.
>>Understand the rationale, objectives, and scope
of the European Union General Data Protection
Regulation (GDPR).
>>Outline the key principles of the GDPR relating to
the lawful processing of personal data.
>>Understand the rights of data subjects and how
they are upheld.
>>Understand that company policies and
methods should comply with data protection
regulations, and outline key technical and
organisational measures to achieve this.
>>Understand how to respond to data breaches
and the consequences of not complying with
data protection regulations.

Data Protection 1.0 Module Contents
Category
Concepts

GDPR Overview

Principles

Data Subject Rights

Implementation

Skill Set
>> Personal Data
>> Protecting Personal Data
>> Rationale and Objectives
>> Scope
>> Processing Personal Data
>> Lawfulness of Processing
>> Facilitate Rights
>> Exercise Rights
>> Policies and Methods
>> Measures

What Are The Benefits
Of This Module?

How Do I Get Started?

>>Creates awareness of the principles of data
protection.

your nearest accredited test centre, please visit

>>Develops a practical understanding of how to
protect personal data.
>>Supports your organisation’s need to be
compliant with the GDPR.
>>Sets out your rights as a data subject.
>>Relevant for organisations inside and outside
Europe.
>>Developed with input from subject matter
experts and practising professionals.

To find out more about this module and to locate
icdl.org/dataprotection.

